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Abstract—This paper presents the ongoing development of a
wireless node and access point (AP) based on Wi-Fi HaLow
(IEEE 802.11ah) technology, targeting long-range and low-power
IoT applications. The project is currently underway and aims
to design an affordable, fully open-source solution covering
hardware and software aspects. The theoretical part compares
Wi-Fi HaLow with other wireless technologies regarding range,
energy efficiency, and integration with IP networks. Practi-
cally, the project includes PCB design, hardware integration,
and preparation for firmware development. The wireless node
has been fabricated and assembled; firmware development is
currently in progress. Upon completion, the same methodology
will be applied to the AP. The key contribution lies in the
transparency, adaptability, and accessibility of the proposed
open-source platform as an alternative to closed, proprietary
systems.

Index Terms—Wi-Fi HaLow, 802.11ah, wireless sensor net-
works, wireless node, IoT, PCB design, Quectel FGH100M, sub-
GHz

I. INTRODUCTION

Wireless data transmission is essential to modern commu-
nication, enabling seamless data exchange between users and
devices. In recent years, the increasing number of IoT devices
and sensors has highlighted the need for efficient wireless
connectivity solutions. The IEEE 802.11ah standard, also
known as Wi-Fi HaLow, is a significant development in this
context. It is designed to address these demands by offering
low-power, long-range communication, making it particularly
suitable for IoT applications.

Despite being introduced by the IEEE in 2017, Wi-Fi
HaLow has only recently gained traction as companies begin
to develop compatible hardware. This recent surge of interest
in Wi-Fi HaLow, which operates in the sub-GHz spectrum,
allowing for extended range, improved penetration through
obstacles, and reduced power consumption, is a significant
development in wireless communication. These features make
it an ideal solution for large-scale sensor networks, industrial
automation, and innovative city applications.

This paper examines the implementation of a wireless node
and access point (AP) utilizing Wi-Fi HaLow technology. It
explores the fundamental technical aspects of the standard,
including its physical and Medium Access Control (MAC) lay-
ers, supported security protocols, and its advantages over other
wireless technologies. Furthermore, it presents the conceptual
design of a wireless node, discussing hardware selection, com-
munication architecture, and data transmission between end

devices and a central server. Through this analysis, the paper
aims to demonstrate the feasibility and potential applications
of Wi-Fi HaLow in real-world deployments, instilling a sense
of optimism about its practical use.

II. WI-FI HALOW TECHNOLOGY OVERVIEW

Wi-Fi HaLow is an extension of the IEEE 802.11 standard,
specifically tailored for IoT applications. Unlike traditional
Wi-Fi (IEEE 802.11n/ac/ax), which operates in the 2.4 GHz
and 5 GHz bands, Wi-Fi HaLow utilizes the sub-1 GHz spec-
trum, enabling longer transmission distances and improved
penetration through obstacles.

A. Key Features of Wi-Fi HaLow

• Extended Range: Transmission distances up to 1 km,
surpassing conventional Wi-Fi technologies.

• Low Power Consumption: Optimized for battery-
powered IoT devices, reducing energy usage through
power-saving mechanisms like Target Wake Time (TWT).

• High Device Capacity: Supports up to 8191 connected
devices per access point (AP), making it ideal for large-
scale IoT deployments [2].

• Secure Communication: Implements WPA3 security,
ensuring robust protection against network vulnerabilities
[1].

B. Comparison with Other Wireless Technologies

Compared to LPWAN technologies such as LoRaWAN and
Sigfox, Wi-Fi HaLow offers higher data rates (up to several
Mbps under ideal conditions) [2] and native IP connectivity,
eliminating the need for protocol translation gateways. Unlike
Zigbee and Bluetooth Low Energy (BLE), which typically
operate in the 2.4 GHz band with limited coverage (10–100
meters), Wi-Fi HaLow operates in the sub-1 GHz ISM bands
and achieves significantly longer range (hundreds of meters
to over 1 km in line-of-sight conditions), while maintaining
comparable energy efficiency through mechanisms such as
TWT.

Although exact numerical values vary based on regional
regulations, environmental conditions, and implementation
specifics, Wi-Fi HaLow demonstrates favourable trade-offs be-
tween throughput, range, power consumption, and scalability.
A qualitative comparison with unlicensed LPWAN technolo-
gies is shown in Figure 1. Similarly, Figure 2 illustrates how
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Wi-Fi HaLow positions itself against PAN and WAN tech-
nologies regarding coverage and application domains. Figure 3
presents a conceptual comparison with licensed LPWAN tech-
nologies, including NB-IoT (Narrowband Internet of things)
and LTE-M.

Recent comparative studies [3] emphasize the practical
advantages of IEEE 802.11ah in large-scale IoT deployments,
particularly regarding real-time responsiveness and reduced
system complexity. These findings suggest that Wi-Fi HaLow
can bridge the gap between traditional Wi-Fi and constrained
LPWAN systems in industrial and intelligent city environ-
ments.

Fig. 1. Comparison with unlicensed LPWAN technologies [2]

Fig. 2. Comparison with PAN and WAN technologies [2]

III. HARDWARE COMPONENTS

A. Wireless Node Design

The wireless node was designed to ensure efficient commu-
nication while minimizing power consumption. The selection
of components and the overall architecture were crucial in
achieving these objectives. The block diagram is shown in Fig-
ure 4. The wireless node consists of interconnected modules,

Fig. 3. Comparison with licensed LPWAN technologies [2]

where the Microcontroller Unit (MCU) processes sensor data
from interfaces and transmits it via the Wi-Fi HaLow module.
The system is designed to operate autonomously with minimal
power supply or battery energy consumption.

The key hardware components selected for the wireless node
are:

• Wi-Fi HaLow Module: Quectel FGH100M, chosen to
support the IEEE 802.11ah standard and low power
operation [4].

• MCU: STM32L452RC, selected for its low-power pro-
cessing capabilities and compatibility with IoT applica-
tions [7].

• Power Management System:
– DC/DC Converter: MAX77827, selected primarily

for its ultra-low quiescent current (only 6 µA) and
exceptional efficiency, ideal for battery-powered IoT
devices requiring minimal standby power [5].

– Battery Management System: BQ25185, selected
for its low quiescent current and support of high
system loads [6].

• Communication Interfaces: UART, SPI, and I2C, al-
lowing seamless integration with peripheral sensors and
external systems.

B. AP Design

The AP was designed to facilitate high-speed data trans-
mission between the Wi-Fi HaLow sensor network and the
Internet, bridging these two domains. The AP integrates a
dedicated control CPU responsible for managing the Wi-Fi
HaLow module and the Ethernet interface, ensuring seamless
Internet connectivity. Additionally, the AP is powered via a
USB-C interface, utilizing a DC/DC converter to efficiently
provide the required operating voltage.

The AP leverages an open-source software stack to ensure
maximum flexibility, cost efficiency, and adaptability. The
system is designed to run OpenWrt, a highly customizable
Linux-based operating system tailored for networking ap-
plications. OpenWrt provides advanced routing capabilities,

131



Power supply/Battery

Communication 
module

Wi-Fi Halow

CPU/MCU

Interface for 
connecting sensors

I2C, SPI, Serial line

Memory
RAM, FLASH, 

EEPROM

Antenna

Wireless 
communication

Wireless node with Wi-Fi Halow module

Fig. 4. Block diagram of Wireless node with Wi-Fi HaLow

security enhancements, and modular extensibility, making it
an ideal choice for an open-source Wi-Fi HaLow AP. Should
OpenWrt compatibility be limited, Raspbian (Raspberry Pi
OS) can be used as an alternative.

The key hardware components selected for the AP are:
• Wi-Fi HaLow Module: Quectel FGH100M, chosen to

support the IEEE 802.11ah standard and its low-power
operation [4].

• CPU: Raspberry Pi Compute Module 4 (RPI-CM4),
selected for its sufficient computational performance re-
quired for network routing tasks and its native support
for Ethernet connectivity [8].

• DC/DC Converter: MAX77827, chosen primarily for
its ultra-low quiescent current (only 6 µA) and excep-
tional efficiency, making it an optimal choice for battery-
powered IoT applications that demand minimal standby
power consumption [5].

IV. COMMUNICATION ARCHITECTURE

The communication infrastructure of the Wi-Fi HaLow
standard is illustrated in Figure 5. External peripherals are
connected to the wireless node via a wired interface, such as
I2C, SPI, or other protocols. The wireless node communicates
with an AP using a Wi-Fi HaLow wireless network. The AP
acts as a bridge, allowing multiple independent wireless nodes
to connect to the Internet. Data is transmitted through the AP
to the Internet and then to servers, where it is stored and
processed.

V. COMPARISON WITH COMMERCIAL SOLUTIONS

While commercial Wi-Fi HaLow solutions typically support
most of the features mentioned in the open-source design,
their major drawback lies in their closed system architecture,
which severely limits adaptability. These proprietary solutions
are often significantly more expensive and provide minimal
configurability, restricting users to predefined settings. Further-
more, not all technical details and security implementations are
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Fig. 5. Wi-Fi HaLow communication infrastructure

transparently disclosed, making it difficult for users to fully
understand and modify the system according to their needs.

In contrast, the proposed open-source solution offers com-
plete transparency and full access to all system components,
allowing for extensive customization based on user require-
ments. One of the key advantages of this approach is its
flexibility. Additionally, the absence of corporate licensing
fees and proprietary restrictions significantly reduces costs,
ensuring a more accessible and affordable alternative without
sacrificing performance or security.

VI. PCB DESIGN AND IMPLEMENTATION

A custom PCB was developed to integrate all components
into a compact, functional wireless node. The design process
involved schematic development, PCB layout optimization,
and prototyping to ensure efficient performance and reliability.

The device’s core is the STM32L452RC, which is the
primary MCU for data processing. Directly connected to the
MCU is the FGH100M Wi-Fi HaLow module, which re-
ceives commands from the MCU to handle data transmission.

For power management, the PCB includes two dedicated
pins for connecting a rechargeable battery. Charging is facil-
itated via a USB-C port, which also serves as an interface
for external MCU control. The USB-C voltage is regulated
through the BQ25185 charging module, which protects
against Undervoltage and overvoltage while optimizing charg-
ing speed. The regulated output is then fed into a DC/DC
converter, which steps down the battery voltage to 3.3V to
ensure stable operation of the board’s components.

A dedicated power switch turns the system on and off as
needed. Additionally, the board features designated connec-
tion points for external peripherals and an antenna connector
for the Wi-Fi HaLow module.

A. PCB Layout Considerations

• Compact Design: The PCB layout was optimized to
minimize footprint while maintaining signal integrity.

• Power Optimization : Power traces and planes were
strategically routed to minimize energy losses and en-
hance efficiency.
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• Antenna Placement: The antenna positioning was care-
fully designed to improve wireless performance and min-
imize interference.

B. 3D Model and Prototyping

A 3D model of the PCB was developed to visualize the
final layout before manufacturing. The model of the wireless
node is shown in Figure 6, and the model of the AP is
shown in Figure 7. The prototypes will be tested under
various real-world scenarios, including indoor/outdoor signal
propagation, power consumption under different loads, and
data transmission reliability over long-range communication
links.

Fig. 6. Wireless node PCB design

Fig. 7. AP PCB design

VII. CONCLUSION

This paper presents the design and partial implementation
of a wireless node and AP based on Wi-Fi HaLow technology,
demonstrating its potential for IoT applications. The proposed
system architecture targets long-range connectivity, low power
consumption, and seamless integration with IP networks, mak-
ing it suitable for industrial, agricultural, and intelligent city
environments.

The wireless node has been successfully fabricated and is
currently undergoing component assembly. Firmware devel-
opment and system programming will follow, accompanied
by functional testing to verify operational parameters such as
range, power consumption, and transmission reliability. Once
validated, the same prototyping and evaluation methodology
will be applied to the access point (AP), completing the system
design loop.

This work constitutes a foundational step toward realizing a
fully open-source Wi-Fi HaLow platform. Future efforts will
focus on software integration, sensor interfacing, performance
benchmarking, and validation in real deployment scenarios.

After functional testing, the complete hardware schematics,
PCB layout files, and firmware source code will be publicly
available under an open-source license.

Wi-Fi HaLow shows excellent promise as a next-generation
wireless communication solution for IoT systems.
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