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Abstract—This paper describes an active element of the
manufacturing process, the AAS interpreter, which implements
elements of distributed control and horizontal integration to help
achieve the goals of the Industry 4.0 initiative. For context, the
text introduces the testbed for Industry 4.0 within which the AAS
interpreter is integrated. Furthermore, the paper focuses mainly
on the core functions and processes of the device itself.

Index Terms—Smart glass, Industry 4.0, NFC, OPC UA, Asset
administration shell

I. INTRODUCTION

The Industry 4.0 initiative and digitalization continues to
resonate in the world of industrial automation and offers
modern alternative ways to control production. One of the key
principles of this initiative is the possibility of distributed con-
trol of production by the element that has the greatest interest
in production, i.e. the product. For educational and research
purposes, the Institute of Industrial Automation of BUT has
created a physical model of a production facility, Testbed I4.0,
which is shown in Fig.1, which attempts to exploit and present
various principles of this initiative. One of the areas that the
testbed deals with is a distributed product management. For a
product to be able to produce, two conditions must be met:
1. The product must be able to store information about itself
and about the production process; 2. The product must be
able to interact with its environment. This paper discusses in
more detail a variant where an NFC chip with memory, placed
on a container for the product, is used to store production
data and monitor production progress. A custom embedded
device with an NFC reader, the interpreter, which is used for
interaction between the product and the production systems,
is placed at appropriate locations within the production. It is
able to virtualize the production instance of the product and
act as an agent on its behalf within the current production.
The specific product connected to the interpreter device is
then implemented by the so-called Asset administration shell
(AAS) which uses the OPC-UA standard as a communication
protocol.

A. Motivation to create an AAS interpreter

In order to move from Industry 3.0 to Industry 4.0, it is
necessary to decentralize, which in our case means decen-
tralizing the management of the production process from a
traditional MES solution to its decentralized instances ensuring
the production of one specific product. For this purpose, we

will use the AAS interpreter which uses the OPC-UA protocol
to interact with the production environment.

Ideally, each product manages its own production, but this
is very costly as each product would have to be equipped with
expensive computing equipment. Alternatively, the product
may carry the data of its production instance, with a limited
number of interpreters at appropriate locations managing the
production.

As a way to carry the data of the production instance, an
NFC tag placed on the bottom of the product container was
chosen, in the memory of which the information about the
product and the steps of its recipe will be stored.

Fig. 1. Testbed Barman I4.0 [2]

II. TESTBED BARMAN I4.0 ON DCI

The I4.0 testbed project consists of a workbench in a closed
cage. Underneath this space there is an equally large area
that is dedicated to the supporting elements of IT technology.
On the workbench there are several autonomous units(cells).
These consist of an external skeleton of aluminium profiles
and an internal system. The cells can be divided into two
groups - production cells, where there is a specific category of
storage, and transport cells. At the same time, at the entrance
of each cell there is an embedded device with an NFC reader
to serve as an AAS interpreter. [1] The goal of this paper is to
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introduce the basic functions and processes that are handled
by this interpreter.

A. Interpreter hardware

The interpreter is consists of an embedded device that uses
the Espressif ESP32 S3 SoC micro controller as its core.
Communication with the network is provided by an Ethernet
interface that uses a physical layer with the W5500 circuit.
The entire device is powered via an Ethernet connector using
the POE standard. For interaction with the product, an NXP
PN532 integrated circuit is used, which together with the
antenna creates the NFC reader.

The device is housed in 3D printed plastic box and includes
a surface for placing the product container, under which the
NFC transciever antenna is located. The device is placed at
the entrance of each autonomous cell, where the product is
allowed to activate an instance of its control and interact with
its environment.

B. Asset administration shell(AAS)

This is a digital shell based on the concept of the Industy
4.0 component. This model is used to better describe cyber-
physical elements, and it describes the communication be-
tween virtual and cyber-physical objects and processes, all in
real time. [5]

The shell describes the object in certain sub-models
(e.g. identification, communication, security, energy efficiency,
etc.). This shell practically includes the product instance,
which has to be interpreted at the moment when the product
has to interact with its environment. [6]

C. OPC Initiative(Openness, Productivity, Collaboration)

To simplify and link communication protocols in the indus-
try, an OPC working group was formed to create a standard
that would collect data from devices and pass it to a higher-
level system. [7]

Because of the different OPC architectures, the OPC-UA
protocol was created to unify the different architectures and
increase security. In the early days, security was greatly
underestimated. [8]

Fig. 2. Object in OPC-UA [7]

III. IMPLEMENTATION OF INDUSTRY 4.0 PRINCIPLES
USING THE AAS INTERPRETER

The deployment of the Industry 4.0 initiative is crucial
for the functioning of the modern production process. The
transition is accompanied by a few basic ideas that need to
be followed in order for the testbed to be considered an I4.0
demonstrator.

A. The fundamental ideas of I4.0 required for process trans-
formation

Source [3] defines 6 basic ideas for the inclusion of a system
in I4.0. They are:

1) Interoperability - This is the ability of I4.0 elements
to communicate and cooperate with each other. The
AAS interpreter allows products to be integrated into
the communication process.

2) Virtualization - A virtual model of a smart factory can
be created and real data can be applied to it. The AAS
interpreter virtualizes an instance of the product when it
is occupied by the product.

3) Decentralization - Decision-making capability moves
from the master element to the level of individual
machines. Thanks to the interpreter, control is performed
directly by the product at its location.

4) Real-time operations - There is a need to respond to
requests immediately with zero delay system response.
The producer can assert their interests in real time
through the AAS interpreter.

5) Service orientation - In I4.0, the enterprise must focus
on service provision (e.g. service) as well as service
purchasing (e.g. cloud services). The AAS interpreter
allows the product to request services from autonomous
cells.

6) Modularity - The overall system in I4.0 must be able
to adapt to new requirements and changes. Modularity
serves us to easily add new technologies. The AAS
interpreter is a generic device that allows to connect the
different participants in a standard way, thus ensuring
modularity of the overall system.

At the same time [4] describes the basic characteristics of
the difference between Industry 3.0 and I4.0. One of these
differences is horizontal interconnection, which can be un-
derstood as the interconnection of business chains. It controls
how the material gets from the supplier, through the production
process, to the distribution of the product to the customer. In
I4.0, the horizontal integration extends beyond the boundaries
of the company, compared to I3.0. For example, it is possible
to link all bussiness chain links (from suppliers, where outages
can be responded to, to customers, where after sale service
can be ensured). This change in horizontal integration makes
it possible to respond to customer requirements in real time.

In our case, the AAS interpreter transmits information
from the customer who orders the intended drink. All the
while, various interpreters monitor the status of the recipe
and perform the actions necessary to complete the recipe in
sequential steps. At the same time, the interpreter is able to
react to production problems and suggest solutions (occupancy
of production cells, unavailability of production cells).

IV. NFC TAG AS GLASS MEMORY

In order for the product to carry the data that represents its
instance, it was necessary to choose the appropriate technol-
ogy. NFC technology is a special category of RFID (Radio
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frequency identification) where the frequency used is 13.56
Mhz(high frequency band). At the same time, the emphasis is
on short distance usage. [9]

A special category of NFC cards that we will use is the
NFC tag. This is a sticker that contains a micro processor and
an appropriate antenna. We use this solution as a carrier for
an AAS instance.

As a suitable NFC tag we chose the MIFARE® Classic
product from NXP. It is an ideal carrier of information, thanks
to its large memory capacity of 1 kB. The minimum number
of writes from the manufacturer is 100,000. This can also be
considered sufficient as far as data integrity is concerned. It
can be expected that problem of a different kind will occur
with the glass before the write count limit is reached. [10]

V. DATA REPRESENTATION IN THE PRODUCT DATA STORE

The data structure on the NFC tag is shown in Fig. 3.
The diagram is shown in general, i.e. it does not contain all
information specifically. It can be divided into two parts, the
glass information and the recipe part.

The glass information contains basic information about the
glass identification number, the number of drinks produced,
and the current recipe step.

Recipe steps work basically like a linked list of items, i.e.
each step of the recipe refers to the next. The above mentioned
method is chosen because of the possibility to add a recipe
step without having to scroll through all the following steps,
therefore saving the number of memory entries.

Fig. 3. Basic data structure on the NFC tag

The recipe step defines the type of production process and
its parameters. This information is already present from the
moment the recipe is uploaded to the smart glass. Other
parameters are the properties of the currently executed recipe
step. The selection of data to be written to the NFC tag must
be carefully selected with respect to the maximum number
of writes to the NFC tag, i.e. it is better to store only actual
production data instead of analytical data (How long did the
production take, etc.).

A. Ensuring data integrity

Maintaining data integrity between the NFC tag and the
micro processor is a very important condition for ensuring
proper operation of the interpreter. Integrity in general is
maintained in the same way as in Fig. 4. It is necessary to
ensure integrity so that the glass can be removed from the
reader at any time, and after reattaching it, it is possible to
find out again in what state the glass is.

Fig. 4. Data integrity assurance representation

Integrity assurance is provided by a group of commands:
1) LoadData - Load data from the NFC tag into the micro

controller’s memory and mark this data as integrity
assured.

2) Write - Data written this way is written to the inter-
nal write data buffer; this data is without guaranteed
integrity now.

3) Sync - Buffer of data without guaranteed integrity is
written to the NFC tag and then read again. If the written
and read data match each other, the micro processor also
writes them to the memory with data with guaranteed
integrity.

4) WriteSafe - If we like to write to the NFC tag right
away, we will use this command. The data will be
written and verified immediately. If they match each
other, the corresponding data with guaranteed integrity
will be replaced in memory.

VI. THE PROCESS OF INTERPRETATION

The process of performing activities within the recipe life
cycle is simply described (without crisis situations) in Fig. 5.
Throughout the recipe, we assume that the glass has a budget
for the entire recipe, according to which we choose which cell
to select as the winning cell for production execution.

Fig. 5. Interpretation state diagram
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The individual states of the state diagram are described
below:

0. New recipe: This is the state when a new recipe is loaded
into the glass. This step will most often be performed in a
storage cell.

1. Glass outside the device: We get to this state if the glass
disappears from the interpreter. At the same time, this state is
used to decide the next state the state machine will enter.

2. Initialize: This state is used to move to the next step of
the recipe and get all the necessary addresses to the cells that
we will need, or think we might need, in the current step of
the recipe. The Local Discovery Server will provide us with
the necessary addresses. At the same time, crisis situations
will be handled here (e.g. no transport cell found). If such a
situation occurs, the AAS interpreter can intervene and create
a sequence of recipe steps to restore the glass to its original
state (Empty, clean, etc. ).

3. Inquire: In the third state, we evaluate all price and
time offers by cells offering the processes needed for the
current step, i.e. at what price and at what time they can offer
production. If we are in a hurry to produce, we will prefer
more expensive cells, but ones that can do it in a closer time.
All negotiation is done via OPC-UA protocol methods.

4. Reservations: To start a reservation, we must first verify
with all inquired winning cells whether their offer is still valid.
If any of the cells reply that it is no longer valid, we need to
inquire again. If all members answer in the affirmative, they
are notified via OPC-UA methods that we are reserving them
for the parameters of their bid.

5. Transport: In the current step, we check if it’s already
time to book. If so, we still need to check if someone has
moved the reservation time for the winning cell. If the answer
is yes, we need to save all the data on the NFC tag. Next, we
need to notify the current cell that we are releasing it and the
glass will be transported. In the last step, we call the method
of the transport cell that the transport can take place.

6. Production: We can reach the production state in two
cases:

1) We have just arrived at the production cell after trans-
port.

2) The production process in the production cell has just
taken place.

In case 1, we need to notify the current production cell that
we have appeared in it and therefore it cannot serve anyone
else. We change the state to ”the transport has taken place”,
store the data in the NFC tag and notify the production cell
that it can execute the production process. In some cases, the
glass may disappear from the NFC reader.

If production has just taken place, we ask the production cell
if the production went well. If the cell replies that everything
went as planned, we set the recipe step to ”completed”.

7. End of recipe: There is a finite state in which we wait
until we get a new recipe again.

VII. CONCLUSION

The comprehensive AAS interpreter solution described in
the article allows us to change the view of the entire production
system as a whole. Compared to the traditional approach, it is
no longer necessary to centralize all control processes within a
single MES system, which then becomes the bottleneck of the
entire solution. The proposed AAS interpreter solution allows
the MES system tasks to be delegated to individual products
that can then act autonomously.

In practice, this type of control can help to optimise produc-
tion, increase productivity, flexibility, and ultimately resilience
of production systems. Algorithms enabling distributed control
are being further developed in this project, especially the part
of the algorithm providing service negotiations, the so-called
bidding.
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czyk, Ph.D. Brno: VUT v Brně. Available at: https://www.vut.cz/www\

base/zav\ prace\ soubor\ verejne.php?file\ id=253820.
[2] BOCH, Jan, 2022. Autonomnı́ sklad kapalin s chladicı́m systémem.
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