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Abstract

This dissertation is a collection of the author’s peer-reviewed papers, with a common topic
of computer network forensic analysis, published in journals and conferences in computer
science, digital forensics. In contrast to understanding network forensics as a discipline
of network security monitoring, this work’s merit is to aid law enforcement agency (LEA)
o [cems in conducting network forensic investigations. The distinction lies in putting em-
phasis on extracting evidence from illicit activities rather than detecting network attacks
or security incidents.

This work revisits methods used for the forensic investigation of captured network traf-
fic by critically analyzing tools commonly used by LEA investigators. The objective is to
identify weaknesses, design solutions, and propose new approaches. Particular interest is
given to processing incomplete network communication that typically occurs in low-quality
interception provided by Internet Service Providers (ISPs). The proposed method involves
omitting missing parts and intelligently rewinding the protocol parsers to pass the missing
segments using information from transport and internet layers. This process allowed the cre-
ation of novel features for the application protocol identification, thus additionally enabling
application protocol identification and finer-grained application identification. Subsequent
research analyzed the performance characteristics of single-machine captured network com-
munication and designed, implemented, and evaluated a linearly scalable architecture for
distributed computation. Lastly, the problem of overlay and tunneled communication was
tackled by thoroughly analyzing Generic Stream Encapsulation (GSE).

The presented research is publicly available, except for the limitations enforced by the
publishing houses. When applicable, methods have been implemented into the open source
network forensic investigation and analysis tool, Netfox Detective, and verified using en-
closed datasets. All data sets and results are available and referenced in their respective
publications.
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RozSifeny abstrakt

Tato disertacni prace je souborem vybranych recenzovanych praci autora spojenych té-
matem forenzni analyzy pocitaCovych siti. Prace byly publikovany v poslednim desetileti
v Casopisech a konferencich zaméfujicich se na oblast informatiky se specializaci na dig-
italni forenzni analyzu. Tato prace se nediva na sitovou forenzni analyzu jako disciplinu
monitorovani sitové bezpec€nosti, ale zajiméa se o pomoc pfi forenznim vySetfovani kriminal-
isty z policejnich slozek (LEA). Rozdil spoCiva spise v zaméfeni se na ziskavani ddikazli o
nezakonnych ¢innostech nez na odhalovani sitovych Utok( nebo bezpecnostnich incidentd.

Nasledujici text uvadi prehled priloZzenych ¢lankd (v chronologickém poradi) v této praci.
Clanek VII popisuje prvni iteraci naseho sitového forenzniho nastroje Netfox Detective.
Je uvedena prezentace jeho architektury ur€ené pro jedno uzivatelské prostredi pracovni
stanice. Dokument popisuje vyzvy a problémy, které bylo nutné pro Gspésny navrh a im-
bylo zjisténi, ze kvalita vstupnich dat je mnohdy nizka a je tfeba, aby byl tento fakt zohled-
nén jiz v pocatku navrhu sitového forenzniho systému.

Z tohoto divodu jsme se zaméFili na problematiku zpracovani netplnych dat a nase
zavéry publikovali v ¢lanku V1. Neuplnost zachycené sitové komunikace mlze byt zplisobena
nékolika vlivy. Nejcastéjsimi jsou zahozeni packetu z dlivodu preteéeni vyrovnavaci paméti
sondy, odposlech na lince, kde je aplikovano asymetrické smérovani, vyrovnavani zatéze
mezi nékolik serverll (load balancing). Nas$im FeSenim je postavit heuristiky s vyuZitim
informaci ze sitové a transportni vrstvy a provést aproximaci ureni aplikacnich zprav.

Navrzené heuristiky pro detekci zaatku a konce aplikacni zpravy je mozné vyuzit i pro
zpFesnéni identifikace aplikacnich protokol(l. Clanek V popisuje nas vyzkum z této oblasti,
kde jsme porovnali tfi ML algoritmy vyuZivajici nas framework pro zpracovani sitové ko-
munikace spolu s extraktory vlastnosti zaloZzenych jak na standardnich identifikatorech, tak
na nami nové navrzenych identifikatorech s vyuzitim vysSe zminénych heuristik. Zkoumali
jsme vzajemné zavislosti vlastnosti, které jsou odliSné pro jednotlivé aplikaini protokoly,
a navrhli vyuzit eliminaci takto korelovanych vlastnosti. Vyzkum jsme uzavfeli ndvrhem
statistické metody, ktera zakomponovala vySe zminéné poznatky.

Clanek 1V je zaméFeny na vy3etiovatele, ktefi plsobi v terénu a ziskavaji dilkazy p¥imym
pristupem do zabezpedenych Wi-Fi siti. Timto zplsobem je mozné odhalit pFimo pfipo-
jena zarizeni, interagovat s nimi a obstarat data, ktera jsou detailnéjsi nezli bézny zachyt na
Urovni poskytovatele pfipojeni. Cilem uvedeného ¢lanku je prozkoumat moznosti provedeni
automatizované penetrace bezdratové sité a zprostredkovani pfimeho pfistupu ke komu-
nikaci (Man-in-the-Middle) i pro vySetfovatele, ktefi nemaji dostate¢né technické vzdélani
v IT oboru.

Rostouci mnozstvi dat prenaSenych po siti zvySuje vypocetni naroky na vypocetni
prvky analyzujici zachycenou komunikaci. Vzhledem k tomu, ze vertikalni Skalovani neni
udrzitelny proces, mdze byt na ¢ase zaméfit se na zménu pristupu a prozkoumat moznosti
Skalovani do Sirky, tedy provedeni analyzy zachycené komunikace na vice vypocetnich
prvcich nez jeden pracovni stroj vySetfovatele. V Clanku Ill jsme se zaméFili na navrh
takového systému, ktery respektuje dfive zminéné zplsoby zpracovani poskozeni komu-
nikace a zarovent umoziuje zpracovat sitovou komunikaci na clusteru vypocetnich prvka.

Posledni identifikovanou vyzvou, na kterou se v této praci zamérime, je zpracovani
tunelovaného provozu. Clanek I1 popisuje tunelovaci protokoly, se kterymi se mohou LEA
vysetifovatelé bézné setkat. Vybrali jsme jeden z komplexngjsi protokoll, Generic Stream
Encapsulation (GSE,) na kterém ukazujeme moZnosti integrace podpory zpracovani do
naseho sitového forenzniho nastroje.



Posledni priloZeny €lanek I shrnuje tuto disertacni praci popisem naseho sitového foren-
zniho néastroje Netfox Detective, jakoZto demonstracniho prostifedi metod a konceptd, které
tato prace a pfriloZzené ¢lanky popisuji. S vyuZitim tohoto nastroje ovéfujeme predstavené
metody v praxi.

Prezentovany vyzkum je volné dostupny vyjma ¢lankd s omezenym pristupem. Tam, kde
to bylo mozné, byly metody implementovany do naSeho nastroje pro forenzni vySetfovani
a analyzu sité s otevienym zdrojovym koédem a jsou pIné dostupné komunité. Metody
byly ovéfeny pomoci pfiloZzenych datovych sad. VSechny datové sady a vysledky jsou volné
dostupné a odkazované v pfislusnych publikacich.
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Chapter 1

Introduction

The presented dissertation is a collection of peer-reviewed papers with a common topic of
computer network forensics. The paper’s target audience are law enforcement investigators,
specialists, and programmers of network forensic tools. These papers reflect the author’s
journey of gaining experience in computer network forensics, forensic investigation, and
law enforcement investigators’ daily work. Struggling to improve the current state, | was
looking for solutions to the open questions proposed by the Law Enforcement Agencies
(LEA) practitioners.

1.1 Motivation

Traditional Network Forensics, as the state-of-the-art Chapter 2 indicates, is focused on in-
cident detection and response (i.e., IDS/IPS system) in the scope of network administration
intended for small businesses, corporations, and critical infrastructure networks.

This thesis aims to address the problem from the point of view of LEA investigators
whose modus operandi dilers from those of network administrators. Of course, there is
related work focused on the LEA investigators’ needs, but, as it appears, the current state
does not meet their demands, suggested by the constant innovation supported by national
grants such as VG20102015022, V120172020062, VH20192021043.

This research dates back to 2014 (and continues onward), just after Snowden’s leak,
when penetration of encryption on the public Internet services was not considered a "big
issue.” As history proves, eight years after, we can still encounter some services that do
not use encryption, e.g., some email transfer services, low-energy 10T communication, and
plain DNS. Some of them may leak metadata even when the actual content is encrypted
(like pre-TLS 1.3 leaked service name identifiers (SNI)).

Network forensic tools are becoming, as is usually the fate of an open source when it is
no longer maintained, inadequate for the task. That is because, more often than not, they
are developed as academic research and supported by a grant project. After the project
ends and the tool has not been mass-publicized, not at the science conferences but among
the actual end-users, the project tends to be abandoned and no longer maintained. Due to
the rapid evolution of communication, it is adrift and no longer entirely usable. Addition-
ally, these tools require expert knowledge because, in the majority, they are single-purpose
solutions controlled by a command-line interface or a simple graphical user interface. LEA
o [cers without adequate training and deep domain knowledge will likely not use them



or miss crucial evidence. Also, there is the issue of visibility of such tools because LEA
investigators tend to "do the job," not the research of methodologies and tools.

In contrast, commercial products developed by teams of hundreds of employees with
proper founding can keep up with the evolution and keep the tools entirely usable and
production ready. They typically use a user-friendly interface to process data sources and
provide the investigator with an easily understandable reports. Because of that, commercial
tools are de facto becoming standards admissible in a court of law. These tools are intended
to be massively used by LEA, but because they are closed source, ever-suspicious investiga-
tors are wary of using them. Therefore, there is pressure for applied academic research to
produce open source, customizable, and reliable tools. An additional motivation to create
open source network forensic tools is that LEA investigators have approaches that need to
be kept confidential. Revealing them to a private company that supplied a commercial tool
is either inconceivable, or the cost for customization of such tool is economically unrea-
sonable. Therefore, the open source nature allows for such approaches’ easy extendability
while maintaining the low cost of such modifications. Furthermore, these changes can be
rebased on the tool mainstream, thus allowing for almost e [artless tool upgrades.

Here we are, between open source single-purpose tools that are trustworthy but hard to
use and commercial ones "to fit all them easily usable tools" that are not customizable and
may not be trusted by some LEA investigators.

This research tries to help LEA investigators combat cybercrime by providing advanced
state-of-the-art methods for network forensic investigation packed in a graphical application
that validates the results and allows practical applications.

In simple terms, this dissertation can be considered a cookbook on how to write your
network forensic investigation tool that is customizable to fit various use cases, the chal-
lenges you will face, and the approach you can take to conquer them.

1.2 Problem Statement

The connection speed to the Internet in households, small businesses, and virtual private
servers (VPS) rentable in data centers is experiencing unprecedented growth. lllegal ac-
tivities carried out on devices connected to the Internet pose various challenges to LEA
investigations.

First, the amount of criminal activities conducted over the network increases with the
penetration of new digital technologies amongst the population, implicating the increase of
cases for digital forensic investigators to solve. This fact creates a problem because there
is a shortage of IT specialists in the LEA o [cerks’ lines.

Second, the increase in communication speed generates more data to be processed by
forensic specialists, which requires increased computing power to process the data and,
furthermore, the introduction of appropriate methods to utilize the added resources to
scale well.

Due to the expert shortage, the solution seems to be the research of novel approaches, the
use of more sophisticated methodologies, and modern tools to be used by the investigators;
otherwise, processing the ever-increasing amount of data appears to be unsustainable.



1.3 Research Goal and Objectives

The goal is to revisit network forensic methods to improve their capabilities
and reliability for processing network communication and extracting evidence,
enabling the implementation of e Lcieht tools for LEA investigators.

Therefore, the incentive of this dissertation is to help LEA investigators deal with Net-
work Forensic investigations in their daily work.

During the past eight years, | have been in contact with multiple LEA investigators,
LEA executives, and commercial vendors during private meetings, scientific conferences, or
closed business conferences organized directly for LEAs. During this time, | realized that as
long as there is demand, there is a vendor that has a solution to LEA problems. But LEAs
are bureaucratic organizations with a fixed budget that requires planning, and adaptation
to novel problems occurs slowly.

To mitigate this conundrum, this dissertation states the following research objectives to
collect, update, or propose novel approaches to problems of network forensic investigation;
see the following description and Figure 1.1 for the visual representation of the linkage
between the objectives and the selected papers.

Capturing and processing in/complete network data is a fundamental step for
network forensic investigation. Without the ability to robustly deal with missing parts
of the communication, application protocol parsers must stop on the first occurrence
of a missing piece of the communication, no matter how small or significant it is for
the investigation.

Application protocol and finer-grained application identification are necessary
steps before using an application protocol parser to dissect the communication. The
decision must be made to identify which application protocol is used in the particular
application flow. Taking the identification further, we may also deduce some valuable
meta-information, such as which application was used by the user. Furthermore, the
classifier should not expect that the communication is entirely captured.

What should be the architecture of a network forensic tool / scale or not to
scale are questions many ask. Is it better to run the tool on a single machine /
workstation environment, be centralized on dedicated server(s), or scale up past a
single computation unit and utilize spare resources on a cluster? Is the achievable
speed improvement worth the cost of the computation hardware?

Tunneled and overlay networks have been used to interconnect geographically sep-
arated networks or computer systems to allow end-to-end connectivity and possibly
add a security layer using encryption. For forensic investigators, such technology is
a significant factor, even though the data transported may not be fully read due to
encryption.



Revisit methods used in network forensics tools to improve
their capabilities of processing captured network
communication and extraction of evidence in order to relax
requirements on the technical expertise of LEA
investigators.

Tunnelled and overlay Architecture of Application protocol Capturing and
networks network forensic and finergrained processing of
tool/scale or not to applications [inlcomplete network
scale identification data
Paper I: Paper II: Paper llI: Paper IV: Paper V: Paper VI: Paper VII:
Netfox detec.tive: A Network Forensic Network Forensic Automated Man-in- || Traffic Classification Advanced Netfox Detective: A
novel open-source Investigations of Analysis for Lawful the-Middle Attack and Application Techniques for tool for advanced
p . Tunneled Traffic: A Enforcement on Against Wi-Fi Identification in Reconstruction of network forensics
network forensics . e : "
. Case Study Steroids, Distributed Networks Network Forensics ||Incomplete Network analysis
analysis tool
and Scalable Data

Figure 1.1: This figure depicts relations between research goal, objectives and selected
papers.

These objectives and their solutions are implemented primarily in the Netfox Detective
network forensic tool, which demonstrates the validity and verifies the usability of this
research in real-world applications.

1.4 Structure of the Dissertation Thesis

The dissertation is a composition of the selected conference and journal publications of
the author accompanied by a rational introduction part. The seven selected peer-reviewed
papers summarize the contribution of this dissertation. All papers are attached in their
original publicized form.

The dissertation is organized as follows. The first chapter provides an introduction,
including motivation, a problem statement, and a brief description of the goal and research
objectives. The second chapter places the research in its appropriate place by defining the
related work. The third chapter summarizes the author’s research and contributions. The
last chapter discusses the results, highlights contributions, and concludes this thesis.



Chapter 2

State of the Art

Related work is a fundamental part of every research, so let us de ne the context for this
dissertation. This chapter is divided into six sections concerning the research objective
stated in Section 1.3.

First, let us clarify the meaning of network forensics and designate this dissertation
in this subdiscipline of computer forensics. Section 2.1 brings a broader introduction to
network forensics, as seen by various renowned authors in this eld. Multiple theoretical
frameworks are discussed to describe the recommended forensic approaches.

To develop advanced methods for forensic investigation of networks, it is necessary to
study existing tools, identify weaknesses, and design improvements. Section 2.2 provides
a brief overview of these tools. The distinction between multiple categories is made, and
various taxonomies are presented. Notice that taxonomies classify tools into numerous
categories that may not correspond to each other. In other words, the authors may not
agree on the classi cation.

To do the advanced, we need to de ne the basics. Section 2.3 covers the approach to
processing network data. Distinctions are made between Network Security and Monitoring
(NSM) tools and Network Forensic and Analysis Tools (NFAT). The crucial role of packet
loss intercepting is underscored by some suggestions for achieving it.

Before we can parse the network tra ¢, knowing which application protocol carried
the data is crucial. Section 2.4 covers related research for the identi cation of application
protocols. This information is essential because we need to know the application protocol
used to apply an appropriate parser to extract valuable information. In some cases, when
data are encrypted, extraction of metadata, such asSNI?! in the case of TLS/SSL, or
categorization of application and content types, such as voice or text, could be essential.

Not all communication is encapsulated in the traditional way (Ethernet | Wi-Fi) / (IPv4
| IPv6) / (TCP | UDP) , but a signi cant amount of it is tunneled in overlay protocols such
as 6in4, Teredo, GSE, etc. Section 2.5 describes the processing capabilities of overlay
networks, mainly used in NFATSs.

Lastly, because the amount of communication required for forensic investigations today
increases, Section 2.6 introduces related research on parallel processing, scalability, and
distributability of network forensic tools.

1Service Name Identi er reveals service hostname



2.1 Network Forensics

Let's assume that the term network forensicsmight be slightly confusing. The common un-
derstanding is that network forensics is a cross-over between digital forensics and computer
security [65]. It is concerned with the capture, recording, and analysis of network commu-
nication for for detecting and investigating incidents [53]. For simplicity, network forensics
deals with data traces acquired by passive or active network devices. The main goal of net-
work forensics is to investigate network evidence to determine whether there was a security
incident or other anomaly, provide evidence, and document their investigation [31].

According to Palmer, network forensics is the use of scienti cally proven techniques
to collect, fuse, identify, examine, correlate, analyze, and document digital evidence from
multiple digital sources. The objective is to uncover facts related to planned intent or
successful measurement of unauthorized activities that are intended to disrupt, corrupt, or
compromise system components. Information gained during the investigation can be used
to respond to or recover from these illicit activities [52].

Network forensics can be described using various process models. The rst, proposed
by Palmer [52] in DFRWS 2001, is a linear model that contains these steps: identi cation,
preservation, collection, examination, analysis, presentation, and decision. Emanuel Pilli
has updated this waterfall-like model with fast iteration shortcuts and called it a generic
process model [53]. The alternative to this model is the OSCAR process model, which
contains these steps: obtain information, strategize, collect evidence, analyze, and report.
Davido, who proposed it in his book "Network forensics: tracking hackers through cy-
berspace" [15], simpli ed it and made it linear again.

An inherent part of network forensics is its techniques (NFT). We can study them
based on forensic process models, forensic tools, and forensic frameworks. Khan, in his
"Network forensics: Review, taxonomy, and open challenges" [34], reviews fundamentals
such as traceback-based NFT, converge network-based NFT, attack graph-based NFT,
distributive-based NFT, and NFT using IDS.

2.2 Network Forensic Tools

Network forensics aims to make sense of volatile network communication. Interpreting low-
level network protocols requires expert knowledge to see the bigger picture [10]. Specic
network forensic tools can be used to relax the requirement of expert knowledge and make
the network forensic investigation accessible to more investigators [22, 25]. These tools
should support the summarization, clustering, and highlighting of relevant information [7],
such as extracting the content of transmitted les and user credentials or performing ad-
ditional analysis and visualization in an easily understandable form. Many single-purpose
network forensic tools are available (see more in the upcoming sections), but their capabil-
ities, functionality, and usability are lacking behind traditional forensic toolkits [10] such
as EnCase or Autopsy.

Network forensic tools are best described using taxonomies that categorize them accord-
ing to their properties. By studying multiple taxonomies, we can observe that authors may
disagree on the tool classi cation, i.e., one author classi es a tool as network monitoring
and another as forensic analysis.

One of the rst taxonomies [23] proposed in 2002 by Simon Gar nkel is based on mon-
itoring and recording network data; see Table 2.1. The rst approach, catch it as you can
tries to capture all data that pass through the network in real-time and analyze them in

8



batches later. This approach requires a large amount of data storage [42] but may produce
better results because multiple tools can be used to analyze these captured data. The
second approachstop, look and listen uses lItration to limit the amount of data captured

to deal with situations where it is not legal to record information unless for some specic
reason, such as a court order [23].

catch it as you can stop, look, and listen

Commercial NetVCR Network Flight Recorder (NFR)
NetIntercept SillentRunner
Open source  tcpdump snort intrusion detection system
windump NetWitness
"Carnivore" Internet wiretapping system

Table 2.1: Taxonomy of network forensic tools according to Simson Gar nkel, 2002, Table
source [77].

Meghanathan et al. in 2009 proposed in their taxonomy [45] to divide tools according
to their focus, emphasizing the growing interest in domain-speci ¢ tools; see Table 2.2. The
authors claim that the essential categories are email, web forensics, and packet sni ers.

Packel i o

emailTrackerPro AirPcap Index.dat analyzer
SmartWhols Ethereal Web Historian
WinPcap

Table 2.2: Taxonomy of network forensic tools according to Meghanathan et al., 2009,
Table source [77].



One of the most complex taxonomies was indisputably proposed by Pilli and Joshi [53]
in 2010 in the Digital Investigation journal; see Table 2.3. They introduce the term Network
Forensic Analytical Tools as opposed taNetwork Security Monitoring tools. This distinction
is crucial in distinguishing tools designed for forensic investigators (NFAT) from those
intended for network administrators (NSM). This taxonomy was updated in 2016 by the
same authors [30]; see Table 2.4, resulting in more up-to-date categorization. Note that
the subcategories have changed slightly and that proprietary/commercial NFATs have been
reduced. This reduction in commercial tools is probably due to the increased secrecy around
them?.

NFATs B NSM tools

Open source  NetworkMiner Fingerprinting Nmap
PyFlag POf
Xplico IDS Bro
Proprietary DeepSee Snort
In niStream Manipulation TCPReplay
Iris SiLK
NetDetector Packet capture Argus
NetIntercept ow-tools
NetWitness NfDump
OmniPeek Nessus
SilentRunner PADS
Sebek
TCPDump
TCPFlow
Wireshark
Pattern matching Ngrep
TCPXtract
Statistic NetFlow
Ntop
TCPDstat
TCPStat
TCPTrace

Table 2.3: Taxonomy of network forensic tools according to Pilli and Joshi, 2010, Table
source [77].

2 Authors observation obtained while discussing the problem with tool vendors on ISS World conference
during the past decade.
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NIFAYES NSM tools

Open source  PyFlag Intrusion detection Bro
Xplico systems (IDS) Snort
Proprietary NetDetector Network monitoring IPTraf
Netintercept tools Ntop
OmniPeek TCPStat
VisualRoute
Network scanning Angry IP Scanner
tools Nmap
Wireless Network Watcher
Network sni ers and Aircrack-ng
packet analyzing eMailTrackerPro
tools Kismet
NetworkMiner
ngrep
WebScarab
Wireshark
Vulnerability Acunetix WVS
assessment tools Metasploit
Nessus
Nikto
Yersinia
Wikto

Table 2.4: Network forensic tools updated taxonomy according to Pilli and Joshi, 2016,
Table source [77].
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Davido and Ham proposed a taxonomy [15] in 2012 based on the tool's functionality
and the investigation phase in which the tool can be used; see Table 2.5.

WAP discovery tools IDS/IPS

Open source  KisMAC Open source  Bro dumpcap
Kismet Snort libpcap
NetStumbler Proprietary CheckPoint IPS-1 tcpdump
Proprietary Skyhook Cisco IPS tshark
Corero Network Security winpcap
Enterasys IPS Wireshark
HP TippingPoint IPS
IBM Security NIPS
Source re 3D System

Packet analysis Statistical ow analysis

Protocol analysis tshark Sensors Argus
tools Wireshark soft owd
Packet analysis Bless yaf
tools ngrep Flow record IPFIX
tshark export protocols NetFlow
Wireshark sFlow
Flow analysis pcapcat Collection systems Argus
tools tcp ow ow-tools
tcpXtract nfdump
tshark NfSen
Wireshark SiLK (owcap, rw owpack)
Higher-layer tra c ndsmtpinfo.py Flow record Argus Client Tools (ra, racluster,
analysis tools NetworkMiner analysis tools ragraph, ragrep, rahisto, rasort)
oftcat EtherApe
smtpdump FlowTraq
ow-tools
nfdump
NfSen

SiLK (PySiLK, rwcount, rwcut,
rw Iter, rwidsquery, rwpmatch,
rwstats, rwuniq)

Table 2.5: Taxonomy of network forensic tools according to Davido and Ham, 2012, Table source [77].
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Complementary categorization can also be based on how the investigator interacts with
the tool. Lubis and Siahaan proposed to divide tools intoconsole and GUI categories;
see Table 2.6.

Console-based tools GUI-based tools

ARP E-detective
Gnetcast - GNU Netcat

ifcon g Wireshark/Ethereal
Network Mapper (Nmap)
ping

snoop

TCP dump

Xplico

Table 2.6: Taxonomy of network forensic tools according to Lubis and Siahaan, 2016, Table
source [77].

The European Union Cyber Security Agency (ENISA) developed a handbook [17]
Introduction to Network Forensics based on the experience of the CSIRT community. Their
categorization is similar to Davido and Ham [15] based on the intended tool usage; see Ta-
ble 2.7.

Flow capture & analysis tools [l Full-state analysis tools [l IDS |

| Argus | [ WireShark | [ Snort |
Packet capturing tools Pattern matching tools
tcpdump | ngrep |
dumpcap

Table 2.7: Taxonomy of network forensic tools according to ENISA, 2019, Table source [77].

Studying the taxonomies, we may observe that each author group focused on di erent
aspects. Gar nkel [23] concentrated on the volatility of the data and the granularity that
can be achieved with limited computation resources. In contrast, Meghanathan et al. [45]
showed concern for the application domain. Pilli and Joshi [53, 30] extended categorization
by focusing on forensic investigators and network administrators. Davido and Ham [15]
created detailed categorization of NSM tools. Lubis and Siahaan [40] and ENISA [17] also
focused on NSM tools. Based on the presented taxonomies, we may conclude that the
development of generally usable open source NFAT tools have been put aside.

2.3 Capturing and Processing of In/complete Network Data

Network tra c is the most common data source for NFATs [10, 22, 25, 66]. Although
there are tools, mainly NSM, allowing online analysis, like Wireshark and TCPDump, this
approach is generally discouraged for forensics [12, 8] because of its bottom-up approach
that requires a large amount of manual labor. Forensic science involves repeatability of
the investigation process [12], thus rendering these live NSM tools usable in preliminary
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investigation phases as a control mechanism functional for validation of deployment of
Lawful Interception (LI) probes.

Capturing data using LI probes is a complex problem. Due to the volatility of network
data, what is not captured is lost forever. This fact poses a challenge for the capturing.
The capturing appliances are software [4] or hardware [49, 32, 59] based.

Software-basedappliances utilize the kernel functionality of the operating system to
capture packets not intended for the particular interface that the interception is running
on (e.g., using promiscuous mode [4]). Aaive approach may be to use plain TCPDump,
or Wireshark to capture the network trac. As several studies have shown [4, 16, 37, 3,
61, 5], this approach leads to severe packet loss. #ophisticated approach is to use a kernel
module-based tool, e.g., TCPDump compiled with PF_RING, or a commercial solution
like ntop's n2disk™ that is optimized for the task and is already based on PF_RINGS.
Empirical experience has shown that, as the vendor claim, n2dis! can store network
trac up to 10Gbps. Additionally, using FPGA-based NIC, n2disk ™ can store up to
40 Gbp¢'.

Hardware-basedappliances are typically advanced solutions developed in general by pri-
vate companies. Their detailed speci cation and additional functionalities are not publicly
available. Some vendors publish the speci cation in the form of white paper, e.g.NetQuest
that announces up to 100 Gbps capabilities [49]. Another rare occurrence is research done
by Czech's NREN CESNET on hardware-accelerated tra ¢ processing on 100 Gbps net-
works [32, 59]. Other major players on the market providing not only packet interception
but also deep packet inspectionDPI) for LEA are Sandvine, ENEA Cosmos Division, and
XCl, according to the ISS World Training conference [50].

Regarding the state-of-the-art interception appliances, empirical observation shows that
not a negligible portion of intercepted network tra c provided to the LEA by ISPs is not
without packet loss. A commonly used approach is to utilize port mirroring, i.e., SPAN
port on a switch that may introduce packet loss under a load [78]. Determination of packet
loss on capturing probe is challenging by itself. The TCP reassembling can be used to
prove that some part of data transmitted over a network was missing from the packet
trace. Still, it does not necessarily prove that the capturing appliance is at fault because
of other possibilities like asymmetrical routing. To determine packet loss of protocols on
UDP, additional analysis and understanding of application protocol are required (providing
that application protocol carries identi ers that can be used).

The practice has shown that network forensic practitioners need tools tolerant of packet
loss. These tools have to use application protocol parsers that do not stop on the rstinvalid
data but contain a robust parsing engine that allows for rewinding the invalid portion of
data streams.

2.4 Application Protocol Identi cation

The application protocol identi cation is an inherent part of network forensics. Without the
precise knowledge of the application protocol in question, the NFAT or NSM tool cannot
extract crucial information carried by the protocol because the tool would not know which
application protocol parser to use.

Shttps:/iwww :ntop :org/products/packet-capture/pf_ring/
“https://www :ntop :org/products/traffic-recording-replay/n2disk/
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In digital forensics, particularly storage device or mobile device forensics, the artifacts
are identi ed by matching the hashes of investigated les to well-known ones stored in
databases like VirusTotaP. This approach lters the system or otherwise uninteresting les
and allows the investigator to focus only on individual les that most likely contain the
digital evidence.

This approach works very well for static / constant les but is not directly applicable
to computer networks because of their entropy. Transferring the same static le using the
same application protocol may result in data streams with di erent characteristics. The
data stream checksum would di er because of variable internet, transport, and applica-
tion protocol elds. Additionally, external aspects dependent on the transfer media type,
network utilization, and quality of the service (retransmissions) may also di er.

The most straightforward method of application protocol identi cation is to use well-
known protocol port numbers. This method utilizes port numbers present in the transport
protocols, either TCP or UDP. The accuracy of this method is about 60 80% [47, 6] and
hugely depends on a particular sample of applications in question. Services may use random
protocol ports usually de ned by a service administrator or used implicitly for services like
multimedia streaming, multiplayer games, or various types of tra ¢ tunneling.

Because LEA is traditionally focused on extracting as much information/meta informa-
tion as possible, we need to go deeper and improve the accuracy. Traditionally, there are
several directions we may take [51, 33, 48, 71, 76, 64].

Supervised machine learning [28] tackles the problem with learning by example. The clas-
si cation model is created using annotated data sets. Usually, application protocols
contained in the data set are classi ed with reasonable accuracy. Protocols that were
not part of the training set are often miss-classi ed into one of the known categories.

Unsupervised machine learning [19] is a technique that implicitly expects that there are
unknown application protocols in the data set. This method does not require a data
set to be trained on. Categorization is done on the data during the classi cation
process. Similar samples of application protocols are assigned to the same category.

Semi-supervised machine learning [18] is a combination of the approaches above. The
sample application communication is categorized using the clustering/unsupervised
methods, and by applying the supervised method/s, we may infer a correct label for
otherwise unclassi ed samples.

Machine learning methods require data preprocessing that is concluded with feature
extraction. In this domain, we recognize the following feature categories with respective
extraction methods [51, 33, 48, 71, 48]:

Payload analysis extracts features from the packet contents (payload/s). This method
works well for unencrypted / plain-text application protocols but poorly for encrypted
ones.

Statistical methods [28, 35, 24] do not look into the data but use metadata, such as
information about packet size, inter-packet delays, etc. This method also works for
encrypted application protocols.

Shttps://www virustotal :com/
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Hybrid methods combine payload analysis with statistical models. Utilized features may
be a combination of the methods mentioned above. These methods work well for
encrypted and unencrypted application protocols [9, 41].

Additional sources summarising advances in application protocol identi cation / classi-
cation are surveys by Nguyen and Armitage [51], Namdev et al. [48], and Velan et al. [71],
who focused on encrypted tra c. Recently, JA3 emerged as a defacto standard for nger-
printing clients and JA3S for ngerprinting service providers (servers) [1]. The best results
were achieved by pairing JA3 and JA3S to identify client and server applications / services.
Note that this identi es particular implementation of client/service that may change in
time due to service updates [2]. Mercury by McGrew et al. (Cisco) [44] is similar, based on
a broader feature set. Even though it may seem that ngerprinting of SSL/TLS has been
solved (using JA3 or Mercury), Hejcman's bachelor thesis [26] shows that it may be further
re ned.

The contribution of this thesis is based on the previous work of the following authors.
Erik Hjelmvik's SPID [27, 28] statistical-based algorithm, further improved by Kohnen [36],
is a very lightweight algorithm capable of application protocol identi cation on the y from
the beginning of the ows. Foroushani and Zincir-Heywood [20] have shown in graphical
details possibilities of separation of di erent encrypted application protocols using statis-
tical information extracted from the ows. Dai et al. [14] and Miskovic et al. [46] studied
communication-based ngerprinting of mobile applications. Erman et al. [18] described
a ow-based semi-supervised classi cation method that can accommodate known and un-
known applications.

Due to a signi cant investment required to create and maintain traditional application
protocol identi cation methods, current research is exploring additional paths. A survey
done by Wang et al. [75], who summarized possibilities achievable by applying Deep Learn-
ing, shows promising results. Compared to the aforementioned traditional methods, Deep
Learning may ease maintainability and overcome limitations posed by time-consuming,
costly handcrafted features and frequent feature updates.

Nowadays, a need for ne-grained classi cation arises. Fu et al. [21] evaluated their
system CUMMA for classifying mobile messaging app service usage by jointly modeling
user behavioral patterns, network tra ¢ characteristics, and temporal dependencies. Using
a statistical-based approach, they can segregate messages into classes such as text, audio
notes, pictures, stream voice calls, location sharing, and short videos. They showed that
this segregation is possible without decryption keys and deep packet inspection of contents.

2.5 Overlay and Tunneling Network Protocols

Overlay networks are becoming popular for creating virtual / logical networks over physical
infrastructure. Overlays are no longer a domain of traditional VPN protocols like PPTP,
GRE, L2TP, and OpenVPN. Novel, encrypted by design, protocols such as Hamachi, Ze-
roTier, and WireGuard are increasing their popularity. Additionally, the rise of anonymiza-
tion networks like Freenet®, the Tor Project’, and the Internet Invisibility Project (12P) 8
complicated forensic investigation even further.

Shttps:/igithub  :com/freenet/fred
"https:/iwww :torproject :org/
Shttps://geti2p  :net/en/
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Support for some overlay or tunneling protocols in NFAT tools is rare. Py ag does
not have any support. Xplico supports L2TP, VLAN, and PPP. More comprehensive sup-
port for encapsulation is implemented in NSM tools, particularly Wireshark and TShark.
NetworkMiner supports GRE, 802.1Q, PPPoE, VXLAN, OpenFlow, SOCKS, MPLS, EoM-
PLS, and ERSPAN.

The reason is most likely that NFATs dissect protocols to extract information. En-
crypted overlay networks are not particularly interesting in this regard. On the other hand,
their presence may be a piece of helpful information for the investigator [67]. Their detec-
tion and meta-information about an encapsulated content extraction extend the topic of
application protocol identi cation; see Section 2.4. This lack of overlay protocol support in
NFATs opens up novel research opportunities in this eld.

2.6 Network Forensics of Big Data

Network forensic investigation is no longer a domain that deals with small packet traces
of a few hundred megabytes [34]. The penetration of high-speed internet connection for
small businesses, residents, and even mobile devices is more signi cant than ever. The
boom of multimedia consumerism in teen generations [11] pushes network infrastructures
to unprecedented growth, and naturally, we would expect NFATSs to keep up.

Contradictory, the scienti c community's interest in developing parallel or even better
scalable and distributed (so as not to confuse with cloud forensics) NFATs has not in-
creased in the last decade or so. Vallentin has done thorough state-of-the-art research in
this area in his dissertation [69] under the supervision of Vern Paxson, who covered the years
2005-2015. Duplicating a detailed overview of this period in this work would be wasteful.
Vallentin concludes that "The academic treatment of large-scale network forensics is strik-
ingly thin." and that "The last decade of research on network forensics paints a fragmented
picture: only occasional interest, even in security-centric venues." Vallentin concluded his
research in the publication called fVASTg: A Unied Platform for Interactive Network
Forensics" [70]. Recently, VAST was used by other research groups [60] as a backend for
distributed computation.

Since Vallentin's time, several other authors have researched the acceleration possibili-
ties of distributed network forensics. D'Alessandro investigated options of scalable network
tra c classi cation using distributed support vector machines [13] which are a crossover
with Section 2.4. Ry2avy, Rychly and Je°abek [63, 29, 62] used Apache based technolo-
gies, namely Hadoop, Spark, Kafka, Ignite. Their research focused on identi cation and
clustering in big data network ow traces.
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Chapter 3

Research Summary

This chapter summarizes the research included in this dissertation and the related contri-
butions of mine. The research presented can be commonly classi ed into computer science,
computer security, digital forensics, and network forensics. Section 3.1 summarizes the
work and highlights motivations and contributions for the presented research. For better
navigation, see Figure 1.1, which shows the relationships between research objectives and
selected papers.

Section 3.2 compose a list of seven selected papers included in this dissertation. A brief
overview of each publication is provided in a summary form containing motivation and
related contributions. Additional information is included as abstract, original citation form,
and references to publications that cited the paper. In case other publications preceded the
paper, its citations are also referenced.

Section 3.3 contains a list of my other publications related to this dissertation but not
included. The list consists of technical reports and student conference publications that
were published before my doctoral studies but bear witness to my interest in this eld since
| was an undergraduate student.

Section 3.4 lists national and international projects in which | have participated. Sec-
tion 3.5 enumerates the software and specimens that | have contributed. Section 3.6 con-
tains a list of presentations, posters, and invited speeches | have given in the last decade
concerning the research covered by this dissertation. Section 3.7 and Section 3.8 list related
/ unrelated bachelor and master theses | have supervised.

3.1 Overview

This dissertation aims to help law enforcement agency (LEA) investigators conducting a
criminal investigation to be more e cient in their work and lower the requirements for their
preliminary understanding of technical details, allowing them to focus on the investigative
side. Using Network Forensic and Analysis Tools along the lines of regular investigators
provides them with the means to process captured network communication directly and
extract information instead of waiting for dedicated IT professionals to preprocess the data
for them. To achieve this goal, | have participated in several grant projects that focused
on the needs of network forensic investigators, researched various problems, and helped
develop the tools mentioned earlier.

Along the way, we have faced several di culties that posed exciting research challenges
beyond engineering and required a rigorous scienti ¢ approach to be solved. We were asked
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to develop a network forensic investigation tool to consume the captured network commu-
nication and extract information from the application messages. With this information, the
investigator can build a case.

The rst challenge was to design the application architecture. The paper VII, describes
the rstiteration of the Netfox Detective application. We tried to separate it into layers with
well-de ned interfaces focusing only on their respective concerns. This paper elaborates on
several challenges that we have encountered in this implementation. The most severe one
was a recognition that the quality of the input data varies, and forensic application needs
to incorporate this into their design.

Therefore, paper VI investigates the steps to take to fully overcome Internet service
providers' inability to capture network communication without packet loss. Or face other
factors like asymmetric routing, load-balancing, etc., that causes the captured data to be
incomplete. We have developed several heuristics that utilize information from lower than
application protocol layers to create abstractions of application messages that application
protocol parsers can parse to extract the contents to form the evidence.

Furthermore, we realized that these heuristics and application protocol abstractions
might contribute to more precise application protocol identi cation and maybe allow us to
identify the exact applications that generated the communication. Paper V describes our
achievements in this regard. The result was an implementation of a framework that could
extract features from application data ow and conversations to allow us to benchmark sev-
eral approaches and machine learning algorithms. Once again, all of this was implemented
in the Netfox Detective NFAT application.

Paper IV targets in- eld LEA operatives that need to gather evidence directly from
a wireless local area network (WLAN). Allowing the investigator to access the LAN directly,
compared with an investigation of captured network communication on the Internet service
provider level, introduces several bene ts discussed in the paper. Automating this kind of
Man-in-the-Middle attack complies with our goal of allowing regular investigators to obtain
the needed evidence without waiting for an IT specialist to get it for them.

The increasing amount of data transmitted over the network required investigating new
processing methods. The clear choice to increase the performance of something embarrass-
ingly parallel is to scale up the computation. Paper Il describes our attempts to design
and implement a scalable framework for network forensics. Previous papers VII, VI, and
V show our approach to network data processing in a single process on a single machine.
This paper investigates these methods and scales the processing linearly while maintaining
the same robust incomplete data processing.

The last challenge we identi ed was the processing of tunneled tra c. Paper Il describes
the common tunneling protocols that LEA investigators can encounter. We chose one of the
most complex protocols, theGeneric Stream Encapsulation to demonstrate how a complex
tunneling protocol can be dissected by our processing framework while maintaining its
properties of robustness for incomplete data processing.

The nal Paper | concludes this dissertation. This paper describes all the methods and
principles we have designed to overcome the challenges posed by the incomplete data pro-
cessing for network forensic analysis on a single machine. This paper introduces the nal
version of the Netfox Detective tool as a Proof-of-concept platform to demonstrate the
correctness and usability of the methods designed for network forensic investigation. Ad-
ditionally, a crossover to Network Security Monitoring is shown by using the platform to
visualize SIP Fraud attacks in cooperation with Czech NREN CESNET.
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3.2 Papers Included in this Dissertation

This section provides an overview of selected papers included in this dissertation. An expla-
nation of its motivation is included in each paper, and direct contributions are mentioned.
The author's participation in creating the publication is noted with the conference / journal
ranking or impact factor.

3.2.1 Paper |

Jan Pluskal, Frank Breitinger, and Ond°ej Ry2avy. Netfox detective: A novel open-source

network forensics analysis tool . In: Forensic Science International: Digital Investigation
35 (2020), p. 301019.ssn: 2666-2817

Author's participation: 50% !

Impact factor: 1.805 (Q1)

Motivation and contributions

This is the most recently published paper that summarizes my research in the area of
network forensics and the development of an open source network forensics and analysis tool
Netfox Detective 2. This tool served as a Proof-of-Concept platform that demonstrated
the functionality of each feature described in the previous papers (except for scalability and

research related to WiFi) and therefore demonstrated its correctness.

This paper described Netfox Detective, a novel, easy-to-use, powerful network forensic
platform for top-down investigations. The tool covered the forensic model's examination,
analysis, and investigation phases as de ned by Pilli [55]. The following contributions are
provided in detalil:

1. Introduction of the investigation pro les that contained all necessary data for sharing
the case between multiple investigators.

2. The new method to reassemble the TCP stream based on heuristics (the method itself
was previously published [45], but the tool contains an improved version).

3. Improved identi cation of application-level sessions within TCP streams; the system
could identify more application sessions compared to other tools.

4. Support for analysis of tra ¢ encapsulated in the GSE protocol; to the best of my
knowledge, Netfox Detective had been the only open source NFAT that supported
GSE.

5. A novel web page reconstruction approach; compared to other tools, the tool not
only extracted objects from HTTP communication but also reconstructed the page
entirely (rewriting sources of all intercepted objects like CSS, pictures, video streams,
etc.). Pages were stored as MAFF archives, including snapshots showing how the
page changed over time. JavaScript was interpreted, and particular API calls were
mocked to be injected with intercepted ones, like REST API calls. The reconstruction
of a web page required analysis and correlation of multiple L7 conversations because
a page usually references (includes) data from various domains.

! Author participation states the contribution index used for publication submission into the Czech na-
tional database of research, development and innovations (RIV).
2https://github  :com/nesfit/NetfoxDetective
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The paper has been cited in:

Kousik Barik, Saptarshi Das, Karabi Konar, Bipasha Chakrabarti Banik, and Ar-
chita Banerjee. Exploring user requirements of network forensic tools . In: Global
Transitions Proceedings 2.2 (2021), pp. 350 354

Abstract

Network forensics is a signi cant sub-discipline of digital forensics, which has become in-
creasingly important in an age where everything is connected. To deal with the amounts of
data and other network challenges, practitioners require powerful tools that support them.
This paper highlights a novel open source network forensic tool named Netfox Detective
that outperforms existing tools such as Wireshark or NetworkMiner in certain areas. For
instance, it provides a heuristically based engine for tra ¢ processing that can be easily ex-
tended. Our application tolerates malformed or missing conversation segments using robust
parsers (we rely not solely on the RFC description but heuristics). Besides outlining the
tool's architecture and basic processing concepts, we also explain how it can be extended.
Lastly, a comparison with similar tools is presented, and a real-world scenario is discussed.

3.2.2 Paper I

Jan Pluskal, Michal Koutensky, Martin Vondra£ek, and Ond°ej Ry2avy. Network Foren-
sic Investigations of Tunneled Trac: A Case Study. In: Revue roumaine des sciences
techniques. Série Electrotechnique et Energétique4.4 (2019), pp. 429 434.issn: 0035-4066

Author's participation: 25 %

Impact factor: 0.76 (Q3)

Motivation and contributions

The present paper provided an overview of the expected points in the network topology that
law enforcement agencies (LEA) can use to conduct lawful interception. We summarized
the most used tunneling protocols and discussed their features concerning digital forensic
analysis. For each protocol, the possibility of content extraction was explained. Also, a brief
overview of methods for encapsulated tra c classi cation was provided. The problem
of connection recovery from tunneled communication was demonstrated using the GSE
protocol as an example.

Abstract

The increasing importance of network forensics in the investigations conducted by Law
Enforcement Agencies is indisputable. Today's Internet does not carry ordinary TCP/IP
tra ¢ but utilizes many other encapsulations and tunneling protocols. This paper provides

an overview of the most used tunneling protocols and their features with regard to digital
forensic analysis. A generic stream encapsulation case study describes how the investigator
can obtain encapsulated application data from within.
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Preceding related paper: Jan Pluskal, Martin Vondra£ek, and Ond°ej Ry2avy. Net-
work Forensics in GSE Overlay Networks . In: Proceedings of the 6th Conference on the
Engineering of Computer Based SystemsACM. 2019. isbn: 9781450376365
Author's participation: 60 %
Conference ranking: N/A

3.2.3 Paper Il

Viliam Letavay, Jan Pluskal, and Ond°ej Ry2avy. Network Forensic Analysis for Lawful
Enforcement on Steroids, Distributed and Scalable . In: Proceedings of the 6th Conference
on the Engineering of Computer Based SystemsACM. 2019. isbn: 9781450376365
Author's participation: 30 %
Conference ranking: N/A

Motivation and contributions

This paper described a scalable architecture design for processing network packet traces
at that time work in progress. According to our previous research, the processing speed
of Netfox Detective, which was around 100 Mbps, seemed too slow, and we were looking
for acceleration possibilities. Because the task of conversation tracking and consequence
transport protocol processing (creating abstractions of application messages, possibly using
TCP reassembling and heuristics) is embarrassingly parallel, we realized that we could scale
the job on multiple devices instead of one processing unit.

The contribution of this paper lies in the design, performance, and properties discussion
of a new Network Forensic and Analysis Tool (NFAT) Network Trac Processing &
Analysis Cluster (NTPAC). This specimen utilizes distributed computing architecture to
improve the performance of network tra c analysis while being less demanding on hardware
requirements than related systems.

To extract evidence from network packets, we must thoroughly analyze them, perform-
ing several consecutive operations such as packet dissecting, ow identi cation, network
stream composition, application protocol identi cation, and message parsing and artifact
extraction. Unlike the other NFAT tools, NTPAC could correctly process captured mal-
formed tra c without yielding misleading evidence. NTPAC performed a forensic analysis
of network tra ¢ in high-speed networks. The system design used a scalable approach to
run the tool on a single machine and a computing cluster. Compared to other NFAT tools,
NTPAC was an order of magnitude faster and was scaling linearly.

The paper has been cited in:

Daniel Gustavsson. Molnforensik: En litteraturstudie om tekniska utmaningar och
mojligheter inom IT-forensik mot molnet. 2020

Abstract

Forensic analysis of intercepted network tra ¢ focuses on nding and extracting commu-
nication evidence, such as instant messaging, email, VoIP calls, localization information,
documents, and images. Due to the amount of data captured, this process is time-consuming
and complicated. Most commonly used forensic network analysis tools have limited capa-
bilities for extensive data processing. In this paper, we are introducing a new tool that
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achieves better data processing performance using available computing resources through
distributed processing. Thanks to the technology used, this tool can be used on commodity
hardware in a local area network, in a dedicated computing cluster, or cloud environment.

Preceding related paper: Viliam Letavay, Jan Pluskal, and Ond°ej Ry2avy. A Scal-
able Architecture for Network Tra c Forensics. In:  The Fifteenth International Confer-
ence on Networking and Services ICNS 2019 Athens, GR: The International Academy,
Research and Industry Association, 2019, pp. 32 36isbn: 9781612087115
Author's participation: 30 %
Conference ranking: B3 (Qualis)

The paper has been cited in:

A~

Kousik Barik, Saptarshi Das, Karabi Konar, Bipasha Chakrabarti Banik, and Ar-
chita Banerjee. Exploring user requirements of network forensic tools. In: Global
Transitions Proceedings 2.2 (2021), pp. 350 354

3.2.4 Paper IV

Martin Vondra£ek, Jan Pluskal, and Ond°ej Ry2avy. Automated Man-in-the-Middle At-
tack Against Wi-Fi Networks. In: The Journal of Digital Forensics, Security and Law:
JDFSL 13.1 (2018), pp. 59 80.issn: 1558-7215
Author's participation: 30 %
Impact factor: N/A

Motivation and contributions

This paper is based on Martin Vondracek's bachelor thesis [105], deals with the automation
of MitM attack on Wi-Fi networks and is also supported by software [42]. Due to its wireless
nature, Wi-Fi networks constitute an ideal data source for LEA investigation. Capturing
traces from local Wi-Fi may bring new information because local services (non-routable on
the public internet) tend to be poorly secured. The additional bene t of being connected
to the local network is the more o ensive possibility of conducting MitM attacks. Various
commercial vendors developed and sold tactical solutions to support this use case.

The contribution of this research was gathering state-of-the-art tools and approaches
for penetration of wireless networks and developing an overlay application that allowed for
a regular, non-technical person to operate it. In this way, eld LEA operators could gather
evidence from wireless networks without the complex knowledge of an IT professional.

Additionally, we focused on the detection possibilities of wireless attacks on devices
intended for home use. The analysis showed that even without enterprise-level monitoring
and logging, an attack on these low-power devices introduces a noticeable increase in latency
that can be monitored, and an alert can be raised.
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The paper has been cited in:

~

Tina Wu, Frank Breitinger, and Stephen O'Shaughnessy. Digital forensic tools:
Recent advances and enhancing the status quo . InForensic Science International:
Digital Investigation 34 (2020), p. 300999

Mohamed Amine Khelif, Jordane Lorandel, Olivier Romain, Matthieu Regnery, Denis
Baheux, and Guillaume Barbu. Toward a Hardware Man-in-the-Middle Attack on
PCle Bus for Smart Data Replay . In: 2019 22nd Euromicro Conference on Digital
System Design (DSD) IEEE. 2019, pp. 230 237

Mohamed Amine Khelif, Jordane Lorandel, Olivier Romain, Matthieu Regnery, Denis
Baheux, and Guillaume Barbu. Toward a hardware man-in-the-middle attack on pcie
bus . In: Microprocessors and Microsystems/7 (2020), p. 103198

Crispin R Jose. Exploring Security Process Improvements for Integrating Security
Tools within a Software Application Development Methodology . PhD thesis. Col-
orado Technical University, 2020

Cynthia Valeria Maza Gonzalez and Fabian Gustavo Rochina Manobanda. Estado
del arte utilizando mapeo sistematico de seguridad de redes domésticas WIFI en
familias ecuatorianas . B.S. thesis. 2021

Abstract

Currently used wireless communication technologies su er security weaknesses that can
be exploited, allowing eavesdropping or spoo ng of network communication. This paper
presents a practical tool that can automate the attack on wireless security. The package
developed, wi mitm, provides functionality to automate MitM attacks in a wireless en-
vironment. The package combines several existing tools and attack strategies to bypass
wireless security mechanisms, such as WEP, WPA, and WPS. The tool presented can be
integrated into a solution for automated penetration testing. Also, a popularization of the
fact that such attacks can be easily automated should raise public awareness of the state
of wireless security.

Preceding related paper: Martin Vondra£ek, Jan Pluskal, and Ond°ej Ry2avy. Au-

tomation of MitM Attack on Wi-Fi Networks . In:  9th International Conference on Digital

Forensics & Cyber Crime. Vol. 2018. 216. Springer International Publishing, 2017, pp. 207
220. isbn: 9783319736969

Author's participation: 30 %

Conference ranking: N/A

The paper has been cited in:

Tina Wu. Digital forensic investigation of 10T devices: tools and methods. PhD
thesis. University of Oxford, 2020

Duc Le Tran, Thong Trung Tran, Khanh Quoc Dang, Reem Alkanhel, and Ammar
Muthanna. Malware Spreading Model for Routers in Wi-Fi Networks . In: |IEEE
Access 10 (2022). All Open Access, Gold Open Access, pp. 61873 6189doi: 10.
1109/ACCESS.2022.3182243
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3.25 PaperV

Jan Pluskal, Ondrej Lichtner, and Ond°ej Ry2avy. Tra c Classi cation and Application
Identi cation in Network Forensics . In: Fourteenth Annual IFIP WG 11.9 International
Conference on Digital Forensics Ed. by Gilbert Peterson and Sujeet Shenoi. New Delhi,
IN: Springer International Publishing, 2018, pp. 161 181. isbn: 9783319992778
Author's participation: 40 %
Conference ranking: B5 (Qualis)

Motivation and contributions

This paper introduced a novel approach to application protocol identi cation and appli-
cation (that generated the communication) classi cation. The identi cation/classi cation
of the application protocol is hecessary for any Network Security Monitoring tool or Net-
work Forensic Analysis Tool to extract any useful information from the application layer.
Tools use application parsers to extract this information, but without the knowledge of
the application protocol, the tool is unaware of which application parser to use. Vari-
ous application protocol parsers may consume any data; therefore, their acceptance of the
application data stream cannot be used for identi cation purposes. The ability to also iden-
tify an application that generated the communication yields additional value to a forensic
investigator.

The contributions of this paper are presented in the following points:

Testbed that implemented three classi cation methods, namely Bayesian Network, Ran-
dom Forests, and Enhanced Statistical Probability Identi cation, was presented. Ad-
ditionally, feature extraction was implemented as a modular framework allowing users
to create and experiment with new features. The entire testbed used GUI for ex-
perimenting with feature elimination, classi cation, and visual result analysis. The
analysis allowed for various feature comparisons and visualization of the feature cor-
relation matrix. The user could iterate and experiment with the testbed to proceed
with the hyperparameter tuning.

Dataset created in laboratory environment in cooperation with various students simulat-
ing real activity / work on staged computers, over multiple days containing 19,5 GB
of annotated captured network communication in the form of enhanced PCAP les.
Capturing tra ¢ using Namon 3 [115, 23], we have created a unique, annotated, cap-
tured network trace dataset that has been publicly available since publication.

Feature elimination as an automated process that allowed us to create optimal classi-
ers that omit correlated features for a particular application protocol or application
communication.

Classi cation of applications as a ner-grained complement to the identi cation of the
application protocol was described.

Bayesian Network classi er enhanced with automated feature elimination was created
and trained on the aforementioned dataset.

Random Forests classi er enhanced with automated feature elimination was created and
trained on the aforementioned dataset.

*https://jzlka  :github :io/namon/
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Enhanced Statistical Probability Identi cation method was developed, benchmark-
ed, and compared to a baseline formed by Bayesian Network and Random Forests
classi ers. In comparison, this method did not embed explicit feature elimination
because it is an inherent part of it.

The paper has been cited in:

Hilmand Khan, Sarmad Hanif, and Bakht Muhammad. A survey of machine learning
applications in digital forensics. In: Trends in Computer Science and Information
Technology 6.1 (2021), pp. 020 024

Kousik Barik, A Abirami, Karabi Konar, and Saptarshi Das. Research Perspective
on Digital Forensic Tools and Investigation Process . In: Illumination of Arti cial
Intelligence in Cybersecurity and Forensics Springer, 2022, pp. 71 95

Abstract

Network tra ¢ classi cation is essential for network monitoring, security analyses, and
digital forensics. Without an accurate tra c classi cation, the computational demands
imposed by analyzing all IP trac ows are enormous. Classi cation can also reduce the
number of ows that must be examined and prioritized for analysis in forensic investigations.

This chapter presents an automated feature elimination method based on a feature
correlation matrix. Additionally, it proposes an enhanced statistical protocol identi cation
method compared to Bayesian network and random forests classi cation methods that
o er high accuracy and acceptable performance. Each classi cation method is used with
a subset of features that best suit the method. Methods are evaluated based on their ability
to identify the application layer protocols and the applications themselves. Experiments
demonstrate that the random forests classi er yields the most promising results, while the
proposed enhanced statistical protocol identi cation method provides an interesting trade-
0 between higher performance and slightly lower accuracy.

3.2.6 Paper VI

Petr Matou2ek, Jan Pluskal, Ond°ej Ry2avy, Vladimir Vesely, Martin Kme”, Filip Karpizek,
and Martin Vmlatil. Advanced Techniques for Reconstruction of Incomplete Network
Data. In: Digital Forensics and Cyber Crime. Ed. by Joshua I. James and Frank Bre-
itinger. Cham: Springer International Publishing, 2015, pp. 69 84. isbn: 9783319255125
Author's participation: 20 %
Conference ranking: N/A

Motivation and contributions

This paper deals with the reconstruction of incomplete network data and thus answers

the research question proposed by the previous publication [72]. Because network data is
volatile and what is not captured is lost forever, we need to create a robust framework

supporting these robust application protocol parsers to extract as much information as

possible from the application conversation. This paper advances Netfox Framework, orig-

inally developed as a part of my master thesis [60], and adds additional functionalities,

namely support for the processing of encrypted communication implemented by Miroslav

Slivka [92], and improved by Viliam Letavay [34].
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The main contribution of this paper is the robust algorithm for reassembling potentially
incomplete network data, its heuristics, and its ability to signal this information to the
application protocol parsers. This way, conversation tracking is not only using data from
Internet (L3) and Transport (L4) layers but also embeds the L4 reassembling.L7PDUs are
introduced as abstractions of application messages.

The analysis showed that without this incorporation of reassembling into the conversa-
tion tracking, the other NFATs provided incorrect conversation tracking in case particular
parts of TCP signaling were missing, thus giving the investigators incorrect results. The
possibility of joining multiple TCP ows into one may lead to false evidence.

Furthermore, this paper presented a novel approach tdMeb Mail analysis. It used mul-
tiple HTTP decoders to process webmail communication and search for patterns commonly
used in that communication. Using this approach, we were able to extract the contents of
webmails from captured traces of several online email services.

The precondition for this webmail and other analyses was implementing SSL/TLS de-
cryption support into the tool. With this module activated, it was possible to run appli-
cation protocol parsing modules (Snoopers) on decrypted tra ¢ under one of the following
conditions. Either a private server key was included with the packet traces in case RSA
(non-ephemeral) key negotiation was used. Or pre-master secrets from MITM proxy were
included.

Lastly, the paper discussed the possibilities of Bitcoin tra ¢ detection and metadata ex-
traction. This functionality was tested in a real-world investigation and helped provide
evidence for a criminal investigation of foreign (EU) LEA.

The paper has been cited in:

Yanchao Wang, Zhonggian Su, and Dayi Song. File Fragment Type Identi cation
with Convolutional Neural Networks . In: Proceedings of the 2018 International
Conference on Machine Learning TechnologiesACM. 2018, pp. 41 47

David Muelas, Jorge E Lopez de Vergara, Javier Ramos, José Luis Garcia-Dorado, and
Javier Aracil. On the impact of TCP segmentation: Experience in VolP monitoring .

In: 2017 IFIP/IEEE Symposium on Integrated Network and Service Management
(IM) . IEEE. 2017, pp. 708 713

Haidong Ge, Ning Zheng, Lin Cai, Ming Xu, Tong Qiao, Tao Yang, Jinkai Sun, and
Sudeng Hu. Adaptive Carving Method for Live FLV Streaming . In: International
Conference on Collaborative Computing: Networking, Applications and Worksharing
Springer. 2017, pp. 554 566

David Muelas Recuenco. Flexible Network Monitoring and Tra ¢ Analysis Tech-
niques for the Future Internet. PhD thesis. Universidad Autonoma de Madrid,
2019

Abstract

Network forensics is a method of obtaining and analyzing digital evidence from network
sources. Network forensics includes data acquisition, selection, processing, analysis and
presentation to investigators. Due to the large volumes of transmitted data, acquired
information can be incomplete, corrupted, or disordered, making further reconstruction
dicult. In this paper, we address the issue of advanced parsing and reconstruction of
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incomplete, corrupted, or disordered data packets. We introduce a technique that recovers
TCP or UDP conversations so that application parsers can further analyze them. The
presented method is implemented in a new network forensic tool called Netfox Detective.
We also discuss current challenges in parsing webmail communication, SSL decryption, and
Bitcoin detection.

3.2.7 Paper VIl

Jan Pluskal, Petr Matou2ek, Ond®°ej Ry2avy, Martin Kme”, Vladimir Vesely, Filip Karpizek,
and Martin Vymlatil. Netfox Detective: A tool for advanced network forensics analysis .
In: Proceedings of Security and Protection of Information (SPI) 2015 Brno, CZ: Brno
University of Defence, 2015, pp. 147 163.isbn: 9788072319978
Author's participation: 15 %
Conference ranking: N/A

Motivation and contributions

This paper describes the rst iteration of the implementation of the Netfox Detective tool.
The focus is given on the Netfox Framework's architecture, that is, the implementation of
business logic and Netfox Detective, which stood for the implementation of the GUI.

The contribution of this work was the composition of several diploma theses and related
research projects. My master thesis [60] produced the Netfox Framework, supported by
publications at student conferences [73, 65], which also contained a re-implementation of
my bachelor thesis [56], supported by publication at student conferences [57]. Martin
Mares's master thesis [41] developed the GUI Netfox Detective. Martin Kmet's master
thesis [28] dealt with detecting of RTP tra ¢ without signaling information obtained from
SIP. Vladimir Vesely's PmLib [98] implemented logic to open PCAP les and parsed packets
up to the transport layer.

This paper proposed a research question regarding the importance of correct processing
of incomplete network data. The concrete method that allows the extraction of VolP
communication without signaling from SIP [28], even when a portion of the communication
is missing, is presented with a more generic solution described in the following paper [45].

The paper has been cited in:

Beatriz Parra de Gallo. Advances in the application of Ontologies in the area of
Digital Forensic Electronic Mail . In: |IEEE Latin America Transactions 17.10 (2019),
pp. 1694 1705

~

Caroline Wanjira Macharia. Maintaining a bitcoin address repository through fo-
cused web crawling . MA thesis. Strathmore University, 2017

Abstract

Network forensics is a process of capturing, collecting, and analyzing network data for infor-
mation gathering, legal evidence, or intrusion detection. The new Internet generation opens
novel opportunities for cybercrime activities and security incidents using network applica-
tions. Security administrators and LEA (Law Enforcement Agency) o cers are challenged
to use advanced tools and techniques to detect unlawful or unauthorized activities. In case
of grave suspicion of criminal activity, network forensic tools and techniques are used to nd
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legal evidence in a captured network communication that proves or disproves the suspect's
participation in that activity.

Today, various commercial or free tools for network forensic analysis are available, e.g.,
Wireshark, Network Miner, NetWitness, Xplico, Netintercept, or PacketScan. Many of
these tools fail to successfully reconstruct communication when using incomplete, dupli-
cated, or corrupted input data. Investigators also require advanced automatic processing
of application data that helps them to see the actual content of the conversation, including
chats, VolIP talks, le transmission, email exchange, etc.

Our research focuses on designing and implementing a modular framework for network
forensics with advanced possibilities for application reconstruction. The proposed archi-
tecture consists of (i) input packet processing, (ii) an advanced reconstruction of L7 con-
versations, and (iii) application-based analysis and presentation of L7 conversations. Our
approach employs various advanced reconstruction techniques and heuristics that work even
with corrupted or incomplete data, e.g., one-directional ows, missing synchronization, un-
bounded conversations, etc.

The proposed framework was implemented in a tool called Netfox Detective developed
by our research group. This paper shows its architecture from a functional and logical
point of view and its application in the reconstruction of webmail tra ¢, VolP, and RTP
transmissions.

3.3 Relevant Publications not Included in this Dissertation

1. Jan Pluskal. Netfox Detective 2.0 - Nastroj pro si"ovou forenzni analyzu Czech.
Tech. rep. FIT-TR-2017-06, CZ, 2017, p. 16

Author's participation: 100 %

2. Jan Pluskal, Ondrej Lichtner, and Ond°ej Ry2avy. Netfox Detective - ldenti kace
aplikaEnich protokol- pomoci algoritm- strojového ufeni Czech. Tech. rep. FIT-TR-
2017-05, CZ, 2017, p. 19

Author's participation: 90 %
3. Jan Pluskal, Ond°ej Ry2avy, and Vladimir Vesely. NetFox - The network forensic
extandable analysis tool . In: 6th AFCEA Student Conference Future of Information

and Communication Technology Bucharest, RO: University Politehnica of Bucharest,
2014, pp. 68 71. isbn: 9786065510470

Author's participation: 90 %
4. Jan Pluskal. NetFox.Framework - The network forensic extandable analysis tool .

In: Proceedings of the 20th Conference STUDENT EEICT 2014 Volume 2Brno, CZ:
Brno University of Technology, 2014, pp. 280 282.isbn: 9788021449237

Author's participation: 100 %
5. Jan Pluskal. Analyza a rekonstrukce komunikace typu instant messaging (YMSG a
ICQ) . Czech. In: Proceedings of the 18th Conference Student EEICT 2012 Volume

1. Brno, CZ: Faculty of Information Technology BUT, 2012, pp. 176 178. isbn:
9788021444607

Author's participation: 100 %
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3.4

3.5

Research Projects and Grants

. TENACITy: Travelling intelligNce Against Crime and Terrorism , team
member, EC EU - HORIZON EUROPE , 101074048, 2022-2025
. Development of Decoder for IP Trac , deputy team leader, team member,

VH20192021043 Ministry of the interior of the Czech Republic, 2019-2021

. Modern and Open Study Techniques , team member, OP VVV PO2 ESF, Min-

istry of Education, Youth and Sports Czech Republic2015-2020

. Integrated Platform for Analysis of Digital Data from Security Incidents

team member, VI20172020062Ministry of the interior of the Czech Republic, 2017—
2018

. Using Network Analysis Techniques to Prevent Data Loss , research leader,

Safetica, MPO, 2017

. Research and application of advanced methods in ICT , team member, FIT-

S-14-2299Brno University of Technology, 2014-2016

. Modern tools for detection and mitigation of cyber criminality on the New

Generation Internet , team member, VG20102015022Ministry of the interior of
the Czech Republic2010-2015

Software and Specimen

. Letavay Viliam, Pluskal Jan, Vesely Vladimir, and Grégr Mat¥j. HTTP Keylogger -

tool for web activity monitoring, [Computer Software]. 2019

. Letavay Viliam, Pluskal Jan, and Je°abek Kamil. Banana Pi BPI-R2 Cluster Proto-

type. [Specimen]. 2018

. Pluskal Jan. SupportApp. [Computer Software]. 2018

. Pluskal Jan. Netfox Detective 2.0 - Nastroj pro si’ovou forenzni analyzu[Computer

Software]. 2017

. Zuzelka Josef, Pluskal Jan, Ry2avy Ond°ej, and Matou2ek Petr.Modul pro zpracovani

zapouzd®eného si"ového provoz{IComputer Software]. 2017

. Janefek Vit, Pluskal Jan, Ry2avy Ond°ej, and Matou2ek Petr. Modul pro zpracovani

zapouzd®°eného si"ového provoz{Computer Software]. 2017

. Pluskal Jan. Appldent - Tool for Network Application Protocols Identi cation . [Com-

puter Software]. 2017

. Vondradf£ek Martin, Pluskal Jan, Ry2avy Ond°ej, and Matou2ek Petr. Automation of

MitM Attack on WiFi Networks . [Computer Software]. 2016

. Maruzic Marek, Pluskal Jan, Ry2avy Ond’egj, and Matou2ek Petr. Automatization of

MitM Attack for SSL/TLS Decryption, software . [Computer Software]. 2016
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10.

11.

12.

13.

14.

3.6

10.

11.

Hv¥zda Mat¥j, Pluskal Jan, Ry2avy Ond°ej, and Matou2ek Petr. Network Forensics
Distrubuted Platform. [Computer Software]. 2016

Letavay Viliam, Pluskal Jan, Ry2avy Ond°ej, and Matou2ek Petr. Reconstruction of
Captured Communication on iOS Platform. [Computer Software]. 2016

Janefek Vit, Pluskal Jan, Ry2avy Ond°ej, and Matou2ek Petr. Web Tra c Data
Export to MAFF . [Computer Software]. 2016

Pluskal Jan, Kme" Martin, Karpi2ek Filip, Ry2avy Ond°ej, Vesely Vladimir, and
Matouzek Petr. Netfox Detective - a network forensics tool for analyzing network
trac . [Computer Software]. 2015

Pluskal Jan, Vesely Vladimir, Ry2avy Ond°ej, and Matou2ek Petr. Netfox.Framework
- Network tra ¢ decoder and content analyzer. [Computer Software]. 2013

Invited Speeches, Presentations and Posters

Jan Pluskal. Workshop on Correlating Blockchain Activity with Real-Life Events and
Users [Invited speech]. ISS World Asia, Dubai, United Arab Emirates, 2022

Jan Pluskal. Intercepting and Collecting Web Evidence in the Times of TLS1.3 and
HTTP 3.0. [Invited speech]. ISS World Asia, Dubai, United Arab Emirates, 2022

Jan Pluskal. Intercepting and Collecting Web Evidence in the Times of TLS1.3 and
HTTP 3.0. [Invited speech]. ISS World Europe, Prague, Czech Republic, 2021

. Jan Pluskal and Vesely Vladimir. Intercepting and Collecting Web Evidence in the

Times of TLS1.3 and HTTP 3.0. [Invited speech]. ISS World Asia, Dubai, United
Arab Emirates, 2021

. Jan Pluskal. Cryptocurrency Investigation Workshop. [Invited speech]. ISS World

Asia, Dubai, United Arab Emirates, 2020

. Jan Pluskal. Towards Fully Automated In nitely Scalable and Maximally E ective

Password Cracking of Encrypted Documents[Invited speech]. ISS World Asia, Dubai,
United Arab Emirates, 2020

. Jan Pluskal. 1SS MEA 2020 - SSL/TLS Interception Workshop (TLS 1.3 Edition) .

[Invited speech]. ISS World MEA, Dubai, United Arab Emirates, 2020

. Jan Pluskal and Vesely Vladimir. TLS/SSL Decryption Workshop. [Invited speech].

ISS World Asia, Kuala Lumpur, Malaysia, 2019

. Jan Pluskal and Vesely Vladimir. TLS/SSL Decryption Workshop. [Invited speech].

ISS World MEA, Dubai, United Arab Emirates, 2019

Jan Pluskal and Vesely Vladimir. TLS/SSL Decryption Workshop. [Invited speech].
ISS World Europe, Prague, Czech Republic, 2019

Jan Pluskal and Vesely Vladimir. TLS/SSL Decryption Workshop. [Invited speech].
ISS World Asia, Kuala Lumpur, Malaysia, 2018
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13.

14.

15.

16.

17.

18.

3.7

. Jan Pluskal and Vesely Vladimir. TLS/SSL Decryption Workshop. [Invited speech].
ISS World Europe, Prague, Czech Republic, 2018

Jan Pluskal, Ond°ej Ry2avy, and Matou2ek Petr. Detection, and Analysis of SIP
Fraud Attack on 100Gb Ethernet with NEMEA System [Invited speech]. Cybersecu-
rity and Privacy, Pristina, Kosovo, 2017

Jan Pluskal. Detection, and Analysis of SIP Fraud Attack on 100Gb Ethernet with
NEMEA System. [Presentation]. IRTF NMGR Workshop, Berlin, 2016

Jan Pluskal, Ond°ej Ry?avy, and Petr Matou?ek. On the Identi cation of Applica-
tions from Captured Network Trac. In:  8th International Conference on Digital
Forensics & Cyber Crime. [Poster]. New York, 2016. url : https://prezi.com/
wnxlghgkocti

Jan Pluskal and Ond°ej Ry2avy. Network Forensic Tool Netfox Detective [Invited
speech]. Cybersecurity and Privacy, Pristina, Kosovo, 2016

Jan Pluskal, Vladimir Vesely, Mat¥j Grégr, and Ond°ej Ry2avy. TLS/SSL Decryption
Workshop. [Invited speech]. ISS World Europe, Prague, Czech Republic, 2016

Jan Pluskal and Ond°ej Ry2avy. Concepts of Intercepted Communication Processing
with Netfox Detective [Invited speech]. ISS World Europe, Prague, Czech Republic,
2015

Selected Relevant Supervised Theses

. 'imon Pokorny. Migrace a refaktorizace Netfox Detective na .NET 5. Czech.

Master's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2021.url : https://lwww.fit.vut.cz/study/thesis/22857/

. Richard Stehlik. Utok na WiFi si” s vyucitim ESP32/8266 . Czech. Master's thesis.

Brno, CZ: Brno University of Technology, Faculty of Information Technology, 2021.
url : https://lwww.fit.vut.cz/study/thesis/23435/

. Martina Zembjakova. Network Forensics Tools Survey and Taxonomy . Master's

thesis. Brno, CZ: Brno University of Technology, Faculty of Information Technology,
2021. url : https://www.fit.vut.cz/study/thesis/23022/

. Tomé&? fikel. Bezpe£nostni analyza doméci loT sit¥. Slovak. Bachelor's thesis.

Brno, CZ: Brno University of Technology, Faculty of Information Technology, 2020.
url : https://www.fit.vut.cz/study/thesis/23135/

. Juraj Kubi2. SS7 Honeypoty - proaktivni ochrana proti podvod-m v mobilnich

sitich . Czech. Master's thesis. Brno, CZ: Brno University of Technology, Faculty
of Information Technology, 2020. url : https://www.fit.vut.cz/study/thesis/
23130/

. Jozef Zuzelka. Control of External Devices on macOS to Prevent Data Leaks .

Master's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2020.url : https://lwww.fit.vut.cz/study/thesis/22637/
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

. Tomé&2 Ambro®. Analytické webové prost°edi pro zpracovani si’ové komunikace .

Czech. Master's thesis. Brno, CZ: Brno University of Technology, Faculty of Infor-
mation Technology, 2019.url : https://www. fit.vut.cz/study/thesis/22049/

. Daniel Du2ek. Web Application Penetration Testing Automation . Master's thesis.

Brno, CZ: Brno University of Technology, Faculty of Information Technology, 2019.
url : https://www.fit.vut.cz/study/thesis/21678/

. Lukaz Petrovi£. Analyza anomalii v uCivatelském chovani . Czech. Master's thesis.

Brno, CZ: Brno University of Technology, Faculty of Information Technology, 2019.
url : https://www.fit.vut.cz/study/thesis/21474/

Martin Vondraf£ek. Security Analysis of Immersive Virtual Reality and Its Implica-
tions . Master's thesis. Brno, CZ: Brno University of Technology, Faculty of Infor-
mation Technology, 2019.url : https://www.fit.vut.cz/study/thesis/22158/

'imon Podlesny. Automatizace MITM (tok- za pouCiti jednodeskového pofitate .
Czech. Bachelor's thesis. Brno, CZ: Brno University of Technology, Faculty of Infor-
mation Technology, 2019.url : https://www.fit.vut.cz/study/thesis/22142/

Viliam Letavay. Zpracovani si'ové komunikace v distribuovaném prost°edi. Czech.
Master's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2018.url : https://lwww. fit.vut.cz/study/thesis/20432/

Hana Slamova. Refaktorizace si’ového forenzniho nastroje Netfox Detective . Czech.
Bachelor's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2018.url : https://lwww.fit.vut.cz/study/thesis/20380/

Toma2z Chomo. ldenti kace aplikaEnich protokol- . Czech. Bachelor's thesis. Brno,
CZ: Brno University of Technology, Faculty of Information Technology, 2017. url :
https://www. fit.vut.cz/study/thesis/20191/

Jozef Zuzelka. Nastroj pro zachyceni si’ového provozu s aplikaEnim tagem . Czech.
Bachelor's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2017.url : https://lwww.fit.vut.cz/study/thesis/20013/

Jind°ich Dudek. Rekonstrukce zachycené komunikace ze socialnich siti. Czech.
Bachelor's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2016.url : https://www.fit.vut.cz/study/thesis/18433/

Mat¥j Hv¥zda. Distribuované zpracovani zachycené si‘ové komunikace. Czech.
Master's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2016.url : https://www.fit.vut.cz/study/thesis/18434/

Viliam Letavay. Rekonstrukce zachycené komunikace na platform¥ iOS . Czech.
Bachelor's thesis. Brno, CZ: Brno University of Technology, Faculty of Information
Technology, 2016.url : https://www:.fit.vut.cz/study/thesis/18557/

Marek Maruzic. Automatizace MitM Gtoku pro dezifrovani SSL/TLS . Czech. Bach-
elor's thesis. Brno, CZ: Brno University of Technology, Faculty of Information Tech-
nology, 2016.url : https://www.fit.vut.cz/study/thesis/18593/
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Martin Vondrd£ek. Automation of MitM Attack on WiFi Networks . Bachelor's
thesis. Brno, CZ: Brno University of Technology, Faculty of Information Technology,
2016. url : https://www.fit.vut.cz/study/thesis/18596/

Toma2 Bruckner. Rekonstrukce zachycené komunikace a dolovani dat na socialni
siti Facebook . Czech. Bachelor's thesis. Brno, CZ: Brno University of Technology,
Faculty of Information Technology, 2015. url : https://www.fit.vut.cz/study/
thesis/17307/

Zbyn¥k Lazarek. Automatizovana detekce transportniho protokolu v zachycené
si’ové komunikaci. Czech. Bachelor's thesis. Brno, CZ: Brno University of Tech-
nology, Faculty of Information Technology, 2015. url : https://www.fit.vut.cz/
study/thesis/17384/
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Chapter 4

Conclusions

This chapter summarizes the research presented in this dissertation. The approach followed
is outlined, and the results obtained are discussed. Future research directions are proposed
based on the experience gained.

4.1 The Research Approach

This dissertation does not consist of basic research as is customary but describes the ad-
vances in my applied research.

My research began around 2012, with my bachelor thesis focused on the reconstruction
of YMSG and OSCAR instant communication protocols. | have realized that creating
single-purpose tools may bring unnecessary overhead considering its maintainability and
extensibility to cover additional network protocols. In my master thesis, | developed a
framework for reconstructing captured network communication that required abstracted
data preprocessing steps and provided a uni ed interface for application protocol parsers
to improve this state. To my shame, | realized that | had not conducted rigorous state-of-
the-art research to compare the capabilities of existing network forensic tools, identify their
weaknesses, choose the research area, and improve the state-of-the-art.

At the beginning of my doctoral studies, in 2014, | started to experiment with the most
advanced open source network forensic and analysis tools and network security monitoring
tools (according to Pilli and Joshi [53]; see Table 2.3) at that time, namelyWireshark,
Network Monitor, Xplico, Network Miner, and PyFlag. With these experiments, | gained
an understanding of the usability of these tools and also their capabilities. Using these
experiments combined with the experience gained in my previous work, | created a list
containing the four primary research objectives (see Section 1.3) | wanted to improve.

During the literature review, | realized that not a negligible number of research papers
do not allow for reproducibility of their results by lacking either a description or better
concrete implementation of the methods they describe. This observation has convinced
me to explain my experiments, input data, and results precisely and to attach a concrete
implementation with the datasets | used. Furthermore, my long-term goal was to create a
tool to help LEA investigators in their daily work. | have used this opportunity to utilize
this tool as a base framework for my research experiments and have extended it to most of
my research results.
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4.2 Contributions

This section summarizes my research contributions, while a complete and detailed de-
scription is provided along with the attached papers in Section 3.2. The most signi cant
contribution of this work was the identi cation of research objectives, see Section 1.3, which
could enrich the state-of-the-art.

Contributions to the capturing and processing of in/complete network data
consist of identifying suboptimal mechanisms used in several NFAT and NSM tools [43,
54]. This may result in inaccurate L4 and application conversation tracking which yields
fewer conversations than actually occurred. This applies only in the case where the cap-
tured communication was incomplete. Consequently, these tools will extract artifacts from
the contents of the application protocol and assign them to these inaccurately tracked
conversations. Each L4 and application protocol conversation is assigned to an entity /
identity responsible for the communication. Inaccurate conversation tracking merges mul-
tiple conversations into one, which may assign artifacts from themissed conversation to
the previously identi ed one, resulting in the creation of false evidence Furthermore, we
have determined that some NFAT and NSM tools [43, 54] are not fully implementing TCP
reassembling and cannot extract the content of an application message if th€CP sequence
number over ows. Furthermore, concerning reassembling incomplete TCP conversations,
some tools [43, 54] stop the artifact extraction process after the rst missing data occurs.
This approach may omit crucial evidence of activity that occurred in the communication
after the rst missing data. In the publications mentioned above, we proposed a method to
remedy this situation using heuristics based on information from transport protocols. As a
preliminary step, we have considered the possibility of capturing local network tra ¢ using
MitM proxies that are intrusively deployed on Wi-Fi networks [73, 74].

Contributions to application protocol and ner-grained application identi ca-
tion are described in detail in the enclosed papers [56, 54]. The major contribution of this
research is to show that not only can application protocols be identi ed using ML algo-
rithms, but we can also identify, with a lower probability, applications that were used to
generate that communication. Secondary contributions are open source publicly available
datasets for research veri cation and open source implementations of multiple classi cation
algorithms that may serve as a playground for further research related to feature engi-
neering and hyperparameter tuning. Additionally, we revisited commonly used features for
application protocol classi cation and proposed adding new features based on information
gained by reassembling application messages. This approach may eliminate certain noise
introduced by IP fragmentation and TCP segmentation. Our additional contribution to
feature engineering for traditional ML algorithms was the introduction of automated fea-
ture elimination based on feature correlation computed from our annotated dataset. The
last contribution was the proposition of a novel statistical-based method that inherently
contained feature elimination and did not require this additional pre-training step.

Contributions to what should be the architecture of network forensic tool / scale
or not to scale research questions were addressed in the publications [39, 38]. In this
research, we were looking for possibilities to increase the throughput of capture trac
network processing using horizontal scalability. Inspired by Valentin's [70] usage of the
actor model, we have designed and implemented a framework capable of linear scalability
while respecting advanced processing features for heuristical handling of incomplete data
described in other enclosed publications [43, 56]. The overall contribution is a practical
demonstration supported by rigorous measurements that show the feasibility of horizontal
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scalability for increasing the performance of NFATs. The secondary contribution is the
creation of a PoC specimen [72] composed of low-cost / low-power computers on a single
board.

Contributions to the processing of tunneled and overlay networks in network foren-
sic analysis lie in identifying the need to address the underlying network encapsulation [55,
58, 54] correctly. Omitting, for example, VLAN tags may mix up unrelated ows, sim-
ilarly to incorrect TCP reassembling of incomplete communication. Our contribution to
this topic is the analysis of Generic Stream Encapsulation (GSE)and the creation of its
PoC processing unit incorporated into our NFAT Netfox Detective tool, while being the
only NFAT tool that supports it.

This work laid the theoretical ground for a research project sponsored by the Czech
Ministry of Interior (VH20192021043).

4.3 Future Work

Considering the experience gained in the eld of Network Forensic Analysis, | would like
to outline future research directions that seem promising:

Investigation of possible data sources for forensic investigation. A lawful interception
at the Internet Service Provider level is de facto standard, but additional points in

the network infrastructure may also be bene cial. Richard Stehlik's master thesis [68]
introduces one of the promising directions.

A deeper analysis of application communication patterns and metadata extraction is
the key to ghting omnipresent encryption. Identifying not only an application pro-
tocol but also an application and type of communication such as text, voice message,
interactive call, etc., may allow the use of standardized analytical approaches for Call
Detail Records (CDRs) from the telecommunication world in the network forensic
investigation.

A correlation of patterns observed from network tra ¢ captured on multiple points
in the network to prove that entities were in contact, e.g., VoIP call routed through a
third-party proxy may have the same characteristics on both sides of a broker; thus,
the correlation may identify calling parties.

4.4 Final Notes

The presented dissertation outlined research conducted in the Networks and Distributed
Systems Research Group (NES@FIT), at the Faculty of Information Technology, under
the Brno University of Technology in the eld of Network Forensic Analysis, which | have
participated in in the last decade. The goal of this research is consistent with the needs
of the Czech Law Enforcement Agencies that supported the selected research objectives
presented in this work. The results of this research have been given to end users along the
lines of LEA investigators. To the best of my knowledge, they are being used or considered
for practical applications.
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