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Abstract

Cryptography is an integral part of computer security. When using common cryptographic
methods and operations on them, individual data are not protected against unauthorized
access or theft by third parties in any way. Homomorphic cryptography solves exactly the
given problem, i.e. it can work with data containing unknown content and simultaneously
perform operations on them. The goal of this thesis is to perform a set of tests to compare
the performance and other important aspects of running different computational operations
by different frameworks implementing homomorfic encryption of various schemes to choose
the most favorable framework for certain type of operations.

Abstrakt

Kryptografia je neoddelitelnou stucastou oblasti pocitacovej bezpecnosti. Pri vyuzivani
beznych kryptografickych metéd a operacidch nad nimi vSak nie st jednotlivé data ni-
jako chranené proti neopravnenému pristupu alebo kradezi tretimi stranami. Homomorfna
kryptografia riesi presne dany problém, teda dokaze pracovat s datami, ktorych obsah
nepoznd a sucasne vykonavat operdcie nad nimi. Cielom prace je vykonat sadu testov pre
jednotlivé prostredia implementujice homomorfni kryptografiu réznych schém a pomocou
spustania réznych typov operécii zmerat ich vykonnost a dalsie dolezité aspekty pri vybere
najvyhodnejsieho prostredia pre riesenie daného konkrétneho problému.
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Chapter 1

Introduction

In the early days of computers, encryption has always been important part of computer
security. Idea of protecting personal data from unauthorized retrieval is one of most impor-
tant aspects that users expect when using computers. Encryption schemes were developing
since the users began to use computers. With traditional encryption schemes, every part
that provides operations on the data has to know the encryption algorithm or the cipher,
to decrypt the data and operate with them. Even when we need to modify previously
saved encrypted data, we can not provide operations on them. It is necessary to firstly
decrypt them, modify it “s content and then encrypt the data again. But those traditional
encryption schemes represent a possible risk of loss of privacy. Homomorphic encryption
is a revolutionary technique in data encryption. Compared to classic encryption, it makes
possibility to hide the necessary confidential information. Compared to classic encryption
methods , homomorphic encryption schemes allow to operate on this encrypted data with-
out need to decrypt this data in advance. Thanks to this attribute, it is possible to perform
any operation on the encrypted data, which is equivalent to an operation on unencrypted
data.

Practical application of homomorphic encryption is mainly assumed in cases where
the data is stored and processed outside the data owner’s infrastructure. Currently, it is
typically used on cloud service where thanks to this technique it is possible ensure a higher
level of user privacy protection.

There are more types and schemes of HE which are still in development and goal of
this thesis is to compare different methods of homomorphic enryption with regard to per-
formance. We will first present the development of homomorphic encryption from past to
present. Then we will show basic techniques and explain why homomorphic evaluations
work. Then we will describe some well-knows public FHE frameworks implementing homo-
morphic encryption. For practical benchmarking, we will describe and later on use utilise
that implement homomorphic encryption schemes in certain frameworks to fairly compare
the performance comparison of different schemes and implementations.



Chapter 2

From past to present, evolution
and types of homomorphic
encryption

2.1 First ideas and attempts

The first idea of using Homomorphic Encryption to do some computations on encrypted
data was proposed shortly after RSA scheme [28] by Rivest, Adleman, and Dertouzous in
1978. They called it as ”Privacy Homomorphism”. This system inspired other researchers
to create a homomorphic scheme supporting a lot of computations [8] [10] [11] [11] [32]
[22] [14]. All of the mentioned schemes have managed to perform one or few numbers
of operations on the encrypted data. The actual breakthrough happened with Gentry’s
based on ideallattices scheme [20] that can perform an unlimited number of operations
with arbitrary functions. In the following years, new optimizations and improvements with
other schemes were proposed.

2.2 Definition of Homomorphic Encryption

Homomorphic encryption is a particular type of encryption that has the ability to execute
computation on ciphertexts and gives the result of the same computation executed on the
plaintexts. The result will be encrypted.

E(mq) * E(ma) = E(mq *ma),Ymi,mg € M,

where M is the messages space [34] and m1, mg are messages.
The HE scheme consists of four main algorithms:

e The Key Generation Algorithm: inputs a security parameter. For an asymmetric
HE scheme outputs a pair of secret key and public key, and for symmetric HE scheme
a single key.

e The Encryption Algorithm: inputs plaintext message m from message space M
with the encryption key. To generate the ciphertext ¢ = E(m) from the ciphertext
space C.



e The Decryption Algorithm: inputs the ciphertext ¢ with the decryption key, to
get the plaintext message D(c) = m.

o The Evaluation Algorithm: takes inputs ciphertexts (cI, ¢2) and performs the
function f(...) over the ciphertexts to output evaluated ciphertexts f(c1, c2) = E(f(m1,
m2)), without seeing the messages(ml1, m2), i.e. D(f(c1, c2)) = f(m1, m2).

2.2.1 Definition of Homomorphic Encryption Schemes

Schemes supporting homomorphic encryption are distinguished according to the number of
operations they are able to perform on the encrypted data. In general, schemes are divided
into three main groups:

o Partial homomorphic Encryption (PHE)
o Somewhat homomorphic Encryption (SWHE)

o Fully homomorphic Encryption (FHE)

PHE allows execution over encrypted data only for some operations, e.g. addition or
multiplication. If both operations can be performed on encrypted data, we talk about
SWHE or FHE. All current designs are in the basis of SWHE, i.e. allow you to perform
addition operations and multiplying over the encrypted data, but only up to a certain point
depths. There are also known techniques for the transition from SWHE design to FHE.

2.3 Partially Homomorphic Encryption

Many traditional encryption schemes can be classified as PHE schemes due to their ability
to perform only one type of operation on encrypted data.

2.3.1 Definition of Partially Homomorphic Encryption

PHE is either a homomorphic scheme, which supports only additive operations or only
multiplicative operations on encrypted data. We will describe some PHE schemes, such as
RSA [28], Goldwasser-Micali [22], Elgamal [14].

2.3.2 RSA

Shortly after Diffie Helman [12] developed public key cryptography in 1976, Rivest, Shamir,
and Adleman [28] developed and introduced RSA scheme in 1978. The hardness of the RSA
scheme was based on the problem of factoring a product of two large prime numbers. The
homomorphic property of RSA was introduced laterly by, Rivest, Dertouzous and Adleman
calling it “privacy homomorphism”, which was the very first attempt of PHE.

The RSA scheme consists of following alghorytms:

o KeyGen Algorithm The public key consists of two integers (n, e), where n = pq
and p, q are large primes and e chosen such that ged(e, p(n)) = 1,where p(n) =
(p-1)(g-1) and namely e is invertible (mod ¢(n)). The secret key is (d, n), where d
is determined such that d is the inverse of e (i.e. ed = 1 (mod ¢(n))).



e Encryption Algorithm First, the message is converted into a plaintext m € Zn,
then computes the ciphertext ¢ as follows:

E(m) =m° (modn) =c
, where the ciphertext ¢ € Zn.
o Decryption Algorithm Takes the secret key (d, n) with ciphertext ¢ to decrypt
D(c) =c? (modn)=m
, because d is the multiplicative inverse of e in Z, then ed = 1 (mod ¢(n)).
e Homomorphic Property For m;, mo € Z,,,

E(my)x E(mg) = (m{ (modn))*(mg (modn)),= (my*xms)°(mod n),= E(mi*xmsy)

As we can see, the multiplication homomorphic property of RSA can evaluate E(mq*3)
directly from E(m;) and E(ms2) without previously having to decrypting them.

2.3.3 Goldwasser-Micali

The first attempt to introduce a public key encryption scheme was in 1982 by Goldwasser
and Micali [22]. Using the quadratic residuosity problem , then it holds that a number a is
quadratic residue modulo n if we find an integer z fulfilling 2 = a (mod n).

The Goldwasser-Micali scheme consists of following algorithms:

e KeyGen Algorithm Takes n = pq where p and ¢ two large prime. Then finds x

non-residue that the Legendre symbols () = (7) = -1 and hence the Jacobi symbol

() = 1. The public key consists of (z, n), while the secret key is (p, g).

o Encryption Algorithm The algorithm encodes the message m into bits(mg, . . . ,
m,), then for every bit m; , we choose y; such that ged(y; , n) = 1. To encrypt a bit:

E(m;) = y?z" (mod n) = ¢

,m; € 0, 1, and m =mg, m1, . . ., My, ¢ =y, C1, . . . , ¢ Where x € Z x n and
the block size is r.

e Decryption Algorithm We do not need a separate algorithm for decryption, be-
cause T € Z * n , ¢; is quadratic residue modulo n only when m; = 0. So if ¢; is a
quadratic residue modulo n then m; = 0, otherwise m; = 1. Which gives the plaintext
m=(my,...,m)

e Homomorphic Property For every bit m; € 0, 1;

E (m1) * E (m2) = (y72™ (modn)) * (y32™ (modn)),

= (g1 #92)2 2™+ (modn),

:E(m1+m2).

From the homomorphic property of GM scheme flows, that it is possible to directly compute
the encryption of the sum m; + mg from the encrypted E(m;) and E(mg). Since the mes-
sage and ciphertext in GM scheme are both binary numbers, GM is additive homomorphic
scheme over binary numbers.



2.3.4 ElGamal

In 1985 Taher ElGamal developed a new public key scheme based on the hardness of the
discrete logarithm problem. [14]. ElGamal scheme is considered to be an advanced variant
of the Diffie-Hellman algorithm [12]. ElGamal is commonly used to encrypt the secret key
of asymmetric homomorphic encryption schemes.

The ElGamal scheme consists of following algorithms:

e KeyGen Algorithm g generate a cyclic group G of order n. Then compute, h = g¥

for random y € {1, 2,. .., n-1}. Outputs the public key (G, n, g, h) and y is the
secret key.
o Encryption Algorithm Using g and z € {1, 2, . . . , n-1}, convert the message m

to mo € G then in output the ciphertext as a pair (¢ = (c1, c2)) as follows:
E(m) = c=(c1,¢2) = (¢*, mh*) = (g*, mg™).

o Decryption Algorithm To decrypt a ciphertext ¢, c¢z), first, compute s = ¢f .
Then:

cas L =mg™gTW =m

where s~! is the inverse of s in the group G. Then we get the plainttext message m
by converting back my .

¢ Homomorphic Property

E (mq) * E (mg2) = (9", m1h™) * (g"2, mah™?),

o1 IQ , My hxl mgth)

= (9
(g 1+x2 m1m2) hx1+w2) ,

= FE (mq *mg).

As we can see above, the ElGamal is scheme implementing a multiplicative homomorphic
encryption.

2.4 Somewhat Homomorphic Encryption

Somewhat Homomorphic Encryption can be considered a predecessor of Fully Homomorphic
Encryption. There were some previous practical SWHE examples before the first usable
FHE was released in 2009. Some of the SWHE schemes were later used to build FHE

schemes.

2.4.1 Definition of Somewhat Homomorphic Encryption

Somewhat Homomorphic Encryption (SWHE) can perform both additive and multiplicative
computation operations on encrypted data, but only for limited number of repetitions. This
limitation is caused by the scheme’s disability to decrypt ciphertexts associated with the
homomorphic operations correctly. In SWHE, the ciphertext of the homomorphic encryp-
tion scheme has a noise parameter which increases during the computations, and to decrypt
the ciphertext properly the noise must be less than a specific threshold. A SWHE scheme
can perform both additive and multiplicative homomorphism on encrypted data, but that



will increase the noise in the generated homomorphic ciphertext with each performed oper-
ation. The noise is usually a small term added into the ciphertext while encrypting. This
term may be a small integer (if the scheme is based on integers) or a small polynomial (if
the scheme is based on polynomials). In order to keep the noise parameter as smallest as
possible, SWHE schemes can execute only a limited number of repetitions.

2.4.2 Boneh-Goh-Nissim (BGN)

All the proposed Homomorphic encryption schemes until 2005 were limited only to perform
one type of operation - addition or multiplication. The new scheme partly solving this
problem was proposed by Boneh-Goh-Nissim (BGN) in 2005 [10]. BGN scheme supports
only one multiplication and simultaneously an unlimited number of additions and with a
ciphertext of constant-size. The scheme is based on the subgroup decision problem [21]. Tt
is about deciding if an element belongs to a subgroup G, of the group G of order n = pq,
and p, g are distinct primes.

There are four main algorithms in this scheme:

o KeyGen Algorithm The public key is (n, G, G1, e, g, h), where G, G; are cyclic
groups of order n = ¢1q2, ¢1 and g2 are two distinct large primes, and e is a bilinear
map such that e : G x G — Gy. Pick two random generators ¢, u of G, let h = u9?
. Then h is a random generator of the subgroup of G with order ¢;. The secret key

is q1.

o Encryption Algorithm To encrypt m, pick a random number r € {0, 1, . . . , n}
and encrypt it using ¢ and h as follows:

E(m) = (g™, h") = c € G.

¢ Decryption Algorithm To decrypt a ciphertext ¢ using the secret key ¢; , Then:
At = (g"hN)" = (g"™)".
Note that h9' = 1 (mod n). To decrypt m, compute:
D(c) = loggq1(cq1) =m.

Since the discrete logarithm cannot be computed quickly, the message space should
be kept small.

o Homomorphism over Addition: To add m; and mg by using ciphertexts E(m; )
= ¢ and E(mgy) =c; :

c=cieoh” = (g™ R (g R)R = g
From the resulting ciphertext c, it easy to recover m; + mao.

¢ Homomorphism over Multiplication: Homomorphic multiplication, uses bilinear
map. Let g1 = e(g, g) and hy = e(qg, h) then g; with order n and h; with order ¢;.
With o« € Z such that h = gags .



Then, the multiplication of m; and mg by using ¢; = E(m;) = ¢"*h™ € G and ¢
= E(mg) = g"*h" € G will be computed as follows:

c=e(cy1,c2) h] € Gy,
m ™ m T T
(g™ B, g™ h"™) R,
m1+aqgor mo—+aqar T
1+oq2 179 2+aq2 2)h1’

=e
= e (g
—¢ (m1+aq2r1)(m2+aq2r2)h§’
mima+agz(mire+mari+aqarire) th’
b

mima+(mira+mari+aqgerira)age h11”
M

mir2+mari+aqgarirs)aqe h71’
M

e(g,9)"
e (gm1r2+m2r1+aq2r1r27gaqz) 71‘7
e (gm1r2+m2r1+aq2r1r2, h) 11”7
m1m2€(g’ h)mlrz-i-mzn-i-aqznrz h7l“7

g 23
§ 33

mima h71%1 ro+mari+aqarire hq
)

~— — S S ~—

I

Q
A~ N N N N~~~ —
@ © @ @ 9 9@ v« v v
@ @ © © v v v o« v

mimsa h71“+M1T2+m2r1 +aqarira

T 4+ miTy + Mory + aqgoriTy is distributed uniformly like r then mimse can be re-
covered correctly from the ¢. But, ¢ is now in G instead of G That’s why no more
homomorphic multiplication operation can be performed in G;. However, it allows
unlimited number of homomorphic additions.

2.5 Fully Homomorphic Encryption Schemes

The biggest breakthrough has occurred in 2009, when Craig Gentry introduced the first
FHE scheme in his Ph.D. thesis [18]. Gentry’s scheme was considered as a starting point
for how to obtain an FHE scheme. Laterly, several developers succeeded to create other
practical FHE schemes based on the Gentry’s work.

2.5.1 Definition of Fully Homomorphic Encryption

Fully Homomorphic Encryption (FHE) has the ability to perform an unlimited number of
additive and multiplicative homomorphic computational operations on encrypted data.

Even though the proposal of Gentry’s FHE scheme was encouraging, it was difficult
to use it in real life due to its high computational cost on hardware resources. Many
optimizations have been later implemented into Gentry s scheme to make it more usable in
real life applications. The effort of other developers continued leading to creation of other
new FHE schemes, while most of them were based on the lattices problems. Due to this,
FHE schemes can be categorized into four main categories based on these problems:

o Ideal lattice based scheme was proposed by Gentry [19], later researchers tried
to improve Gentry’s ideal lattice-based FHE scheme, such as Smart and Vercauteren
[30].

e Ring Learning with Error (RLWE) problems-based scheme proposed by
Brakerski and Vaikuntanathan.



e Over integers based scheme Van Dijket proposed a scheme based on the Approx-
imateGCD problems.

e NTRU-like scheme NTRUEncrypt is an old lattice-based encryption scheme which
has homomorphic properties only recently recognized [7].

2.5.2 Lattice

In a graphical representation, lattice is the set of intersection points of the grid in a n-
dimensional infinite regular grid. The grid does not necessarily neede to be orthogonal.

2.5.3 Definition

R™ is an Euclidean space with m-dimensional, with n linearly independent vectors by, . .
., by in R™ (m > n). The following set in R™ defined as a Lattice

E(bl, ,bn) = {Z x;b; cx; € Z}
i=1

We call m dimension of the lattice and n the rank of the latticeand, when m = n, the
basis vectors equals the number of coordinates. The lattice basis is the sequence of vectors
b1, ... ., by is called as a matrix

B = [by, ..., by € R™*™

A 2-dimensional example lattice can be seen in the next figure 2.1.

y
[ ® . -
] Vo ® ]
< o & ? X
(oo 1
® . » L

Figure 2.1: 2-dimensional lattice

A lattice point is a result of a linear combination of base vectors, and the repeated
pattern shown in red area, is bounded by the lattice points.

The lattice’s basis is not always unique. A lattice can consist of many different bases. If
the vectors of the basis are almost orthogonal, we say it is a “good” basis. Otherwise, it is
called “bad” basis. The “good” bases are usually longer than the “bad” bases. The lattice

10



theory was firstly proposed by Hermann Minkowski in early 1910 [27]. Terms Shortest
Vector Problem (SVP) and Closest Vector Problem (CVP) were laterly used for lattice-
based schemes. SVP problem finds the shortest non-zero vector in a given basis of a the
given lattice.

2.5.4 Shortest Vector Problem

Shortest Vector Problem (SVP) problem finds the shortest nonzero vector in the lattice.
Given a basis B € Z"*", find a nonzero lattice vector B, (with x € Z™\ {0}) such that
| Bz [|<|| By || for any other y € Z™\ {0} [26].

2.5.5 Closest Vector Problem

Closest Vector Problem (CVP) finds the nearest lattice point to a given point of the lattice.
Let B € Z™*™ be a lattice basis. Find a lattice vector B, closest to the target vector ¢
€ Z™, i.e., find an integer vector z € Z" such that || B, —t ||<|| By —t || for any other y
€ Z". [26]

-~ @

(000 v
Figure 2.2: Nearest lattice point

2.5.6 SVP and CVP Comparison

There are two main differences between SVP and CVP. One of the differences is that SVP
asks for a lattice point near zero, while CVP asks for a lattice point close to an arbitrary
point in the space. The other difference is that in CVP the solution can be the all zero
vector while in SVP it must not. This means it is not possible to use CVP to find the
shortest vector close to the origin in order to solve SVP since it would return the zero
vector.

The hardness of solving SVP and CVP has led scientists to consider approximation
versions of these problems, which is particularly applicable to cryptography. Approximation
algorithms return solutions that are only guaranteed to be within some specified factor
from the optimum.

In the y-approximation SVP (SVP,), this means finding a non-zero lattice vector at
distance of at most YA; (L), for v = y(n) > 1

11



2.5.7 Circuits

A circuit is an acyclic graph which has nodes and edges. The edges are named wires
and nodes are knows as gates. Depending on the input data type of the circuit (Integers,
Floats,Bools,...), the gates can represent arithmetic operations or logic gates (AND, OR,
NOR, ...).

When a function f needs to be evaluated, f represents a circuit where the gates are arranged
into levels according to the function’s operation. Size of a circuit C is defined as the
number of the non-input gates [23].

The complexity of a circuit is expressed as its depth. The depth of a circuit C is the
length of the longest path, from an input gate to the output gate.

Next figure shows the function f evaluated A.B +B.C.(B+C) using logic gates AND and
OR.

A—
AND
B —| “O_F>~U=.4-B+B-C'r(8+£')
jﬁ@l
C AND
AND

Level 0 Level 1 Level 2 Level 3

Figure 2.3: Circuit representation

2.5.8 Learning With Errors

In 2005, Regev defined the Learning With Errors (LWE) problem [29], a generalisation of
the Learning Parity with Noise (LPN) problem. The LPN problem is equivalent to the
problem of decoding random linear codes. Regev showed that his public-key cryptosystem
based on the hardness of LWE was much more efficient than other proposed public-key
cryptosystems based on unique-SVP, which is a special case of SVP. He also proves the
hardness of LWE with a quantum reduction from worst-case lattice problem SVP, where
a quantum reduction is a reduction algorithm which uses quantum computing. It has
therefore become an important building block in modern cryptographic systems and a
popular topic in present-day research. The problem with LWE is it “s inefficiency due to an
inherent quadratic overhead. Its public key size is O(mnlogq) = O (n2) and it additionally
increases the size of the message by a factor of O(nlogq = O(n) by every encryption [29].

2.5.9 Ring Learning With Errors

To deal with the inefficiency of LWE, three researchers Lyubashevsky, Peikert and Regev in-
troduced the Ring Learning With Errors (RLWE) problem [33]. In most cases n noisy LWE
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equations can be replace with only one noisy RLWE equation which obviously improves in
terms of efficiency.

RLWE is an algebraic variant of LWE, i.e. LWE over ideal lattices which are more struc-
tured than random lattices. Mathematically speaking, it can be interpreted as replacing
the group Zj with the ring Zg[z]/ (z™ +1).

2.5.10 Definition of RLWE

Consider the ring R = Z,[z]/ (" + 1) with n as power of 2 and an error distribution y over
R. Let s be uniformly random sampled from R,. The decision RLWE is to distinguish
Ag  from the uniform distribution R from m independent samples (aj, b;) € Ry x R, where
every sample is distributed according to either: A;, or the uniform distribution [33].

2.5.11 Bootstrapping

By performing operations on encrypted data, the error rate known as noise parameter
increases. If it reaches a certain size, it becomes impossible to decrypt the data. This
problem can be solved by decrypting the cryptogram and re-encrypting it. That will do
the reduction of the ,noise* error to the original smallest possible value. But this would
mean also including the private key into the process. In practice, this means providing the
other party a private key, or the other part would always have to send cryptograms with a
large error to re-encryption. Neither one of these two approaches is not acceptable. For this
reason, the bootstrapping technique was introduced, which is based on the same principle
but the data is decrypted homomorphically.
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Chapter 3

FHE Schemes overview

FHE computations can be implemented by various schemes, e.g., BGV [35], BFV [16],
CKKS [9], FHEW [13], and TFHE [25]. However, it is difficult even for experts to select
right FHE scheme to efficiently implement their specific application and and it is not at all
easy for average users to do. Different FHE schemes have certain advantages and disadvan-
tages. For example, BFV scheme is good to be applied for arithmetic integer operations,
while TFHE supports fast Bool operations. Multiple FHE schemes can be used to imple-
ment the same type of computational operation, but prior to choosing the right scheme it s
good to spot difference on efficiency and performance. For example, both BFV and BGV
can efficiently compute integer arithmetic operations, while FHEW and TFHE can operate
fastly on Boolean logic gates. In this work, we will make two test. First we will benchmark
FHE frameworks that use CKKS scheme and second we will benchmark FHE frameworks
that use BFV scheme.

3.1 Homomorphic Encryption Schemes

In general, we know three main HE Schemes: Binary, Integer and Floating point scheme.

3.1.1 Binary Schemes

These HE schemes encrypt individual bits into a single ciphertext, which represents a new
way of encrypted computation. These schemes support a broad range of bitwise manip-
ulations such as shifting and logic gates evaluations in the encrypted domain. Instead of
building programs as a sequence of assembly instructions, these binary schemes support
Boolean circuits composed of encrypted logic gate constructions. The Torus FHE (TFHE)
[25] library is the most popular in this category. In fact, TFHE strictly supports FHE be-
cause the bootstrapping procedure is instrumental in the correct evaluation of homomorphic
logic gates. TFHE uses bootstrapping during every logic gate evaluation (except the NOT
gate evaluation). The ability to compose algorithms as Boolean circuits is an advantage of
binary schemes as developers can utilize decades of digital circuit design research to help
build optimal implementations in the encrypted domain. Also, bitwise operations such as
shifting are more efficient compared to the integer domain described below. For instance,
a right shift by & in the binary domain involves removing k elements of an array of binary
ciphertexts (which has very low cost). On the other hand, integer schemes directly do not
directly support division as computational operation. First it is needed to compute the
modular multiplicative inverse of the divisor and then multiply it with the dividend. The
latter operation is far more expensive as it results in substantial noise growth.
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3.1.2 Integer Schemes

The two most important HE schemes that encrypt integers modulo a user-determined mod-
ulus p are BFV [16] [15] and BGV [35]. HE addition and multiplication correspond to
modular addition and multiplication over the plaintext values. BFV and BGV both have
significantly slow bootstrapping procedures. Depending on parameter choices (such as the
ring dimension), a single bootstrap can take from several seconds up several hours [17],
which is not practically appliable for realistic HE computation. This is the cause why most
implementations of BGV and BFV schemes do not suppprt bootstrapping and are used
specifically in leveled homomorphic encryption (LHE). In integer schemes it is also possible
to emulate Boolean circuits by setting p=2, which leads addition to behave as an XOR
logic gate and multiplication to behave as an AND logic gate. The biggest benefit of using
integer schemes over binary schemes is the ability to take advantage of an encoding tech-
nique called batching, which closely resembles Single Instruction, Multiple Data (SIMD)
operations [31] which allows to encrypt vectors of integers into single ciphertexts. Each
individual integer occupies a ciphertext slot and the total number of slots available varies
depending on parameter choices. It is important to consider when using batching if the
individual slots are completely independent or not, because ff the slots need to be mixed
at some point of the computation (such as the need to sum all of the slots together), then
we must execute slot-wise rotation to align the desired slots, which results in high memory
costs and execution time overheads.

3.1.3 Floating-Point Schemes

The last class of HE schemes has a plaintext type of floating-point numbers and the most
popular scheme in this category is CKKS [9]. The core operations of floating-point schemes
are practically nearly same as in integer schemes, with only a few differences. Both integer
and floating-point schemes support batching and additive and multiplicative operations.
The key difference is the necessity to keep the track of the scale factor that is multiplied
with plaintext values during encoding which determines the bit-precision associated with
each ciphertext. The scale doubles when two ciphertexts are multiplied, which may result in
overflow as the scale size larges exponentially. Thus, rescaling must be invoked to preserve
the original scale after multiplications to reduce ciphertext noise.

3.2 BFV

In 2012, Brakerski and Fan-Vercauteren proposed a scale-invariant construction that achieves
asymptotically the same noise growth as BGV scheme (will be described later), but the dif-
ference is that this new scheme does not explicitly call the modulus-switching procedure
as BGV but it embeds it internally during the homomorphic multiplication. Fan and Ver-
cauteren then ported Brakerski’s construction to the Ring-LWE setting, and this scheme
is now commonly known as BFV. BFV is instantiated over two rings: 1) the plaintext ring
which includes encoding of unencrypted or intelligible messages and 2) the ciphertext ring
which includes encrypted messages. The BFV scheme uses a public key:

pk:([a*s+e]Q,—a)€R2Q
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3.2.1 BFV Primitives

o Step()) For a security parameter A\, we set a ring size n , a ciphertext modulus g,
a special modulus p coprime to ¢, a key distribution y, and an error distribution €2
over R.

o Encryption A BFV ciphertext is encrypted as a vector of two polynomials (cg,c1) €
Ré. Specifically, we have ¢g = -a and ¢; = as + %m + eg, where a is uniformly
sampled polynomial. s and ey are polynomials whose coefficients drawn from x, (o
is the standard deviation)

e Decryption The decryption computes g(co *xs+c1) = m+ Leg When % > eg, €9 can
be removed. Each FHE operation enlarges e0. To successfully decrypt the ciphertext,
a bootstrapping is required to keep eg in check. Or we have to choose a larger ¢ to
accommodate a larger depth of FHE operations, since a larger ¢ can omit a larger eg.

o Adition For two ciphertexts ¢y = (co,0,¢1,0) and ¢l = (co,1,¢1,1), a FHE addition
simply adds the polynomials of the two ciphertexts and outputs the result ciphertext
¢ = (co,0 + co,1,¢1,0 +€1,1)-

e Multiplication During a FHE multiplication, the polynomials are first lifted to a
large modulus ). Multiple polynomial additions and multiplications are performed
for the FHE multiplication with ¢). And then, the polynomials are scaled back to the
modulus q from . A FHE multiplication adds another polynomial in the resulting
ciphertext, so a relinearization operation is required to transform the ciphertext back
to a pair of polynomials (cg, c1).

e Rotation BFV supports the SIMD-style batching, which can pack m plaintexts
[P0, ---, Pm—1] into a ciphertext, e.g., (co,c1). A homomorphic multiplication or ad-
dition happening between two ciphertexts (co,c1,0). and (co1,c1,1) is equivalent to
m multiplications or additions between [po o, ..., Pm—1,0] and [po1, ..., Pm—1,1] . For in-
stance, a FHE addition can achieve poo + po.1;-..; Pm—1,0 + Pm—1,1. A FHE rotation
operation rotates a ciphertext by several plaintext slots. For instance, [po.o, ..., Pm—1,0]
can be rotated to [ppo, ..., Pm—1,0, 0,05 ---» Pn—1,0] by n plaintext slots. And then, an-
other FHE addition can obtain py.0,P0,15 -, Pn—1,0, Pm—1,1

3.2.2 Parameters

BFV uses a number of random distributions defined as follows:

e Ry : is the key distribution used to sample polynomials with integer coefficients in
{-1,0,1}.

e X : is the error distribution defined as a discrete Gaussian distribution with parame-
ters p and o over R bounded by some integer 5. According to the current version of the

homomorphic encryption standard [ACC+18] , (u, 0, B) are set as (0, \/% ~32,6-0] = 19).
e R, : is a uniform random distribution over R,.

We note that the choice of the parameters (¢, ¢, n) is application-specific and also leads
to reach desired security level.
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3.2.3 Plaintext Encoding and Decoding

Plaintext space is the polynomial ring R;. This means that messages need to be converted
to polynomials in R;. This conversion is done by encoding. The literature includes plenty
of encoding schemes proposed for FHE. We review here two simple schemes for integer
datatypes.

Let m denote an integer message we would like to encrypt in FHE. The first encoding
scheme composes the plaintext element (polynomial) as: M = m + 0z + 022 + + 02" .
I.e., we set M as a constant polynomial while m m is a constant term. While this encoding
scheme is simple in it’s principle, it is extremely inefficient with large messages. The
reason is that while performing homomorphic operations on ciphertexts, the magnitude of
plaintext coefficients grows. To ensure that the results of homomorphic evaluation matches
the expected results of the computation of interest, we need to ensure that the plaintext
coefficients do not wrap around t2. Thus we need to ensure that ¢ is sufficiently larger than
the inputs, any intermediate result and outputs of the computation to be implemented in
FHE. The encoding scheme itself exhibits a fast growth of coefficients. We remark that this
encoding scheme suffers from a more serious limitation, that is, wasting n- 1 coefficients in
the plaintext polynomial. Other more efficient encoding schemes make use of a subset or
even all of the coefficients. They are known as batched encoding schemes. Decoding for
this scheme works by simply reading the constant term of the plaintext polynomial that
results from decryption.

3.2.4 Key generation

. The secret key SK is generated as a random ternary polynomial from Ry, a polynomial of
degree n with coefficients -1, 0, +1. The public key PK is a pair of polynomials (PK1, PK3)
generated as follows:

PK; =[-1(a-SK +e)],

PKy =a

where a is a random polynomial in R,, and e is a random error polynomial sampled
from X. The notation []; means that polynomial arithmetic should be done modulo g.
Note that as PK» is in R4, polynomial arithmetic should also be performed modulo the
ring polynomial modulus (z" + 1).

3.2.5 Encryption and Decryption

To encrypt a plaintext message M in P, one first generates three small random polynomials
u from Ry and e; and es from X and returns the ciphertext C' = (Cy,Cz) in C as follows:
Ci = [PKl U+ e +AML]

Co = [PKz - u + e,
The parameter A is defined as the quotient of division ¢ by ¢, i.e., A = L%J It is used
to scale the message.

Decryption is performed by evaluating the ciphertext on the secret key as follows and
inverting the scaling factor applied during encryption:

v Ht[CIJrCQ-SK]th

q
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In order to check why decryption works and under which conditions, let’s rewrite this
equation above:

C;1+Cy-SK=PK; -u+e; +AM+ (PKy - u+ e2) - SK
=—(a-SK+e)-ut+eg +AM+a-u-SK+ey-SK
=—a-uSK—¢e-u+e; +AM +a-4=SK + ey - SK
=AM —e-u-+e; +ey-SK
=AM+

It should be noted that infinity norm of v, which is the largest absolute coefficient in the
polynomial v denoted by ||v||, is very small since e, e1, e2 and SK are all small polynomials.

For decryption to recover M correctly, we need to ensure that é “|Jv]| < %, otherwise the
noise will overflow and destroy the message M.

3.2.6 Homomorphic Evaluation

What differentiates FHE from classic encryption schemes are the homomorphic evaluation
procedures. Here we study the two main homomorphic operations: addition and multipli-
cation.

3.2.7 Addition

Let’s make an example how homomorphic addition works. This procedure is quite simple,
we just add the corresponding polynomials in each ciphertext as shown in next Equation:

(c,c®) = ([Gi” +cf] el +cf] ) = (¢, cf?) = c®
q q
In order to see why this is possible, let’s rewrite previous equation as follows: Assume

that CM) and C® are fresh encryptions of messages M! and M2. Then, they can be
expressed algebraically as follows:

c = ([PKl ) ef) + AMD] PRy - ul) 4 ef!)] >
q

c® = <[pK1 1o 4 AM®] [Py - u® + Y] )
q q

q

By substituting the C')) and C® in first equation we get the following:

o = (¢, )
c® — ([pKl () @) + (e e + A (MO + M)
[PKs - (w4 u®) 4 (e + eg@)}q)

c® = <[PK1 a® el + A (M(1> n M(Q))L’ [PKQ u® eg%)}q)

q

It is straightforward that last equation has the form of a valid ciphertext encrypting
M® =MD + M@,

18



3.2.8 Multiplication

Homomorphic multiplication is more complex than homomorphic addition. We present
here the basic procedure.

It is useful to write the ciphertext as an evaluation at SK similar to what we did in the
derivation of decryption:

CO(SK) = AMW + 0y + ¢ -1
CO(SK) = AM® 4 vy + ¢ -1

Multiplying the two ciphertexts CV . C2) would give us:
(c<1> : c<2>) (SK) =A2MD . M® 4 A (M<1> cvy + M@ v1> +
qvr-ra+uva-m)+q-A <M(1) ‘g + M@ -7"1) +
v1-v2+ G T Ty

The product ciphertext looks close to an encryption of what we need A - [M(l) . M(Q)] .
We notice that scaling by % gives us exactly what we want in the first term plus some noise.
However, the last term (q2 ST - Tz) generates large noise since g2 does not divide A. Instead,

we would scale by the factor é. Then we can write M) . M®) = [M(l) . M(Q)]t +t-rp. We
can also write vy - vo = [v1 - V2] A + A - 7. Scaling by % and substituting these expressions
in previous equation gives us following;:

2 (Cu) . C(z)) (SK) =A [Mu) _ M@)L " (Mu) vy + M@ .Ul) n
t(vi-ro+va-11) + 1o+ (q—[ale) - (rM+M(1) ‘g + M@ ~r1> +
t
Q't'rl‘r2+§[vl'v2]A_

lale (AMm MO MO gy £ MO -y + m)
q

The final step in the derivation is reducing previous equation by modulo ¢, which leads
to:

(C®-0®) (8K) = MO MB] + (MO 05 + MO0y ) +

t

SR

t(vl -T2+U2‘T1)+TU—
[q]: (rM + MO .y + M) r1> +7e

, where 7. is the rounding error generated from the last two terms.

The noise growth for multiplication increases by a linear factor that is approximately
2-t-n?-||SK||, ie., |[vp|| = ||vi] -2-t-n?-||SK||, where v, is the noise in the final ciphertext,
and v; is the noise in the input ciphertexts.

To evaluate the final result it is needed to compute the tensor product of the input
ciphertexts and scaling by é as follows:
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/

(C(1> 0(2)) _ M | t (Cfl) 0P oV C§2>>

q q
q q
t(cf - cf)

q

q

The number of terms increases in the resulting ciphertext from 2 ring elements to 3. To
decrypt the resulting ciphertext, a slightly different decryption procedure has to be used.
Fortunately, these side effects can be resolved via Relinearization which will be described
in the next subsection.

3.2.9 Relinearization

The main purpose of this procedure is to reduce the size of product ciphertexts resulting
from multiplication, from 3 ring elements back to 2 ring elements. This problem can be

formulated concretely as follows: Let C* = {C%, C5,C5}. The goal is to find C* = {C’f Cs }
such that:

[C] +C5 - SK +C5 - SK?] | ~ [“{+C;-SK+T]
q

Access to SK? is provided by means of the evaluation key EK = (—(a-SK+ e) + SK2, a).

Note that this is a masked version of SK? since EK; + EKy - SK = SK2 — e. Then C* can
be computed as follows:

7 = [C} + EK; - C3),
C3 = [C3 + EK» - C3],

If we rewrite the decryption formula Equation we get :

C% + (5 - SK = CF + EK; - C% 4 SK - (C5 + EKy - C%)
=C] 4+ C5-SK+ Cj - (EK; + EK2 - SK)
=Cf+C5-SK+C5-SK*+Cj - e

It should be noted that the term C3 - e can be quite large as C3 has coefficients in Zj.

3.3 BGV

Three researchers, Brakerski,Gentry and Vaikuntanathan introduces in 2011 a leveled ho-
momorphic scheme, namely capable of evaluating circuits of arbitrary size, nowadays known
as BGV. The BGV scheme is another FHE scheme that belongs to the second generation
of FHE schemes. Its security comes from the hardness of the Ring-Learning with Er-
rors (RLWE) problem. Similar as the BFV scheme, BGV defines plaintext and ciphertext
message spaces. The encryption procedure maps input plaintext elements to ciphertext
elements. Encryption is done by concealing the plaintext message with an almost random
mask that is computed using the public key (or the secret key in the symmetric-key op-
eration mode). The output of encryption procedure consists typically of two elements of
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the ciphertext space. The first element contains the masked plaintext data and the second
contains information needed for the decryption procedure. Decryption uses the secret key
and the auxiliary information attached with ciphertext to remove the mask and recover
the original plaintext message. This is a basic principle of ElGamal encryption scheme
[14] described above which maps a single plaintext element to a paired-element ciphertext.
The key tool of BGV scheme is the modulus switching procedure which allows to switch a
ciphertext ¢; encrypted under a modulus @ to a smaller modulus @’ in order to maintain
the noise level ,constant*. As a consequence, one must select a chain of L + 1 moduli
Qo|Q1|...|Qr = Q such that t and @, are coprime. The public key is formed as:

pk = ([a-s +t]QL’ —a) € R%L

which is equivalent to the Ring-LWE sample ([a/t - s + €]g,, [—a/t]g,) (since t and @, are
coprime) associated to s and @, with a < Ug, and e < xerr -

A ciphertext ct = (¢g, 1) € RQQ corresponds to a degree 1 polynomial whose coefficients
lie in Rg. The message m € R; is hidden in the LSD of the first coefficient ¢y of the
ciphertext as follows:

ct = ([[m]t +u - pko + teoly, s [u- pki + tel]QL)

with © <= Xkey and eg,e; < Xerr - The noise contained in a ciphertext ct = (co,c1)
appears explicitly once the ciphertext is evaluated on the secret key s :

cot+tcr-s=mli+t(u-e+er-s+ey) = [ml + tvgesn mod Qp

where the term vgesn = - €+ e1 - s+ eg is the noise inherent to a ,freshly” encrypted
ciphertext.

Recall that in BF'V, the error magnitude also known as noise grows as we perform homo-
morphic addition and homomorphic multiplication. BGV exhibits similar noise behaviour,
but error resulting from homomorphic addition grows at a lower rate in homomorphic mul-
tiplication than in BFV.

So far we talked about the similarities between BFV and BGV. In the following para-
graphs, we describe how the two schemes are different. BGV is a scale-dependent scheme
that defines multiple ciphertext moduli, one modulus per level, while the BF'V scheme is
typically scale-independent, which means the ciphertext modulus does not change during
homomorphic evaluation.

Another less controversial difference between BFV and BGYV is different ciphertext
structure and the way how the plaintext message is encrypted. Next figure 3.1 shows the
ciphertext structure of BFV and BGV. In BFV, the plaintext message is placed towards
the Most Significant Bits (MSB) side of the ciphertext coefficient. This is done by scaling
the message by the rather large value A = L%J during encryption. On the other hand,
BGYV places the message towards the Least Significant Bits (LSB) side of the ciphertext
coefficient. It is important that during homomorphic evaluation, the plaintext and noise
never overlap so that decryption can recover the expected computation result.
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Figure 3.1: BFV and BGV ciphertext structure comparision

3.3.1 Plaintext and Ciphertext Spaces

The plaintext and ciphertext spaces of BGV are both similar to those in BFV. The plaintext
polynomial ring is defined as P = R; = Z[z]/ (" + 1), i.e., the set of polynomials with
degree less than n and coefficients in Z;, where the plaintext modulus ¢ and the ring
dimension n are both integer value. The ciphertext space is defined as C = R, x Ry,
where Ry, = Zg,[x]/ (" + 1) and ¢ € Z is the ciphertext modulus at level [. For efficiency
purposes, n is usually set as a power-of-2 integer similar to our discussion on BFV. Also, ¢
is usually much greater than ¢ which affects the message expansion rate after encryption.
There are security and functionality constraints that should be considered when setting up
these parameters.

3.3.2 Parameters

In addition to the plaintext and ciphertext parameters, BGV defines the following three
random distributions:

e Ry : mostly used in the encryption keys, is a uniform random distribution used to
sample polynomials with integer coefficients in {—1,0,1}.

e X : is the error distribution defined as a discrete Gaussian distribution with pa-
rameters © and o over R bounded by some integer 5. According to the current
version of the homomorphic encryption standard [ ACC T18],(u,0,3) are set as

(0, \/% ~3.2,16-0|= 19). - R4 : is a uniform random distribution over R, used for

sampling polynomials in {0,1,...,¢g — 1}.

3.3.3 Plaintext Encoding and Decoding

Similar to the description of BFV, the input data needs to be encoded to be compatible
with the plaintext space R;. The encoding scheme of BFV described above is appliable also
in BGV without any modification.
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3.3.4 Key Generation

The secret key SK is a random ternary polynomial that is generated from Ry. The public
key PK is a pair of polynomials (PKj, PK3) calculated as follows:

PK; =[-1(a-SK+t-€)lq,
PKs =a

where a is a random polynomial in R, and e is a random error polynomial sampled
from X. The notation [],, means that polynomial arithmetic should be done modulo ¢;.
Note how the error is scaled by ¢ here unlike key generation in BFV.

3.3.5 Encryption and Decryption

The encryption algorithm takes as input a plaintext message M in P and the public key
PK and outputs ciphertext C' = (C1,C2) in C encrypting the input message as a result.
Encryption proceeds as follows: we generate three small random polynomials u from Ro
and e and ey from X and compute:

Ci=[PKi-u+t-e +M]qz
Cy = [PKy -u—i—t-eg}ql
The decryption procedure reverses encryption by taking as input the ciphertext and the

secret key SK. It outputs the plaintext message M given that the noise did not grow out of
control during computation. Decryption proceeds as follows:

M= [ClJrCQ'SK]ql .

In order to check why decryption works and under which conditions, let “s expand pre-
vious equation.

Ci+Co-SK=PKj-u+t-eg+M+ (PKy-u+t-e2)-SK
=—(a-SK+t-e)-ut+t-eg+M+a-u-SK+1t-ep-SK
=—a-wSK—t-e-ut+t-eg+M+a-u=SK+1t-es-SK
=M-—-t-e-utt-eg+t-es-SK
=M+t-v

By reducing the result above modulo ¢, we dispose of the noise vector v and recover
message M without the noise. We need to note, that ecryption works as long as [|[v[|o < 4,

where [|v||oo is defined as the largest absolute coefficient in (v). The bound is set so that
the magnitude of the noise does not grow too much leading not to destroy the message.

3.3.6 Addition

Homomorphic addition takes as input two ciphertexts C(!) and C(® with same modulus ¢
and returns a ciphertext (C3) that contains an encrypted summation of the two plaintext
messages encrypted in the input, that is, Decryption (C3, SK) = Mj + My modt. This will
work as the error in the addend ciphertexts is not too large. In order to understand this,
let us analyze the homomorphic addition procedure.
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Next equation shows the addition operation with add of the corresponding polynomials
in each of the ciphertexts.

(c0.c®) = <[C§1> +c?]

In order to see why this works, we assume that C() and C are fresh encryptions of
M® and M®). Algebraically, they can be expressed as follows:

], ) = (¢80 e

qy

e = ([PKI w4t egl) + M(l)} [PKQ a4t eél)} )
Q

[PKQ cu® 4t eg)} , >
1

q1

a@ _ ([pKl W 4t e M@

q1

By substituting C(*) and C® in previous equation we get the following:
oB) — <C§3), 053))
- ({PKl : (u(l) + u(2)> +t (egD v ef)) v (M(1> + M(2)>}
[PKQ : (u(l) + u(2)) +t (egl) + eg”)} ql>

_ <[pK1 A+t e+ (MO +M®)]

qi

|:PK2 cu® 4t egg)]q >
1

It is straightforward to see that previous has the form of a valid ciphertext encrypting
M®) = M® 4+ M® . The error term in C® is approximately, following a worst-case
scenario analysis, the noise grows additively as it is the sum of the noise terms in the input
ciphertexts.

qi,

3.3.7 Multiplication

Homomorphic multiplication takes as input two ciphertexts C") and C® defined with
the same modulus ¢; and returns a ciphertext (C3) that contains an encryption of the
multiplication of the two plaintext messages encrypted in the input ciphertexts, that is,
Decryption (Cs,SK) = M; - My mod t.
In the following analysis, we interpret the decryption formula as a ciphertext evaluation

at SK:

C(l)(SK) =MD 4t 0 +q -7

CHBK) =M t-vy+q -1

Multiplying the ciphertexts gives us:
(c<1> . C(z)) (SK) =MD . M® 4 ¢ (Mm vy + M@ vl) i

q-t(vy-r2+v2-r1)+q- (M(l)-r2+M(2)-r1)+
v va g

MO . M@ 1y <M<1> g+ M® L+t W)
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The decryption formula of the product ciphertext has the structure of a valid ciphertext
encrypting (M(l) -M(z)) with noise v = M®) . Vo + M®) . v1 +1t-v1. ve. At this point it
is good to note, that noise grows multiplicatively as the product of the noise in the input
ciphertexts (the term ¢-wvq - vo ). This means that as we go deeper in the computation, the
noise grows exponentially. There is a feature called ModSwitch which BGV uses to reduce
the rate at which multiplication noise grows.

Then multiplication is as follows:

(C(l),C(2)> — <[C§1) . ng)]ql,

) )
1

e+ e of

qi,

3.3.8 ModSwitch

As mentioned previously, ModSwitch is used to control the multiplication noise. It exploits
the fact that given a ciphertext C defined with respect to modulus ¢ and secret key SK,
it can be transformed into an equivalent ciphertext C’ defined with respect to another
modulus ¢’ and the same secret key SK such that:

[C(SK)], = [C'(SK)]

¢
The transformation is done by scaling the coefficients of C by the quantity ¢’/q and
some suitable rounding. To reduce the noise magnitude, we choose a fairly smaller ¢’ than
q, which allows us to scale down the multiplication noise.
ModSwitch can be computed as shown below, where [.] is a suitable rounding function.
The transformed ciphertext C’ is defined with respect to the new modulus ¢'.

/
[t
q

3.4 CKKS

CKKS, also knows as Homomorphic Encryption for Arithmetic of Approximate Numbers
(HEAAN), was proposed to offer homomorphic computation on real numbers. The main
idea is to consider the noise, which is introduced in Ring-Learning with Errors (Ring-LWE)
based FHE schemes for security purposes, as part of the message p (which we call here
payload) we want to encrypt. The payload and the noise are combined to generate the
plaintext (u + e) that we later encrypt.

Similar to other FHE schemes, in CKKS, as we compute on ciphertexts, the plaintext
(which includes the payload and the error) magnitude grows. If we add two ciphertexts,
the growth is limited, but, if we multiply them, the growth grows exponentially. Take an
example py = 2.75 and po = 3.17. The product of p; - po = 8.7175. Clearly, the number of
digits in the product has doubled. Assuming we fixed the precision at two decimal digits,
the product can be scaled down by 100 to produce > = 8.71 (if we use truncation) or
a* = 8.72 (if we use rounding). Generally speaking, both values are good approximates of
the exact value of the product adequate for most realistic scenarios. In this example the
precision is only 2 decimal digits, in IEEE-754 standard, the precision is fixed at 7 and 15
digits providing much more accurate results.
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3.4.1 Plaintext and Ciphertext Spaces

In CKKS, the plaintext and ciphertext spaces are almost the same. They include elements
of the polynomial ring R, = Z,[x]/ f(x), where ¢ is an integer called the coefficient modulus
and f(x) is a polynomial known as the polynomial modulus. Elements of R, are polynomials
with integer coefficients bounded by g. Their degrees are also bounded by the degree of
f(z). The most common choice of f(z) in the literature is f(x) = 2™ 4+ 1 with n (known as
the ring dimension) being a power of 2 number. The difference between CKKS plaintext and
ciphertext instances is the number of ring elements they contain. An instance of CKKS
plaintext includes one ring element (polynomial) while an instance of CKKS ciphertext
includes at least 2 ring elements.

The previous paragraph might be thought of as contradicting to what CKKS was origi-
nally proposed for, computing on encrypted real numbers since the plaintext is a polynomial
with integer coefficients. The key idea to note is that, CKKS proposes new encoding and
decoding techniques, that will be described later, to map a vector of real numbers (more
precisely complex numbers) into the plaintext space and vice versa. As we mentioned pre-
viously, CKKS simulates fixed-point arithmetic operations which can be done on integral
operands via integer operations.

3.4.2 Plaintext Encoding and Decoding

Another main contribution of the CKKS work is a new codec method that maps a vector of
complex numbers into a single plaintext object and vice versa. Encoding works as follows,
given an 5-vector of complex numbers z € C?, returning a single plaintext element a € R.
Decoding does reverse encoding by taking a plaintext element and returning a vector of

complex numbers. This is done using next equation .

ENCODE(z,A) = [A - 771 (2)]
1

DECODE(a,A) =7 (A . a)

The map 7 is the complex canonical embedding which is a variant of the Fourier trans-
form.

It should be clear by now the connection between the CKKS codec scheme and fixed-
point representation. While we encode the input payload, scaling is done by multiplying
by A and removal of least significant fractional parts is done via rounding. In decoding, we
simply reverse this procedure.

3.4.3 Parameters

So far, we came across the parameters n,q and A. CKKS uses the following additional
Ring-LWE-specific distributions in its instantiation:

e Ry : is the key distribution used to uniformly sample polynomials with integer coef-
ficients in {—1,0,1}.

e X : is the error distribution defined as a discrete Gaussian distribution with parame-
ters p and o over R bounded by some integer 5. According to the current version of the

homomorphic encryption standard [ACC+18] , (u, 0, B) are set as (0, \/% ~3.2,[6-0] = 19).

e R, : is a uniform random distribution over R,.
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We should note that ¢ should be large enough to support the desired multiplicative
depth of the computed circuit. Given the value of ¢ is fixed, n is determined to provide a
sufficient security level.

We remark that, unlike the BFV scheme we described above, CKKS is a scale-variant
scheme. This means that at each level, there is a different coefficient modulus. Remember,
as we perform homomorphic multiplication, the ciphertext is scaled down by A. This results
in reducing the size of ¢ by A and we end up in a ring whose coefficient modulus is ¢’ = 4.
We refer to the coefficient modulus at level [ by ¢q;, where 1 < [ < L, and L is the level
of a freshly encrypted ciphertext. Therefore, our ciphertext coefficients are related to each
other by:

qr > qr—1> ... > q1

3.4.4 Key Generation

This procedure is quite similar to the Key Generation procedure in BFV. We sample the
secret key SK an element from Ry, i.e., a polynomial of degree n with coefficients in
{=1,0,+1}. The public key PK is a pair of polynomials (PK;, PK») calculated as follows:

PKi =[—a-SK+¢€]g,
PKy=a & R,

Thus, a is a random polynomial sampled uniformly from R, , and e is a random error
polynomial sampled from X'. Recall that the notation [-],, implies that polynomial arith-
metic should be done modulo g;,. Note that as PK> is in Ry, , polynomial arithmetic should
also be performed modulo the ring polynomial modulus (z™ + 1).

3.4.5 Encryption and Decryption

To encrypt a plaintext message M in R (which is an encoding of the input payload vector).
We generate 3 small random polynomials u from Ry and e; and ez from & and return the
ciphertext C = (Cy,Cz) in Rc211 as follows:

C1=[PKi-u+e +M],
Cy = [PKa - u+ e,

The only difference between encryption in CKKS from that in BFV is that we do not
scale M by a scalar. Generally, in CKKS we can encrypt and generate a ciphertext at any
level [.

Decryption is performed by evaluating the input ciphertext in level [ on the secret key
to generate an approximate value of the plaintext message:

M = [Cl-l-CQ-SK]ql
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3.4.6 Addition

Similar to BFV Addition, we just add the corresponding polynomials in the input cipher-
texts as shown in next equation. Note that the input ciphertexts need to be on the same
level with the same scale. If that is not the case, we need to scale down the ciphertext at
the higher level to match the scale and level of the other ciphertext.

Eval Add (c<1>, c<2>) = ([cg” + cﬁ”] [cgn + cgﬂq) = (c§3>,c§3>) =C®
1

qp

3.4.7 Multiplication

This procedure proceeds again similarly to Multiplication in BFV. The derivation is also
similar to what we did in BFV. We only show how to compute multiplication on two
ciphertexts as follows:

(0(1)70(2)) _ ([0{1) . sz)Ll

[Cgl) .052)}(1) _ (Cf?’),CéS),Cé?’)) _o®
1

oo s o)

q1

Note that C®) contains 3 polynomials unlike the input ciphertexts wile each contains
2 polynomials. To reduce the size of C®) to 2 polynomials, we use the Relinearization
procedure which is nearly identical to that we described in BFV except the computation
should be done in R;. Once we apply the relinearization procedure, we would end up
with a non-expanded ciphertext (with 2 polynomials) that encrypts the product but with a
squared scale factor A2. In fact, in CKKS, we can multiply two ciphertexts with different
scale factors A and As and the product will have Aq - Ay as a scale factor. This is also
possible in fixed-point arithmetic in the plain-text domain. We just need to ensure that the
product fits in the datatype used to store the integer value and no wrap around (integer
overflow) happens.

3.4.8 Rescale

This procedure does not exist in the scale-invariant version of BFV. It is worth mentioning
that BFV can also be instantiated as a scale-variant scheme. In that case, a procedure
called ModSwitch can be used to switch between the ciphertext coefficient moduli. CKKS
adapted the ModSwitch procedure and called it Rescale. Mathematically, principles of the
computations are the same, but they serve two different purposes. The main purpose of
using it in CKKS is typically to reduce the scale factor after multiplication to match that
of the input ciphertexts. The procedure is quite simple and computationally efficient, it
takes a ciphertext C € Rgl and scales it down by A to generate an equivalent ciphertext

Ce ng , encrypting the same plaintext but with reduced scale factor and reduced noise.

One step of rescaling ciphertext in the encrypted domain (2%) is shown at next equation:

1 ~
RESCALE(C, A) = < - [C1, Cal,, = [Cla,
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Chapter 4

Practical applications

Homomorphic encryption is a big deal because it makes it possible to perform calculations
on encrypted data. Without the proper decryption key, the original data can’t be accessed.
This ability to perform processing on encrypted data has the potential to solve many major
business challenges faced by companies across all industries. Here we will shortly describe
some practical use-cases.

e Securing Data Stored in the Cloud Using homomorphic encryption, data can
be securely stored in cloud while also retaining the ability to calculate and search
ciphered information that you can later decrypt without compromising the integrity
of the data as a whole.

e Secure Data Monetization Organizations looking for new revenue streams are
increasingly examining how they might leverage existing data assets. However, the
data can only be securely and ethically monetized if the privacy of both the customers
of the monetization service and the underlying data itself are respected. Because HE
uniquely allows data to be processed in a privacy-preserving manner without risk of
exposure, it opens the door for such secure monetization to occur. This allows existing
sensitive or regulated data assets to be used in ways that may have previously been
determined as too risky to pursue and due to this were avoided.

e Supply Chain Security Most companies have trusted third parties that they rely
upon as part of their business. These contractors, vendors, etc. often need access to
the company’s sensitive and proprietary data in order to do their jobs. On the other
hand, entrusting sensitive data to a partner may leave an organization open to an
expensive and damaging data breach. Homomorphic encryption can help a company
to protect itself against these supply chain risks. If all data provided to trusted third
parties for processing is encrypted, then a breach of that data poses no risk to the
company.

e Private Search Search Engines rely on ads to generate revenue. While serving
searches to their users, search engines get a better view of the user’s preferences.
This does help them provide customized ads for the user they serve. Homomorphic
encryption does solve the problem. Search Engines can crawl the encrypted data,
serve them as the algorithm is designed to, and serve the user with encrypted data.
The user would get the desired result, while the search engines remain unaware of the
data requested, which keeps preferences private and more challenging to serve ads.
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Chapter 5

Homomorphic Encryption
Frameworks

Various open-source HE frameworks implement the aforementioned schemes and expose a
high-level API with functionalities like Encryption, Decryption, Key Generation, Addition
and Multiplication. Also, these frameworks implement numerous performance optimiza-
tions and noise reduction techniques (e.g., modulus switching and bootstrapping) that are
non-trivial to employ. Further, most frameworks require the user to select encryption pa-
rameters for her application. In this chapter, we will focus on four widely used FHE frame-
works described below implementing various schemes, we do not describe other frameworks
such as TFHE, Lattigo, or Concrete as they won “t be benchmarked in this work.

SEAL: The Simple Encrypted Arithmetic Library (SEAL) is developed by Microsoft Re-
search and was first released in 2015. SEAL is an open-source C++ library implementing
the BFV and CKKS FHE schemes. SEAL is not multithreaded, though it is generally
thread-safe. SEAL does not have required any external dependencies. SEAL is actively
maintained by Microsoft Research. There are also versions of SEAL with bootstrapping
available, but this functionality is not publicly available so won “t be a part of benchmark-
ing. When using SEAL, the -pedantic flag cannot be used during compilation, due to the
use of native 128-bit integers. SEAL needs a small amount of help from the user for its
parameter selection, but the general strategy is not difficult. The tradeoff of this is that
the user has relatively little ability to customize the parameters and algorithms used. [6]

HElib: The Homomorphic Encryption Library (HElib) was introduced in 2013 by IBM.
HELlib is an open-source C++ library implementing the BGV (with bootstrapping), as well
as CKKS schemes. HElib is generally easy to use, and allows more precise control but
only of some parameters (e.g., the number of columns in key-switching matrices) which
are not easily configured in other frameworks, but only gives a list of possible parameters
that guarantee 128 bits of classical security. HEIib initially implemented BGV. CKKS
support was added at a later date to the library. Some features such as bootstrapping
and polynomial evaluation methods are thus only implemented for BGV. HElib is targeted
primarily at researchers and developers who want to use experimental features and provides
documentation that is both thorough and theoretical. HElib is not as actively maintained
as the other frameworks. [3]
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PALISADE: PALISADE is an open-source C++ library implementing several FHE schemes,
including BFV, BGV, CKKS, and TFHE FHE schemes. PALISADE is very fully-featured
and includes additional functionality such as multi-party FHE utilities and signatures.
PALISADE does not have required external dependencies but can include dependencies
for multi-precision arithmetic and memory management. PALISADE uses OpenMP for
multithreading. PALISADE is actively maintained by Duality Technologies, though their
support efforts have recently shifted to its direct successor OpenFHE. OpenFHE’s code
was directly forked from PALISADE, and its API is almost identical. PALISADE is the
most customizable library, nearly every parameter for CKKS can be tweaked. Remind that
warnings are generated when using incorrect or incompatible arguments, which can lead to
various runtime errors. PALISADE does allow a computation depth to be specified. [5]

HEAAN: HEAAN is a proprietary C++ library implementing only the CKKS scheme.
HEAAN does not have external dependencies and provides versions with and without GPU
support. HEAAN includes multithreading via OpenMP and is under development for later
distribution by CryptoLab. HEAAN provides several parameters presets for SWHE, for
computation depths of up to 19. HEAAN also gives 3 parameter presets for use in FHE,
using polynomial modulus degrees with N € {15,16,17}. Unlike other frameworks, the
parameter generation in HEAAN multiplication operations is directly based on the required
multiplication level and the homomorphic encryption capabilities (SWHE or FHE). This
setting might be helpful to developers who strictly want to choose parameters based on
the multiplicative level of their HE application. HEAAN developer recommends the use of
presets of the provided parameters, though capabilities for non-preset parameter selection
are available. When compared to others, HEAAN’s set of parameter presets is more limited
than the capabilities offered by PALISADE or HElib. [1]

Other Frameworks: The Concrete [24] library by Zama implements a variant of TFHE
that supports floatingpoint plaintext encodings and bootstrapping that allows evaluation of
univariate functions. However, Concrete is not yet mature for general purpose computation
as its bootstrapping mechanism necessitates the use of (lossy) low-precision arithmetic.
For instance, CKKS bootstrapping allows a precision of up to 40 bits, while Concrete is
restricted to less than 12 bits of precision (so it is effectively forcing applications to use
small plaintext moduli). FHEW [13], developed by CWI in Amsterdam, is the predecessor
of TFHE, however, its bootstrapping speed is inferior to TFHE and does not support
homomorphic MUX gates.

Next table 5.1 shows supported operations of FHE Schemes.

| Operation | BEV [ BGV | CKKS | FHEW | TFHE |
Native Add/Sub v v v x x
Native Mult v v v x T
SIMD v v v v v
Boolean Logic x v x v v
< 1s Bootstrapping T T T v v

Table 5.1: FHE Schemes and operations
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For comparision, different FHE frameworks support different schemes, the main differences
are shown in next table 5.2:

FHE Frameworks
Scheme | SEAL HElib CKKS FHEW TFHE Palisade
3.7.2 2.2.1 2.1 2 1.0.1 1.11.5
BFV v T T T T v
BGV T v T T x v
CKKS v v v T x v
FHEW T x x v T v
TFHE x x x x v v

Table 5.2: FHE Frameworks and schemes support
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Chapter 6

Choosing FHE Benchmarking tools

In this chapter we will introduce FHE Benchmarking tools that will be used in this work to
compare the performance of different FHE Frameworks with regard to hardware require-
ments during the execution of individual cryptographic operations.

For the test purpose, we tested two main test utilies that can perform benchmarking of
the FHE frameworks.

First is HEBench. HEBench is a flexible open-source benchmarking framework for Ho-
momorphic Encryption that allows fair performance comparison among different implemen-
tations (in hardware and/or software) of a collection of homomorphic encryption workloads.
HEBench has currently support for five workloads: dot product, element-wise addition
and multiplication, logistic regression, and matrix multiplication. Currently, are the only
three frameworks that can be benchmarked using HEBench (SEAL,HELib,PALISADE).
HEBench implements separate modules for the front and back-end of the HEBench frame-
work. These modules communicate with each other using a middle module named API-
Bridge. API Bridge offers a uniform C interface that bridges the communication between
Test Harness and backends. Test Harness communicates and issues commands to backends
for the operations to perform via the API Bridge. Operations and their results are validated
and timed by Test Harness. [2]

Frontend Backends

Abstraction Layer

Test Harness

SEAL

Jaddeim ++)

il

PALISADE

98pug |dV

Dynamic back-end loader

!

Report Compiler
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Second is HE Profiler. This open-source software framework is extensible to other frame-
works, and allows for reproducibility of results. HE Profiler carefully analyzes the features
of some of the most prominent C++ FHE frameworks implementing CKKS HE scheme,
such as PALISADE, Microsoft SEAL, HElib, and HEAAN frameworks. It presents a com-
prehensive performance evaluation of these frameworks’ performance with approximate
homomorphic encryption, examining all of runtime, throughput, memory consumption. [4]
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Chapter 7

CKKS scheme based framework
performance comparison

In this chapter, we will provide multiple tests on operations based on CKKS scheme. Test
utility chosen for this test is HEProfiler. For this purpose, four FHE frameworks will be
benchmarked - PALISADE, SEAL, HElib and HEAAN.

7.1 Profiling

CKKS testing was run on a computer with an Intel Core i7 13700KF Raptor Lake CPU
@ 5.4 GHz, 32GB memory, and a NVIDIA GeForce RTX 4080. All tests were run for 5
iterations, all the computations were made on CPU. In most cases, parameters for different
frameworks at the same depth were approximately equal or close to each other (e.g., a
difference of at most one in |N| ). Thanks to this, we can report throughput to compare
practical performance even with variations in parameter selection. Throughput rate was
computed by HEProfiler, beside the utility uses following equation to calculate the value:

Batch Size(operations/batch)

ti d
Runtime (second/batch) (operations/second)

Throughput =

7.2 CKKS Multiplication

The first test we performed is the relative performance of each library for homomorphic
multiplication. On the next figure we can see the relative runtimes of homomorphic multi-
plication for each library.
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CKKS Multiplication
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For the smaller depths, the difference in performance across the frameworks is not as sig-
nificant. With increasing depths, differences start to be more noticeable. HElib has a
comparable performance to other frameworks at lower depths, but it start to lag behind in
performance beside other frameworks for depths over 14.

It is also needed to investigate the throughput of FHE operations at same parameters
selection to fairly evaluate the performance from more aspects. Next figure shows the
throughput measured in operations per second of the frameworks we benchmarked.

CKKS Multiplication Throughput
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We can see that SEAL followed by HEAAN both show higher throughput at low depths
compared to other frameworks, but throughput of all frameworks quickly degrades with only
slight differences with increasing depth. We conclude that for most practical purposes, at
higher depths the choice of the library does not affect performance as much, and there are
more important factors to be considered when choosing appropriate FHE Library.



7.3 CKKS Adition

Next we benchmarked frameworks for homomorphic addition. We can conclude from the
values on the next figure that at lower-depths, all of the benchmarked frameworks have
comparable performance, with increasing computation depth, SEAL generally has the best
performance for homomorphic addition, followed closely by HEAAN.
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Throughput for homomorphic addition is shown on the next figure.

CKKS Addition Throughput
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The conclusion is, for addition-heavy workloads, the best library to be chosen is HEAAN, for
good results in addition and has the highest throughput compared to the other frameworks
at all chosen depths and even the lowest throughput decrease rate with increasing depth.
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7.4 CKKS Rotation

Next test covers homomorphic rotation. While performance is generally similar among
frameworks when we look at the runtimes, HEAAN has the lowest runtime and highest
throughput, so it is the best choice for heavy CKKS rotation workloads.

CKKS Rotation
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7.5 CKKS Relinearization

Relinearization is in it “s principle very similar to that homomorphic multiplication. Relin-
earization is a dominating subprocedure of homomorphic multiplication. Next figure shows
performance comparison for each library. Again, HElib runtime at higher depths is higher
than the other frameworks, SEAL shows again the best runtime for operations including
suboperations of homomorphic multiplication.
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CKKS Relinearization
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7.6 Parameters modifications overview

The FHE ciphertexts’ sizes (measured in MB also for smaller depths) are generally similar
across different frameworks, though at higher depths (more than 16) differences become
more noticeable. These differences can be seen on the next figure.

Ciphertext Size
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SEAL ciphertext size grows the most consistently compared to other frameworks and even
has the smallest ciphertexts size at higher depths.
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Next figures show how public and secret keys” size increase with increasing depth.

Public Key Size Private Key Size
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The public keys has relatively consistent growth across SEAL and PALISADE frameworks,
while HElib and HEA AN have much bigger sizes of the keys. For private keys, HElib’s keys
are much larger than those of the other frameworks. This is caused due to HElib doesn’t
have any kind of compression of serialized objects. SEAL and PALISADE both perform key
generation from a single seed, so that it can be serialized instead of the entire polynomial
that it generates which makes the key size multiply smaller than HEAAN and HElib.

We recommend that if server that must read many public keys for many clients’ ho-
momorphic computations, HElib should be avoided and also HEAAN for their public key
sizes, while SEAL or PALISADE should be preferred for this key-exchange use-case.
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7.7 CKKS Linear Transformation

For martix transformation, we only consider square sized n X n matrices, where n is an
integer of power of 2 . This method of linear matrix transformation uses a depth of one
multiplication and then n rotations, additions and multiplications. Runtimes for homomor-
phic linear transformation are shown in next figure.

CKKS Linear Transformation
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From the result we can conclude, that as the parameter sizes increase, SEAL through all
the depths has generally better performance. PALISADE and HEAAN both have compa-
rable performance to each other, and at lower-depth parameter settings, this difference is
even smaller. SEAL has the best result in linear transformation, this is due to its good
performance in both kind of suboperations (homomorphic addition and multiplication) as
can be seen on previous figures.

7.8 CKKS Dot Product

The end-to-end dot product test over the ciphertexts consists of these operations: ho-
momorphic multiplications, then matching pairs of ciphertexts, then rotating the slots of
ciphertexts and summing up the slots again. The number of required rotations equals to
the logarithm of input vector dimensions. Runtimes for homomorphic dot product can be
seen on the next figure.
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CKKS Dot Product
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HEAAN and SEAL have nearly identical results, then PALISADE follows up. The difference
between HEIlib and other tested frameworks is found to be higher when the size of the
input vector increases. SEAL and HEAAN show the best performance, because there
are relatively less homomorphic multiplications and more rotations, for which SEAL and
HEAAN both show the better results at low depths.

7.9 CKKS Bootstrapping

The last benchmark for CKKS scheme is the measurement of performance of bootstrapping
with variable parameters. SEAL and HEIlib both dont support bootstrapping, so only
PALISADE and HEAAN could be benchmarked. Next figure shows the latency of boot-
strapping for HEAAN and PALISADE. Same polynomial modulus degree was used for both
frameworks, PALISADE does not accept N < 216 as bootstrapping parameter, because of
security reasons, so starting parameter was N > 216,
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CKKS Bootstrapping
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We can see that HEAAN has a much better performance than PALISADE for bootstrap-
ping, so we can conclude that for heavy-relying applications on bootstrapping, HEAAN
is a better choice. HEAAN and PALISADE show similar performance for homomorphic
multiplication, so using HEAAN with bootstrapping will reduce total computation time.

7.10 CKKS Summary

SEALHEAAN and PALISADE all perform comparably for homomorphic evaluation oper-
ations. For applications with low depth that do not require bootstrapping in homomorphic
multiplication, SEAL is the best choice thanks to its best runtime. With increasing depth,
then for applications with high multiplicative depth and possibility to use bootstrapping,
HEAAN is the better choice than PALISADE. In a scenario where a party needs to store a
lot of public keys, PALISADE or SEAL may be preferable to use to save the cloud’s usage
of memory and communication bandwidth, because both showed the smallest public key
sizes.
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Chapter 8

BFV scheme based framework
performance comparison

In this chapter, we will provide multiple tests on operations based on BFV scheme. Test
utility chosen for this test is HEBench. For this purpose, two FHE frameworks were chosen:
PALISADE and SEAL.

8.1 Profiling

BFV Schemes testing was run on a computer with an Intel Core i7 13700KF Raptor Lake
CPU @ 5.4 GHz, 32GB memory, and a NVIDIA GeForce RTX 4080. Single tests were run
for different number of iterations, all the computations were made on CPU. Multithreading
was used only for Matrix Multiplication.

Throughput rate was computed also by HEBench, beside the utility uses following
equation to calculate the value:

Batch Size(operations/batch)
Runtime (second/batch)

Throughput = (operations/second)

8.2 Benchmarking

First, we benchmarked frameworks for certain operations. As chapter 2 says, HE scheme
consists of four main algorithms: The Key Generation Algorithm (KeyGen), The Encryp-
tion Algorithm (Enc), The Decryption Algorithm (Dec), The Evaluation Algorithm (Run-
time). SEAL Library natively uses 128-bit integers, so the same parameter was used also for
PALISADE library. Polynomial modulus N was chosen to be 8192, computation depth was
chosen to be 2. Throughput of the tests was measured directly by HEBench. When testing
element-wise operations, each Matrix contained 1000 elements. Matrix multiplication was
about a size of two matrices (10x9 and 9x8). The Dot product test contained 100 following
multiplications of 2 element-wise additions. Next table 8.1 shows the results of the tests,
and directly shows, which framework shows better results in certain suboperations leading
to complete the workload.
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’ Framework | Workload KeyGen(ms) ‘ Enc(ms) ‘ Dec(ms) ‘ Runtime(ms) ‘

PALISADE | Element-wise Addition 61,84 10,41 2,98 0,238

SEAL Element-wise Addition 174,62 7,68 2,06 0,289
PALISADE | Element-wise Multiplication | 38,6 10,10 7,45 40,80

SEAL Element-wise Multiplication | 144,93 7,52 3,36 21,48
PALISADE | Matrix Multiplication 299,73 90,11 230,24 3841,46

SEAL Matrix Multiplication 146,26 69,08 153,78 1885,23
PALISADE | Dot Product 207,16 9,82 2,94 112,09

SEAL Dot Product 145,64 7,6 2,13 60,97

Table 8.1: BF'V Scheme primitives comparison

When looking at the results, when generating pair of public and private key, PALISADE
offers a better result in element-wise operations, but SEAL shows better runtime when
encrypting a plaintext message M with public key PK. In element-nonwise workloads,
SEAL shows constantly better results in each of the suboperations.

HEBench also allows to measure the end-to-end time to complete a workload operation
with a single input and throughput (operations per second) that a workload implementation
can perform on a single batch of data. This is how fast the library can process all the input,
given all the data at once.

’ Framework ‘ Workload

Total CPU time (ms) ‘

Throughput (op/sec) ‘

PALISADE | Element-wise Addition 82,36 8681,98
SEAL Element-wise Addition 197,48 6992,58
PALISADE | Element-wise Multiplication | 118,36 94,44
SEAL Element-wise Multiplication | 189,61 171,59
PALISADE | Matrix Multiplication 5838,07 0,11
SEAL Matrix Multiplication 3231,44 0,14
PALISADE | Dot Product 390,07 33,84
SEAL Dot Product 248,09 61,78

Table 8.2: BFV Scheme overall performance comparison

8.3 BFV Summary

We can conclude, that when choosing between SEAL and PALISADE, PALISADE shows
commonly better results for homomorphic addition, on the other hand, when homomorphic
multiplication is the prevailing kind of operation in the computation, SEAL is a better
choice thanks to it s better total runtime and better throughput when processing a large
batch of data at the same time.
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Chapter 9

Conclusion

In this thesis, we firstly introduced how the HE developed from past to present, showed
basic techniques used in homomorphic evaluations and why this works and later on intro-
duced some of the most well-knows public FHE frameworks implementing homomorphic
encryption and used tools that include source codes of these frameworks to allows fair
performance comparison among different implementations.

Different frameworks show different results, differences are not as significant as for low
depth evaluations, they start to appear at higher depths. Some frameworks can improve
their results using bootstrapping because they support it, so they should be preferable in
application that consist mainly of multiplications. Other applications require key exchanges
between parties, so the key factor in choosing a library is a key size. We can not conclude,
which library is the best one, because the results among different categories can not be
averaged.

In order to get FHE closer to the practical world and basic computer users, new concepts
need to be developed and tested. We must recall, that the even first attempts and schemes
of HE came from previous century and the first usable and secure implementation of FHE
scheme is only 12 years old, and related concepts, assumptions and questions have been
only after 2009 when Gentry first proposed his construction. There is still much work to be
done before we will have a practical implementation of FHE suppressing the negative-side
effects of computations and we can expect to see continuing focus on constructing new
efficient schemes.

Later on as the development of FHE Schemes will continue, both tools used in this work
can be expanded thanks to their construction to be able to benchmark other schemes to
measure their practical overall performance and differences on certain applications.
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