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ABSTRACT

Goal of this thesis is to develop portable monitoring station for radio spectrum monitoring
and its controlling application for use by Czech Telecommunication Office. The station
is based on Software Defined Radio (SDR) and capable of monitoring in range of 1 MHz
- 6 GHz.

Developed application controls not only the SDR but also the external RF unit (including
choice of receiving antenna, filter, optional amplification/attenuation and azimuth of an-
tenna rotator). Measurement processed by computer and displayed graphically in form
of spectrum diagram and waterfall diagram. Furthermore, the application will perform
spectral measurement in compliance with requirements of International Telecommuni-
cation Union (ITU).

The application is also capable of recording into file and of analyzing historical data from
previous measurement.
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ABSTRAKT

Cilem této prace je vyvinout pfenosnou monitorovaci stanici a jeji ovladaci aplikaci pro
pottebu Ceského Telekomunikaéniho U¥adu. Stanice bude realizovana prosttednictvim
softwarové definovaného radia (SDR) a bude pracovat v pasmu kmito¢ti 1 MHz - 6 GHz.
Vyvijena aplikace obsluhuje nejen SDR, ale i externi vysokofrekvenéni jednotku (v nf
ovlada volbu antény, filtru, zesilovac/atenuétor a Ghel natoeni antény prostfednictvim
anténniho rotatoru). Vysledky méfeni jsou zpracovavany pocitatem a zobrazeny graficky
ve formé grafu spektra a vodopadu. Dale aplikace provadi spektralni méreni v souladu s
pozadavky Mezinarodni telekomunikaéni unie (ITU).

Aplikace umi ukladat mérena data do souboru a néasledné je znovu zobrazit a analyzovat.
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INTRODUCTION

Electromagnetic spectrum is the whole range of frequencies of electromagnetic radi-
ation extending from 0 Hz to theoretical infinitely high frequencies (the limit is the
Planck’s wavelength). In its range there are several kind of services:

e 3Hz - 3THz — radio spectrum

e 430THz — 770 THz — visible light

o 30PHz - 30 EHz — X-ray

For practical reasons, only limited part of the spectrum is usable for radio com-
munication. This range is called radio spectrum and it covers the range of 9kHz —
3THz. The radio spectrum is a scarce resource and there is a need to manage its
use to be efficient and equitable.

The first chapter goes through some basic notes about radio spectrum and a
need for monitoring. Commercially available solutions are mentioned as well as rea-
sons for developing our own solution. Subjects of measurement are introduced and
problematic of their measurement is explained.

In the second chapter the reader is acquainted with the concept of Software
Defined radio. Also, parameters and requirements for SDR are presented. Marketed
SDR’s are compared and outcome of the chapter is a choice of hardware used for
the thesis.

In the third chapter there is presented inseparable part of this specific spectrum
monitoring solution — Radio Frequency Unit. Despite this is out of scope of this
thesis, there is a need for collaboration as the application developed in this thesis
will be control its settings.

The fourth chapter introduces the controlling application developed in this thesis.
First, there are listed requirements for the application and for computer, then IDE
selection and external libraries. Single components of developed application and
its execution are thoroughly described. In chapter’s conclusion there is carried out

demonstrational measurement using this application and results are discussed.
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1 RADIO SPECTRUM AND NEED FOR ITS
MONITORING

The main source of information for this chapter is Handbook on Spectrum Monito-
ring [I] and ITU Recommendations on Spectrum Monitoring [2][3][4][5]. The official

literature defines spectrum management and measurement standard.

1.1 Spectrum management

It is overall set of administrative and technical procedures to ensure operation of
radio communication devices without causing interference, to eliminate unauthori-
zed use and thereby maximizing spectrum utilization efficiency. Some tasks of the
management are listed below:

e Spectrum planning and allocation

o Rules, regulation and associated standards

» Inspection of radio installations

o Rules, regulations and associated standards

e Spectrum monitoring

» Licensing, assignment and billing

With rapid growth of using radio spectrum, law covering its usage are becoming
more and more important. At national level this law guarantees accessible spectrum
for both civilians and government with respect to Radio Regulations (RR) [6]. For
promoting these tasks the spectrum manager is ensured by entitling law enforcement.

At country’s level there are national radio spectrum management agencies. For
the Czech Republic it is Czech Telecommunication Office (CTU). In world’s scope
this is responsibility of International Telecommunication Union (ITU) — specialized
agency of United Nations with headquarters in Geneva, Switzerland. This agency
coordinates shared global use of the radio spectrum and assists in development of

worldwide technical standards.

1.2 Spectrum monitoring

Radio spectrum monitoring is very closely linked to spectrum management as it is
the way to check on proper use of spectrum. In fact it is an inherent part of spectrum
management as it allows to perform other activities mentioned in previous section.

In reality some devices might become an unintended source of radiation resulting
in interference of other services and of course it serves as a detection of an illegal

transmission. Furthermore, radio waves are not confined by man made borders.

11



Because of this, there is a need for international cooperation in border areas which
is described in Article 16 of RR [6].

Spectrum monitoring allows to ensure uninterrupted services to customers paying
for license. Another important task of monitoring is to verify coverage of service (for

example TV and radio broadcasting) over the specified area.

1.3 Portable monitoring station

With ongoing development the working frequencies are increasing and so is the
bandwidth. But, with higher frequency the propagation distance decreases and the
measurements need to be performed more locally. At this point fixed measuring

stations are not sufficient as it is needed to measure closer to their source.

1.4 Commercial monitoring solution

As the need for the monitoring is present for longer period of time, there are in
the market complete solutions to this. One of them is from German company Ro-
hde&Schwarz

Disadvantages

The main disadvantage of ready products are their closeness in both software and
hardware way leading to small scalability in the future. If there was for example need
for increasing frequency range above possibilities of given system, the whole receiver
would have to be replaced with new one whereas in case of modular open-source
solution it is possible to extend system’s abilities by partial replacement and change

of controlling software.

1.4.1 R&S Argus

It is integrated software solution for both management and monitoring which means
that there is shared database allowing to perform requirements seamlessly. Measure-
ment and analysis complies with ITU specifications and software has several guides

for measurement which allow less experienced users to perform demanding tasks.

1.4.2 R&S PR100

Portable spectrum monitor working in range 9 kHz — 7.5 GHz equipped with 6,5"dis-
play. Capable of battery-supplied operation for approx. 4 hours. Measured data sto-

red at built-in SD card. Operations like monitoring emissions, detecting interference

12



time

Fig. 1.1: Mix of signals in time and frequency domain [7]

or locating miniature transmitters are supported.

1.5 Methodology of measurement

1.5.1 FFT

Fast Fourier Transform is an effective algorithm for transforming signal from time
to frequency domain. By factorizing the discrete Fourier transform into products
of sparse factors, the complexity of calculation is reduced from O(n?) to O(nlogn)
where n is data size [§].

The number of frequency lines in the FFT spectrum is equal to the number
of samples in the time record and growing number of samples for FFT calculation
results in better frequency resolution according to eq. [I.I} But, with greater count
of samples short signal might get drowned. Using less samples makes result more
sensitive to signals which are short in time. The outcome is that the number of
samples for FFT analysis is every time a compromise between time and frequency

resolution.

Af :% (1.1)
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1.5.2 Window functions

Fourier transform assumes whole number of signal periods in each calculation, which
is in real world untrue as this condition would be fulfilled by only few signals. Not
respecting this assumption leads to to spectrum leakage. The effects of spectral
leakage can be lessened by reducing the discontinuities at the ends of the signal
measurement time before FF'T processing and hence avoiding time discontinuities.
There are several types of window but in general it is valid that no window is
perfect for every application as it is a compromise between frequency selectivity and

amplitude accuracy.

Windows comparison

Parameters for specifying windows are resolution, dynamic range, sensitivity (ability
to reveal sinusoids in presence of noise), usable bandwidth and side lobe roll-off rate.
Shape of the window is defined by formula. Outside of the window the value is zero
and those samples are not taken in consider at all.

e Rectangular window — the simplest window, samples are either taken in consi-
der in their original amplitude or not at all. Excellent resolution characteristics
for sinusoids of comparable strength, but it is a poor choice for sinusoids of
disparate amplitudes. Used for transient signals that lie completely within the
time record.

w(n) =1 (1.2)

o Hann window — also know as raised cosine window or Hanning window. End
points of the window are touching zero level resulting in removing time dis-

continuities.
™

(1)

o Hamming window — optimized to minimize the maximum of nearest side lobe,

w(n) = 0.5 % sin (1.3)

giving it a height of about one-fifth that of the Hann window
2mn

) (1.4)

A good way to start is in most cases Han window as it has good frequency reso-

w(n) = 0.54 — 0.46 cos(

lution and reduced spectral leakage. For most of applications these three windows

should be sufficient and CTU didn’t specified their requirements any closer.

1.5.3 Bandwidth occupation

Usage or channel occupancy data indicates how much of the time a particular
frequency or band has had a signal present during a specified threshold. Measu-

rements on a single frequency can be combined to show how usage varies during

14
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window in time domain, the right one shows its frequency response
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A typical varying strength signal

|— Received signal (one channel) == Selected threshold I

[\ Y~ )

[HEE NN I1
|- Sampling intervi]sl
44 samples

Fig. 1.3: Measurement of frequency occupancy for single channel/frequency, picture

[l Sample above threshold

17 sar;;;leé oc;uﬁ)ie;i

i

39% occupied

® Measured occupancy

taken from [I]

longer period of time (a day or more). Integration time of a single measurement
usually lasts 5 — 15 minutes.

Channel occupancy and band congestion information is a valuable tool for several
spectrum management functions. This information can be used to identify vacant
channels in a band, and can be used to prohibit adding more assignments to heavily
used channels. Such data can also be used to prompt an investigation, either when
signals are present on unassigned channels, according to the frequency management
records, or when no usage is seen on frequencies with assignments. Changes with
time-of-occupancy statistics, for the same band in the same geographical area, can
reveal trends. Finally, this type of information can be used to help anticipate and

plan for the allocation of additional bands when existing bands become too crowded.

Principle of measurement

A signal varying in strength is shown in Fig. with a selected threshold as in-
dicated. In this example 17 of the 44 sampling periods were found to be occupied

leading to a 39 % occupancy.
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1.5.4 Length of measurement

In order to get valuable results the length of measurement will be in order of days
(up to months). More information about recommended quantity of measurement

repetition for required level of probability confidence in [9].

17



2 THE CONCEPT OF SDR

This chapter introduce some brief summarization of history of Software Defined Ra-
dio (SDR), available software and hardware and SDR for this thesis will be selected.

2.1 Software radio

The original idea of SDR is Software Radio (SR) formulated by Joseph Mitola in
1992 [10]. The goal of this architecture is to replace analogue components with
digital ones and to allow tuning in wide frequency range and reaching different
requirements (modulation, bandwidth and so) solely by uploading different software
configuration. This could be reached by AD (respectively DA) conversion right at
antenna output.

ADC

DSP

~
"\

DAC

Fig. 2.1: Block scheme of ideal SR — schematic presumes having ADC with anti-
aliasing filter and DAC with appropriate power amplifier.

Without an RF front end the entire band must be digitized [I1]. Following Ny-
quist’s criterion, the signal must be sampled with sampling frequency fs > 2 - fiaz
(e.g., 26 = 12GHz). Using 12 bits sampling the data rate for real-time data proces-
sing would represent 12 - 10 - 12 = 18 GB/s, requiring great computational power.
That might be manageable, but at very high costs.

Another problems are AD converters, because nowadays there is no technology
capable of sampling at such high frequency. Plus, with higher resolution Heisenberg
uncertainty principle might be violated [12].

2.2 Software Defined Radio

It is simplified architecture where in comparison with SR the signal is converted to
Intermediate Frequency (IF) or baseband by analogue mixing with signal of Local
Oscillator (LO). Then it is filtered, optionally amplified with LNA and sampled.
These samples are then processed with on-board FPGA (Field Programmable Gate

18



M -\ ADC
/Y Band-pass filter Low-pass filter ] DSP
S
/_\ _\ < DAC

Fig. 2.2: Block scheme of general SDR. Upper branch represents signal reception,

lower represents transmission

Array), ASIC (Application Specified Integrated Circuits), DSP (Digital Signal Pro-

cessor) or in computer. Some radios with their parameters are outlined in .

2.2.1 Requirements for SDR

« Frequency range — is given by requirements of CTU — 9kHz — 6 GHz

o Sample rate — shows the bandwidth that can be observed

o ADC Resolution — number of bits which represent each of samples

o Oscillator accuracy — deviation between set and actual frequency of LO
e Price — expressed in American dollars

e Open-source — for customizing and building own application
Frequency Range
Most of SDR’s are not capable of working from 0 Hz due to presence of low-pass
filters in their design. The upper limit is typically in order of low gigahertz.

Sample Rate

As SDR’s are using conversion of signal to IF or to baseband, there is not anymore
the need for sampling at such high frequency, but still it is valid that the more the

better. Sampling rate influences the bandwidth that can be processed.

Dynamic Range

The captured spectrum contains the signal of interest and a multitude of other
signals. Interfering signals can be much stronger than the signal of interest. The

digitizer must have sufficient dynamic range to process both the strong and the

19
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Fig. 2.3: AD Conversion in presence of strong interfering signal

weak signals as shown in Fig. 2.3 Dynamic range is proportional to Analog to

digital conversion (ADC) resolution.

Linearity of ADC

The ADC must be very linear. Nonlinearity causes intermodulation between all the
signals in the digitized band. Even a high order intermodulation component of a
strong signal can swamp a much weaker signal. The most critical is the third order

intermodulation nonlinear term.

2.2.2 Advantages of SDR

Versatility of use

An SDR can seamlessly communicate with multiple incompatible radios or act as
a bridge between them. Interoperability was a primary reason for the US military’s

interest in, and funding of, SDR for the past 30 years.

Reducing obsolescence

As the function of SDR is configured by software, it can be easily upgrade to support
the latest standards. For example, if mobile operators used SDR’s, they would be
able to use the latest generation of network without wasting the old hardware and

save lot of money that way [13].
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2.2.3 Cons of SDR

So far it looks like there are only good reasons to use SDR, but every technology

has some drawbacks.

Cost

For volume production it is important to reach the lowest possible price. SDR. is
powerful tool, but for many application there is cheaper (and still functioning) so-

lution.

Power Consumption

As SDR is universal and complex (contains LO, filters, AD/DA converters and so

on), it will never be as efficient as single purpose devices.

Complexity

It takes more time and effort to develop and thoroughly test the software of the

radio.

2.3 Controlling software

Software for controlling the radio is an essential part of the work with SDR. There
are several criterion for choice. Firstly, there are proprietary solutions which work
only with products of their producer and then, there are universal ones.

In the other category there are several open programs for (mostly amateur) work
with SDR. Some of them are for complex work with radio and raw 1Q signal data
and then there is the other category which works with graphic interface. Let’s have

look at them to get some basic overview of the functions.

2.3.1 SDR+# - SDR Sharp

Easy to use application which main controlling is done in graphical interface. The
first large window displays FFT diagram of received signal and the other one plots
the waterfall diagram. Program comes from producers of AirSpy radio but it
comes with some of widely spread radios pre-configured so the user can simply plug

the radio in the computer and within few moments he’s able to work.
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Fig. 2.4: SDR# User interface (source: www.rtl-sdr.com/tag/sdrsharp/)

2.3.2 SDR-Console

SDR~Radio.com is a Windows console program for SDR receivers and transceivers.
Designed for the commercial, government, amateur radio and short-wave listener

communities.

2.3.3 GNU Radio Companion - GNU RC

Multi-platform software, operations with signal are represented by graphic blocks
which are placed on the canvas and interconnected with lines which represent the
cables (with support of data types). This program allows very complex work with
signals at low level, radio and supports transmission as well. Version for OS Windows
exists, but the program is primarily for OS Linux.

The main difference between GNU RC and other programs is the workflow. User

needs to choose the right sampling rates at each stage of project.

2.4 Overview of the SDR’s

Below, there is an introduction of some of the radios available on the market with

a focus on open-sourced ones.

2.4.1 HackRF One

e Frequency range — 1 MHz to 6 GHz
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'HackRF One

GREAT SCOTT GADGETS

Fig. 2.5: The HackRF One radio

o Sample rate — 20 MSPS

« ADC Resolution — 8 bits

 Oscillator accuracy — +/-20 ppm

e Max RX power — -5 dBm

e Dynamic range - 48 dB

o Price — $299 USD

« Open-source — Yes

HackRF One represents an open-source hardware radio. On board there is ARM
Cortex M4 microcontroller and a CPLD. It is receiver and transmitter in single
device, but it only works in half duplex mode which means it is not possible to
transmit and receive at the same time. As the reception is corner stone of this
application, this feature does not represent any problem. It is equipped with standard
SMA connector for connecting antenna. It also contains SMA clock input and output
for synchronization. The connection with computer is made via USB 2.0 interface
which is also a power for the radio. The HackRF One ships with an injection molded

plastic enclosure.

2.4.2 LimeSDR

e Frequency range — 100 kHz to 3,8 GHz
o Sample rate — 61,44 MHz
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« ADC Resolution — 12 bits

 Oscillator accuracy — +/-4 ppm

o Price — $299 USD

e Open-source — Yes
Another radio which is capable of transmission with power 0 - 20 dBm (depends
on frequency). The interface for connection with computer is USB 3.0 (also PCle
version). It has an FPGA integrated — Altera Cyclone IV. This radio is outcome of

crowdfunding campaign.

2.4.3 RTL-SDR — RTL2832U V3

e Frequency range — 24 — 1766 MHz

e« Sample rate — 2,4 MHz

« ADC Resolution — 8 bits

e Oscillator accuracy — <1 ppm

o Price - $25 USD

e Open-source — No
Originally DVB-T tuner with customized driver to optimize characteristics. While
it was never designed to be used as a general purpose SDR in the first place, its per-

formance is still surprisingly good. Low price makes it ideal hardware for beginners
with SDR. Host interface is USB.

2.4.4 Airspy R2

e Frequency range — 24 - 1800 MHz

« Sample rate — 10 MHz (9 MHz usable)

« ADC Resolution — 12

» Oscillator accuracy — +/-0,5 ppm

e Price - $169 USD

« Open-source — Yes
An open-source SDR with good dynamic range, capable of sampling 10 MHz ban-
dwidth in spectrum from 24 MHz to 1,8 GHz. Compatible with all the standard soft-
wares SDR#, SDR-Radio, HDSDR, GQRX and GNU Radio. The lower frequency

limit can go down to DC when using their own up converter (will be mentioned in

Ch. 253).

2.4.5 Signal Hound BB60C

o Frequency range — 9 kHz — 6 GHz
o Sample rate — 27 MHz
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« ADC Resolution — 14 bits

 Oscillator accuracy — +/-1ppm

o Price — $2879 USD

e Open-source - NO
Marketed as a real-time spectrum analyzer and RF recorder with sweep speed of
24 GHz/sec and dynamic range from —158 dBm to +10 dBm. The interface is USB
3.0 and it comes with own software.

2.4.6 SDRPlay RSP2

» Frequency range — 1 kHz — 2 GHz

e Sample rate — 10 MHz

« ADC Resolution — 12 bits

» Oscillator accuracy — +/-0,5 ppm

o Price - $169 USD

e Open-source - NO
Also exists in version marked as "pro"which has metal enclosure. The rest of para-
meters is the same. SDRplay uses its own SDRuno software which is able to monitor

and record RF power.

2.4.7 USRP B200

» Frequency range - 70kHz — 6 GHz

o Sample rate — 56 MHz

« ADC Resolution — 12 bits

+ Oscillator accuracy — N/A

o Price — $675 USD

e Open-source - NO
The USRP comes with metal enclosure which prevents interference to affect the
performance of the radio. Regarding source openness the answer is not that clear.
The radio uses company’s own USRP Hardware Driver (UHD) which works with
both GNU RC and Matlab. Thanks to that and to its integrated Xilinx Spartan
6 FPGA on board the radio is popular in academic environment and many papers
written are based on results of this radio.

2.5 Dealing with very wide frequency band

None of the radios is fulfilling the requirements for the frequency range. There are

to possible attitudes to solving this:
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o using SDR’s with different ranges
« transforming part of the spectrum

both of these are explained in following sub-chapters.

2.5.1 Two SDR’s covering range together

By smart choosing of two radios we can cover the whole requested range. Controlling
application would then decide about the radio performing the measurement, but still
there would be needed some manual action of connecting antenna to the proper radio
or using some switch, which would insert some loss of the signal before processing.
Also, there is a need for some overlapping to ensure that measurement for given
bandwidth will proceed only at one of these radios.

For example the combination of HackRF One (1 MHz — 6 GHz) and SDRPlay
RSP (1kHz — 2 GHz) would ensure more than sufficient overlapping of the ranges.

Another problem that shows up is that radios will definitely differ from each
other considering sensitivity, dynamic parameters and others, which might result in
inequality of results when performing measurement with the same parameters at
both radios.

2.5.2 Upconversion

The other way of reaching ability to measure in the lowest band is using upconverter.
Such device mixes original signal with it’s own local oscillator and that transforms
the original spectrum to frequency frew = fro + forigina- This signal can be further
processed by one radio receiver. However, upconverters insert some conversion losses
which need to be taken in account in power calculations for getting correct RF power
levels.

Below, there are listed possible upconverters. Both of them require 5V DC supply

(also possible from battery for mobility and less noise).

Ham it Up v1.3

This upconverter is based on the double balanced mixer architecture implemented
by the ADE-1 mixer chip from Minicircuits under open source license. The local
built-in oscillator generates signal of 125 MHz (<25 ppm) which is in sufficient
distance from FM radio broadcast. As part of the design there is a bypass switch
which reroutes the journey of the signal and unpopulated space on circuit board
was used to integrate noise source circuit. Product comes without any enclosure.

Insertion loss is 10 dB.

26



Fig. 2.6: Upconverter SpyVerter R2

The range declared by manufacturer is from 100 kHz, but it is capable of working

at lower frequencies at the cost of higher distortion and higher conversion loss.

Spy Verter R2

Another upconverter available as a whole solution is SpyVerter. It uses architecture
of H-mode mixer design. The major advantage over ADE-1 (used in Ham it Up)
should be better ITP3 (the third intercept) performance which means that strong
signals will not cause overloading issues in the SpyVerter, meaning less noise and
spurious images. Frequency of LO is 120 MHz (0,5ppm) and creators focused on
reaching low phase noise. Metal enclosure is default part of distribution.

o Conversion loss: typically 5,2dB

o RF input: 1kHz — 60 MHz

o Max. RF power: 10dBm

2.6 Hardware selection

From the devices listed above some set of devices needs to be chosen for further
realization. Looking only at parameters, the USRP B200 seems to be the best choice
as it is covering almost whole required frequency range with very high sampling rate
and great resolution of samples. However, this SDR will not be used for the thesis
after hearing bad references from thesis’ supervisor.

Instead, taking in account his recommendation, the SDR used for this project
will be the HackRF One. With its frequency range and source-openness the HackRF
One should be suitable for the thesis. Measurement at frequency below 1 MHz will
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be realized with usage of upconverter SpyVerter R2 as it is capable of working at

required lower frequency.

28



3 RADIO FREQUENCY UNIT

This chapter introduces shortly RF unit which manages Antenna movement, pro-
cesses signal reception and band filtration for measuring. However, this is not topic

for this thesis as there is another part of this project [14].

3.1 Antenna Rotator

For controlling antenna’s azimuth remotely there is used antenna rotator ARS-USB.
This is an universal rotor interface, so any rotator — motor with a potentiometer for
a voltage feedback — is supported [I5]. That potentiometer serves as position sensor

and from its resistance the actual azimuth of antenna is determined.

Fig. 3.1: The ARS-USB antenna rotator

This unit uses for communication with computer USB bus, which emulates an
RS-232 serial link whilst connected. This rotator is distributed with custom software,
but commands for controlling are published, so using custom application is not a
problem. In modern OS drivers for USB Serial port are not required.

Instructions for the unit are pretty simple. There is a move to an azimuth com-
mand, move left/right command and request for actual position. For reading the
resistance there is 10-bit ADC and this 10-bit value is returned to the computer
as a reply to that request. This value needs to be converted to angle by simple

mathematics.
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ARS-USB supports both azimuth and elevation directing, however CTU’s an-
tenna holder is at this moment only capable of azimuth movement. Therefore, remote

polarization control is not in scope of this thesis.

Parameters of the connection

« Baud rate: 9600 bps
o Data bits: 8

» Parity: None

o Stop bits: 1

¢ Flow Control: None

3.2 RF Unit

The RF unit consist of set of antennas, altogether covering the whole requested
frequency band, respective set of filters and optional amplifier or attenuator. Desired
signal path is built using coaxial switches. These are controlled by microcontroller
which is connected via RS-232 to computer.

Low-pass [
1GHz

—

ANT1

High-pass
1GHz

Amplifier
ANT2 » Co-axial » Co-axial Band-reject | | Co-axial »| Co-axial Co-axial
switch 1 switch 2 7 FM ] switch 3 switch 4 7 switch 5 SDR
Y 1 % x x x x
ANT3 H H Band-reject [ H :
: | > LTE 800, GSM 900 Bypass H
ANT4 : : > No filter —

Fig. 3.2: Block scheme of RF unit

3.2.1 Antennas

Four antenna from Rohde&Schwarz were selected:
« HEO10E - rod antenna working in range of 8.3kHz to 100 MHz
o HK309 - extremely wide bandwidth 20 MHz to 1.3 GHz
o HLO40E - log-periodic broadband antenna, range from 400 MHz to 6 GHz
o HL223 - virtually frequency-independent radiation pattern, 200 MHz to 1.3 GHz

30



Fig. 3.3: High pass and Low pass filters

3.2.2 Filters

For suppressing particular bands there are four filters. Only one filter can be used
at time.

o Low Pass 1 GHz — Custom microstrip filter of 7" order

 High Pass 1 GHz — Optimum Distributed HP Filter of 6! order

« Band Reject FM (87.5 - 108 MHz) — made of classic LC components

« Band Reject LTE 800, GSM 900 (791 — 862 MHz, 876 — 960 MHz) — made of

LC components as well

3.2.3 RF power

At this stage the RF power is adjusted to suit the needs of measuring. There are
basically three options:
o Amplifier — low-noise wideband Mini Circuits ZX60-V63+ amplifier with 21
dB gain is used
o Attenuator — DC — 6 GHz attenuator API Weinschel 3406-55. Value may be
edited with 1 dB step, maximal attenuation 55 dB.

o Bypass — direct interconnection of coaxial switches 4 and 5

3.2.4 Coaxial switches

Basically there are two possible variants of switching. Either mechanical or electro-
nic. In this case, the first variant is preferred and Teledyne CCR-38514(6)0-T was
chosen. This switch comes with even count of ports — selected variants have 4 or 6 of

them. Insertion loss is stable and may be considered to be frequency independent.

31



4

APPLICATION

In this chapter the developed application and its components will be described. For

each window, there will be a separate section. Following section are so comprehensive

they may also serve as a manual of operation for operators.

4.1 Abilities of the application

Requirements from CTU as the ordering party are:

Frequency range — 9kHz — 6 GHz (as mentioned before)

Measurement bandwidth — is given by HackRF One’s sampling rate which is
2,4, 8, 10 or 20 MHz.

Length of measurement — may vary from minutes to months. Possibility of
indefinite length of with data storage as the only limitation.

Displaying charts — application will contain several plots with data measured:

1. FFT diagram — displays a single value of FF'T process at given time. On
the vertical axis there frequency range and the vertical one there is RF
power at referenced frequency.

2. Waterfall diagram — also called spectrogram. Taking in results and as-
signing its power levels a color. Individual results are shown as line and
then they are shifted down like in a shift register.

3. Zero span diagram — a single frequency component’s power plotted in
dependency on time

Bandwidth occupancy — this has already been explained in Chap.

RF power level measurement — SDR doesn’t guarantee any sensitivity and RF
Unit has impact as well. This part of application will have to be tested and
calibrated.

Saving results — all the data measured will be stored for future analysis and
displayed in diagrams after measurement finishes. For this purpose results of
FFT calculation are saved.

Controlling the RF unit — Parameters of the measurement need to be sent to

the unit (more info in Chapter [3)).

4.2 Requirements for host computer

When sampling with the highest available rate — 20 MHz at 8 bits per sample in
both I a Q plane, the data rate flowing to a computer is 20 - 10¢ - 2 - 8 = 40 MB/s.
The USB 2.0 bus, which is user for transferring data, is at this rate getting close
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to its limit, but still it is sufficient. For this reason, it is not possible to run this
application in a virtual machine as they don’t allow full-speed access to the bus.
Not every processor is capable of processing this data flow and for smooth work,
the CPU should reach at least 5000 points at CPU Mark. Further, the computer
should be equipped with at least 4 GB of RAM.
Regarding Operation system used, the choice is 64-bit Ubuntu Linux as the
libHackRF API library is designed for usage with UNIX systems. More about this

library will be in Chap

4.3 Development interface

At first there were thoughts of writing an application in GNU RC, but later on Qt
was chosen for this purpose. Qt is C++, JavaScript and QML development framework
for creating GUI applications for most of the usual platforms (Windows and Linux
included). Qt is capable of producing applications for all major OS’s, but sticking

to Linux is recommended.

4.4 Additional Libraries

Many routines have already been programmed and it is pointless to develop them

again. This project contains only open source solutions.

4.4.1 libHackRF API

For communication with HackRF One, there is a library from authors of the project.
Published on GitHub [16] makes this library open-sourced as the rest of the radio.
This library is written in C and includes all the commands for setting parameters
of the radio and controlling its functions. Also, it allows user to configure chips (like
MAX2837 Baseband IC, Si5351C clock generator IC or RFFC5071 mixer IC) which
are part of the board or to update HackRF’s firmware.

Even though the programming language C is platform independent, this library
is tailored for UNIX systems as it uses POSIX threads. It is possible to make this
library working in OS Windows, but every computer would have to be configured

manually for using it.

4.4.2 FFTW

A free open-source C subroutine library for computing the discrete Fourier trans-

form. This library manages to compute multi-dimensional transformation with ar-
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bitrary length of input data. But, the highest efficiency is reached with the length
of 2V samples. Creators of the library declare it to be one of the fastest solutions
for computing FFT. This library is portable to any platform as source codes are
provided. More at [17].

4.4.3 QCustomPlot

Free C++ Qt library (distributed under GPL license) for displaying data in plots
offering high performance for real-time visualization applications [I8]. Many types
of graphs are included and this library is used for all the plots in this program.

The general way of using this library is to create Ul widget and then to promote
it to class QCustomPlot (QCP). Then a graph is assigned to this widget.

QCPGraph

Simple graph for plotting scatter diagrams. Many parameters like type of line, data
points, graph background are user-definable. This type of plot is used for displaying

of frequency spectrum all over the program.

QCPColorMap

A 2D map which visualizes a third data dimension by using a color gradient. Even
though this type of graph is initially meant to plot static data, in this thesis the
QCPColorMap will be used as Waterfall Diagram (WD) and as band occupancy

diagram.

Other types of graphs

The QCP library also contains other subclasses
o QCPCurve - similar to QCPGraph, but this graph may contain loops
o QCPBars - represents data series as bars

o QCPErrorBars - superposes lines representing error on existing graphs

4.5 Main Window

The main window is displayed after launching the application. All other dialogues
are opened from this window by clicking a button. In the Fig. there is an example
of the main window with descriptions of its elements.

In the upper part of the window there is a spin box for selection of RX frequency

and right next to it, the user can switch frequency units (Hz, kHz, MHz, GHz).
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Frequency shown in mentioned spin box is converted to new units subsequently.
The default choice of units is MHz.

Frequency spectrum measurement —0)ig
= —— Frequency: Frequency Units
| RFUsetting | Egkrjrentl o |dBl =P eq y Spectrum range
S — gain 20,00 % || L Hz (@) MHz Spectrumupper -20 |3/ dBm
| SDR gain settings | Gain setting () kHz (1) GHz diagram lower |-100|5 dBm
i Frequency units
[ eeyep—— & RX frequency setting q Y range
| 306063c823382a5f ~ |
| Connected | HackRF -0 | . : FFT window
setting| €
Start Rx Stop Rx @ .
’ ” - | 2 ol Spectrum diagram
sample Rate |10 + |MSPS E
- [=]
o

Occupancy treshold

Freq. resolution: 9765.63Hz

FFT window |Hamming v|

i -100 L
Data Saving BW occupancy 16 18 20 22 24

Frequency [MHz]
Treshold |-90 7| [dBm] = T - I T
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BW occupancy & data P A i I iy

saving tab widget

[

_Read results from file -
Zerospan | | Data from file |

16 18 20 22 24
Frequency [MHz]

Exit 100

WEF range control

Fig. 4.1: Main window of the application

4.5.1 Spectrum Diagram

Majority of the area is taken by spectrum chart for plotting live results of FFT
calculation. The length of FFT is 1024 samples as CTU wishes and the refresh rate
is H500ms.

Another usage of this diagram is for representation of FFT filter shape values
(more in [4.5.5)) and the threshold of band occupancy measurement (more in [4.5.6]

When HackRF receives data user can only change Y axis range using two spin
boxes located above spectrum diagram. Lower and upper range do not overlap, so
the situation of reverting graph is prevented. X axis range is set automatically based
on set RX frequency and width of the band (span). But, after stopping of reception
user can change the X axis range using mouse drag for shifting both ranges and
scrolling mouse wheel above the area of the graph for zooming in the frequency
domain. These range changes are synchronized with WD so they move and zoom
together.
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4.5.2 Waterfall Diagram

A QCPColorMap widget for showing the history of FFT calculation. The dimension
of the canvas is 100x1024 data points which means there are 100 samples shown at
once with the newest pushed to the top of the diagram, making the effect that the
diagram is shifting down the screen. As mentioned in the previous section, when the
reception is stopped, the user can manually zoom X axis. For Y axis there is not
data range since there are only 100 samples

Regarding the ranges, there is third scale in WD which represents mapping colors
to values of RF power. Left from the diagram there are two sliders for manipulating
color assignment

1. QCPColorMap’s data upper range changes the look of all the diagram

2. Adding slider’s value to displayed data, so only new samples are affected
The scope of these sliders is only within WD which means that they only change
the way how data are presented, not their actual values, so archiving data is not

influenced.

4.5.3 RX Frequency Settings

In the top of the window, there is located a QDoubleSpinBox for configuring RX
frequency. There are several ways of editing widget’s value:

o Writing the value in on keyboard

e Mouse scrolling over the widget

o Clicking the up and down arrow buttons

o While the widget is focused, it reacts to keyboard Up and Down, respectively

Page Up and Page down keys

Changes of value are accepted automatically, no confirmation is required. As the
name of the widget tells, not only integer values are accepted. However, the precision
is limited to two decimals for keeping the widget neat. When entering more decimal
positions, the number is truncated. When the new value is accepted, this change is
projected in both the diagram’s X axis range, still respecting sample rate set. On the
other hand, this range in WD applies only to samples recorded after this change,
so the user needs to keep this in mind. This behavior is standard for programs
mentioned in Chap. 2.3 hence there is no warning about this fact.

Ranges of values always respect possibilities of the radio, so user cannot set
frequency which violates this rule. If the sample rate is set to 10 MHz, the spin box
has lower limit 6 MHz and so on, which results in preventing of mirror images around
zero frequency.

Next to this spinbox there is a set of radio buttons which define frequency units.
User may choose Hz, kHz, MHz and GHz. The value in the spin box which sets RX
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frequency is changed in a respective way (here the precision of 2 decimal number

might be limit when using GHz). Also labels in both plots change right away.

4.5.4 HackRF Connection and Controls

When the app is launching, the list of connected HackRF radios is created and their
serial numbers are listed in the combo box. If there is no radio found, a message is
shown to the user, see Fig. b). If the user clicks the Connect button, an error
dialog is shown (fig. c¢)). This dialog is also shown in the case when there is already
another instance of the app running, since the access to the HackRF is exclusive.

No HackRF connected HackRF's found: 1 Not connected! %
hl a06063c823382a5f -

Connect Connected

Connection to HackRF failed!

H Possible reasons:

Start Rx Stop Rx - radio is not connected (check USB LED)
- another instance of this app is already running

Sample Rate MSPS Sample Rate |10 ~ |MSPS |@7|
} oK
Freq. resolution: 9765.63Hz Freq. resolution: 9765.63Hz R
a) b) c)

Fig. 4.2: a) situation after launching the app with no HackRF connected (or detec-
ted)

b) When successfully started reception, the Start RX button is checked

c¢) Error message in case radio was detected, but the connection failed. Troubleshoot

advice are provided.

When the connection is a success, buttons for control of reception are enabled
and Connect button changes its text to 'Connected’. Once the user presses the Start
RX, the reception and data processing and plotting begin. To make reception more
obvious, the button is set to be checkable.

Allowed values of sample rate are listed in a combo box. Selection doesn’t need
to be confirmed and change is applied immediately. New sample rate also influences
X axis range of both plots which are updated and become evident with next graph
replot, which occurs every 500 ms when reception is enabled.

With sample rate is tied frequency resolution of FFT analysis. This value is
shown right under the combo box for selecting sample rate. Default bandwidth is
10 MHz.

4.5.5 FFT Filter

The purpose of FFT filter has already been explained in [1.5.2] All three of window
shapes are present in the application and user can change them freely by only se-

lecting desired type in the combo box and as was mentioned before, the shape of
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Data Saving BW occupancy | Data Saving BW occupancy

File already exists File already exists Saving finished =
me/golem/07-05-18_20MHz.csv| | |ownloads/06-05-18 20MHz.csv Saving succesful
File: fhome/gelem/Downloads/06-05-18_20MHz.csv
Choose dir Assign name iJ No. of records: 100
File size: 692kB
Stop saving Start saving | | Stop saving I
- oK
/| Save |20|—| samples Save samples

Insert higher number!

Saving data
Started at: 06:59:02
Samples saved: 50

Fig. 4.3: Data saving options, the dialog from last picture shows after finishing

FFT filter is shown in spectrum diagram. Samples are bounded to the secondary
y axis of the plot pane with fixed range, so scaling of spectrum diagram does not
affect the look of this plot.

4.5.6 Bandwidth Occupancy

For reasons of lucidity, BW occupancy has been placed into tab widget together
with data saving. User defines threshold either by entering the value in the spin box
or by pulling the slider and once the value is crossed, the usage percentage is calcu-
lated. Samples crossing the threshold are also shown in a bar between Spectrum and
Waterfall diagram (see which is actually again QCPColorMap with dimensions
1x1024 pixels. The frequency at which RF power crossed the threshold is then pre-
sented as a dark pixel (respectively stripe) at the respective position of the graph.
Measurement of occupancy is done over the bandwidth which is equal to sample
rate of the radio, therefore this graph, neither calculated percentage do not change
when the user is zooming or changing range in the spectrum or waterfall diagram.

In order to make threshold decision clearer, there is an option of displaying line
representing threshold in spectrum diagram. User just needs to check the button
which is located below the threshold slider.

4.5.7 Data Saving

Saving measured data is in the same tab widget as bandwidth occupancy. In the
upper part there is a line edit widget containing the filepath which is by default
leading to Home directory. User can change this folder by clicking Choose Dir button
which opens a standard dialog for selection of directory. The new path is then set
into this line edit widget and user can either define file name manually (suffix .csv

is checked and pertinently added) or there is Assign name button which generates
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Fig. 4.4: An example of saved file format

name based on the formula dd-MM-yy freq+MHz.csv, ie. 18-04-18 142MHz.csv for
measurement from April 18th, 2018 at frequency 142 MHz. Even when the name is
assigned through the button, user can still change it.

In case there already exists, there is shown the warning (see middle screenshot
in Fig. informing the user about this fact. In case user presses the Start saving
button, a warning about overwriting existing file is shown and the user can still
abort this process.

Now everything is ready for saving. Clicking on the Start saving button disables
the possibility of changing RX frequency, sample rate and file name till Stop saving
button is pressed. Also, a text label information about the start of saving and count
of samples saved is shown. In case the application is closed during saving, the file is
closed correctly and no data is lost.

Regarding the format of the data saving see Fig. [£.4] First, there is a header
containing the date of measurement, central RX frequency and bandwidth. Then,
on row 5 there are listed frequency keys of FF'T calculation in separate columns and
from row 6 on there are data alone (in [dBm]) with time of that specific sample
in the first column. The saved values of FFT take in consideration RF unit gain
and HackRF’s built-in VGA and LNA amplifiers. Data is saved in comma separated
values data type (.csv) where the actual separator is tabulator - "\t

A single file may contain data from only one calendar day. The first reason is
reasonable handling with data files (considering loading in latter applications) and
the other reason is data security in case of any failure. If data saving is running over
night, at midnight new file with the automatically generated name is created.

There are 1024 values saved in the file in every sampling which occurs after
approx. 500 ms, therefore the size of the file is negligible, even though data is saved
as plain text. One hour of measurement generates around 7200 samples which results

in around 50 MB of data. Since the maximal length of record into one file is 24 hours,
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the size of the file should not exceed 1,2 GB.

Length of measurement is indefinite in default. In case the user wants saving to
be closed automatically, the program offers an option to do so by saving defined
count of samples. After checking respecting checkbox the line edit is set active and
waits for the value entered. The number needs to be higher than the count of samples
which are already saved and application is checking for that. If this condition is not
met, a warning message shows up and saving keeps going.

This planned stopping of saving may be used also for duration estimation as
there are two samples per second. Therefore time of data saving is approximately
half the count of samples (in seconds).

When saving successfully finishes, a confirmation dialog is shown. Once again
there is printed full file path, count of samples recorded and size of the file in kB.
Then the file path field is cleared and in case of need for saving again, user needs to

set new file name the same way like he did before.

4.5.8 Gain settings

This area contains two buttons opening new dialog (more will be said later) and
also a line edit widget in read-only mode which shows 0 dB in default. As the
label says, this is the total gain of RF Unit. After configuring the unit, the value
will periodically update (when reception is active). This gain does have impact on

Spectrum diagram and on values which are saved in file.

4.6 RF Unit Settings

This window is opened by clicking the "RFU Setting"button in Main Window. There
are three parts of the window
o Frequency line edit widget - RX frequency of HackRF in Main Window. In case
of tuning the new value is refreshed by clicking the "Reload frequency"button
o Antenna rotator controller - for antenna directing
o RF Unit controller - for choosing antenna, filters and changing signal’s power
level
After launch of dialog are both controllers disabled except for combo box with list
of available serial ports and Connect button in each of them. This list of ports is

generated by operating system at window’s opening.
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4.6.1 Antenna Rotator controller

Antenna rotator was already discussed in [3.1] this section deals with how controllers

of the Antenna rotator were designed.

Antenna rotator

Disconnect

Azimuth

Actual angle

Set angle 0,0 %! Setangle

Manual rotator operation

Clock wise
Stop rotator
Anti-clock wise

Fig. 4.5: Preview of Antenna rotator controller while communication is opened

The upper part of the controller’s section is prepared for changing polarization.
This is just dummy interface as polarization change is not required.

In the lower part of the screenshot there is a section dedicated to azimuth control.
The line edit widget in the first row shows actual position of antenna read out from
the unit. On the second line there is a spin box in case user knows the angle together
with the set button. Accepted value of angle is -359—+359 degrees.

There is more buttons bellow. Those serve for manual rotation which lasts as
long as the user holds the button. In other words, as the user releases the mouse
button, antenna movement stops. Current value of antenna’s azimuth is every 200
ms requested and displayed in line edit widget. In case of any failure, there is also
the Stop button present. It works for both ways of movement initiation.

This rotator unit is capable of controlling antenna in both azimuth and elevation
(or for polarization), but as the antenna stand is not ready yet, only azimuth move-
ment is subject of this thesis. However, the interface is already prepared for changing

polarization remotely and user interface for doing so is disabled.

4.6.2 RF Unit controller

This subwindow calculates parameters of RF unit (described in Chap. and sets

its coaxial switches via serial port. Individual sections will be discussed in following
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lines

RF Unit
Disconnect
Antenna Filter RF level
Coaxial switch
ANT 1 - HED10E Bypass AMP Loss Count
& ANT 2 - HK309 LP 1GHz e ATT 0,20 il -
ANT 3 - HLO40E HP 1GHz Bypass Total
ANT4 s BRAFM free port
el AAEE -16.3 | [dB]
. BR GSM+LTE '
ANT4 - file dialog
opens, if canceled from file
HLZ223 is loaded
21.0 [dB] 0.3 [dB] 36,00 |* | [dB] Set All

Fig. 4.6: In default there is no radio button checked

Antenna

Four antennas will be used for covering the whole frequency range. Their antenna
factors were measured with certain frequency step. If actual frequency is somewhere
between these steps, an approximation of AF’s value is calculated using linear in-
terpolation from known values and displayed in the line edit widget. Antennas’ pa-
rameters are defined for only certain band, and the user is responsible for choosing
the right one.

For keeping some versatility of this interface, the ANT4 port may be used with
anoother antenna, which parameters are loaded by clicking the last radio button.
File selection dialog will pop up and data will be assigned. If the user cancels this
dialog, values of antenna HL223 are loaded.

Considering the format of data, there may be used any plain text format with
two columns of data separated by a comma (;). The first column bears frequency in

Hertz and the other one gain in decibels.

Filter

In this step, user has 6 options to select as mentioned in |3} Those are:
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e Low pass 1 GHz
o High pass 1 GHz
» Band Reject FM Band
« Band Reject GSM+LTE
o Bypass
e Free port - load parameters from the the file
Parameters of filters are again defined in files and their actual gain at HackRF’s RX

frequency is interpolated the same way like antenna factor.

RF power level

In this case, possibilities are:
o Amplifier - gain is frequency dependent and its value is interpolated from
measured values
o Attenuator - value is user-controlled with step 1dB in range 0-55dB, slider for
setting value is present. Default value is -55dB to prevent damages
o Bypass
o Free port - load parameter from file

4.6.3 Coaxial switches

Power loss in the coaxial switch is considered to be constant all over the range of
measurement. User can define both loss and count of these switches. Default values
are 0,2dB and 5 switches

Total gain&Set button

The sum of all previous gain (respectively losses) appears in large digits. By clicking
the "Set All'"button command to the microcontroller is sent. If all mentioned options

aren’t defined, the user is notified and no changes proceed.

4.6.4 Connection via serial port

Both antenna rotator and unit communicate via serial link. During this window’s
launch system searches for available ports and lists them into combo box (there are
two boxes, but both display the same list actually). There’s no other way of finding
the right port than testing it out since devices connected have no identifiers.

After selecting the port and pressing connect button system attempts to open up
the communication. In the picture below there is shown dialog window signalizing
the result of the connecting attempt. In the unsuccessful case, there is an error

generated by the operating system. The failure from screenshot occurred when I
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was trying to open already opened port. The whole list of possible errors is listed in
[19].

-

Connection establish: RF unit not connected % ]

Connected to ttyS4 \ Permission error while locking the device

o £\

Pok FoK

Fig. 4.7: Example of success and fail during opening serial port

For having the possibility to gain access to the port in Linux user needs to
promote his account to obtain higher privileges. This procedure is well described in
[20].

To close the port user can use the Disconnect button or just to close the window,

as the port close command is part of this window’s destructor.

4.7 SDR Gain Setting

This window is launched with the second button in the upper left corner of Main
Window and sets additional parameters of HackRF One radio. These are not that
important and probably won’t be used as there will be connected Antenna unit with
definitely better filters and amplifier.

Both sliders are respecting allowed step size of particular IC’s and after reopening
this window the last value of gains is loaded (talking of the same instance of the
program). Another parameter configurable from this window is 3.3 V antenna power.

Its state corresponds with the checkbox. The last parameter is an integrated filter

Additional SDR settings %

LNA Gain [dB] 24 2 RF Filter Path | Low pass ~

VGAGain |10 %

¥ Antenna port power

LNA gain set 24dB

VGA gain set to: 10dB
Antenna power status: 1
RF path filter: Low pass

Apply oK Cancel

Fig. 4.8: Preview of SDR Gain Setting window
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Fig. 4.9: Description of SDR Settings window

with three options: High-pass, Low-pass and Bypass. State of these parameters is

after confirmation shown in lower part of the window

4.8 Zero Span

The purpose of this window is to plot RF power at the specific frequency over time.
Data shown are historic — taken from file with the structure shown in 4l It’s like
a single row was taken. The main element of this window is QCPGraph surrounded
by controllers

After launching the window there is no data loaded. These have to be loaded
from a file. By clicking the Load button, a standard file dialog pops-up and the user
selects the file. Then parameters of measurement are loaded. The most important
are date and time of measurement and list of frequencies. Other measurement facts
are for example duration, frequency step between single values and count of samples
in that particular file.

Frequency to plot may be selected two ways. The first is a combo box with all
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available frequencies and the other one is a slider on the bottom of this window.
By dragging the slider user lists through available frequencies from the mentioned
combo box. Actually, these controls are bounded to each other and their values are

synced.

Y axis range

Resolution of power domain, or in other words Y axis range, is user-definable. In the
upper right corner of the window, there are situated two spin boxes. Values of those
have impact on respective range of Y axis. Graph replot happens automatically and

user doesn’t need to confirm this change.

X axis range

Concerning horizontal axis, there are more possibilities. Firstly, the user can define
which data are plotted by selecting the start time and then the number of samples
to be plotted from that point. To apply this change user needs to click the plot
button.

When the graph is plotted, the user can use mouse wheel zoom and mouse drag

range change the same way as in spectrum diagram in the Main Window.

4.9 Load Data from File

Clicking "Data from file button'launches the last dialog which is dedicated to brow-

sing data from the previous measurement.

4.9.1 File input

After clicking the Open File button, a file dialog appears a user is prompted to
choose one. The application doesn’t check on correct format of the file, it relies on
user’s correct choice. As there is no requirement for compatibility, the only format
suitable for plotting is the one produced by this application. This format has already
been described in Fig.

4.9.2 Measurement info

This infobox displays to the user some basic information about parameters of me-
asurement which might be determined before reading data alone. Regarding time
there is date, start&stop and duration of measurement.

From spectral aspect there is an information about central frequency, span (even-

tually frequency range) and frequency resolution.
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—Display data from file

File inpu1 ‘Waterfall color range Spectrum Range
\/home/golem/Downloads/09-04-18_1034MHz.csv | Open file | Upper [dBm]  -70 |3] Upper [dBm] | -65 || | Autoscale |
Lower [dBm] \_115 :| Lower [dBm] \_100 :|

Measurement info

WF and Spectrum plot ranges

Date:
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23:56:20 - 23:59:58
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Frequency range: Frequency [kHz]

1033000 - 1035000 kH:

. il
Frequency resolution:

[ I I
1953.13 Hz BW occupancy

65 =

No. of samples: 20k Threshold
CE Spectrum line
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85 F T
90 {j

Power [dBm]
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Occupancy | 11| [3]
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-100 I I 1
1.033-10° 1,0335:10% 1,034-10% 1.0345-10°
Frequency [kHz]

Time 295745055 | T
Ime selection

Fig. 4.10: Dialog for browsing data from file

4.9.3 Waterfall Diagram

Waterfall diagram is capable of displaying longer period of data as it showing three
parameters at once. Two of them are bounded to axis - time and frequency and
the third parameter (power) is represented by color. As historical data are plotted,
mentioned features make this kind of graph great as primary overview of the acquired
data.

Ranging the plot

After loading the file with results the whole measurement is displayed. This might be
the whole day as well. To explore this data in detail, mouse interactions are allowed
in this graph. On the contrary with the graph in main window, here the zoom and
Range dragging is allowed in the vertical plane — in time.

To change the color range there are two spinboxes above this graph. Their value
represent ranges of the color mapping. Changing their values therefore affects only
color display of the map and ranges of both axes remain untouched.

Next to this pair of range controllers, there is a button Autoscale which sets
color range of the map to cover all values present in the WD. Its secondary action
is rescaling of Y axis to show all data.
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QCPColorMap limitation

QCPColorMap has a limitation of maximal count of samples shown - 32767 data
points in both directions. As there may be up to 24 - 3600 - 2 ~ 173000 samples
in single file, there exists a need to take care of that. In case where this condition
would be void, only every n-th sample (where n = (T'ot%32767) + 1 — Tot is the
total count of samples) is displayed in the graph.

4.9.4 Spectrum Diagram

Most of the functionality is the same as in Main Window, but there are some diffe-

rences.

Ranging the plot

Here, the spectrum diagram’s and WD’s range are not tied together as zooming in
the frequency domain is not allowed. User can drag and zoom in the plot with mouse
and in certain range, these new values are set in the spinboxes above graphs. Also

for this plot there is Autoscale button present.

Time selection

To plot certain time moment in Spectrum diagram, another feature not used any-
where else is implemented. All times of samples are loaded into internal vector
variable and slider’s value represents the index in that variable. Then, values at the
respective line in the file are plotted into Spectrum diagram. To make this selection
visual, therefore more comfortable, a red line was added into the waterfall diagram
to show selected time moment. However, the data to plot in spectrum diagram is

still selected only by the slider.

4.9.5 Bandwidth occupancy

is implemented the same way like in Main Window, see [4.5.6]

4.10 Source codes

All sources codes including commits of the progress are available at https://
github.com/petrsvobodnik/DP.
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4.11 Running the application

Application has been compiled using static linking to the libraries. However, it pre-
sumes presence of some standard libraries which should be present in Ubuntu dis-
tribution. Namely it is libusb-1.0 which might eventually be installed the standard
way using command sudo apt-get install libusb-1.0-0-dev.

To launch the application user needs to enter application’s folder in Terminal
and then enter command . /hack_connect.sh (without space after slash). The other
way is to allow running executable text files in system settings and then, clicking

the hackconnect.sh icon runs the application.

4.12 Calibration of the radio

For providing representative results of the measurement the SDR needs to be calibra-
ted to match actual and displayed value of RF power level. For obtaining this offset
value, the HackRF radio was connected to laboratory generator Agilent N9310A,
and at frequency 100 MHz was set distinguishable output RF power. The difference
of value displayed in spectrum diagram and actual value equals to the offset which
was added to the application internally.

However, this calibration is tied to this specific radio (which was provided to me
by CTU and it is their property) as the reception sensitivity is in some range of

values.

4.13 Known issues

There are some bugs discovered during testing of the application that haven’t been
resolved:

o HackRF needs to be connected to computer before launching the application.
The radio is not detected if it’s plugged in during application’s run.

e Only one item may be load during session — when attempting to open file after
another one had been already opened, the data is not interpreted correctly.
Application has to be shut down and relaunched

o GUI widgets do not adapt to window size — size of windows are now set to be
fixed.

o Length of measurement information — this field sometimes stays blank as the
conversion from QString data type fails

o DC offset — in the middle of FFT calculation (consequently in all the graphs)

there is a narrow line at the central frequency which is caused by 1Q imbalance
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Tab. 4.1: Dependency of HackRF’s indicated power level [dBm] versus distance from

central frequency for each sampling rate

Sample rate | -50% | -40% | -30% | -20% | -10% | 10% | 20% | 30% | 40% | 50 %
2MHz -20 -20.1 | -21 -20.3 |-20.2 | -20 -19.8 | -21.7 | -20.3 | -20.2
4 MHz =27 -22.8 [-204 |-21.8 | -20 -20.7 | -21 -21.4 | -23.2 | -27
8 MHz -26 -23.3 | -21.5 | -22.1 | -21.7 | -22.9 | -22.6 | -21.7 | -24.2 | -26.4
10 MHz -30.3 | -24.2 | -22.6 | -23.3 | -21.4 | -22.5|-22.4|-22.3 | -24.5 | -30.2
20 MHz -21 -21.5 | -19.5 | -20.4 | -20 -20 -20 -20.6 | -21 -25

in SDR receiver. However, this is more considered to be feature of SDR than

a bug.

4.14 Demonstrational measurement

To demonstrate application’s functionality, a measurement was performed. As the
CTU’s monitoring car isn’t ready yet, the used source of signal is RF signal generator
Agilent N9310A.

In order to test behaviour across measured range, frequency sweep was used.
Output power was set to -20 dBm, central frequency 85 MHz with span consecutively
set to all possible values — 2, 4, 8, 10 and 20 MHz. Application was set to identical
central frequency and sample rate resulting in sweeping across the whole displayed

range.

Non-linearity of RX level

Small preview of the measurement at sample rate 10 MHz is shown in figure [£.11} In
the picture there is noticeable how HackRF’s sensitivity of reception is dependent
while source’s power level is constant.

In the table there are listed values of indicated power level at constant ge-
nerator’s RF output power. For each sample rate there are 10 data values covering
measured range. Values in first row express percentage of sample rate from the
central frequency.

Data show that values close to the ranges of the measurement evince significant
error from the actual value. Surprisingly, this error is smallest at the highest sample
rate. The way to cope with this error is to use for measuring only 60 — 80 % of central

span.
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Fig. 4.11: Screenshot from the test measurement

Mirror images

Another problem I came across during this measurement is high susceptibility to
shadow mirror images, especially when using lower sample rates. These images are
almost as strong in amplitude as original signal as seen in[£.12] However, there exists
pretty simple solution. Turning on VGA amplifier suppresses mentioned images ef-
ficiently. When its gain is set to 10 dB, images disappear completely as may be seen
in the lower part of WD in the same figure.

Screenshot from the measurement in bigger scale is in Appendix [A] files with
saved data are present on the CD attached with this thesis. In each of file there is
first measurement in default settings and after finishing frequency sweep the VGA

gain was set to 10dB. These files are compatible with presented application.

Conclusion

Measured band needs to be within offset range with acceptable error of sensitivity.
Trying to correct these values would lead to distortion of measurement. For getting
valid data, operator performing measurement using this station needs to be aware
of this fact and shouldn’t take values close to side borders of the graph seriously.
Also, attention should be paid to mirror images, these devalue measurement a

lot. Method of getting rid of them was mentioned.
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Fig. 4.12: Mirror images at low sample rates are visible in both spectrum and wa-
terfall diagram. As frequency sweep was performed, in WD there is apparent image
resembling letter X, which is the result of mirroring.
In the lower part of the image the frequency sweep keeps running, but VGA gain
was set to 10dB.
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5 CONCLUSION

5.1 Main task

The task of this thesis was to find a suitable existing SDR for project of Portable
Monitoring Station and to develop an application that would be capable of pro-
cessing of acquired data, displaying them in several types of plot, proceeding basic
spectral measurement and saving results into file.

First, the reader was introduced into problematics of spectrum monitoring and
the need for monitoring was explained. Then, methods of spectrum measurement
were described with further references to I'TU’s official guides and recommendations.
In following chapter available SDR’s were presented and suitable radio was selected.

Regarding the application, first communication with HackRF had to be estab-
lished and to acquire measured data. After solving some compatibility issues with
computer (Sony laptop doesn’t support Linux properly), the connection was suc-
cessful and the data stream started to flow right into FFT. Results of calculation
take in consider RF Unit’s gain before the data is displayed in all the graphs. Mea-
sured data is saved in custom data format. For re-opening historical data there are
implemented methods with different representation of data to comply with CTU’s
requirements.

Functionality of all the application’s windows was described in the last chapter.
In that chapter was laid stress on being comprehensive, so it serves as manual for
operators of the application. Then, instructions for executing the application were
provided, including some troubleshoot links.

Demonstration measurement was performed, evaluated and issues were discussed.

Functionality of the complete Portable Monitoring Station couldn’t be tested as

the rest of the system is not ready yet by the time of handing this thesis in.

5.2 Non-realized requirements

In the original assignment there is a requirement that haven’t been met — the lower
frequency range. This part of assignment haven’t been fulfilled and the upconverter
hasn’t been used at all. Therefore the working range of the application is now given
by possibilities of used SDR — 1 MHz — 6 GHz.
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5.3 Further possible progress

This application could be further expanded to accommodate change of polarization
(once the antenna holder is ready) and for the ability of using upconverter to cover
the whole frequency band. Another request from ordering party is a standalone
application for controlling the RF Unit which would be OS Windows compatible.
To reach this, some minor changes are required and then there is a need to deploy

the application again for different OS.
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B ATTACHED CD

List of files on the CD attached with this thesis:
e DP_ xsvobo98.pdf — the main file with diploma thesis
e hack connect — folder with all the sources codes
o redist — folder with compiled application
e demo meas — folder with demonstrational measurements. For each sample
rate there is a file in separate folder with respective name
The CD is glued to the back cover of the thesis
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LIST OF SYMBOLS, PHYSICAL CONSTANTS
AND ABBREVIATIONS

AD Analog to digital

ADC Analog to digital conversion

ASIC Application Specific Integrated Circuit
CTU Czech Telecommunication Office

DA Digital to analog

DAC Digital to analog conversion

DVB-T Digital Video Broadcast — Terrestrial
DSP Digital Signal Processing

FFT Fast Fourier Transform

FPGA Field Programmable Gate Array

fs sampling frequency

GUI Graphical User Interface

IF Intermediate Frequency

ITU International Telecommunication Union
LNA Low Noise Amplifier

LO Local Oscillator

LTE Long Term Evolution

QCP QCustomPlot

RF Radio Frequency

RR Radio Regulations

RX Receive

SDR Software Defined Radio

SR Software Radio

X Transmit

WD Waterfall Diagram
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