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Abstract—Industrial networks, due to communication con-
vergence, face a growing exposure to cyber threats, necessi-
tating the need to address a wider range of threats, alongside
their detectability and classification. As critical components
designed with a strong emphasis on availability, industrial
networks require precise classification of anomalies, encom-
passing not just cyber anomalies but also operational and
service disruptions. This article provides an analysis of these
anomalies, categorizing them into three groups based on
their impact. The key contribution of this study lies in the
strategic distribution of data sources across the operational technology (OT) network, facilitating the collection of
relevant data for application in machine learning (ML) or neural network (NN) models. A comprehensive review of
current anomaly processing techniques in industrial networks is presented, identifying significant research challenges
to advance artificial intelligence (AI) methods for anomaly classification in OT environments. Additionally, this work
examines common statistical methods for anomaly detection and offers a comparative analysis of prevalent ML and
NN techniques.

Index Terms— Anomaly types, cyber-security, industrial control system (ICS), neural network (NN), operational
technology (OT), sensory data.

I. INTRODUCTION

ANOMALIES refer to undesirable conditions that need
to be monitored and analyzed, especially in industrial

networks. These networks often control availability and delay-
critical processes. These networks due to the convergence
of information technology (IT) and operational technol-
ogy (OT) networks are at increased risk of cyber-security
incidents [1].

Due to the nature of these networks, anomalies need to be
critically assessed in terms of their origin/source and potential
impact. Where the current challenge in OT networks is to
distinguish between different types of anomalies [2], [3],
this requires the use of various data resources to develop a
sufficiently robust model that can distinguish between different
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types of anomalies. The current trend is the use of artificial
intelligence (AI), as is the case with OT networks, where
these techniques are often used specifically to detect cyber-
security incidents [4]. These AI techniques can complement
techniques such as IDS/IPS and firewalls. Anomaly analysis
allows a more detailed classification of the type of anomaly
based on the data provided. Knowledge of a specific anomaly
type helps establish the next steps. However, it is essential to
distinguish between cyber-attacks and other types of anomalies
in the OT network. Therefore, this article analyzes anomalies
in industrial networks and classifies anomalies into three
main groups: security, operational, and service. The different
types are described in more detail in Section IV; furthermore,
an analysis of current research in the field of incident detection
in industrial networks has been carried out, and a comparison
with our approach is described in Section V. This section
defines the main research challenges and questions based on
the analysis of the current state of the art. The main research
gaps were observed with 1) the datasets and their inherent
diversity; 2) the lack of distinguishing anomalies and the
absence of an abstract model; and 3) the lack of research on the
use of different data sources and their impact on the observed
metrics in OT.

Section VI further describes basic statistical methods for
anomaly detection, and Section VII describes basic machine
learning (ML) approaches for anomaly detection.
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This article’s primary contribution is the strategic parti-
tioning of data sources within the OT network, which is
instrumental in providing data for subsequent use by the ML
or NN model. It is the utilization of all the data sources that is
crucial for the proper classification of anomalies. This article
1) highlights the data sources usable in anomaly classification;
2) divides and describes anomalies into three primary groups;
3) defines the leading scientific research questions following
an analysis of the current state and direction of research in the
field of anomaly detection in OT networks; and 4) provides
a basic overview of statistical and ML and neural network
(NN) techniques. The novelty of this work lies in the global
view of anomalies and their classification, as well as the use
of different data sources to classify them using ML and NN
techniques.

II. DATA IN INDUSTRIAL NETWORKS

Industrial networks are used for controlling (sub-) processes,
in which it is monitored and controlled whether the process is
being carried out in the specified way with the help of acquired
variables via placed sensors (a passive element whose purpose
is to report on the current state, e.g., a temperature sensor).
Actuators, the active elements, hold the power to directly
influence the process. These devices intervene in the process,
such as opening a valve to control fluid supply/discharge
or activating a motor or pump. The process, therefore, is a
dynamic interplay of sensor monitoring activities and the
impactful use of actuators. It is the programmable logic
controller (PLC) that plays a crucial role in initiating the
actions of individual actuators. These devices typically evalu-
ate individual process states using sensors, based on which
(as well as a set sequence of operations) they control the
actuators. These PLCs can operate either stand-alone (one
PLC controls the process separately/isolated) or connected
into a logic control/management station. Individual systems
can also include visualizations of individual system states
or processes via a human machine interface (HMI). The
process is thus a composition of several sub-steps carried out
in a given order and under certain conditions. The process
accepts individual inputs and generates outputs, which may
be individual components on the input and their combination
on the output. The process is monitored and controlled using
the connected components. An integral part of the individual
processes is the occurrence of error conditions, which can
significantly affect the efficiency and safety of production.
Industrial communication via industrial protocols is used
to perform such communication between devices. Protocols
include the Modbus protocol (which allows communication via
bus and Ethernet), S7, ENIP, DNP3, and many others. These
protocols are designed for communication between individual
systems, such as individual PLCs and supervisory control and
data acquisition (SCADA). The industrial protocol is often the
main communication mechanism within an OT network. Thus,
these protocols are designed to efficiently control, monitor, and
evaluate the status of an industrial process. Data occurring in
industrial networks can be divided, for example, according to
their purpose into: 1) operational/control data; 2) diagnostic
data; 3) production data; and 4) security-related data.

Operational (sensory) data represent data transmitted by
an industrial protocol that includes communication with end
elements. It is thus the transmission of measured values and
commands to actuators—it is purely a data communication
necessary to implement an industrial network. This type of
data can also be called control data because this data transmits
commands to individual devices.

Diagnostic data mainly support process control. It involves
acquiring individual equipment states for equipment diag-
nostics and possible maintenance. This can include service
interventions, configuration, and calibration of individual
devices. Production data are mostly visualized through the
HMI. It includes individual plant states such as production
speed and current network status (e.g., motor speed, fluid flow)
to provide an overview of the current process status.

Last but not least, security data represents data not needed
for the process, but it ensures the security of the process
and the network. From the perspective of the process, this
type of data is unnecessary and does not benefit the process.
For this reason, industrial networks in their early days were
without security mechanisms—maximum isolation in terms
of communication was assumed, and there was also a heavy
reliance on physical security. However, ensuring security is an
essential part of IT and OT convergence and, in turn, needs
to be intensively addressed. The aim is to secure the network
and the individual elements so that the industrial process is
not significantly affected (safety and process controllability)
but with sufficient security.

Another way of dividing the data is according to the source
providing or consuming the data into: 1) sensors and actuators;
2) control systems; 3) SCADA systems; and 4) manufacturing
execution systems (MESs) systems.

As already mentioned, the sensors and actuators are the
end elements in terms of the hierarchy of individual devices
in the OT network. These devices transmit/receive data from
the higher controller systems (PLC). These control systems
can also include the distributed control system (DCS), which
is one of the automated industrial control systems (ICSs). This
system (DCS) uses the so-called control loops to control the
industrial process. Another, mostly data consumer is SCADA,
which is used for global monitoring of industrial equipment
and processes. Lastly, MESs are the source and consumer. This
system aims to optimize and control the overall production
process (planning, monitoring, and controlling the production
process). This system can then interact with enterprise resource
planning (ERP) systems that target global management of pro-
cesses such as finance, human resources, sales and purchasing,
etc. An ERP system aims to integrate and automate business
processes at the enterprise level.

III. ANOMALIES IN A GLOBAL PERSPECTIVE

OT networks are a specific type of network where there is a
lot of pressure on security and safety. OT processes are often
critical in nature, where failure to follow procedure and safe
boundaries can create conditions that endanger the process
itself and its surroundings (risk of explosion, etc.). It is thus
necessary to monitor the individual data in the network and
evaluate the individual states of the system and components.
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Individual deviations from the standard (regular) state thus
represent anomalies. Such anomalies must be detected and
classified to prevent these critical states [5], [6].

Anomalies can be classified in various ways, for example,
according to the occurrence of the anomaly into point, collec-
tive, and contextual anomalies [7]. A point anomaly represents
a deviation of a low number of occurrences that differ from
the regular or expected behavior or the rest of the dataset [8].
This deviation may also be referred to as an outlier. Such
an anomaly can be demonstrated on a dataset of temperature
measurements where the temperature is constant, but in one
measurement, the value differs significantly from the others.
The outlier of this point (measurement) can be caused by
various factors such as measurement errors, unexpected events,
or specific conditions.

Collective anomalies represent a group of points
(occurrences) that, as a group, represent an anomaly,
i.e., they are outliers compared to the rest of the dataset.
However, it is also correct that the individual elements from
the group need not be defined as anomalies [8].

A contextual anomaly is a type of anomaly referring to
abnormal values whose anomaly is associated with metadata
describing those values. These data are considered anomalous
in a particular context, while they may not be anomalous
in another context [9]. Anomalies can also be divided into
local and global anomalies [10]. Local anomalies describe
anomalies that occur only in a specific area defined by time,
place, or environment (e.g., a single machine). They are
limited in their scope and impact. In contrast, global anomalies
affect a wider area than local anomalies and have a broader
impact. This could be entire production lines, a cyber-attack
on a central control system, etc.

IV. ANOMALIES IN OT
Anomalies are states that are not expected or differ

from regular operations. These anomalies can have different
causes and impacts. OT networks have a different defined
sequence of security services compared to IT networks. Where
OT networks have availability, integrity, and, in the third place
confidentiality (AIC) as a preference, in the opposite order
compared to CIA within IT networks. Thus, disruption of the
availability of individual stations, devices, and components,
in general, brings significant risks in the form of non-provision
of services, threats to the industrial process in the form of not
providing process controllability, etc. Thus, anomalies directly
impacting availability in OT networks are significant and need
to be detected, classified, and acted upon.

The anomalies can have different causes and originators,
just as the impacts of each anomaly are different on the
system, and the actions triggered to correct the anomaly are
related. Therefore, it is necessary to distinguish between the
different anomalies. As an example, a cyber-attack targeting
the opening of a valve causing a fluid leak from a cooling
system is different from a cyber-attack targeting the mining of
a user database and the leakage of sensitive data. Alternatively,
an anomaly is caused by major vibrations or engine noise.
While all of these are anomalies, the impacts and causes, as are
the responses to these anomalies, are different. For this reason,

Fig. 1. Classification of anomalies in ICS systems.

an analysis of anomalies in industrial networks was performed,
where anomalies are divided into three groups, namely secu-
rity, operational, and service anomalies. A comparison of these
groups is made in Fig. 1. Where security anomalies represent
hardware (HW) or software (SW) changes in systems, the
main goal is to compromise the system (data theft, data
modification, or spying, etc.), and the originator of these
anomalies is the attacker. Furthermore, operational anomalies
are typically HW anomalies where different behaviors of a
device are recognized, especially in the manifestations of its
environment. The main potential is early fault detection and
maintenance planning. The third category is service anomalies,
which are both HW and SW anomalies typically caused by
improper maintenance. The potential may also be early fault
detection (but mainly of individual SW components). They
may be caused by unprofessional intervention or by the age
of the equipment.

A. Security Anomalies
The first group consists of security anomalies. This group

covers anomalies that an attacker causes so, they do not arise
spontaneously in the network. The main parts of security
anomalies are shown in Fig. 2.

The presence of an attacker characterizes this type of
anomaly. The attackers can be divided into active and passive
according to their activity, where active refers to the behavior
where it is active in the network, performing various actions
that further affect the system. On the other hand, a passive
attacker captures data (this may be the initial phase of a
complex attack). An attacker may target both IT and OT
infrastructure, where, due to convergence, IT infrastructure
is a frequent input vector for the attack [11]. Various com-
ponents and elements of the system may be targeted. The
OT infrastructure can be targeted both from the perspective
of the protocol itself (targeting vulnerabilities/deficiencies in
the applied protocol with the goal of further steps) or from
individual devices. Furthermore, the target may be gaining
control over the data or the process itself (or its remote
control and modification), where these efforts can be further
divided into destructive and non-destructive. Another goal may
be security services, i.e., the CIA triad. Due to the distinct
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Fig. 2. Aspects of security anomalies with identification of the main parts.

nature of the OT environment, availability is a critical service
followed by integrity and confidentiality. The goal may also
be to cause the failure of an individual device in a network or
an industrial process. The origin of the anomaly is a cyber-
attack, where there can be different types of cyber-attacks
with different targets. The basic types of attacks can include
identifying the environment (IP addresses, ports, protocols
used, method and type of communication, and detection of
patterns/cycles in communication). Furthermore, there is an
injection attack, i.e., modification of transmitted data. Next are
malware and phishing, the main types of attacks targeting users
to obtain login credentials (including social engineering) [12].
One of the other targets is modification of the firmware of
individual devices (including modification of memory blocks,
etc.). Last but not least are the denial-of-service (DoS) attacks,
where typically the main objective is to limit the availability
of the selected service.

A wide variety of approaches have been taken to this
area of anomalies with the aim of detection. Different meth-
ods are used for this purpose, the basis of which, in most
statistical approaches, is to analyze traffic and use thresh-
olds and anomaly detection. Similarly, the use of digital
twins [13], [14], [15] is a current trend. Finally, ML and
NN techniques are used [16], [17]. These methods often
focus on industrial protocol analysis, particularly the timing
aspect, where comparisons are made with predicted behavior

(pattern matching), alternatively, by identifying an unknown
device (IP, MAC) as a source/consumer of data or using
unusual protocols, services, etc. Security anomalies are also
related to an adequate response. In the case of identification,
it is necessary to activate appropriate actions, where the basic
methods include filtering/blocking of IP addresses (recognized
as the source of the attack). Due to the nature of OT networks,
it is necessary to protect the safety of processes, and related
to this is the activation of isolation methods (if possible)
to protect critical systems. In the event that an adequate
response is not possible, a safe shutdown of the system must
be activated if critical connections to the IT infrastructure can
also be isolated/separated from the IT and OT networks. This
may cause the unavailability of services provided through IT,
but it allows the system’s security to be ensured from an OT
perspective and mitigate the cyber-attack. Related to this is a
definition of an incident response plan (IRP).

B. Operational Anomalies
The second group consists of operational anomalies. This

type of anomaly refers to unexpected conditions within indi-
vidual devices occurring in the OT network. Compared to
security anomalies, this type of anomaly describes the current
state of individual devices (HW point of view), where the focus
is on monitoring the current state. Another difference is that
this type of anomaly manifests itself directly at the location
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Fig. 3. Aspects of operational anomalies with identification of the main parts.

(different impacts on its surroundings) where the anomaly
occurs (direct manifestation of the anomaly). The main parts
of operational anomalies are shown in Fig. 3.

The origin of such anomalies is the equipment, which
exhibits non-standard conditions caused by a fault, either sud-
den (material wear) or neglected (or insufficient) maintenance.
These anomalies may be destructive and prevent the equipment
from continuing to run, a critical condition that allows only
a short-term operation (e.g., in emergency mode) to safely
shut down the equipment, associated components, and related
processes. Alternatively, they may be non-critical anomalies
that allow the equipment to continue to run (under increased
supervision), and it is necessary to provide qualified mainte-
nance or replacement of the machine in such a way that the
impact on the overall process is minimized (e.g., maintenance
during less critical times depending on the industrial process).

The manifestations of operational anomalies vary depend-
ing on the type of fault and also the type of machine on
which the fault occurred. The anomaly may be manifested
visually (visible changes on the machine) or by a change in
the time interval, where there may be, for example, delays
in terms of the action performed (e.g., increase in flow)
within a cycle or the whole process. The process is then
affected by a reduction in the machine’s ability to execute
individual commands. It may also be manifested by changes
in humidity (e.g., liquid leakage), sound, pressure, or temper-
ature. Last but not least, it can be manifested by a change
in motion due to, for example, the release of individual
components of the device and the vibrations generated in its
surroundings [18], [19].

The potential of detecting operational anomalies is to
reduce the so-called scrap rate of products and appropriate
maintenance planning in cooperation with efficient production

planning. Last but not least, one of the most beneficial is early-
fault detection. Thus, it is possible to predict the probability
of a future fault based on machine manifestation. This leads to
early detection of a defect and thus more serious failures do not
have to occur. Conversely, operational anomalies can increase
rejects, process inefficiencies (or noncompliance), or down-
time. Operational anomalies can be detected in different ways.
One of the basic methods is output control or inspection
of process outputs in individual stages. Another method is
periodically checking the process outputs and the individual
equipment. The other method is, therefore, the use of expert
knowledge, or other methods of visual inspection may be
used [20]. Advanced detection methods can use additional
sensors not directly dedicated to industrial process control but
mainly used to monitor individual devices. Based on this data,
a behavioral inspection can be performed, creating patterns in
device states and using ML and NN methods.

C. Service Anomalies
The third group consists of service anomalies. This type

of anomaly is associated with service intervention and the
SW status of individual devices. These anomalies can be
caused by SW deficiencies of individual programs (by pro-
grammers), by the administrator (configuration changes, etc.),
by maintenance (inadequate inspection), and by the equip-
ment itself (condition, age, deployment conditions, including
cabling and related components), with an increasing number of
service alerts and notifications. Depending on these changes,
conditions that cause anomalies in industrial networks may
manifest themselves. There may also be SW changes that
cause a “degraded state” of individual devices. This changes
the capabilities of individual devices (e.g., response time).
Alternatively, conditions may require calibration of individual
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Fig. 4. Aspects of service anomalies with identification of the main parts.

sensors and meters or active elements. The main parts of
service anomalies are shown in Fig. 4.

The impacts of this type of anomaly are mainly the insta-
bility of the services provided by the devices in consideration,
which can cause further damage (to process outputs and
devices). Other consequences may include interruption of pro-
vided services due to SW crashes. These anomalies generally
increase the probability of compromising functionality and
individual services. Detecting this type of anomaly has the
potential to allow for additional control of changes made
within the network and equipment. Due to detecting non-
standard behavior, timely service checks, i.e., maintenance
planning, can be performed. The manifestations of these
anomalies differ in terms of device behavior and differences in
communication, including service outages and configuration
changes. Behavioral changes can include changes in power
consumption and resulting (altered) latency period, as well as
device component usage (number of processes, disk usage,
etc.). Detection of this type of anomaly is possible through
regular and behavioral equipment checks through monitoring
and analysis of component health and usage. This data can be
further processed using ML and NN [21].

D. Anomaly Specifics
The mentioned groups of anomalies allow the establish-

ment of mitigation measures that can be activated in case
of detection and classification of anomalies into one of the
three groups. The separation of cyber-security anomalies from
the other groups of anomalies is essential because of their
significant differences and potential impact. Operational and
service anomalies may arise due to wear and tear caused
by the environment or maintenance intervention performed.
Anomalies can also be described in terms of different criteria:

1) Initiator: Each group of anomalies has a different initiator.
Security anomalies are triggered by an attacker who makes
unwanted changes within the system. Operational anomalies
are caused by the device itself behaving differently. These

anomalies are caused by HW changes to the device, and
detection of such conditions is typically possible through addi-
tional sensors placed on/around the device. Service anomalies
are mainly caused by SW changes in the device caused
by improper configuration or changes. Detection of these
anomalies is possible through endpoint monitoring and the
use of system resources.

2) Impact: Each group of anomalies is also different in
terms of the impact if the anomaly is neglected. A security
anomaly and its impact strongly depends on the phase at which
detection occurs, the type of attack chosen, and its potential
from the attacker’s point of view. The potential damage can
often be deliberate in order to maximize it. It can be HW
damage, data leakage but also threats to human health, both by
targeting the availability of the services provided and damage
caused by critical conditions within the process. In terms of
impact, operational anomalies can cause the facility’s service
to be denied or even downstream services and processes to
be damaged. Thus, the amount of damage depends on the
type and nature of the failure that occurs. Service anomalies
are similar to operational anomalies in terms of impact.
However, the reason for DoS varies, with service anomalies
often associated with an SW bug or deficiency. This similarity
underlines the need for a consistent anomaly detection and
management approach.

3) Target: Another difference between the anomaly groups
is the targeting of the anomaly or the system’s main com-
ponent that is threatened by the anomaly. In the case of a
security anomaly, there are many targets (intentional) that can
include security breaches, data acquisition, system control, and
generally compromising the integrity of industrial networks.
Similarly, the motivation is to conduct a cyber-attack appro-
priately to overcome the security measures installed in the
system. Regarding operational and service anomalies, this goal
is not desired but is an unintended condition on both sides.
From this perspective, operational and service anomalies are
identical, and the goal is to disrupt the regular state of the
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TABLE I
COMPARISON OF RESULTS BY JOURNAL SEARCH QUERY IN 2021–2024 IN TERMS OF

TARGETING ANOMALIES IN INDUSTRIAL NETWORKS (IEEE XPLORE)

equipment, which has the potential to cause degradation and
impairment of the services provided.

4) Cause: In addition, the different groups of anomalies
can be compared in terms of cause. In the case of security
anomalies, the cause is typically insufficient system security or
staff training. Cyber-security anomalies (like other groups) can
be captured at different stages, such as identifying an attack
that has been successfully mitigated or an intrusion that has
occurred, and an immediate response is required to protect
the system. Operational anomalies have HW wear and tear or
HW faults as the cause, which in some cases could have been
detected at an early stage, and maintenance planning might
have been performed (early-fault detection). Service anomalies
are very similar again, but where changes manifest as SW
changes. The cause is human error or the equipment itself
due to the environment acting on the equipment, its age, etc.
In general, operational and service anomalies can be mitigated
and detected (early) if additional data is collected (including
generated messages from various systems that are part of the
network) and then evaluated to classify the anomaly.

V. STATE OF THE ART

Scientific papers in public digital libraries focusing on
anomalies in industrial networks were analyzed. First,
the IEEE Xplore digital library was used with the
search query (“Abstract”: Anomaly) AND [(“Abstract”: OT)
OR (“Abstract”: ICS)]. The search was limited to the
years 2021–2024 and only journals. The query resulted in
a total of 35 publications, of which 21 were relevant; these
are shown in Table I. The table compares parameters such
as year, method, type, protocol, anomaly type, data source,
aggregation performed, real-time (RT), whether it is a survey,
and references to the public dataset used. The results showed
that the current research mainly targets security anomalies,

especially using ML and NN. Some approaches use IDS
systems, but current approaches mainly focus on advanced
detection methods, mostly of specific types. ML and NN are
frequently used, with the use of convolutional NNs (CNNs)
increasing. A supervised approach is also generally used,
focusing (training) on known categories of cyber-attacks.
In terms of the industrial protocols used, the Modbus protocol
is used, as well as EtherCAT and S7Comm to a lesser extent.
However, only process data is often used (marked data that is
extracted from an industrial protocol lacking original packet
structure and all data regarding the transmission protocol).
Thus, it is impossible to target the detection of incidents
within the protocol, its changes [22], or modification. Based
on the process data, it is thus only possible to detect changes,
particularly the states of individual components within the
system (opening/closing of valves, pump status, etc.). Only
one paper was dedicated to detecting service anomalies, and
operational anomalies were not detected at all (within the
selected papers).

The individual papers were also compared in terms of the
data source, whether the source is industrial data (indus-
trial protocol or data resulting from it), HW status data
(data suitable for detecting service anomalies—data obtained
from end-effectors about their utilization, etc.), and whether
additional sensors are used (especially for detecting service
anomalies). From this point of view, all the papers use only
industrial data. For this reason, data aggregation (merging
multiple data sources for classification within a single model
instead of using multiple models to identify only one type of
anomaly) is also not performed. Furthermore, it was assessed
whether each anomaly detection works with RT anomaly
classification, where only three papers provide RT anomaly
classification. Finally, one paper focused on a survey of
cyber-attack detection for medical cyber-physical systems.
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TABLE II
COMPARISON OF RESULTS BY SUBSCRIBED JOURNAL SEARCH QUERY IN 2022–2024
IN TERMS OF TARGETING ANOMALIES IN INDUSTRIAL NETWORKS (SCIENCEDIRECT)

TABLE III
COMPARISON OF RESULTS BY JOURNAL SEARCH QUERY IN 2020–2024 IN TERMS OF TARGETING FAULTS (IEEE XPLORE)

The following search query was used: [(“Anomaly” IN
Keyword) AND (“dataset” IN Keyword)] AND [(“ML”
IN Abstract) OR (“NN” IN Abstract)] AND (“Anomaly”
IN Abstract) AND [(“OT” IN Abstract) OR (“ICS” IN
Abstract)] in the ScienceDirect digital library. It was further
specified that these were to be subscribed journals, ranging
from 2022 to 2024, and that these were to be research articles.
Based on this specification, 19 results were obtained, of which
12 were relevant in their focus. The results of the searches are
shown in Table II. The results were compared against criteria
identical to Table I. The results are very similar to Table I,
where ML and NN techniques are predominantly used in a
supervised form. In terms of the protocols used, the protocol
is often not mentioned in the article, or the protocols used are
Modbus, MMS, GOOSE, SV and MQTT, OPC UA, and CoAP.
However, compared to the previous table, two papers focus on
operational and service anomalies. Furthermore, most of the
papers do not directly mention their underlying data source
and do not provide/handle data aggregation. Four papers also
focus on RT data classification. The bulk of the results focus on
surveys, and only two papers use publicly available datasets.

For the purpose of relevant review, a third search query
was used: (“Abstract”: Early) AND (“Abstract”: Fault) AND

[(“Abstract”: ML) OR (“Abstract”: NN)] in the IEEE Xplore
digital library. This query was created to cover different occur-
rences and approaches to anomalies in industrial networks.
The output was further restricted to the 2020–2024 range
(due to the low number of occurrences) and to journals only,
obtaining a total of 11 occurrences of which only ten were
relevant in their focus, see Table III. The results were further
compared in the same way as the previous tables. Where
the outcomes are very similar, the most common approaches
include ML and NN approaches. The results further showed
that the majority use the supervised approach and from an
industrial protocol perspective, all cases are process data.
From an anomaly perspective, most papers target operational
anomalies. Contrary to the previous tables, additional sensors
are used in this case specifically designed to detect this type
of anomaly. Only one paper focuses on RT anomaly detection,
and only one survey occurs among the results. In terms of the
datasets used, most use their own datasets.

A total of 43 papers were used for the analysis, of which
30 papers focus on security anomalies (69.77%), 11 papers
focus on operational anomalies (25.58%), and four papers
focus on service anomalies (9.30%). Security anomalies are
thus a current topic (especially in IT and OT convergence
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and increasing security requirements in these networks), while
operational and service anomalies are rare. From the perspec-
tive of RT classification, eight papers (18.60%) addressed this
topic, and no papers addressed the issue of data aggregation,
nor was HW status data used in the analyzed papers. In terms
of publicly available datasets, 18 papers (41.86%) used them.

The analysis identified particular problems/scientific chal-
lenges in the current approach to anomaly detection in
industrial networks.

1) The terminology used to describe anomalies is incon-
sistent, and different terms may refer to individual
anomalies. Mainly, there is interchangeability between
operational and service anomalies.

2) Targeting a small number of industrial protocols and
targeting only process data processing. This limits the
capabilities of the AI model or reduces the recognition
capability in case of anomaly detection in the industrial
protocol itself (this is particularly relevant for publicly
available datasets).

3) Not exploiting the potential of available data in the
network for global (pre-)processing and analysis in the
form of aggregation.

4) RT classification and the validation of the developed
model within the network are often neglected.

5) The last identified problem is the publicly available
datasets, which are often insufficient in terms of the data
provided and target a specific aspect (e.g., cyber-security
anomaly detection).

Currently, global datasets containing records from multiple
devices and data sources are not common to test more sophisti-
cated approaches to develop and validate techniques related to
data aggregation, data preprocessing, and finding appropriate
models that achieve quality metrics.

From the detected shortcomings, scientific/research ques-
tions are developed to help further develop AI techniques in
anomaly classification in OT networks.

1) How to create a robust dataset that contains different
types of anomalies, including the description of each
state, and provides data obtained from different sources
(industrial, HW status, additional sensors data)?

2) How to build an abstract model to detect multiple classes
of anomalies with RT predictions, and how to preprocess
the data?

3) Are the benefits and challenges associated with using
all types of anomalies, and how can a comprehensive
approach to anomaly detection improve the accuracy and
reliability of the results?

VI. STATISTICAL ANOMALY DETECTION

The basic approach of anomaly detection is the use of
statistical methods, which then form the basis of the ML and
NN frameworks. These methods use standard mathematical
tools to detect anomalies within the dataset.

The first method is the Z -score, which is a statistical
method working with the assessed value, the value of the
mean, and the standard deviation. This value can be defined as
Z = (x − µ)/(σ ), where µ is the mean and σ is the standard

deviation. The Z -score value then expresses how the variable
under consideration, or its value, differs from the “regular”
value. However, this approach is only suitable for normal
distribution. The anomaly is then defined by a threshold, which
sets the maximum tolerable deviation. A modified Z -score
using median values can also be used. The value can then
be calculated as Modz = 0.6745 · (x − x̃)/MAD, where x̃ is
the median value and MAD is the median absolute deviation.

Another method is the interquartile range (IQR), which
works with the distribution of data, or the measure of disper-
sion. IQR can also be referred to as midspread, middle 50%,
fourth spread, or H-spread. The value can be calculated as
IQR = Q3 − Q1, where Q3 (third quartile) denotes the value
representing the values located at 75% and Q1 (lower/first)
similarly represents the first 25% of the ordered sequence. The
graphical representation of these values (individual quartiles)
is called a boxplot. It contains the minimum value—lower
fence (Q1 − 1.5 · IQR), Q1, Q2 (median, x̃), Q3 and the
maximum value—upper fence (Q3 + 1.5 · IQR), see Tukey’s
Fences. Values lower/higher than the minimum and maximum
are then denoted as outliers. Based on the boxplot, the indi-
vidual values can then be graphed to determine the threshold.

Another method is visualization through a histogram. This
is a very basic approach, which serves more for basic orien-
tation and graphical representation of values in the dataset.
It shows the rate of the occurrence of certain values, i.e., their
representation in the dataset.

Grubbs’ test is another method of anomaly classification
working with sample standard deviation and sample mean.
This test is designed for normal distributions and checks for
a given variable to see whether it is an anomaly. This test
assumes that it is based on a dataset that does not contain
anomalies. The test is based on the principle of distance from
the largest deviation from the mean of the sample data. Thus,
the values Gmax = |xmax − x̄ |/s and Gmin = |xmin − x̄ |/s are
calculated, where x̄ is the mean and s is the sample standard
deviation. It is considered an anomaly if the quantity under
consideration exceeds the specified limits.

Another test, Chauvenet’s Criterion, is a statistical test based
on probability. This test applies to different distributions of
data. The test considers each value individually, defined as
t = |xi − x̄ |/s. This value t is then judged according to
Chauvenet’s Criterion Table based on the size of the dataset.
If the calculated value exceeds the table value, it is an anomaly.

Tukey’s Fences (Percentile method) is another method for
anomaly detection. Similar to the previous case, it uses single
quartiles to assess individual values. The aim of this test is to
mark the individual points that form outliers by creating fences
(lower and upper). These are created by creating an interval
that denotes regular data, while values not falling within
this interval represent outliers. The interval is created as:
[Q1 −k(Q3 − Q1), Q3 +k(Q3 − Q1)], where k can be defined
based on requirements, where k = 1.5 is commonly used and
k = 3 is used for extreme outliers. This method is suitable for
more extensive datasets and is also used for boxplots.

One of the other methods is the Moving Average Method,
which is mainly used in data streams. This method uses an
average calculation based on n recent values. The individual
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TABLE IV
COMPARISON OF THE MOST WELL-KNOWN ML AND

NN APPROACHES FOR ANOMALY DETECTION

values are then compared and an anomaly is determined based
on the distance from the moving average. These methods can
be prone to gradual changes in values that may not be subse-
quently detected as outliers (especially in the case of low n).
Another method is the chi-squared test, which focuses mainly
on the region of categories with the expected occurrence within
the observed sequence. This method also works with the null
hypothesis H0 and the alternative hypothesis H1, where if the
table value is exceeded, the null hypothesis is rejected. The
general equation is then: χ2

=
∑i=n

i=1 ((Oi − Ei )
2/Ei ), where

Oi is the observed frequency in category i , Ei is the expected
frequency in category i , and n is the number of categories.
In addition, the given significance category (e.g., 0.05) should
be used. The null hypothesis is then rejected or confirmed.

VII. ML AND NNS

The current trend in the field of anomaly detection and
classification is the use of ML and NN [89] techniques.

In general, these techniques can be divided according to the
level of intensity of the expert intervention into supervised,
unsupervised, and semi-supervised. Where supervised refers
to cases where the individual input vectors are labeled, in con-
trast, in the unsupervised approach, this expert intervention is
completely absent. Semi-supervised learning combines both
approaches. Last but not least, reinforcement learning can
be mentioned, where the agent is trained depending on its
interaction with the environment. If anomaly detection is
needed, an unsupervised approach can be used, but it is often
not possible to detect whether the anomaly is based on the
triggered anomaly. In contrast, supervised approaches allow
(based on prior classification) to perform both detection and
classification of the anomaly [90], [91]. The current trend is to
extend ML/NN techniques to optimize the process and ensure
efficient operation, using these techniques to, among other
things, perform predictive maintenance based on vibration
data [92] to detect wear on components (e.g., spur gears [93]).

The most well-known methods are compared in Table IV.
The table compares the models/approaches in terms of their
advantages and disadvantages, as well as a short description.
The following types of models were chosen for comparison:
linear regression (LiR), logistic regression (LoR), K -nearest
neighbors (k-nn), naive Bayes classifier (NBC), support vector
machine (SVM), decision tree (DT), random forest (RF),
gradient boosting (GB), XGBoost (XGB), NN, CNN, recurrent
NN (RNN), long short-term memory (LSTM).

However, it is not possible to directly identify one suit-
able approach for all types of detection and classification.
Especially in the NN domain, it is not possible to give one
network structure and consider it optimal for all datasets and
deployments. Similarly, the individual resolution capabilities
and model training time vary, as does the time required to
make a prediction based on an already established model. All
these models are strongly associated with the chosen dataset
and the chosen access and output.

VIII. CONCLUSION

Anomalies represent a certain level of risk and uncertainty
within the network. Classifying anomalies helps reduce this
uncertainty and determine the appropriate steps to correct a
detected anomaly. An analysis of the OT network data and
anomalies was performed, and the anomalies were classified
into three groups according to their impact: security, oper-
ational, and service anomalies. An analysis of the current
status of the anomaly approach in OT networks was performed
to determine the current status, which revealed that current
research efforts target security incident detection (an area
targeted by current publications). Based on the processed data,
there is no differentiation between group anomalies, a current
scientific challenge across industrial networks. Thus, current
scientific challenges were built from the analysis performed,
and scientific questions were posed. The fundamental scientific
challenge is to create publicly available datasets containing
multiple sources so that the use of AI techniques for anomaly
detection and deep classification can be tested within the OT
network. Furthermore, it is necessary to focus on different data
preprocessing techniques to create a robust solution capable
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of performing anomaly classification while maintaining high
resolution. Furthermore, the most common statistical methods
for anomaly detection were presented, and the most used ML
and NN techniques were compared.

The main contributions of the work include a novel division
of anomalies into groups, a description of data sources in OT
networks usable for ML and NN techniques, and an in-depth
analysis of the current state of the art. This analysis provides
a comprehensive understanding of the field’s existing research
and helps identify research gaps. The work also includes an
identification of current scientific challenges and questions.

In future work, we would like to focus on creating a testbed
to evaluate the proposed methods through NN, expanding the
data inputs to the model to classify anomalies, evaluate the
approach, and create a solution suitable for practice.
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