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Abstract

The primary goal of this thesis is to find and implement an existing asymmetric crypto-
graphic algorithm in a FPGA and evaluate its performance. The first chapter of this thesis
focuses on embedded systems and FPGAs, while describing their structure and purpose.
The second chapter compares different cryptographic algorithms and their properties, which
would make them usable in embedded systems. The design and implementation phases of
this project describe and implement a solution, which includes the selection and integration
of a signature algorithm in a FPGA. Additionally, further optimizations to increase the
computing performance are also implemented in a form of hardware acceleration, which are
then compared to the original algorithm in the evaluation chapter.

Abstrakt

Ucelom tejto prace je prieskum a implementécia existujiceho asymetrického kryptografick-
ého algoritmu v FPGA a vyhodnotenie jeho vykonu. Prva kapitola sa zameriava na vstavané
systémy a FPGA, pricom popisuje ich struktiru a pouzitie. V druhej kapitole je porovnanie
kryptografickych algoritmov a ich vlastnosti, ktoré umoznuji ich pouzitie vo vstavanych sys-
témoch. Fazy navrhu a implementacie v tomto projekte popisuji a implementujui riesenie,
ktoré zahina vyber a integraciu podpisovacieho algorithmu v FPGA. Dodato¢né optimal-
izacie na zvysenie vykonu s taktiez naimplementované vo forme hardvérovej akceleracie,
ktoré su zaroven porovnané s pévodnym algoritmom v kapitole vyhodnotenia.
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Rozsireny abstrakt

Uvod

V dnesnej dobe je velkym trendom Internet of Things (IoT), v ktorom hré zabezpecenie
zariadeni velku rolu. Tieto zariadenia maju vac¢sinou obmedzené vypocetné prostriedky,
¢o im znemoznuje vykonavat zlozité kryptografické algoritmy dostatoc¢ne efektivne. Cielom
tejto prace je najst a naimplentovat podpisovaci algoritmus na tychto zariadeniach tak, aby
mohol byt vykonavany v redlnom case pre relativne velké mnozstvo dat.

Tato praca je zaroven sucastou rozsiahlejsieho projektu SECUSEN, ktorého tucelom je
zabezpecit data z kamerového senzoru ¢o najblizsie k ich zdroju, ktorym je FPGA. Z tohto
dovodu je sucastou rieSenia prieskum moznosti implementacie podpisovania v prostredi
FPGA a jeho vyhodnotenie. Na zdklade vysledkov sa dodatocne vykond optimalizicia vo
forme hardvérovej akcelerdcie, ktorda umozni efektivnejsie generovanie podpisov.

Navrh

Prvym dolezitym krokom je vyhladanie vhodného podpisovacieho algoritmu, ktory by bol
pouzitelny na systéme s obmedzenym vykonom a pamétovymi prostriedkami. Vhodnym
kandidatom je algoritmus pouzivajuci eliptické krivky ECDSA, ktory disponuje mensimi
velkostami pouzitych klucov, ¢im znizuje poziadavky na pamét. Implementacia tohto al-
goritmu je dostupnd v softvérovej kniznici Mbed TLS, ktora sa zameriava na kryptografické
algoritmy pre vstavané systémy s architektirou ARM. Konfiguracia pouzitych modulov
v tejto kniznici umoznuje markantné zredukovanie velkosti kddu na menej ako 100 KB
(vid. 6.6). Dodatoéne je mozné vybrat z niekolkych dostupnych typov eliptickych kriviek,
ktoré sa vyhodnotia a porovnaju pred ich pouzitim vo findlnom rieseni.

Dolezitou sucastou kniznice MbedTLS je vsak podpora vypocetnej jednotky Microb-
laze, ktortit mozno syntetizovat a spustit na FPGA. Tento procesor je konfigurovatelny pre
Specifické poziadavky, ktoré st dolezité pre efektivne vykondvanie algoritmu ECDSA. Dos-
tupnost vlastnosti, ako je nasobicka alebo delicka celych ¢isel mézu mat velky vplyv na
rychlost vypoc¢tu moduldrneho umoctnovania, na ktorom je zalozeny tento podpisovaci al-
goritmus.

Bezpecnost algoritmu ECDSA vsak do velkej miery zévisi na ndhodnosti, ktord vSak
nie je priamo dostupnd a musi byt naimplementovand z externého zdroja. Algoritmus
PCG je vhodny na generovanie pseudondhodnych éisel v algoritme ECDSA pre jeho do-
bré sStatistické vlastnosti a nizke naroky [19]. Jeho pociatocny stav vSak musi byt spravne
inicializovany ndhodnou entropiou, ktortt mozno zozbierat pomocou analégovo-digitalneho
prevodnika (ADC). Navrhovanym pristupom je zber niekolkych zadznamov z teplotného sen-
zoru, ktoré spolo¢ne vygeneruju vyslednt entropiu.

Jednou z moznosti pre dosiahnutie vyssieho po¢tu vygenerovanych podpisov za sekundu
je optimalizdcia pomocou Merklovho stromu. Této struktira umoznuje ukladanie vygen-
erovanych hashov do binarneho stromu, z ktorych sa vytvori jeden korenovy hash urceny
na podpisanie. Na zaklade mnozstva ulozenych hashov sa tak zredukuju poziadavky na
rychlost algoritmu ECDSA, ¢im sa zvysi jeho pouzitelnost v redlnom case.

Tento pristup vsak nie je jedinou moznostou v FPGA. Syntéza vyssieho levelu (HLS)
umoznuje implementiciu algoritmu v jazyku C, z ktorého sa vygeneruje popis v jazyku
HDL a néasledne sa vysyntetizuje hardvérovy blok vykonavajuci tuto funkciu. Tento blok



sa nakoniec zaintegruje do softvéru MbedTLS ako hardvérovy akcelerator, ktory mé po-
tencidl zvysit efektivitu podpisovania. Na najdenie vhodného kandidata pre akceleraciu je
mozné vyuzit profilovacie nastroje, ktoré zobrazuju cas straveny v jednotlivych funkcidch
algoritmu.

Implementacia

Navrhované riesenie bolo naimplementované na FPGA pritomnom na zariadeni Zynq ZC702,
ktoré je mozné naprogramovat a profilovat z vyvojového prostredia Vivado Design Studio.

7 implementac¢ného hladiska doslo k zmendm oproti navrhu len v pouzitom generatore
pseudondhodnych ¢isel. Generator PCG podla stiadie [20] nie je kryptograficky bezpe¢ny
a nemal by byt pouzity v bezpec¢nostnych aplikdciach. Z tohoto dévodu bol ako ndhrada
vybrany generator ChaCha20, ktory sa automaticky aktualizuje po uplynuti niekolkych
minat alebo po vygenerovani urc¢itého poc¢tu bytov.

Na vytvorenie akceleratoru bol vybrany algoritmus pre moduldrne umocnovanie, ktory
podla profilovacich nastrojov vyuzival najviac procesorovych cyklov. Nasobenie bolo imple-
mentované pomocou Karatsubovho algoritmu, ktory vstupné 256-bitové hodnoty dekom-
ponuje na 128-bitové casti. Tieto 4 hodnoty si navzdjom vyndsobené pre ziskanie 512-
bitového vysledku, avsak pouzitim optimalizovanej funkcie bol pocet nasobeni zredukovany
zo 4 na 3, ¢o znizilo celkovi latenciu obvodu. Niektoré operacie naopak vyzadovali ipravu
algoritmu zvysenim latencie, aby doslo k znizeniu mnozstva pouzitych DSP48 blokov, inak
by nebolo mozné tento akcelerdator umiestnit na FPGA.

Vyhodnotenie

Na zaciatku implementacnej fazy bolo nutné vyhodnotit vykon podpisovania ECDSA na
Microblaze. Z mnohych dostupnych rozsireni boli vybrané hardvérové bloky pre nasobenie,
bitové posuvy a predikciu skokov, ktoré dohromady priniesli niekolkonasobny narast vykonu
(vid. 6.2).

7Z hladiska podpisovacieho algoritmu ECDSA bolo nutné vybrat vhodnt elipticki krivku
na zaklade jej vykonu a paméfovych poziadavkov. Z troch vhodnych kandidatov mala
eliptickd krivka SECP256K1 najlepsie vysledky (vid. 6.3).

Po implementacii hardvérového akceleratoru na moduldrne umocnovanie bolo potrebné
vyhodnotit jeho vyhody a nevyhody. Cas podpisovania sa z pévodnych 88 ms znizil na 33
ms (podla pouzitej optimalizicie kompilatoru), ¢o vo vysledku dava 2.5x zrychlenie. Na
druht stranu doslo k zvyseniu pamatovych poziadavkov, ktoré znemoznili pouzitie 64 KB
bloku pre vSetky levely optimalizicie kompilatoru okrem -0s (vid. 6.8).

Na koniec sa vykonalo vyhodnotenie overovania podpisov ECDSA, ktoré po hardvérovej
akceleracii prinieslo podobné zrychlenie ako algoritmus podpisovania (vid. 6.10 a 6.11).

Zaver

Na zéklade vysledkov vyhodnotenia mozno ustdit, ze vyslednd implementacia je pouzitelna
v redlnom cCase pre podpisovanie dat z kamery, ktorda produkuje 20 az 30 snimkov za
sekundu. Dalsie zlepSenia a optimalizice by boli mozné pouzitim Edwards kriviek a al-
goritmu EdDSA, ktoré maju potencidl znizit celkovy cas podpisovania [8].
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Chapter 1

Introduction

One of the most recurring problems of modern technology has always been data security and
authenticity, whether its our personal data sent to a remote server (eg. instant messaging)
or more sensitive (secret) data within a corporation. Nowadays, more and more attention
is being given to Internet of Things (IoT), where a series of microcontrollers communicate
within a local network to create an ecosystem. One of the most common examples is smart
home, where each device provides some sort of functionality to the user (eg. lighting con-
trol, heating, ventilation). Information from this system is mostly in the local network, but
it can also be accessed remotely, which poses a significant vulnerability to the user. For
this reason, the data itself and access to this data has to be sufficiently protected, otherwise
we would not be able to trust the information we receive or even worse, we would lose the
control of our own system.

This project focuses on the former of the two and to achieve this, data created on
a microcontroller (gathered from a sensor) must be signed before they leave the device.
Generally, this task is often done on a master device, where all of its slave devices are
interconnected and sending their raw data, which poses a risk of forgery. This has been
the case mostly due to insufficient resources, so cryptographic algorithms could not simply
be processed efficiently and quickly enough. Nowadays, many new microcontrollers provide
hardware acceleration for such algorithms, which greatly improves the devices performance
by offloading these computation-heavy tasks.

Many modern sensors that provide some kind of data source are designed in Field Pro-
grammable Gated Arrays (FPGAs). This fact presented an opportunity to research and
design a system, which could also properly secure the data as soon as they are produced
to ensure their authenticity and integrity. Additionally, this project is a part of a larger
project SECUSEN, which focuses on utilizing both FPGA and Linux-based systems to create
a fully secure ecosystem that can only produce authentic data.

One of the key parts of this project is to research existing cryptographic algorithms for
data signing, finding possible ways of implementing them in a FPGA and evaluate the so-
lution to determine its usability, resource usage and performance. Additional optimizations
in form of specialized algorithms to further improve computing capabilities of a FPGA are
also an important part of this thesis.



Chapter 2

FPGA and embedded systems

The first chapter explains the meaning of a FPGA and describes its usage and structure to
better understand its benefits and limitations. The process of hardware design, testing and
implementation is also described here in order to see the different challenges in comparison
with classic software development. Some specific intellectual properties (IPs), that will be
used in the design and implementation phases are mentioned in the last sections of this
chapter.

2.1 Embedded system

An embedded system is a system designed for a specific, simple task to keep its price and
size as low as possible. Its usually made of an embedded processor and external logical or
mechanical components, which the processor reacts to and produces a response [10]. Addi-
tional resources such as RAM, storage or input and output interfaces can also be integrated
on the chip to create a microcontroller with more advanced computational capabilities.
Such additions make the device more usable as it is now capable of communication by
using standardized interfaces such as USB or Ethernet. A system on a chip (SoC) has
more advanced hardware blocks integrated within its system, such as hardware accelera-
tors' made for increasing the computing performance or even more complex circuits like

FPGAs?.

2.2 FPGA

The Field Programmable Gate Array (FPGA) is an integrated circuit often used for imple-
mentation, validation and testing of designed hardware blocks before they are physically
mass produced. FPGAs are a good alternative to Application Specific Integrated Circuits
(ASICs) as the final solution can be incrementally upgraded and tested before production
reducing development time and financial costs. In contrast, the performance of an FPGA
is generally lower and the printed circuit board (PCB) area requirements along with power
consumption are higher than those of an ASIC [2], so this compromise must be taken into
account before making a decision between the two technologies.

Generally, FPGAs contain an array of configurable logic blocks (CLBs), interconnects
that can be used to wire them together and 1/O pads for data transfers to and from the

https://www.st.com/en/microcontrollers-microprocessors/stm32mpl-series.html
*https://www.xilinx.com/products/boards-and-kits/ek-z7-zc702-g.html
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FPGA as a means of interaction [11]. CLBs can be used to combine simpler logic gates and
memory blocks to create more complex functions, which allow for easier design changes and
testing similar to the incremental programming approach in software development. A basic
FPGA architecture consisting of these elements forms a matrix, which can be seen in the
next figure:

N T e T
0000000000 o0ooooog

— [ CLB CLB CLB CLB I
— CLB CLB cLB cLB O
— CLB CLB CLB cLB O
— CLB CLB CLB CLB O—

ggoooggooogooogoog
rrrrrrrr T T Tl
Figure 2.1: Basic FPGA architecture®.

Based on the FPGA model and manufacturer, a CLB consists of several memory based
logic cells known as a cluster [11] as shown in the next figure:

SEL

LUT b a

CLK

Figure 2.2: Memory based logic cell’.

3Understanding FPGA Architecture. Xilinx Inc. [online]. [cit. 2023-05-10]. Based on:
https://www.xilinx.com/htmldocs/xi1inx2017_4/sdaccel_doc/0dz1504034293215.html

“FPGA Logic Cells and Architecture. Haibo Wang. [online]. [cit. 2023-05-10]. Based on:
https://www.engr.siu.edu/haibo/ece428/notes/ece428_logcell.pdf
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A logic cell usually consists of two types of basic elements:

o Lookup tables (LUTs) — Basic building blocks for implementing logic operations that
consist of several levels of interconnected multiplexers and attached memory cells.
A generic N-way LUT has N inputs that can yield a desired output from 2V connected
memory cells. A simple 2-way LUT can be seen on the following figure.

A

T 7

X1 X0

Figure 2.3: 2-way Lookup table with 4 connected memory cells®.

o D-type flip-flop (DFF) — A register that contains a clock, reset, clock enable, input
and output data pins that are used to transfer the value once both the clock enable
and clock signals are set to high. This behavior is often useful for memory storage
and the outputs of LUTs are often stored in these flip-flop registers.

set

— 1 din dout —

— | clk_en

— >ck

reset

Figure 2.4: D-type flip-flop®.

SLUT. Xilinx Inc. [online]. [cit. 2023-05-08]. Based on:
https://www.xilinx.com/htmldocs/xi1inx2017_4/sdaccel_doc/ye01504034293627 . html

®Flip Flop. Xilinx Inc. [online]. [cit. 2023-05-08]. Based on:
https://www.xilinx.com/htmldocs/xi1inx2017_4/sdaccel_doc/ksg1504034293914.html
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One of the most complex computational blocks that are available on FPGAs is called DSP48.
It is a form of an arithmetic logic unit (ALU) composed of a chain of three different blocks.
It contains an addition/subtraction unit called pre-adder connected to a 25x18 multiplier,
which is in turn connected to another addition/subtraction/accumulation engine. The
structure of a DSP48 unit is shown on the following figure:

48-Bit Accumulator/Logic Unit

B
A \ D P
|7 25x18
Multiplier
D f
Pre-adder

c T Pattern Detector

Figure 2.5: DSP48 block”.

2.3 Hardware design

The hardware block design process is usually executed in following steps:

e Hardware description — Based on the purpose of the block, its inputs, outputs and
operations with data are defined by the use of a dedicated programming language,
such as VHDL or Verilog.

e Synthesis — The created description is then verified and synthesized for the selected
FPGA. The resulting package can be loaded onto the board and executed.

e Debugging and profiling — If the execution of the synthesized design is not performing
as expected, the debugging tools available on most platforms allow for easier detection
of the issue and can lead to better optimization.

2.4 VHDL and Verilog

VHDL and Verilog are some of the best known hardware description languages (HDL)
used for designing integrated circuits including logic gates, multiplexers, latches or memory
blocks. Every hardware block is defined as an entity with several input and output signals.
The most important signals for ensuring correct operation of each designed block are clock
and reset. The reset signal is used to restore the block to its default state, usually before
a new task is going to be processed. The clock signal is used for synchronization and it
determines when input signals should be read, processed and stored onto a specified output.

"DSP48 Block. Xilinx Inc. [online]. [cit. 2023-05-08]. Based on:
https://www.xilinx.com/htmldocs/xi1inx2017_4/sdaccel_doc/uwal504034294196.html
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All blocks present in the final design are executed in parallel and they must either have
a matching input clock frequency or a specialized circuit for clock domain crossing (as
described in [22]) to avoid producing incorrect results. The difference in frequency would
cause the block with lower frequency to finish producing data after they are expected by
the next block with a higher frequency. The behavioral model then specifies how and when
the circuit should transform data between its inputs and outputs. An example of a logic
gate AND implemented in VHDL can be seen on the following code snippet:

entity AND_GATE is
port(
a: in std_logic;
b: in std_logic;
y: out std_logic
)
end AND_GATE;

architecture behavioral of AND_GATE is
begin
process(a, b)
begin
if ((a='1') and (b='1')) then
y <= '1";
else
y <= '0";
end if;
end process;
end behavioral;

Listing 1: Implementation of AND gate in VHDL®

Although HDL languages can be used to design complex hardware blocks, a more popular
approach to development of these designs is by the use of high level synthesis (HLS).
This approach hints at the use of a higher abstraction level than hardware description
languages do, such as C or C++ [12]. With this feature, hardware developers gain the
opportunity to implement more complex designs much faster than by using HDL. The
algorithm implemented in a high level language is first analyzed and verified for the selected
architecture before its compiled into an RTL definition, which is later used in logic synthesis.

2.5 Logic synthesis

The process of conversion between the abstract definition of a logic circuit into the hardware
implementation at a logic gate level is called logic synthesis [15]. The code written in
a hardware description language including entity definitions and behavioral models are
processed to verify and generate the required circuit logic.

The first phase of logic synthesis begins at the construction of a boolean network, which

8AND gate. Weijun Zhang. [online]. [cit. 2023-05-10]. Based on:
http://esd.cs.ucr.edu/labs/tutorial/AND_gate.vhd
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is defined by a set of boolean variables and their corresponding functions to determine
the state of the output variable. The network is then optimized independently of the
used technology, which includes simplification of the logic expression. The second stage of
synthesis focuses on the specific target implementation, for which the simplified expression
is further optimized. Finally, the synthesized design is properly analysed by calculating
component and circuit delays and based on its results, the process of simplification and
optimization can be redone to meet specific timing requirements and increasing circuit
speed.

2.6 Debugging and profiling

To accurately determine the correctness of a designed circuit, there is a need for specialized
hardware and software dedicated to debug and profile these implementations. Many FPGA
manufacturers ship their products with debugging hardware modules built in and its cor-
responding software for ease of use. There are usually two stages when the debugging may
occur based on specific platform:

e HDL simulation — This is the most commonly used technique for debugging created
designs as it simulates the behavior of the circuit before it is loaded on the FPGA
itself. One of the most known tools for this purpose is the ModelSim HDL simulator’.

o Hardware signals and probes — Once the simulation process is done, the design can be
executed on physical hardware as well to verify its functionality in real world usage.
Some FPGAs include specialized hardware blocks, such as Xilinx Integrated Logic
Analyzer (ILA)'", which can connect multiple signals from the circuits within the
FPGA and collect the data for viewing.

One of the most well known approaches is Waveform-based debugging, where the signal
changes at specific time points can be viewed to confirm the requested behavior of the
designed hardware block. The following figure displays connected signals and their behavior
over a small period of time:
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Figure 2.6: Waveform debugging example''.
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As already mentioned, FPGA development boards are produced with microcontrollers,
which are often running in parallel with the FPGA and are used to control its execution.
Software running on the CPU can be debugged with GNU Debugger (GDB), which is a well
known tool to many software developers. The debugger can be connected through a specified
connector available on the board, such as the Joint Test Action Group'? (JTAG) interface.
An integrated development environment (IDE) can then be used to load the synthesized
circuit onto the FPGA and start the execution of the implemented software.

2.7 Microblaze

Microblaze is a soft-core processor that can be synthesized and placed on a FPGA board. It
offers many configuration options that can be selected based on the task at hand. However,
every additional feature uses additional FPGA resources that are limited based on the board
model'? and they should be carefully considered before they are enabled. Among these
features are the data and instruction caches, interrupt and debugging support or hardware
blocks for arithmetic operations'®. External hardware blocks can also be connected to and
controlled by the Microblaze via the advanced extensible interface (AXI).

M ' B A Debug (JTAG) SPI Controller
ICrODlaZze

Application Preset Tightly Coupled
Local Memory 12C Controller

32-bit Processor Core

Interrupt Controller
Memory

Management
Unit

Instruction

Cache
Timer

DDR Controller Ethernet Controller

Programmable Logic

Figure 2.7: Microblaze architecture'”.

L AXT Basics 2 — Simulating AXI interfaces with the AXI Verification IP. Xilinx Inc. [online]. [cit.
2023-05-09]. Retrieved from: https://support.xilinx.com/s/article/1053935

2https://docs.xilinx.com/r/en-US/ugd70_7Series_Config/JTAG-Interface

Bhttps://www.xilinx.com/products/boards-and-kits/ek-z7-zc702-g.html

Mhttps://docs.xilinx.com/v/u/2019.1-English/ug984-vivado-microblaze-ref

5 Microblaze Soft Processor Core. Xilinx Inc. [online]. [cit. 2023-05-10]. Retrieved from:
https://www.xilinx.com/products/design-tools/microblaze.html
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2.8 Advanced extensible interface

The AXI is a communication protocol, which specifies multiple signals for reading and
writing data between devices. Each operation is done in bursts allowing for multiple data
transfers per request (not on AXI4-Lite). Similarly to I2C and SPI protocols, a participant
in the communication can be either a master or a slave. Both communicating parties must
perform a handshake before any data transmission can be initiated. The master sets its
VALID signal once it is ready to transmit data and the slave sets its READY signal once it
can obtain a request. Once both signals are set, the transmission is executed in the next
cycle and both signals are unset.

Generally, the AXI protocol'® defines 5 channels for specific requests, where each con-
tains handshake signals for synchronization:

e Read address — The master requests a read operation from the slave based on given
read address.

¢ Read data — The slave responds with data after successful handshake.

e Write address — Similarly to read operation, the master sets the write address for
writing data.

o Write data — Requested data to write on the write address are sent to the slave.
o Write response — Response from the slave to indicate the status of the write operation.

The protocol above describes the AXI4-Lite interface specification, which is a simpli-

fied form of the original AXI4 protocol. Some additional signals, that are present in AXI4
include the data size, protection type, lock type for atomic operations or identifiers for
multiple streams on a single channel.
In addition to AXI4 and AXI4-Lite, the AXI4-Stream protocol is also available for contin-
uous streaming of data, which can be processed on demand. In AXI4, the burst must be
completed before any operation can occur, while AXI4-Stream'” allows for immediate data,
processing as soon as required amount of data are present. This approach can potentially
reduce latency and is useful when large volumes of data (such as raw images) are transferred
or the memory of the slave is limited.

2.9 Analog to digital converter

As the external signals are continuous and computers perform in a discrete environment,
there is a need for a device that is capable of converting such signal into a form that can be
digitally processed. The analog to digital converter (ADC) uses the process of periodical
quantization to sample the external signal and provide its digital representation. The qual-
ity of an ADC is mainly determined by its sampling rate as it affects the reconstructed
digital signal. Additionally, its resolution must be high enough to correctly assign a digital
value to each input analog signal, otherwise the output data could be misinterpreted due
to high quantization error [1].

SAMBA AXI and ACE Protocol Specification. ARM Limited. [online]. [cit. 2023-05-10]. Available at:
https://developer.arm.com/documentation/ihi0022/e

"AMBA AXI-Stream Protocol Specification. ARM Limited. [online]. [cit. 2023-05-10]. Available at:
https://developer.arm.com/documentation/ihi0051/b
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Chapter 3
Cryptography

This chapter discovers different ways of ensuring data security by using cryptography algo-
rithms based on asymmetric key pair. Additionally, their purpose along with their proper-
ties are also thoroughly compared between each other in order to find the best choice for
usage in embedded systems. Some existing systems and their implementations of security
solutions described below are also fundamental before moving on to design and implemen-
tation chapters of this thesis.

3.1 History

First usage of cryptography dates back to the Roman empire, when Caesars cipher [3] was
created to .encrypt® messages by shifting each character by a fixed number of positions
down the alphabet to create a new message (see figure 3.1). However, this system is easily
breakable even by hand and the original message can be recovered after finding out the
number of shifts. More complex methods were later introduced for better encryption,
but everything changed when computers first made their appearance. Modern technology
brought many advantages which significantly changed our lives, however, the introduction
of internet also came with many dangers. Suddenly, everyone who came online became
vulnerable to many threats, including data theft leading to blackmail, forgery leading to
loss of information and finances. It was vital to ensure data security by limiting access to
it, making it unreadable for 3rd parties and proving their point of origin.

For this reason, there are multiple algorithms for different purposes, where each must
have at least one of the following properties [7]:

e Authenticity — Identity of communicating parties and the origin of transmitted data
is confirmed.

o Integrity — Data can not be modified during transmission between receiver and sender
without detection.

o Confidentiality — Data can not be read by 3rd parties.
e Non-repudiation — Sender can not deny his intention of sending data at a later time.

The introduction of cryptography based on a randomly generated secret key had major
impact on security today. It can be divided into two groups, where each group has different
purpose, advantages and disadvantages.
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Figure 3.1: Caesar cipher shifted by 5 characters.

3.2 Symmetric cryptography

Symmetric algorithms use only one key, which has to be present on all communicating
devices (see figure 3.2) in order to successfully encrypt and decrypt messages [6]. However,
each party having the same key discards the properties of authenticity, integrity and non-
repudiation, since its impossible to determine data origin and whether it has or has not been
modified during transmission. The only property maintained is confidentiality, however,
everyone in the group can decrypt and read the data, even when they are not addressed to
them specifically. Leakage of the private key renders the key useless and it can not be used
again, so the process of key generation and transmission needs to be redone.

Since symmetric key exchange is problematic over an insecure channel, it is important
to ensure its delivery without it being compromised. One of the most common ways of
accomplishing this is using the asymmetric key pair to encrypt the symmetric key and
transmit it to other participants.

Alternatively, the Diffie-Hellman algorithm can be used between two communicating
devices. The general idea described in article [9] is for participants A and B to select
a private random key and derive its public counterpart, which is accessible to the other
device. Afterwards, participant A can calculate the final key by combining its private key
with the public key from B, whereas B computes the same value in similar fashion.

The biggest benefit of using symmetric key encryption is its performance. According to
this study [5], one of the most popular block cipher algorithms AES (symmetric) records
roughly 2x faster execution time on larger file sizes in comparison to the RSA algorithm
(asymmetric).

Encryption Decryption
kp/LOmMGb
Secret > AES > FmAINKK] AES R Secret
Sender Transmission Receiver
privsymmetrickey privsymmetrickey

Figure 3.2: Symmetric encryption and decryption between two devices.
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3.3 Asymmetric cryptography

In comparison with symmetric algorithms, asymmetric cryptography uses two keys (see
figure 3.3), also known as a key pair, where one of them is private and the second one,
derived from the private key is public [6]. This approach allows for better security as the
private key never leaves the device where it was created, however, the performance due to
the need of two keys is degraded as has been shown in previous section. The encryption
process ensures confidentiality as it uses the receivers public key to encrypt the message,
which means that only the receiver can successfully decrypt the data as it owns the private
key.

In addition to performance disadvantage, memory usage is also quite different between
algorithms. According to the same study [5], the RSA algorithm used roughly 3x more
memory than Blowfish symmetric cipher. These differences should be mostly taken into
account when the used computation device has insufficient resources, such as a microcon-
troller.

Encryption Decryption
kp/LOmGb
Secret > RSA > FmAINKK — > RSA R Secret
message D message
Sender Transmission Receiver
Receiver's Public Key Receiver's Private Key

Figure 3.3: Asymmetric encryption and decryption between two devices.

3.4 Signature Algorithms

In addition to data encryption, asymmetric algorithms can also be used for generating dig-
ital signatures to ensure authenticity, integrity and non-repudiation [6]. A digital signature
is a unique imprint of data that originated on the device, which executed the process of
signing. In this process, the private key is used to create a signature, which is then sent
along with the data to the recipient. After the transmission is done, the public key can
be used to verify the signature and ensure that it has not been modified by a 3rd party or
generated on a different device.

However, large messages such as files can require a lot of processing power for gener-
ating a signature, so more often than not, a message digest of the message is created and
used for signing instead of source data themselves. After the signing process is done, the
original message (or its encrypted version for ensuring confidentiality) is sent along with the
signature to the receiver, where the same hashing algorithm is used to generate the hash of
the message again. Hashing algorithms are generally very fast, especially when compared
to signature algorithms, which is why this approach is widely used. A signature generation
process with hashing included is shown in the following figure.
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Figure 3.4: Signature generation and verification process with hashing.

3.5 Rivest-Shamir-Adleman (RSA)

The RSA algorithm is one of the oldest asymmetric cryptographic algorithms today. It
is based on the problem of integer factorization, which relies on computational difficulty
of factoring the product of two large prime numbers [6]. The product is also known as
the modulus, which is used in the process of encryption and decryption [21]. Deducing
the factors of this modulus would lead to finding the decryption key, however, this is
a computationally intractable operation if the key is large enough. The usage of a large
key leads to slow performance and high memory usage, which is why its becoming obsolete
and being replaced by newer algorithms.

In terms of data encryption, the public key is used to encrypt a message and can only be
decrypted by the owner of the private key, where both operations are conducted by using
modular exponentiation. The smallest key size that is considered secure today is 2048 bits
according to NIST recommendations [17].

3.6 Digital Signature Algorithm (DSA)

In asymmetric cryptography, it is vital for the algorithm to be efficient while ensuring the
secrecy of the private key. The Digital Signature Algorithm (DSA) is mainly used for sig-
nature generation and verification by using modular exponentiation, which is considered
as a simple mathematical operation. However, the inverse discrete logarithm problem is
computationally intractable similarly to the integer factorization problem of the RSA. How-
ever, according to study [18], its security strongly relies on using a random nonce during
signature generation and omitting this step could lead a potential attacker to recovering
the private key.

The similarities with RSA continue with regards to the private key, which is also rec-
ommended by NIST [17] to be of at least 2048 bits in size to remain secure enough for
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current standards. However, a better alternative would be the elliptic curve variant of the
DSA algorithm also known as ECDSA, which has become more and more popular in the
last decade. The reason for its popularity is due to the usage of a much smaller private key
while maintaining the same security level. A 256 bit key is equivalent to a 3072 bit RSA
or DSA key according to NIST [17], which implies improvements in terms of reducing key
storage requirements.

3.7 Message Digest

A message digest (or a hash) is a unique value, which represents the data it originated from.
The same message always yields the same hash of fixed size and the original message is very
hard to restore from the hash itself [6]. Its size is usually in the range of tens of bytes based
on used algorithm (eg. SHA256 uses fixed size of 32 byte message digests), which in most
cases is much less than the original message. Its size also affects the probability of finding
the same hash for a different message. It should be computationally infeasible to find two
distinct messages that hash to the same message digest. Some message digests such as the
MD5 algorithm have become obsolete since they have been cryptographically broken and
are no longer suitable for safe usage'.

As shown in the next figure, a difference in a single character can change the entire
message digest, whereas the difference in message length does not affect its size.

AN

Short C834 4738 67E2 29D7 BF21 FD06 F170 C168

message SHA256 EF7D 2A5B 3B87 COAA 61F8 6D39 C40B D399

\4

AN

Short 80A7 B9D2 2AC8 1725 5A64 339F 346C 515F
Message SHA256 1315 EE44 A71E 70E1 B1AF 1588 617B A24A

\4

D B

ifferent
message with F52E B7D6 9CC8 EOAD CE90 7219 2AFE B712
@ 2l mEe > SHA256 > 3F1B 6ADO 39C8 3C20 45B8 E5D0 EAC2 5F30
data, but same
hash length

Figure 3.5: SHA256 algorithm outputs for different input messages.

3.8 Random Number Generator

As mentioned above, some cryptographic algorithms strongly rely on randomness in order to
be practically usable in real world applications as shown in study [18]. The DSA algorithm

'MDS5 vulnerable to collision attacks. Chad R. Dougherty. [online]. [cit. 2023-05-10]. Available at:
https://www.kb.cert.org/vuls/id/836068/
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requires a random nonce for each signing instance, otherwise the used private key could
be retrieved and all created signatures would be impossible to validate. For this purpose
it is necessary for a random number generator (RNG) to be present during the process of
signature generation. However, it is practically impossible to create a true RNG on current
hardware as any implementation must have a predefined algorithm. For this reason, a more
appropriate term to be used in relation to computers would be a pseudo-random number
generator (PRNG) or a deterministic random number generator (DRNG).

A PRNG usually consists of two main parts, which together produce a (pseudo) random
value on its output (see figure 3.6):

o Internal state — Represents the current state of the generator. Generally, it is a random
value that has been created in previous generation process with the exception of the
initial state, which is expected to be set from an outside source before first usage.

e One-way function — The algorithm used to generate the random value, which will also
become its next internal state. It should be computationally infeasible to compute its
inverse function.

Seed
| | R One_way R Random
nternal state > function > value
A
Next state

Figure 3.6: Pseudorandom number generator structure.

One of the oldest and most known implementations of a PRNG is the linear congruential
generator (LCG). Its one-way function as shown in [7] is defined by a simple recurrence
relation X, 11 = (aX,, + ¢) mod m, where X, is the current internal state of the gener-
ator, a is a multiplier, ¢ is an increment and m is modulus. The specific combination of
parameters define the generators statistical properties, such as period. Period is a number
of random values in a sequence that the generator yields before the same sequence starts
repeating. In case of usage in ECDSA, it is vital for the generator to have a long period
since repeated nonces would have destructive consequences.

According to [7], a generator should be cryptographically secure (also known as CSPRNG)
in order to be safely used in asymmetric algorithms by meeting following requirements:

e For an already generated sequence of n bits, the probability of predicting the n + 1th
bit is non-negligibly larger than 50% by a polynomial-time algorithm.

o If at least a part of the internal state is revealed, it is not possible to reveal any states
generated in the past. Additionally, the knowledge of the entropy (see next section)
during execution should not allow for finding out future states of a CSPRNG.
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3.9 Entropy

Before the generation process of a PRNG begins, its internal state must be initialized with
a value also known as seed [7]. Without the seed value, the PRNG would generate the same
sequence of values each time it was instantiated since the algorithm stays unchanged. The
generator can also be reseeded during its operation in order to prevent its current period
from ending. The value used for seeding the random number generator must be random
itself, which is again a challenge in a deterministic execution environment. For this purpose,
external sources of noise are often considered as good options for generating random data,
which are also known as entropy sources. Modern hardware has means for extracting
entropy with the use of device drivers and peripherals such as a mouse or a keyboard and
capturing their events into the entropy pool”. Another option is the use of a sensor which
collects data from the environment, which are later converted into a digital form. Its usual
to use multiple external sources or to do multiple readings and combine their outputs to
generate a stronger entropy. Strong entropy makes it very hard for a potential attacker
to determine the random stream of a PRNG, which in turn ensures better security during
signature generation by creating unpredictable and unique nonces.

3.10 Merkle tree

The Merkle tree is a special form of a cryptographic structure usually in form of a binary
tree designed by Ralph C. Merkle [16], which is used to store message digests (see figure
3.7). A binary tree is a structure, where each node can branch into at most two child nodes
and become a parent node. Nodes that do not have any child nodes are known as leaves
and the first node in the structure is the root node. The Merkle tree is usually used as
an optimization to improve performance by reducing the amount of data that need to be
cryptographically signed. Hashes of input data are stored in leaf nodes of the tree until it
becomes full or until a root hash is requested. Each pair of child nodes is hashed together
and the result is stored in the parent node. This process is done recursively for all child
nodes until the root node is reached. The root hash is the only hash used in a signature
generation process, which can greatly improve performance depending on the size of the
tree. This approach uses additional resources for storing or regenerating hashes for later
verification, but its usually an accepted compromise if the performance is restricted on some
devices and a signature can not be created for each message (hash).

’https://linux.die.net/man/4/random

18


https://linux.die.net/man/4/random

Root Hash h

h = Hash (hO + h1)

Hash h0

hO = Hash (h00 + h01)

Hash h1

h1 = Hash (h10 + h11)

Hash h00

h0O = Hash ( D1)

Hash h01

h01 = Hash ( D2)

Hash h10

h10 = Hash ( D3)

Hash h11

h11 = Hash (D4 )

A

Data D1

A

Data D2

A

Data D3

A

Data D4

Figure 3.7: Merkle tree with 7 nodes for storing 4 hashes.

3.11 Hardware acceleration

As embedded systems are usually restrained in terms of resources, the computation com-
plexity of cryptographic algorithms become more noticeable on such systems. Nowadays,
many new microcontrollers come with hardware blocks specifically designed to increase the
devices performance in cryptographic algorithms by offloading the task from their CPUs.
This affects the overall responsiveness of the entire system as it is able to focus on different
tasks at hand, that can not be accelerated otherwise. The execution time is usually also
greatly reduced in comparison to the usual CPU. The data along with the job description
are written to the hardware blocks registers before the execution starts and the results
are usually signalised by interrupts. A study on embedded systems hardware acceleration
for cryptographic algorithms [13] shows that performance gains on RSA encryption and
decryption can range from 26x to 57x depending on key size and a significant improvement
can be seen on hashing algorithms from SHA160 (6x) to SHA512 (278x).

19



Chapter 4

Design

As mentioned earlier, this thesis is a part of a larger research project SECUSEN, which fo-
cuses on ensuring data authenticity and integrity by using cryptographic signatures and
timestamps. The idea is to generate a signature for given data as close to their source
as possible to diminish the amount of weak points that could be taken advantage of by
potential attackers.

The project uses an FPGA camera sensor as a source of data that are required to be
timestamped and signed in a way that their point of origin would be undeniable. Since
the camera sensor is implemented on a resource constrained device with limited computing
potential and memory capacity, the choice of the correct cryptographic algorithm becomes
crucial.

The focus of this thesis is to gather message digests of the image data created on the
camera and cryptographically sign them on a FPGA. The key part is hardware acceleration
of the asymmetric algorithm to ensure that the data collection process will not be limited
by inadequate performance. Additionally, a random number generator along with entropy
collection algorithm will also be implemented within the FPGA to ensure private key con-
fidentiality. Finally, the resulting hash with the generated signature shall be transmitted
to the Linux subsystem through a predefined communication interface.

For the purpose of design, implementation and profiling, the Zynq ZC702 evaluation
board will be used as a platform for this thesis as it provides the interface for debugging
as well as the Linux operating system for communication with a remote server for collected
image data and their signatures. The evaluation phase includes the measurement of execu-
tion time, memory usage and verification of the generated signatures.

This chapter will focus on design choices based on aforementioned requirements and
limitations, from hardware design that includes intellectual property (IP) selection and
their individual configuration possibilities, to software design which includes cryptographic
algorithm selection, implementation and profiling proposal, possible ways of optimization
and hardware acceleration.
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4.1 Cryptographic algorithm and hashing

One of the most important parts of the design is choice of the asymmetric signing algo-
rithm that will be implemented on FPGA. Rivest Shamir Adleman (RSA) is one of the most
known and used algorithm for signatures and in many cases, its performance is adequate
and can be run in real time for large amounts of data. However, the usage of large keys,
which nowadays have to be at least 2048 bits in size to be considered secure, brings compli-
cations in terms of memory requirements. For this reason, the Digital Signature Algorithm
(DSA), specifically its elliptic curve version (ECDSA) is a better fit for our needs as the
same security level can be achieved with much smaller key size of 256 bits, which in turn
consumes a lot less memory.

There are many existing implementations of ECDSA in 3rd party libraries that are
likely to be well optimized, tested and verified. The MbedTLS library focuses on imple-
mentation of cryptographic functions on embedded systems, which means that many ARM
architectures are supported with performance and code size in mind'. The Microblaze soft-
core processor on FPGA is also officially supported by MbedTLS, which makes it a strong
option for our requirements. However, the choice of elliptic curves that can be used in
signature generation and verification processes is not too broad, as some elliptic curves are
either too small for them to be considered safe or unnecessarily large, which would lead to
performance degradation. The list of 256 bit Montgomery curves available on MbedTLS
include the BP256R1, SECP256K1 and SECP256R1, all of which need to be evaluated to make
the final decision.

An interesting alternative worth mentioning would be Curve25519, which promises
better security and better performance than any of the aforementioned elliptic curves [8],
however, during the time of implementation of this thesis, this curve is not yet fully sup-
ported in MbedTLS for usage in signature generation and verification.

As the volume of data output is expected to be relatively large, it is almost necessary
to use a hashing algorithm in order to be capable of generating and verifying signatures in
real time. MbedTLS supports MD5 and multiple versions of SHA, from SHA-1 (nowadays
considered outdated and not secure enough along with MD5) all the way to SHA512. For
the same reason the 256 bit keys were selected for ECDSA, the hashing algorithm of choice
is SHA256 as it is secure enough, but due to resource restrictions any larger hash could
have a considerable performance impact.

4.2 Random number generator

The revelation of our private key to a third party would have destructive effect as every
signature created from that point would be untrustworthy and their successful verifica-
tion would yield no proof of authenticity or non repudiation. During signature generation
process, it is vital for the key to be secured by creating a random nonce for each input
message. By omitting or repeating the random nonce the private key could be recoverable
from the generated signature and original data. For this reason, the signature generation
algorithm needs to include a random number generator with good statistical properties,
with as long period as possible and hard to predict future values. Some well known random
number generators include the Mersenne twister or Arc4Random, however the former uses
a large amount of memory and the latter is relatively time consuming [19]. As our software

"https://github.com/Mbed-TLS/mbedtls
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implementation focuses on small code size and performance due to memory restrictions
and limited processing power, the proposed generator for usage in this thesis is Permuted
Congruential Generator (PCG). It has been shown to have very good statistical properties
while being compact and fast to generate the next state (value).

4.3 Entropy collection

Every random number generator needs to be initialized before usage by seeding it with
random entropy. All algorithms are by design deterministic, and randomness is quite com-
plicated to implement in such environment. Random number generators in fact are not
random at all, as their next state is always generated from current state by predefined
sets of calculations, which are as already mentioned, deterministic. This is why they are
required to have as long period as possible, otherwise the same random values would be
generated too often. The only way to ensure true randomness is to seed the generator with
values gathered from sources that can not be predicted and regularly reseed the generator
before its period ends. Some of those sources include sensors that gather data from the en-
vironment, such as temperature or humidity sensors. The data gathering process is analog,
where the collected value is represented by the amount of voltage on the sensors output.
The analog representation is then processed by analog to digital converter (ADC), which
transforms the signal into a format that is understood by computers and can be further
processed in software. It is good practice to combine outputs of multiple sensors or to count
the occurrence of one or zero bits and run the gathering process multiple times to generate
even stronger entropy. The implementation of an ADC IP already exists on the FPGA and
it will be used to gather entropy from a temperature sensor in order to properly seed the
PCG PRNG prior to creating the first signature.

4.4 Computational unit in the FPGA

One of the most known processors that can run software on FPGA is Microblaze. It can be
synthesized in 32 or 64 bit architecture, with various features enabled or disabled based on
what algorithm and how much data it is meant to process. All relevant features need to be
thoroughly tested and combined to reach its full computing potential. It should be noted
that most features require additional resources on the FPGA to be used, which could be
a potential complication if its already highly utilized.

The most computing power is expected to be consumed by ECDSA, specifically math-
ematical operations executed on curve points, which are in our case 256 bits in size. On
a 32-bit soft-core processor, these calculations need to be divided into smaller operations
and executed sequentially. The Microblaze configuration wizard allows for adding an in-
teger multiplier and divider, which should provide better results than its built-in version.
Some operations in MbedTLS are implemented with the use of bit shifting, so the barrel
shifter option could also produce some positive impact on performance. On the contrary,
the floating point unit is not expected to have any impact at all as the algorithm only
processes large integers and would not utilize this hardware block, so it should remain dis-
abled. Some features that may or may not cause any change in execution time are data
and instruction caches, as the block RAM is usually fast enough to provide required data,
however, the result will be known during evaluation.

As already mentioned, memory resources on the Zynq ZC702 FPGA are also heavily
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limited. This fact dramatically reduces the set of options for third party cryptography li-
braries, as most of them require at least hundreds of kilobytes, which is not ideal for our use
case. The Microblaze processor can be configured with up to 128 Kilobytes of block RAM
with a single BRAM controller, which is shared for both program and data. It is possible
in theory to configure multiple BRAM controllers allowing for more memory blocks, but
this approach is better avoided as it complicates the design and the focus of this thesis is
low memory usage and high performance.

It is well known that the higher frequency the processor supports, the better are its com-
putation capabilities. The Zynq IP will provide its clock source connection to all other IPs
within the block design, including the Microblaze. It can be configured to run at a specific
frequency, which is naturally crucial for achieving fast execution time.

4.5 Application evaluation proposal

In order to properly determine the ECDSA signature generation complexity, it is necessary
to modify the board design by adding an AXI timer for measuring execution time of the
implemented solution. Every IP within the board package has its drivers exported along
with them for easy initialization and manipulation. To measure time duration of a specific
code segment, the only required action is clearing the timers state and starting it before
the segment begins and stopping it after the segment ends. All functions are implemented
in the AXI timer IP driver, which take the timer context and ID as parameters. In debug
build type, breakpoints can be used to stop execution at a certain point and read the
value of the timers register. However, in release build type, the debugger has no ability to
stop at breakpoints, which means that another solution is needed. If the local memory of
Microblaze has unused space, we can write into the memory at a specific address by using
input /output functions from within the board support package (BSP). This address can be
inspected during execution of the application by memory monitor, which allows for reading
data at specific memory addresses without the debugger being attached.

This approach allows for efficient evaluation of different Microblaze configurations, with
different clock frequencies on its input. However, it would be extremely time consuming to
determine which specific instruction or function is the processor spending most of its time
executing. The simplest way of finding the most time consuming code segment is by the
use of profiling. The gprof is an intrusive profiler, which requires a timer IP, interrupt
connection and additional modifications in the BSP and the application itself in order to
run and generate an informative output. The TCF profiler can be executed in debug build
type on Microblaze and is non-intrusive. It only requires for the debugger to be enabled in
the board design, but does not need additional timers or software modifications in order to
run. The main reason to use the TCF profiler is due to the support of stack tracing, which
can be useful during code inspection.

The application itself can be built with multiple optimization choices, which focus either
on code size or execution performance. The -0s compiler flag optimizes the application for
the smallest code size possible, but the algorithm may be slower in comparison with the
-03 flag for best performance, which in turn can be too large to fit into the small memory
block. All combinations should be thoroughly tested and evaluated to determine which
optimization mode fits our needs the most by having the least compromises.
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4.6 Xilinx Vivado HLS

The Vivado Design Suite comes with support for high level synthesis (HLS), which creates
an opportunity to design a custom hardware block based on a code segment. During
the evaluation stage of our solution implementation, the profiler is used to determine the
segment with longest execution time. The function is then inspected and the possibility of
its implementation within HLS determined as there are limits on C constructs, which can
not be used in high level synthesis such as dynamic allocation, recursion or system calls’.

Once the code segment is implemented in HLS, its behavior needs to be tested to ensure
it produces correct output. Vivado HLS supports creating test benches to compare its
results with expected output. Before synthesis begins, the communication interface can be
modified based on the function parameters. Many IPs in the Vivado Design Suite support
the AXT interface, including the block RAM, ADC or timer, all of which are expected to
be connected through the AXI interconnect. For this reason, it is strongly recommended to
use this interface for the custom IP as well, though not required. Afterwards, the synthesis
is executed and the usage of FPGA resources with timing checked to ensure it will fit on
the board and does not have too high latency. The co-simulation feature of Vivado HLS is
then used to verify the functionality of the newly synthesized IP before it is exported along
with its driver. Afterwards, the IP can be imported into Vivado Design Studio and added
into the block diagram, preferably connected to the Microblaze through aforementioned
AXI interconnect. The exported driver is compiled within the BSP and can be used in the
same fashion as other AXI enabled hardware blocks.

4.7 Communication interface

Before beginning, it is important to note that this part has been designed for project
SECUSEN and it will not be implemented in the final solution of this thesis. Nonetheless,
a detailed description of the proposed communication interface will be provided anyway.
As the network communication must be implemented on Linux side, there is a need for
an interface between the FPGA and the Linux subsystem. The most usual way of data
transmission between the two sides is through registers that create a memory block. The
BRAM interface can be synthesized on the FPGA and its start and end addresses can be
specifically set within the Vivado Design Studio. The specific system of transmission and
communication is determined by the programmer. Usually, the first register in the memory
is used as a control register. Its size is 4 bytes, which means it allows for setting 32 bits that
can be represented as flags. Depending on the data volume that needs to be transmitted,
next n registers can be reserved for the data itself. ECDSA signatures are 64 bytes in size,
which requires 17 registers in total (1 control and 16 data registers). Flags in the control
register then describe the state in which the data registers are, such as ready or busy. The
other communicating party must poll the control register and wait until a combination of
specific flags represent a valid state to perform an action. When the busy flag is unset, it
means that no operation is being performed and one of the communicating parties can take
ownership of the reserved memory block. Once a signature is created on the FPGA and
the busy flag is unset, the process of data transmission can begin. The program on FPGA
sets the busy bit and writes the signature into data registers. The Linux subsystem is then
signalled about new transmission by setting the ready flag and unsetting the busy flag.

*https://docs.xilinx.com/r/en-US/ugl399-vitis-hls/Unsupported-C/C-Constructs
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Due to the control register being polled, the other side decodes the state of the interface
as ready and sets the busy flag on to avoid concurrent access. At last, it reads 16 data
registers containing the signature and unsets both ready and busy flags, signaling that the
read operation is done. More complex structures like queues or stacks are also possible
with more control flags and multiple data blocks in case the reading side becomes busy,
resulting in either data loss or waiting and slowing down the entire system. In case of
our implementation, the FPGA is expected to be slower than the Cortex A9, so it should
be capable of reading data faster than the time it takes to generate another signature. It
should be noted that this communication design is unidirectional and a secondary structure
needs to be created if a bidirectional communication is necessary.
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Chapter 5

Implementation

Last chapter described how each part of the implementation phase should be executed in
order to create a working, secure solution. However, the final product has some differences
from the original design as some specific decisions could not have been made earlier. Addi-
tionally, there have been some challenges that needed to be resolved in order to achieve the
expected result. These difficulties will be described along with why they were encountered
and how they were resolved in this chapter. Mainly, the focus remains on the changes and
additions to the original design. Detailed evaluation results will not be discussed in this
chapter, although it had been done in parallel to decide the best course of action to finalize
the solution.

5.1 Hardware and software preparation

The Zynq ZC702 evaluation board supports multiple boot modes which can be selected by
the user. The SW16 switches on the board were all set to 0 to enable JTAG debugging
and disable loading from the SPI or the SD card. There have been some complications
with the debugger in Vivado Design Studio with the Linux operating system running. The
debugger could not connect to the board correctly and load the compiled software. Since
its execution was not necessary during the implementation and evaluation stages, the Linux
subsystem remained offline to avoid this issue and any other potential problems.

On the software side, the Vivado Design Studio needed to be installed with the Vitis
IDE, Zynq 7000 series drivers and board packages for development. During different stages
of implementation, it was necessary to switch to different build versions as some bugs and
issues were encountered. Finally, the most suitable version (although with some issues as
well) was 2020.1 and thus it had been used in this thesis. The host operating system used
was Windows 11.

5.2 Board design

First of all, the performance of the ECDSA implementation in MbedTLS needs to be eval-
uated with different features enabled or disabled to find the best performing configuration
with the least FPGA die usage. Beginning with the input clock frequency, it starts at 50
MHz on the Zynq IP output clock pin FCLK_CLKO by default. Doubling the frequency to
100 MHz keeps the integrated circuit stable without any detected delays, which allows us
to try a higher frequency. Raising the frequency to 166 MHz should provide more than 3x
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the performance than its original value, but the circuit can no longer handle such high fre-
quency without losing stability. The highest possible value found with stable performance
is roughly 125 MHz at the Microblaze clock input. This allows us to generate the signature
approximately 2.5x faster, which is directly proportional to the increase in clock speed and
this fact is confirmed after running performance tests with the AXI timer (see table 6.1).
Further additions of the 32 bit multiplier, barrel shifter and branch target register cache
further increased the speed by 6.7x. Other features available for Microblaze did not bring
any improvements in terms of performance for our use case and thus remained disabled to
keep the die size as small as possible (see table 6.2).

The AXI Timer, XADC and block RAM with BRAM controller are also available by
default in the Vivado Design Suite. The analog to digital converter for entropy collection
was configured to use AXI as its interface and only a single channel being the temperature
sensor. All ADC alarms were disabled, otherwise the design could not be synthesized with-
out connecting their pins. The block RAM was configured to be of size 4096 bytes, which
can allow for additional data to be transferred along with the signature, such as timestamps
or hashes. Like all previous peripherals, it was also configured to use the AXI interface,
which makes all of them available through the AXI interconnect to the Microblaze pro-
cessor. Every other connection has been done automatically by the Vivado Design Suite,
which generated an additional processor system reset IP and connected all IP clocks to the
Zynq IP clock output FCLK_CLKO.

At last, the HDL wrapper was generated for the design, its synthesis was done, the bit
stream was generated and the output exported. The platform project for creating applica-
tions could then be created in the Vitis IDE, which used the exported design along with
the bit stream to properly configure the board support package (BSP).

AXI Timer

XADC

AXI Interconnect

Microblaze .
BRAM Microblaze

BRAM
Controller % B

Hardware
Zynq accelerator

N LI_H

FCLK_CLKO

Figure 5.1: Simplified board design in Vivado Design Suite.
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5.3 ECDSA and SHA256 integration

With the Microblaze platform project we are able to create a new application based on this
platform and integrate the MbedTLS library to use its functions for ECDSA and SHA256.
First of all, we create an empty C application and add a new file for the main function.
To maintain the smallest possible size of the library, we can use the mbedtls_config.h
file to enable necessary or disable unneeded features. The necessary features of Mbed TLS
include:

o SECP256K1, SECP256R1 or BP256R1 — The used curve for signing (only one is required
at a time).

e BIGNUM module — All arithmetic and logical operations on big numbers by using
decomposition into smaller data types are implemented in this module.

e ECDSA — Functions necessary for the ECDSA algorithm.
e ECP — Implementation of optimized algorithms for specific curves.
e SHA256 — Implemented message digest.

The check_config.h file must be edited to not require SHA224 alongside SHA256 and
fix the corresponding compilation error. Furthermore, the ASN encoding and decoding
functions are by design required for ECDSA functions to be available, so its important to
modify the check_config.h file and remove all functions that use ASN encoding or decod-
ing. The signature will therefore be passed in its raw format as an (r, s) tuple, totalling 64
bytes. This format is not human readable and may contain unprintable characters, which
is unsuitable for saving into text files. This may require additional encoding before sending
it to a remote database, but it will decrease the total library size. In terms of performance,
the removal of encoding does not produce a noticeable change.

Once the feature selection is done, the library is built and is prepared for use in our ap-
plication. The algorithm requires a private key, which can be generated either by MbedTLS
or other generally known tools and libraries such as OpenSSL. The key pair is generated
outside of Microblaze as it is a one time operation only, however the application can be
modified to generate a new private key every time the FPGA boots and provide the public
key through the block RAM before any signing operations occur. As most features are
disabled within MbedTLS, it is important to have the key in its binary format and save its
32 byte value into the block RAM in order to successfully load it with the library. After-
wards, we need to create and initialize structures that will hold the private key and pass
it to the algorithm once it is needed. The EC key pair structure holds information about
the stored key, including its curve type and public key if it is provided. During evaluation,
three curves were tested to determine the best performing one. The best option for our
use case is the SECP256K1 curve as the SECP256R1 and BP256R1 did not perform as well
and would not be able to be used in real time (see table 6.3). The MbedTLS structures for
storing the (r, s) signature were also initialized as the ASN encoder and decoder has been
disabled.

At this stage, the algorithm is almost ready to be run as everything is prepared ex-
cept for the random number generator. For evaluation purposes of the ECDSA algorithm
itself, a dummy function was implemented to fill the provided buffer by MbedTLS with
static data. This function would later be replaced by a real random number generator
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once evaluation is done in order to get correct profiling results (see table 6.7). The dummy
function is then passed along with other parameters and a hash to the ECDSA signature
(and verification) function.

5.4 Entropy source and RNG implementation

Until now, the ECDSA algorithm did not use a fully secure solution to generate new sig-
natures as the Microblaze has been missing randomness. This was only acceptable for
determining its performance, but can not be used in real world applications. In previous
chapter, the PCG random number generator was selected as a fast, small and statisti-
cally secure solution. This decision has changed as a study has shown [20] that the PCG
is not cryptographically secure. As a replacement to the PCG generator, the ChaCha20
PRNG has been selected for its cryptographic security [4]. The algorithm implementation
by Stephen Mueller! supports automatic reseeding once 5 minutes have passed or 230 bytes
have been generated, which requires a time source to be available. The AXI timer present
in the board design can be used for this purpose, so it is passed to the initialization function
of the generator.

Missing randomness on the Microblaze was a problem that has been relatively simple
to resolve. The ADC TP that has been configured in the previous section can be accessed
by the SysMon functions in the BSP. After initialization of the ADC is complete, its 16 bit
value can be obtained. To increase the strength of the entropy, multiple readings are done
with a SysMon reset in between them to avoid getting unchanged values. The occurrence
of 1 bit values within the 16 bits was then counted and based on a defined threshold, the
output entropy bit was set accordingly. The ChaCha20 PRNG can be seeded with variable
sized buffer filled with entropy data and for the purpose of this thesis a total of 64 readings
(8x8 bits) are done on the ADC. Once the entropy is collected, the generator is seeded and
its structure along with the function are passed as parameters to ECDSA to be used in
blinding of the private key by generating a nonce.

5.5 Optimization with the Merkle tree

As the implementation progresses and more configurations and conditions are evaluated, it
is possible to roughly calculate the average framerate we can expect to get from the FPGA
camera. According to table 6.2, the execution time for generating a single signature is
88 milliseconds in the best case, which means that the Microblaze processor is capable of
signing around 11 frames per second (FPS), which is relatively low for current standards.
To increase its computing capabilities, it is possible to reduce the amount of signatures per
second by using the Merkle tree optimization. The idea is to generate a SHA256 message
digest and store it within the tree until all leaf nodes are used. Afterwards, each pair of
child nodes is recursively hashed together into its parent node until the root node is reached.
The root node is the one hash that has to be signed, whereas other hashes simply need to
be stored in a database in order to successfully verify the data. If one of the hashes in leaf
nodes is changed, the root hash changes as well and the signature can not be verified as the
integrity has been breached. Hashing algorithm is generally known to be faster than any
asymmetric cryptographic algorithm as can be seen in evaluation chapter (see table 6.5).
The memory requirements for storing hashes and the algorithm code itself are low even for

"mttps://github.com/smuellerDD/chacha20_drng
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a memory restricted environment such as the block RAM in the FPGA, which is important
for our use case. The only disadvantage of this approach is the need to either use more
storage for computed parent node hashes or to compute those hashes again later in order
to verify the signature. However, verification process is most likely to be done on a much
more powerful machine than the FPGA, so the advantages of this optimization outweigh
the disadvantages.

5.6 Code profiling

The aforementioned Merkle tree is objectively a good and quick to implement workaround
for solving inadequate performance of the ECDSA signing algorithm in Microblaze. How-
ever, the Vivado Design Studio offers features that could potentially bring performance
or memory usage improvements. Generally, most algorithms have specific code segments
that require a lot of processor cycles and take longer execution time than the rest of the
algorithm. Often it is enough to simply deduce based on experience, which part could
or could not be computationally demanding. However, the Vitis IDE comes with options
for profiling, which can give us more detailed and precise results, based on which we can
determine what to accelerate and if it is possible at all.

The non-intrusive TCF profiler does not require any additional BSP or application set-
tings. The only required action is to configure and run the profiler while the application
is running and the results will be viewed once available. In terms of configuration, sample
aggregation and stack tracing are needed to view which functions had the most collected
samples and where they were called from to determine what code segment should be accel-
erated.

The profiling report consists of the function name, percentage of samples collected in the
function and its child calls (inclusive) and percentage of samples collected in the function
without child calls (exclusive). The following table shows reduced report of only the most
important functions that were enough for designing the hardware accelerator.

Function Inclusive (%) | Exclusive (%)

_ start 100 10.5
ecp_mul__comb 98.3 0
ecp_mul_comb_ after precomp 98.3 0

mbedtls. mpi__mul_mpi 92.1 3.12
ecdsa__sign_ restartable 91.3 0
main 89.5 0
mbedtls_ ecdsa_ sign 89.5 0
ecp_mul_ restartable_ internal 86 0
ecp_mul__comb__core 84.2 0
mbedtls__ecp__mul_ restartable 80.7 0
mbedtls_ mpi__mul__mod 80.7 0

mbedtls_ mpi_ core_ mla 50.0 50.0
ecp_add_ mixed 48.2 0
ecp_modp 45.6 0
ecp_mod_ p256k1 35.1 0

Table 5.1: Profiling results.
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As can be seen in the table, the mbedtls_mpi_core_mla that implements generic integer
multiplier used 50% of the samples exclusively, which indicates the need for a faster multi-
plier. The stack trace (not shown in the table) also indicates, that the multiplier is mostly
called from function mbedtls_mpi_mul_mod, which implements modular exponentiation and
for this reason it was selected as a reference function for hardware acceleration.

5.7 Hardware acceleration

Based on profiling results, we have been able to find the most demanding function within
the ECDSA algorithm, which could potentially be accelerated and thus bring performance
improvements. The implementation of multiplication within MbedTLS is based on decom-
position into partial numbers, which are sequentially multiplied together in a loop until all
of them are processed. Values in MbedTLS are stored in an array of integers, which have
different size based on the used platform. On the Microblaze, which is a 32-bit architecture,
the array consists of 32-bit unsigned integers. The multiplication algorithm is generic as it
can process input arrays of variable size. Additionally, the multiplier is called mostly from
function that processes modular exponentiation, which means that the modulo operation
is executed next. Another important discovery is that the modulo function does not use
division at all and it is implemented as a modular reduction instead. This fact explains
why there was no additional performance improvement with integer divider feature enabled
within the Microblaze. Instead of division, the modular reduction uses only multiplication
and addition to get the result as fast as possible.

The process of creating a custom IP begins with the multiplier. Vivado HLS provides
special classes for defining arbitrary precision data types known as ap_int for signed inte-
gers or ap_uint for unsigned integers. Operations with these data types are defined as well
and a simple 256x256 multiplication can be written with a single line. However, a prob-
lem arises during synthesis, which reports insufficient DSP48 resources on the Zynq ZC702
FPGA. For this reason, it would not be possible to place the resulting board design with
this multiplier on the board.

A different approach had to be taken to reduce the usage of DSP48 elements. The
Karatsuba multiplication technique [14] has been implemented as a replacement, which
decomposes both 256-bit input variables (A and B) into 128 most significant bits (Al and
Bl) and 128 least significant bits (Ar and Br):

A=2"A1+ Ar
B =2"""Bl+ Br

In terms of code implementation, the multiplication function has following declaration:

static void mul(uint32_t X[16], uint32_t A[8], uint32_t B[8]);

Listing 2: Multiplication function declaration
The input/output argument X and input arguments A and B of the function are arrays of

32-bit values, so the 128-bit numbers must be composed instead of decomposed. The HLS
unroll pragma can be used to unroll the loop and load the values in parallel:
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uint128_t AA[2];
uint128_t BB[2];

for(uint32_t i = 0; i < 4; i++)

{
#pragma HLS unroll
uint32_t lowldx = 32 * i;
uint32_t highldx = (32 * (1 + 1)) - 1;
AA[1] .range(highldx, lowIdx) = A[i + 4];
BB[1] .range(highIdx, lowIdx) = B[i + 4];
AA[O] .range(highIdx, lowIdx) = A[i];
BB[0] .range(highIdx, lowIdx) = B[i];

}

Listing 3: Loading input values

At this point we have obtained a total of 4 values of 128-bit length and to calculate the
512-bit result denoted as X, a total of 4 multiplications, 3 additions and 3 bit shifts can be
used:

X =226 41B1 + 228 AIBr + 2122 Ar Bl + ArBr

Even though the above equation is viable, it is not very efficient. The Karatsuba algorithm
can be further optimized by decreasing the number of multiplications and use additions (or
subtractions) instead, which generally use less cycles. The addition of AlBr and ArBI can
be rewritten into the following form:

AlBr + ArBl = (Al + Ar)(Bl + Br) — AlBl — ArBr

The final 512-bit result X can then be calculated in the following manner:

X =20 41B1 4 2128 ((Al + Ar)(Bl + Br) — AlBl — ArBr) + ArBr

It is important to note that the addition can cause overflow by producing a carry bit, so
additional data types must be defined to accommodate the carry bit if it is generated. The
following code snippet demonstrates the Karatsuba multiplication algorithm on decomposed
256-bit values:
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// Multiply higher and lower 128 bits (loop is used to decrease DSP48 usage)
uint256_t AB[2];
for (int i = 0; i < 2; i++)
{
AB[i] = AA[i] = BB[il;

// Add higher and lower 128 bits, need 129 bit output value in case of carry
uint129_t sumAA = AA[1] + AA[O];
uint129_t sumBB = BB[1] + BB[0];

// Last multiplication of the sums according to the
// Karatsuba multiplication technique (258-bit result)
uint258_t mid = (sumAA * sumBB) - AB[1] - AB[O0];

Listing 4: Karatsuba multiplication

At this stage, the output number X can be composed from array AB and value mid:

// Low 128 bits of ArBr

uint128_t low = AB[0].range(127, 0);

// High 128 bits of ArBr + low 128 bits of (Al + Ar) (Bl + Br) - AlBlL - ArBr
uint129_t lowMid = AB[0].range(255, 128) + mid.range(127, 0);

// Low 128 bits of AlBlL + high 128 bits of 'mid' + carry

uint256_t highMid = AB[1].range(127,0) + mid.range(257, 128) + lowMid[128];
// High 128 bits of AlBl + carry

uint128_t high = AB[1].range(255, 128) + highMid.range(255, 128);

// Final result

uint256_t XX[2];

XX[0] .range (127, 0) = low;

XX[0] .range (255, 128) = lowMid.range(127, 0);
XX[1] .range (127, 0) = highMid.range(127, 0);
XX[1] .range (255, 128) = high;

// Store results
for(uint32_t i = 0; i < 8; i++)

{
#pragma HLS unroll
uint32_t lowldx = 32 * i;
uint32_t highldx = (32 * (1 + 1)) - 1;
X[i] = XX[0].range(highIdx, lowIdx);
X[i + 8] = XX[1].range(highIdx, lowIdx);
I

Listing 5: Storing the result
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The implementation of modular reduction in MbedTLS remains unchanged in the HLS
except for usage of predefined arbitrary precision integers. Similarly to Karatsuba mul-
tiplication, the algorithm decomposes the 512-bit input value X into X! and Xr. Both
values are used in one multiplication and one addition, however, two passes of the following
algorithm are done due to the possibility of carry:

X =2"%X1+ Xr
M=XIxR
X=Xr+M

As the modular exponentiation algorithm is done, the only remaining thing is the commu-
nication interface that will be used to pass both input arrays and retrieve the output array.
The AXI4-Lite interface has been chosen as an appropriate protocol for our needs as the
data volume is relatively small. The synthesis process supports pragmas that can be used
to select the requested interface for each function argument and the return value.

The hardware accelerator block for modular exponentiation has been implemented as
multi-purpose. The last argument of the hardware acceleration function in HLS is the
variable op, which can be used to select the required arithmetic operation(s). Based on its
value, either multiplication (OP_MUL), modulo (OP_MOD) or both (OP_MULMOD) are calculated
for input operands A and B and the input/output operand X.

void accelerator(uint32_t X[16], uint32_t A[8], uint32_t B[8], uint32_t op)
{

#pragma HLS INTERFACE s_aztilite port=return bundle=CTRL

#pragma HLS INTERFACE s_azilite port=X bundle=CTRL

#pragma HLS INTERFACE s_aztilite port=A bundle=CTRL

#pragma HLS INTERFACE s_azilite port=B bundle=CTRL

#pragma HLS INTERFACE s_azilite port=op bundle=CTRL

if(op == OP_MUL || op == OP_MULMOD)

{
mul (&X[0], &A[0], &B[0]);
}
if(op == OP_MOD || op == OP_MULMOD)
{
mod (&X[0]) ;
}

Listing 6: Hardware accelerator function

At last, the test bench has been created to verify the functionality of the algorithm. The
outputs of original MbedTLS implementation and our functions were compared to detect
any changes. The code has been synthesized and its FPGA resource usage with latency
estimations reviewed before running the co-simulation (results of synthesis can be seen in
section 6.5). Finally, the package containing the IP with its corresponding drivers has been
exported to be used in Vivado Design Suite for further integration into the design.
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Chapter 6

Evaluation

The most important output of this work are the final performance and memory usage results
of the ECDSA signature algorithm implemented on a FPGA. First of all, many different
configurations of the Microblaze soft-core processor had been timed to determine which
features had an impact on the algorithms execution time. On software side, the Microblaze
compiler flags were modified and the MbedTLS feature selection was changed to find an
ideal compromise between performance and memory usage while maintaining security. The
Merkle tree for storing collected hashes including the SHA256 hashing algorithm itself were
also evaluated to decide if the compromise of using this feature is acceptable. Afterwards,
the implemented code had been thoroughly profiled to identify the function with most pro-
cessor cycles being used. Based on those profiling results, a dedicated hardware accelerator
had been designed, synthesized and added to the overall board design to be used to further
improve the computing potential. This chapter will focus on detailed profiling data that
were gathered during implementation phase and were crucial for making further decisions
to create the final solution.

6.1 Performance

At the early stage of implementation, it was important to find out the full computing
potential of the Microblaze processor for ECDSA signature algorithm using a 256-bit key.
Each Microblaze feature selected in Vivado Design Suite was timed independently and was
either kept enabled if it had a positive impact or removed otherwise before testing a different
configuration. Following tables show different configurations and their respective average
execution times of the ECDSA signature algorithm with curve SECP256K1 using MbedTLS
library.

Clock input frequency (MHz) | Time (ms)
50 1472
100 741
125 592

Table 6.1: ECDSA on Microblaze with different input clock frequencies.
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Additional features Time (ms)
32-bit integer multiplier (MUL32) 269
64-bit integer multiplier (MUL64) 592
MULS32 and Basic FPU 269
MUL32 and Barrel Shifter (BSH) 91
MUL32, BSH and Integer Divider (IDIV) 91
MUL32, BSH and Machine Status Register (MSR) 91
MUL32, BSH and Branch Target Cache (BTC) 88
MUL32, BSH, BTC, Data and Instruction caches 88

Table 6.2: ECDSA on Microblaze optimized with additional features (125 MHz).

Based on table 6.1, the clock frequency is in linear relation to the execution time (doubling
the input clock frequency from 50 to 100 MHz almost halved the execution time). This is
expected behavior as with higher clock the processor is capable of processing instructions
faster in the same period of time.

The effect of adding different features to Microblaze is shown in table 6.2. ECDSA
algorithm is based on the mathematical concept of modular exponentiation and is expected
to obtain performance boost when an integer multiplier is enabled. On the other hand,
the lack of floating point operations resulted in no improvement when a floating point unit
(FPU) was added. Another major impact on the performance was caused by adding the
barrel shifter for bit shifting' and also a minor improvement by enabling branch target cache
for branch prediction in conditions. Every other feature had no impact on the execution
time of the ECDSA signature algorithm.

The MbedTLS library supports multiple elliptic curves available for usage in ECDSA.
The only viable options are 256-bit keys, since they are secure enough to be used, but do
not take as much memory space as larger key sizes. Performance evaluation of different
elliptic curves is shown in the following table.

Elliptic curve | Execution time (ms)
SECP256K1 88
SECP256R1 435

BP256R1 528

Table 6.3: Comparison of different supported elliptic curves.

Additionally, the SHA256 algorithm has also been evaluated since it is used in the Merkle
tree implementation. All gathered data are shown in the following table.

Compiler optimization level | Execution time (us)
None (-00) 130
Basic (-01) 53
Moderate (-02) 57
Best performance (-03) 61
Lowest code size (-0s) 46

Table 6.4: SHA256 algorithm in different compiler optimization levels.

"https://www.d.umn.edu/~gshute/logic/barrel-shifter.html
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The table above displays unexpected behavior as the -0s level provides 30% better per-
formance over the -03 option, which should yield the best performance. For this reason,
further evaluation of the Merkle tree had been done with the -0s level enabled.

Algorithm Execution time (us)
Single SHA256 46
Merkle tree with 8 stored SHA256 hashes 646
Merkle tree with 16 stored SHA256 hashes 1372

Table 6.5: The Merkle tree optimization algorithm execution time.

6.2 Memory consumption

After performance evaluation was done, the next important part was optimization of mem-
ory space consumption by the created software package. The MbedTLS library was mini-
mized by keeping only the necessary features, but a big impact on memory space had been
selection of the compiler optimization level, which can be seen in the following table.

Compiler optimization level

Memory space consumption (B)

Execution time (ms)

None (-00) 54056 232
Basic (-01) 38400 101
Moderate (-02) 47656 98
Best performance (-03) 54992 88
Lowest code size (-0s) 35400 102

Table 6.6: Software package for different compiler optimization levels.

As can be seen, the -03 optimization level brings the best performance, but takes the most
memory space. This software package only includes the ECDSA algorithm without the
implementation of ChaCha20 PRNG and the logic for gathering entropy. At this point, any
of the available compiler levels can be used as they can all fit within the 64 KB memory

block of the Microblaze.

situation as they noticeably increase the package size.

However, the addition of aforementioned features changes the

Compiler optimization level

Memory space consumption (B)

Execution time (ms)

None (-00) 68464 232
Basic (-01) 50328 101
Moderate (-02) 59272 98
Best performance (-03) 68328 88
Lowest code size (-0s) 46800 102

Table 6.7: Software package with added entropy collection and ChaCha20 PRNG.

The execution time remains unchanged as the entropy collection algorithm is not executed
frequently and the ChaCha20 pseudorandom number generator is quite efficient. The pack-
age size increase for all optimization levels ranges from 25% to 33%. Both -00 and -03
optimization levels can no longer fit on a 64 KB memory block and the largest 128 KB
configuration is required.
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6.3 Hardware acceleration

After the integration of the hardware accelerator, the performance improvement is signif-
icant over the optimized Microblaze configuration, as it yields 2.5x decrease in execution
time. The results of final solution with integrated accelerator can be seen in the following
table.

Compiler optimization level | Memory space consumption (B) | Execution time (ms)
None (-00) 70888 94
Basic (-01) 71056 40
Moderate (-02) 71704 35
Best performance (-03) 80720 33
Lowest code size (-0s) 48688 40

Table 6.8: Software package with entropy, ChaCha20 and custom hardware accelerator.

Every configuration except for the -0s level can not fit on a 64 KB memory block on the
Microblaze. The decision between the best possible performance and lowest memory usage
must be made based on the specific situation. If every bit of performance is necessary
and memory requirements for additional code stay below 128 KB, the -03 level is the best
option. However, if the compromise of 20% lower performance is acceptable and the final
design requires less than 64 KB of memory, the -0s compiler level is the only viable option.
The last table in this section overviews the differences between the original Microblaze
configuration, optimized Microblaze configuration and the hardware accelerated version.

Compiler optimization level | Original | Optimized | Hardware accelerated
None 759 232 94
Basic 629 101 40
Moderate 620 98 35
Best performance 592 88 33
Lowest code size 636 102 40

Table 6.9: Overview of the differences between configurations of Microblaze.

6.4 Verification

Even though the verification process is expected to be executed on a remote server, the
algorithm had been evaluated as well for reference in case it was considered for usage.
Following tables compare the execution times and package sizes for different optimization
levels and show the impact of the custom hardware accelerator.

Compiler optimization level | Memory space consumption (B) | Execution time (ms)
None (-00) 50528 786
Basic (-01) 43056 349
Moderate (-02) 52368 325
Best performance (-03) 60288 309
Lowest code size (-0s) 40008 349

Table 6.10: Execution time and package sizes of the ECDSA verification algorithm.
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Compiler optimization level | Memory space consumption (B) | Execution time (ms)
None (-00) 76880 286
Basic (-01) 75720 137
Moderate (-02) 76416 116
Best performance (-03) 86024 113
Lowest code size (-0s) 53304 134

Table 6.11: Execution time and package sizes of the ECDSA verification algorithm with
hardware acceleration.

Table 6.10 indicates that the verification algorithm requires a lot more computing power
in order to be usable in real time. If the process was ever executed on the Microblaze for
verification of signed frames from a camera, it could only verify 3 frames per second at
best, which is considered unusable for current standards. Additionally, the memory space
consumption is increased over the original sizes shown in table 6.6, which is mainly due to
the need of a 50% larger stack and 2x larger heap in order for the algorithm to successfully
execute.

However, if the verification algorithm was necessary on a FPGA, it should be used with
the hardware accelerator enabled. The performance gain of 2.5x makes it more usable as it
is now able to verify almost 9 signatures per second. In terms of memory usage, the results
are again very similar to the package in table 6.8, which means that only the -Os can fit
into a 64 KB block.

6.5 Synthesis

During implementation of the hardware accelerator, the resource usage of the FPGA had
to be monitored in order to successfully integrate it into the overall design. Some imple-
mentations were very fast, but had used more DSP48 resources than available, which led
to implementation of explicit delays and other code changes. This affected the overall la-
tency, but decreased the DSP48 usage and the block placement became possible. The final
solution latency and utilization reports can be seen in following tables.

Latency (cycles) | Latency (ns) | Interval (cycles)
min max min | max | min max
2 78 16 624 2 78

Table 6.12: Latency summary.

Name BRAM_ 18K | DSP48E FF LUT
Expression - - 0 97
Instance 6 31 7705 3847
Multiplexer - - - 368
Register - - 1353 -
Total 6 31 9058 4312
Available 280 220 106400 | 53200
Utilization (%) 2 14 8 8

Table 6.13: Utilization estimates.
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Chapter 7

Conclusion

This thesis is a part of a larger project SECUSEN, which focuses on data security by using
asymmetric signature algorithms and timestamps. Its main goal is to implement a secure
and efficient solution for signing raw image data from a camera implemented on a FPGA.
The best way to accomplish this task is to cryptographically sign the data as close to their
source as possible in order to ensure their integrity, authenticity and non-repudiation.

The main goal of this work is to find an optimal solution to this problem, which in-
cludes the selection of a secure asymmetric algorithm, key type and size, implementation
of randomness on a FPGA and the research of processing units capable of executing such
algorithms in real time.

The ECDSA signature algorithm has been chosen due to the usage of small keys. Its
implementation within MbedTLS focuses on embedded systems, including the Microblaze
soft-core processor that can be synthesized on a FPGA. The curve SECP256K1 supported in
MbedTLS provides the best performance among all available curves and has been selected
for the final solution (see table 6.3). In order to keep the private key secret, a pseudoran-
dom number generator must be present to generate a random nonce for each signature.
The ChaCha20 PRNG has been chosen for its cryptographic security, which is periodically
seeded with data from an entropy source collected by the ADC and the temperature sensor
on Zynq ZC702.

In addition to the support in MbedTLS, the Microblaze processor is configurable based
on specific requirements of the algorithm, which is why it is used as the main processing
unit. A combination of specific features and added optimizations resulted in a solution, that
is usable in real time (see table 6.6). Thanks to available debugging and profiling tools,
additional performance improvements were made to the algorithm in a form of hardware
acceleration. The formula for modular exponentiation has been implemented in the Vivado
HLS, synthesized and integrated into the MbedTLS library.

As shown in table 6.8, the acceleration unit had a performance impact of 2.5x over the
optimized Microblaze implementation, which lowered the final execution time from 88 to
33 milliseconds per signature. In terms of future work, more potential improvements could
be made with the Edwards family of elliptic curves and the EADSA algorithm.
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Appendix A

Contents of the attached SD card

e hls/ — Implemented hardware accelerator in HLS
« vitis/ — Microblaze software package for accelerated ECDSA

o vivado/ — Block design in Vivado Design Studio
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