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ABSTRACT

Smart Transportation Services are innovative means of user transportation. They offer
numerous advantages including improved user comfort, enhanced safety, increased effi-
ciency or better sustainability. A variety of sensors and units are collecting enormous
volume of data including users’ private information. This could result in serious conse-
quences, if the data will not be preserved. Whether in services such as Smart Parking
Services or Car Sharing Services, which are part of Smart Services, it is necessary to im-
plement tools and techniques to provide protection for these data. In this thesis, Privacy
Enhancing Technologies, which could protect data against multiple cyberattacks when
implemented correctly, are further elaborated and analyzed in more detail. With the use
of these techniques of data privacy protection, several phases of the car sharing process
are described, in which these tools have been implemented as proof-of-concept in the
Python programming language. Overall, 5 phases have been developed and evaluated,
from which the conclusions are made. Privacy Enhancing Technologies are suitable for
Car Sharing Services when they are applied in an appropriate way.

KEYWORDS

Smart Transport Services, Car Sharing Services, Privacy Enhancing Technologies, Cy-
bersecurity, Data and privacy protection

ABSTRAKT

Inteligentné prepravné sluzby si inovativne spdsoby prepravy cestujicich. Prinasaji
mnozstvo vyhod vratane zvyseného uzivatelského pohodlia, zvysenej bezpelnosti, vy-
$Sej efektivnosti alebo lepsej udrzatelnosti. Mnozstvo snimacov a jednotiek zhromazduje
obrovské mnozstvo Udajov vratane osobnych informéacii pouzivatelov. Ak tieto ziskané
Gdaje nebudd chranené, moze to mat vazne dosledky. Ci uZ v rdmai sluZieb, ako sd
chytré parkovacie sluzby alebo sluzby zdielaného vyuzivania vozidiel, ktoré st sucastou
inteligentnych sluzieb, je potrebné zaviest opatrenia a techniky na zabezpecenie ochrany
tychto ddajov. V tejto diplomovej praci st dalej rozpracované a podrobnejSie analy-
zované technolégie na zvysenie ochrany stkromia, ktoré by pri spravnej implementacii
mohli ochranit (daje pred viacerymi kybernetickymi Gtokmi. S vyuzitim tychto technik
ochrany sikromia tdajov je opisanych niekolko faz procesu zdielania vozidiel, v ktorych
boli tieto nastroje implementované ako proof-of-concept v programovacom jazyku Py-
thon. Celkovo bolo vytvorenych a vyhodnotenych 5 faz, z ktorych si vypracované zavery.
Technolégie na zvysenie ochrany stkromia st vhodné pre sluzby zdielania vozidiel, ak sa
pouziji spravnym sposobom.

KLUCOVE SLOVA
Inteligentné prepravné sluzby, Sluzby zdielania vozidiel, Technolégie na ochranu sikro-
mia, Kybernetickd bezpecnost, Ochrana tdajov a sikromia



ROZSIRENY ABSTRAKT
Inteligentné prepravné sluzby (angl. skratka STS) predstavuji pokrocilé prepo-

jené systémy, ktorych cielom je poskytnut inovativne sluzby v oblasti prepravy cestu-
jucich alebo tovaru. Tieto systémy impementuju v sebe Siroké mnozstvo technoldgii
a aplikacii na dostiahnutie zvysenej bezpecnosti na cestach, lepsej efektivite
prepravy pri lepsej udrzatelnosti. Ku hlavnym uzivatelom tychto systémov
patrite aj napriklad vy. Okrem vas to moézu byt napriklad samospravy, ktorych
cielom je castokrat zvysenie bezpecnosti v cestnej premavke na vlastnom tzemid,
navrhy na vylepsenie dopravnej infrastruktary a celkové zvysenie kvality Zivota pre
svojich obcanov. Do tejto skupiny patria dalej aj prepravné agentiry a operatory
sluzieb, logistické prepravné sluzby, lokalny mali podnikatelia a v neposlednom rade
kazdodenni dochadzajuci a cestujuci vo volnom case.

Medzi priklady pouzitia takychto systémov patri napriklad systém riadenia
premavky v redlnom ¢ase popisany v sekcii [I.1], sluzby inteligentného parko-
vania v sekcii sluzby zdielania vozidiel v kapitole 2] Inteligentné parko-
vacie sluzby maju za ciel pontknuf efektivne riadenie parkovania v obmedzenych
priestoroch, znizenie ¢asu potrebného na najdenie volného miesta, moznost rezerva-
cie parkovacieho boxu vopred a zo ziskanych dat pomoct samospravam so spravnym
rozhodovanim pri tvorbe parkovacich planov v danej oblasti.

Sluzby zdielania vozidiel sa postupne stavali popularnejsimi od konca minulého
storocia. Vysoké naklady na prevadzku a vlastnenie vozidiel, nedosta-
tok parkovacich miest a vysoké ceny a dane na pohonné hmoty st hlavné
dovody velkému rozmachu tychto sluzieb. Hlavné dovody, ktoré vyrazne ovplyviuji
adaptaciu sluzieb zdielanych vozdiel si geografické a demografické faktory.
V ramci geografickych faktorov rozhoduje hustota mestskej zastavby, dostupnost
verejej dopravy a parkovacich miest. Naopak demografické faktory hovoria o tom,
ze sluzbu vyuzivaju hlavne mladsi Tudia, ktori sa dozaduju vyssej mobility pri za-
chovani castejsich socidlnych interakcii, ¢o ma vyrazny vplyv na jej vyuzivanie. Jed-
notlivé vyhody a problémy spojené so sluzbami zdielanych vozidiel st popisané po-
drobnejsie v sekcii 2.1] Existuju styri typy sluzieb zdielania vozidiel: Zdielanie
na spiatocni cestu, Zdielanie na jednosmerni cestu, Vzajomné zdielanie
vozidla a Zdielanie flotilovych vozidiel. Medzi najznamejsie sluzby zdielanych
vozidiel patria spo¢nosti ako Zipcar, ShareNow, CityBee alebo cesky Car4Way
a estéonsky Autolevi.

Ku hlavnym cielom a vyzvam v oblasti inteligentnych prepravnych sluzieb pa-
tri spolahliva integracia idajov medzi roznymi Standardmi a systémami, spravna
analyza ziskanych udajov s vyuzitim umelej inteligencie a cielom vylepsenia pred-
povedi a simulacii modelov, jednoduchsie zavadzanie tychto sluzieb do uz existujuce;j

infrastruktiary pri zachovani trvalej udrzatelnosti a ochrane dat uzivatelov.



Kybernetickd bezpec¢nost v inteligentnych prepravnych sluzbach pred-
stavuje jej dolezitu sucast, ktorej sa zatial nedostava dostatocna pozornost. Vz-
hladom na to, ako rychlo sa toto odvetvie vyvija odvetvie, ¢eli jeho kyberneticka
bezpecnost v sucasnosti novym vyzvam. Akékolvek kybernetické ttoky na tieto
sluzby moézu negativne ovplyvnif bezpecnost cestujicich, narusit dopravné sluzby
a viest aj ku vzniku hospodarskych skod. A prave na efektivne rieSenie tychto
bezpecnostnych problémov je potrebna hlavne koordinacia medzi uzivatelmi a
spravcami tychto sluzieb. Takato spolupraca dokaze vyrazne zvysit Sance na
efektivnu ochranu sluzieb proti kybernetickym tutokom (Tab. a jej cielom (Tab.
[L.5). V rdmci tejto diplomovej prace je podrobne skiimand prédve problematika
ochrany osobnych tdajov v inteligentnych prepravnych sluzbach. Inten-
zivny zber, spracovanie a zdielanie tdajov z réznych zdrojov predstavuje riziko
odhalenia citlivych osobnych tidajov uzivatelov sluzieb. Protiopatrenia na zamedze-
nie uniku dat sa skladaju z viactroviovej bezpecnostnej stratégie, ktora v sebe za-
hina Administrativne, Fyzické a Technické zabezpecenie. Kazd4 inteligentné
prepravna sluzba si musi vybrat najvhodnejsiu techniku na zabezpecenie idajov a
ochrany sukromia na zéklade jednotlivych Specifickych rizik, ktorym sluzba je vy-
stavena.

Na zaklade vyskumu st kapitole (3| blizsie popisané Techniky a nastoje na
zvySenie ochrany sikromia (angl. skratka PET), ktoré v poslednych rokoch
rasti na popularite. Techniky a néastoje na zvysenie ochrany sikromia sluzia na
ochranu dévernosti, integrity a dostupnosti tidajov pri zachovani spravneho
pouzivania sluzieb inteligentnej prepravy alebo zdielania vozidiel. Medzi hlavné
vyhody tychto technik patri hlavne anonymita pouzivatelov, kontrola nad ich o-
sobnymi datami, minimalizovanie zbieranych dat, transparentnost spravy osobnych
dat a Privacy-by-Design. Naopak, kedze sa jedna este o pomerne nové techniky a
nastroje, vznikaju tu problémy napriklad s interoperabilitou, rychlostou, vyuzitim,
cenou ¢i faloSnym pocitom zabezpecenia osobnych dat. Taktiez je nutné podokntuf,
ze tieto techniky a nastroje musia byt prisposobené poziadavkam jednotlivého sys-
tému a to vyzaduje Specifické technické znalosti. Podrobné rozdelenie pontkanych
technik a nastrojov popisuje sekcia [3.2]

Prakticka cast diplomovej prace v kapitole 4| sa zaobera prave spojenim Sluzieb
zdielanych vozidiel pri vyuziti technik a néstrojov na zvySenie ochrany stkromia,
nakolko aktualne pontukané sluzby na trhu neposkytuji ziadne otvorené informa-
cie pre uzivatelov akymi technikami a nastrojmi su ich osobné data pri vyuzivani
sluzieb chranené. Na zaklade analyzy procesov typickej sluzby na zdielanie vozidiel
bolo urcenych 5 Specifickych faz, ktoré su rozpisané viac do detaiov. Fazy pred-
stavuju: Autentifikdciu pouzivatela do sluzby, Vyber vozidla cez zobraze-

nie na mapach, Pristup do vozidla, Monitorovanie vozidla a Zabezpecenu



platba za sluzbu. Kazda faza ma predstaveny problém, ktory riesi pomocou zvo-
lenych technik a nastroj na zvysenie ochrany siikromia a jej naslednti implementaciu
v programovacom jazyku Python s vyuzitim viacerych dostupnych modulov.

Vsetky zvolené fazy a proof-of-concept implementéacie boli testované na Win-
dows 10 Pro 64-bit zariadeni s vybavenym Intel i7-6500U CPU a 16GB
RAM. Zvolenou verziou programovacieho jazyka Python bola 3.9.7 v programe
Visual Studio Code 1.78.0. Testované boli ¢asové naroc¢nosti jednotlivych casti
nastrojov na zvysenie ochrany sikromia. Kazdé testovanie bolo overené viacerymi
opakovaniami a vysledok predstavuje ziskana priemerna hodnota v milisekundach.
Jednotlivé vysledky st zobrazené v tabulke [4.4] a vykreslené na obrazkoch 4.9
Findlny vysledok praktickej casti diplomovej prace hovori o naro¢nej moznosti ak-
tualneho vyuzitia technik a néstrojov na zvysenie ochrany sikromia v sluzbach
zdielanych vozidiel. Ich nasadenie v komplexnych a redlnych sluzbach inteligent-
nej prepravy moze este predstavovat mnozstvo rizik, ako aj zhladiska funkénosti a
bezpecnosti, tak aj z hladiska pouzivatelského komfortu.

Vsetky stanovené ciele diplomovej prace boli splnené.
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Introduction

The advancement of technology is having significant effects on a number of in-
dustries, including transportation. The issues associated with the traditional trans-
portation system have given rise to a solution in the form of Smart Transportation
Services. Numerous advantages of these services include reduced traffic congestion,
increased transit effectiveness and support for environmentally friendly transporta-
tion.

The objective of this diploma thesis is to provide an in-depth theoretical analysis
of Smart Transportation Services, with a focus on the advantages and disadvantages,
its real-world applications and data privacy protection of the users. The thesis
also describes Smart Parking Services as well as Car Sharing Services in
greater detail and outlines their benefits, types, regulatory status and cybersecurity
concerns. Research of Privacy Enhancing Technologies and its potential use
in Car Sharing Services data and privacy preservation is also studied. Privacy
Enhancing Technologies are crucial component of Car Sharing Services and could
significantly improve users’ privacy and security.

The practical part of the diploma thesis handles with the implementation of
selected Privacy Enhancing Technologies tools and techniques in selected
5 phases of the Car Sharing process. The selected 5 phases represent User
Authentication, Vehicle Selection, Vehicle Access, Vehicle Monitoring and Secure
Payment phase. All implementations in the Python programming language have
been tested for time complexity and the results are presented. The last section

of the thesis discusses the potential for further research and its trends.
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1 Smart Transport Services

Smart Transport Services (STS) and Intelligent Transport Systems (ITS) are ad-
vanced systems whose goal is to offer innovative services across all methods of
transportation to improve user comfort, safety, sustainability and efficiency. These
systems include a wide variety of complex technologies and applications, such as in-
terconnected autonomous vehicles, advanced public transportation systems or traffic
management systems.

Their different scopes and focuses are where STS and ITS separate the most.
STS has a broader scope than ITS, which usually refers to the implementation of
technology in order to improve the performance of certain modes of transportation,
such as traffic management systems or traffic lights. With a focus on user experience
and demands, STS aspires to seamlessly and effectively combine multiple types of

transportation and services. [1I 2]

Main Advantages of STS

There are numerous advantages of STS for users, the environment and transporta-
tion systems. Here are a few of the main advantages of STS: [3] 4]

o Enhanced Safety: STS could significantly help to reduce number of traffic
accidents and dynamically route traffic away from emergency vehicles trying
to exit congested areas by providing real-time information to drivers and by
automating certain safety-critical tasks.

o Increased Efficiency: Among the primary goals of STS is to improve traffic
flow by providing real-time traffic data with a wide range of information to op-
timize the routing and scheduling of vehicles, resulting in reducing congestion
in the cities.

o Better Sustainability: The significant environmental effect of transporta-
tion could be reduced by STS through improving system efficiency and en-

abling the use of alternative fuels, vehicles and other modes of transportation.

Common Users of STS

Governments, transportation agencies, logistical companies, commuters and small
local businesses are among the STS’ regular consumers.

o Governments: One of the the biggest users of STS since they could utilize
it to improve their transportation infrastructure and reduce traffic. They
could use the information collected by STS to decide wisely about developing
a new infrastructure, using public transportation, and handling emergencies

to improve overall quality of life in the community.

17



o Transportation Agencies: Ride-sharing services, taxis, delivery companies
and public transportation systems could use STS to optimize their routes,
lower fuel costs and boost overall operational effectiveness. Cost reductions
and better customer service may result from this.

o Logistics Companies: Logistic movement of trucks and cargo could be
tracked by using STS, which could improve their routes and keep an eye on
the efficiency of their fleet. They may be able to cut delivery times, increase
service dependability, and reduce costs as a result.

o Travelers and Commuters: Real-time information on traffic conditions
and timetables for public transportation along commuters’ routes could be
extremely useful and increase comfort while traveling by reducing stress and
irritation.

e Local Businesses: Using STS could decrease the price and delivery time for
items from small local businesses to the neighborhood. It might increase and

improve the overall competitiveness of local businesses.

There is another viewpoint on the benefits of I'TS systems from the perspective of
organizations, companies, partnerships and the academic community. These com-
panies are involved in research, promotion, physical development, deployment and

demonstration of ITS technology and applications. Some examples include organi-
sations as ERTICO [5], INRIX [6], Siemens ITS [7], Commsignia [§].

g
%

Fig. 1.1: Mostly Smart Transport Services users benefit from the inter-connectivity

of these systems.
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Examples of STS applications

Traffic Management Systems: Continuously monitoring traffic conditions
using sensors and cameras and provide real-time information to drivers and
Traffic Control Centers (TCC), more in Section [1.1} Proper use of this infor-
mation could improve traffic and reduce congestion. [9].

Smart Parking Services: Make the most use of parking spots by utilizing
technologies including sensors, cameras and communication systems. They
assist drivers in finding available spots, monitor the status of slot occupancy
in real-time and optimize parking fee pricing [10, [I1]. Smart parking services
are described in more detail in the Section [L6

Connected and Autonomous Vehicles: These vehicles use sensors, came-
ras, lasers and other communication devices to communicate internally and
to connect externally to other vehicles and the transportation infrastructure.
This connectivity could enable advanced features, such as platooningﬂ and
collision avoidance. Using these technologies, Car sharing services could be
developed to operate more effectively and safely. [12].

Pedestrian Tracking Systems: Sensors, cameras and communication sys-
tems are used to accurately track pedestrian movement and schedule trans-
portation services according to their needs. [13].

Real-time Ride Matching Services: Utilizing real-time data and algo-
rithms from these services to optimize the matching of passengers with avail-
able vehicles. The CSS could be more efficient if there were improved vehicle
usage and fewer empty trips [14, [I5]. The entire Chapter [2]is dedicated to Car
Sharing Services.

Emergency Vehicle Priority Systems: High reliable and demanding sys-
tems which utilize communication and detection technologies to grant priority
to emergency vehicles at intersections and on roads. The city of Brno could
also be proud of these systems |16, [17].

Advanced Public Transportation Systems: Technologies including smart
ticketing, real-time passenger information and vehicle tracking could be used
to improve the effectiveness and convenience of public transportation [I8| [19].
Road Weather Management Systems: Data collected from weather sen-
sors on the sides of the road, combined with weather forecasting computations,
allows transportation authorities to make the appropriate decisions to ensure
safety and mobility [20].

Freight Management systems: Using of multiple technologies including

GPS tracking, electronic information interchange and wireless communication

LA group of connected vehicles travel in close formation
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could increase the effectiveness of freight transportation [21].

o Advanced Traveler Information Systems: Very popular systems in larger
cities uses technology such as variable message signs, mobile applications,
satellite maps and websites to alert drivers about traffic conditions, roadwork,
accidents or other events that could affect their journey [22], 23].

o Airport Surface Management Systems: The effectiveness and safety of
ground operations on the airports could be increased by utilizing technology
using sensors, communication systems and optimization algorithms. They
could lead to shorter wait times, more effective ground vehicle routing and
better coordination of aircraft movement [24].

e Modern Railway Control Systems: Train operations could increase the
efficiency and safety using GPS, sensors and various communication systems.
They could be used to improve train routing and scheduling, automate certain
operations and provide passengers or train operators real-time information
[25].

o Intelligent Street Lighting Systems: To reduce the energy consumption
of street lights are multiple sensors and communication systems used. They
could be set up to dim or turn off the lights when not in use and modify the

brightness of the lights based on the amount of ambient light [26].

Data Flow in STS

Smart Transport Services optimize the performance of the system by collecting and
evaluating data from a variety of sources. Data collection is fundamental for pro-
viding the information required to make decisions and take action. A few examples
of the data sources and technologies used are roadside infrastructure, crowdsourc-
ing and vehicle-based sensors. Vehicle-based sensors are used to monitor vehicle
position, speed and traffic conditions. Roadside infrastructure is installed to collect
information regarding traffic flow, vehicle speeds and visit times. See more details
in Section [I.1} Driver and passenger data could be collected as well using mobile
applications and other crowdsourcing methods.

The ability of the components to communicate with one another is critical to the
STS’s proper operation. Real-time information and data transmission between
vehicles, roadside infrastructure and centralized control systems becomes possible.
Examples of wireless communication technologies used for transmitting data include
Wi-Fi, Dedicated Short-Range Communications (DSRC) and cellular networks (3G,
4G, and 5G). Wired communication is an additional option to Wi-Fi. In large-scale
systems, it provides better bandwidth, more reliable communication over greater

distances with minimal noticeable signal losses and lower costs.
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Fig. 1.2: Data Flow in Smart Transport Services.

Data processing and analysis are the following steps in developing and train-
ing machine learning models to forecast traffic patterns during rush hour, identify
bottlenecks in congested areas before accidents or take the necessary actions to op-
timize traffic flow and safety. The STS application’s goal determines how the data
are examined once they have been collected.

Secure data storage and management technologies, such as encryption, data
anonymization, access control or privacy enhancing technologies (PET), protect data
against unauthorized access, modification and theft. An incident response plan is
also an important factor to help reduce damage and accelerate system restoration
in the case of a security breach, hardware failure or other unforeseen consequences.

The full data flow process in STS is illustrated as single layers in Figure[I.2] More
detailed information about these cyberattacks are available for reading in Table [T.4]
PET are described in more detail in the entire Chapter . [27, 128,
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Goals and Challenges in STS

The STS are complex systems of connected technology and services. Adoption and

deployment of STS are not without challenges. In order to increase transportation

efficiency, safety and sustainability, these concerns have to be addressed and resolved

in the fields of law and regulations, ethics, technology and economics. [I], 30, [31]

Data Integration: It is a significant challenge as STS is built up of many
different communication standards, various types of data sources and various
already installed systems. The objective is to increase these systems’ overall
effectiveness and productivity, which could result in cost savings and improved
quality. This could also be supported by approved international standards,
which are described in the Section L2l

Data Management and Analysis: They are necessary to protect the pri-
vacy and integrity of the enormous amount of data created by various sources.
Using machine learning and advanced processing techniques, useful informa-
tion could be retrieved from the data. Making smarter choices could be a result
of better STS data management.

Deployment and Adoption: A continuous process that starts with edu-
cation and awareness campaigns to non-technical audiences about the main
benefits, overcomes challenges including securing funding for implementation
costs and also legal perspectives about privacy and data security to propose
and develop useful solutions to make cities more livable.

Sustainability: To accelerate the development of smart cities, STS have to be
developed and maintained in a way which could reduce the negative environ-
mental impacts of transportation—primarily the decrease of CO2 emissions.
To make STS more sustainable, emissions have to be reduced and air quality
needs to improve.

Cybersecurity and Data Privacy: Due to the environment’s vulnerability
to cyberattacks, which could cause data breaches, system failures or other
security challenges, these are significant STS concerns. Therefore, STS have
to preserve the privacy of users whose information is collected and protect
the data from unauthorized access or modification. Types of cyberattacks are
described in the Section [I.3] Privacy preserving could be done with PET,
which are discussed in Chapter [3]

22



1.1 Basic Components of STS

On-Board Unit

The On-Board Unit (OBU) refers to an inside vehicle component which is capable of
storing a variety of sensors, cameras, GPS units and other devices. OBUs are widely
used in STS for collecting real-time data about the system’s performance, including
traffic conditions, schedules for public transportation and other events that could
have an impact. The data which OBUs have collected could be connected with and
transferred to a central server or another system for further processing and analysis.
52

Fig. 1.3: On-Board Unit from company CiDi [33].

Road Side Unit

The Road Side Unit (RSU) is an essential part which could be found usually at
the intersection or along the side of the road. It acts as a link between the infras-
tructure and vehicle, allowing information to be transferred back and forth between
them. RSU communication supports cooperative collision warning systems, enables
the exchange of information between vehicles and traffic management systems and
provides real-time traffic data. [34]

OBUs and RSUs in STS are able to communicate with one another in real-time
using a variety of systems and protocols, such as cellular, Wi-Fi and DSRC. These
technologies could improve the efficiency, economy and safety of the transportation

sector.
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Fig. 1.4: Road Side Unit from company Siemens ITS [35].

Sensors

A variety of sensors are used in STS to collect information on the system’s perfor-

mance, including data about the current road condition, traffic congestion, accidents,

work zones and parking availability. [36]

Several examples of sensors used frequently in STS include:

Vehicle Sensors: They collect data on a vehicle’s performance and operation,
including its speed, acceleration, fuel efficiency and other factors.

Traffic Sensors: They collect data about speed, volume and other aspects of
traffic on roads and highways to optimize traffic management systems.
Environmental Sensors: They collect data about the weather, air quality
and other environmental factors in real-time that could have an impact on the
transportation system.

Cameras: They capture visual information about the transportation system,
such as traffic patterns, schedules for public transportation and other incidents.
GPS: They collects location information about vehicles and other devices in
the transportation system, enabling real-time tracking and routing of vehicles

and other objects.

Signals and traffic controls

The operation of the STS could be improved by multiple types of signal and traffic

control systems. The following represent a few frequent STS examples:
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Fig. 1.5: Leddar T16 Traffic Sensor from LeddarTech Inc. [37]

Traffic Lights: They could manage the movement of traffic at intersections,
to reduce delays and increase the effectiveness of the transportation system by
using advanced algorithms and real-time data.

Adaptive Signal Control: They modifies the timing of traffic signals based
on real-time information about the flow of traffic in order to maximize effi-
ciency and reduce delays.

Ramp Metering: They regulates the flow at which vehicles enter the area
using traffic signals or other control devices, decreasing congestion and im-
proving safety.

Traffic Cameras and Sensors: They collect real-time visual data of the
traffic flow, vehicle speeds and other road conditions to increasing safety.
Variable Message Signs: They could display real-time updates traffic con-
ditions, public transit schedules and other events, which could have an impact
on the transportation system.

Parking Management: They controls parking availability and helps drivers
locate available parking spots. Real-time data on parking availability, dynamic
pricing and reservation platforms could be included.

E-toll: They uses drivers’ toll payments to speed up toll collection and reduce
off waiting times.

Speed Cameras: They track and record passing vehicle speeds, capturing
data that could be used to identify speeding cars and enforce speed restrictions

to increase safety.
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Traffic Control Centers

Traffic Control Centers (TCC) are significant ST'S components that perform a variety
of important functions, such as controlling traffic flow, identifying and responding
to traffic incidents or providing drivers real-time information about the conditions
on the road ahead. Data from multiple sources and sensors are usually
received and processed in real-time by these systems, which are typically

centralized in one location. [3§]

Fig. 1.6: Smart Transport Services are interconnected components mentioned above.

[39].
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1.2

International Standards in STS

Compliance to international standards is necessary for the development and deploy-

ment of STS in order to ensure interoperability, dependability and security. Numer-

ous international standards groups, including ISO, IEEE and ETSI, have established

standards for many ITS/STS components, including cybersecurity, data privacy and

technical requirements for communication protocols or data sharing. Compliance

with these standards is necessary for the efficiency and security of these

systems, global collaboration and the development of advanced innovative solutions

in the field. The following are some of the most known standards:

Standard

Tab. 1.1: ISO standards

Description

ISO 13111-2:2022

The use of personal ITS stations to support I'TS service

provision for travellers. [40]

series

ISO 15638
(Parts 1 to 24)

Framework for collaborative telematics applications for

regulated commercial freight vehicles. [41]

ISO 17419:2018

Specifies the requirements for the secure authentication
and authorization of I'TS using global unique identifiers.
[42]

ISO/TS 19091:2019

Using V2I and 12V communications for applications re-

lated to signalized intersections. [43]

ISO 21177:2023

STS station security services for secure session esta-
blishment and authentication between trusted devices.
[44]

series

ISO 24102
(Parts 1 to 6)

Provides guidelines and recommendations for cyberse-
curity in ITS. [45]
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Tab. 1.2: IEEE standards [40]

Standard Description

IEEE 1609 Family It provides a comprehensive set of guidelines and specifi-
cations for ensuring the security and privacy of wireless
communication in vehicular environments. These stan-
dards are critical to the development and deployment

of safe and secure STS systems. [47]

IEEE 802.11p Specifies the communication protocols for wireless ac-
cess in vehicular environments (WAVE). One of the key
aspect is security, which is designed to ensure the pri-
vacy and confidentiality of data transmitted over the

WAVE network. [48]

Tab. 1.3: ETSI standards [49], 50]

Standard Description

ETSI TS 102 940 This standard specifies the architecture and protocols
for Cooperative Intelligent Transport Systems (C-ITS)
communication. It defines security and privacy mecha-
nisms for protecting against unauthorized access, tam-
pering and interception of C-ITS messages. It also spe-
cifies authentication, confidentiality, integrity and non-

repudiation services. [51]

ETSI TS 102 941 This standard specifies the security requirements for
Cooperative Intelligent Transport Systems (C-ITS)
communication. It defines security services and pro-
tocols for ensuring privacy, confidentiality and integrity

in C-ITS messaging. [52]

ETSI TS 103 097 This standard specifies the security services and proto-
cols for secure communication between vehicles and bet-
ween vehicles and roadside infrastructure. It defines re-

quirements for authentication, confidentiality, integrity

and non-repudiation. [53]
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1.3 Cybersecurity in STS

Thanks to improvements in the Internet of Things, cloud computing and artifi-
cial intelligence, the development of STS is accelerating at a never-before-seen rate.
These technologies are expected to change how we travel, improve effi-
ciency, reduce emissions and improve road safety. However, considering how
quickly STS industry is developing, cybersecurity is currently facing new challenges.
There are more potential threat vectors as STS become more complex and con-
nected. Unfortunately, STS are vulnerable to cyberattacks because cybersecurity
measures are unable to keep up with the rate of STS development.

STS is still developing and is in its early stages at the moment. Many service
operators are still experimenting with multiple technologies and looking for the
best methods for implementing them. A lot of operators are working with limited
resources, which makes it difficult to develop complete security solutions. Moreover,
cybersecurity is not always a top priority for STS operators, as they focus
on providing efficient and cost-effective transportation services. And a result, the
security features in STS are often overlooked, leaving these systems vulnerable to
threats.

The absence of cybersecurity in STS could have negative consequences. Cyber-
attacks on STS have the possibility to negatively impact passenger safety, disrupt
transportation services and lead to economic damages. As an example, hackers
could hijack vehicles, change traffic lights or steal private data from these systems.
These attacks could result in accidents, congestion and even fatalities. It is
essential to develop comprehensive cybersecurity solutions for STS that could reduce
these risks.

Coordination between transport service operators, cybersecurity experts and
government agencies is necessary for solving the cybersecurity-related se-
curity concerns that STS are experiencing. In order to make sure that security
measures are implemented throughout the STS system, cybersecurity experts should
be involved in STS system development from the initial phase. Government agencies
should develop regulations and guidelines that require the implementation of cyber-
security measures in STS. Only by taking these coordination measures, there could
be guarantee for the security and safety of STS while preserving its effectiveness and

resilience. [54]
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Tab. 1.4: General cyberattacks in STS [55] 66].

Attack Description

Malware By modifying files, stealing data or tampering with the
system’s functionality, malware or ransomware could in-
fect the STS and cause fatal damages.

Distributed Due to the network overload and crash caused by jam-

Denial-of-Service

ming or flood attacks, the STS becomes unable to ope-

rate.

Eavesdropping

Hackers could be man-in-the-middle in system commu-
nication in order to steal data or manipulate instruc-

tions.

Spoofing

To access data or take control over the STS, hackers
could pretend to be a legitimate system or user using
sybil attack.

False information

Hackers purposefully spread false information to mani-

pulate with the transportation system or mislead users.

Social

engineering

Phishing attacks and other scams could be used by
hackers to fool users into providing important informa-

tion.

Side channels

To get over traditional security measures, hackers could

target other systems or properties.

Profiling

Attacks to target weak points in STS by analyzing user

behavior, traffic patterns or frequently traveled paths.
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Tab. 1.5: Targets of cyberattacks in STS.

Attack Description

Vehicle Hackers could be able to obtain access to a vehicle’s

hijacking control unit without permission and take over opera-
tions including braking, steering or acceleration [57].

Safety Hackers could put at risk passenger safety by accessing

compromise into STS controlling security features including airbags

or seat belts.

GPS spoofing

Hackers could tamper with GPS signals to steer vehicles

off track or bring them to a stop.

Traffic signal

By remotely manipulating the timing of traffic lights,

manipulation hackers could control traffic signals to increase conges-
tion or cause accidents.

Infrastructure Hackers or terrorists could physically harm transporta-
damage tion infrastructure, such as bridges or tunnels, to ob-
struct the operation of STS.

Payment Hackers could manipulate payment systems, such as
fraud parking meters or toll booths, to steal money or cause

financial losses to STS provider.
Data theft Hackers have the ability to steal private data from STS,

including personal, location or payment data.
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Data Privacy concerns in STS

Data privacy is essential to ensuring cybersecurity in STS. The privacy and security

of users could be seriously threatened by the enormous volume of data collected in

these systems. STS heavily relies on data collection, processing and shar-

ing which exposes users’ sensitive information among different entities. Significant

consequences, including financial losses, social harm and even physically injury to

individuals, could result from failing to protect these data.

Threat

Tab. 1.6: Data Privacy Threats in STS.

Description

Data Breaches

and Mining

Data breaches are one of the biggest threats to data
privacy in STS. The sensitive information collected by
STS, including location data, travel patterns and per-
sonal data, are vulnerable to hackers. Collected data
could be analysed by hacker in order to find out pat-
terns and insights to follow individuals or perform tar-

geted advertising [58].

Unsecured

Communication

Various communication protocols are implemented by
STS to exchange data between network components.
Data interception and illegal access could result from

using insecure communication channels.

Insider
Threats

Data privacy could be seriously threatened by individ-
uals who have been granted access to STS data. These
insiders have the potential to violate privacy by pur-
posefully or accidentally misusing the data they have

access to.

Unauthorized Access in STS

Unauthorized access is also one of the main security concerns of STS as it could

affect connected transportation infrastructure. It might occur when a person or

machine accesses STS data or systems without the necessary authorization

or credentials. System failures, loss of user data and privacy and other serious

consequences could be the result of this kind of attack. The following threats could

provide unauthorized access to a hacker.
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Tab. 1.7: Unauthorized Access Threats in ST'S.

Threat Description
Weak Hackers could be able to overcome authentication and
Authentication gain unauthorized access through the use of weak or

easily guessed passwords, outdated authentication pro-

tocols or incorrectly set access controls.

Social Users could be mislead into giving their login creden-
Engineering tials or other sensitive information by social engineering
attacks including phishing emails or phone calls, which

could be used to gain unauthorized access.

Misconfiguration Hackers could be able to gain unauthorized access by

exploiting unpatched vulnerabilities or poorly configu-

red systems.

Physical Security in STS

The physical security is a crucial non-digital component of STS infrastruc-
ture, which needs to be also protected. The STS infrastructure is vulnerable to
a variety of physical security threats that could disable or damage STS functional-

ity and significantly impact transportation services.

Tab. 1.8: Physical Security Threats in STS.

Threat Description
Vandalism and Vandalism or theft, which could include the removal of
Theft necessary infrastructure, equipment damage and graffi-

ti, is a frequent physical security risk to STS infrastruc-

ture.

Sabotage Equipment or the entire system could be harmed as

a result of it, either on purpose or by mistake.

Natural Disasters including floods, earthquakes or hurricanes
Disasters are just a few examples of how they could seriously
damage STS infrastructure, disrupting travel plans and

causing security risks.
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Countermeasures and Best Practices

STS operators should implement a multi-layered security strategy that com-
bines technical, physical and administrative controls to protect against cyberattacks
in STS.

Protections against malware, data encryption and anonymization, strong pass-
word authentication and monitoring systems should all be part of technical coun-
termeasures. Physical countermeasures including access controls and surveil-
lance systems could help stop attacks including theft, vandalism or sabotage. Ad-
ministrative countermeasures as employee awareness and training programs
could be used to avoid attacks that rely on social engineering methods as phish-
ing.

Penetration testing, software security-by-design and regular security audits could
all be implemented to identify and correct vulnerabilities in STS systems before they
are exploited by hackers.

Administrative

Employee training,
01 Password managment,
Education

Technical

03 Data encryption and
anonymization, SIEM

Fig. 1.7: Multi-layered security strategy should be implemented to STS.

Cybersecurity Evaluation in STS

The most appropriate techniques for data security and privacy protection in STS
have to be chosen by taking into account the specific risks and threats to which
the entire system is subject to. There is a need for industry-wide collaboration to
develop robust security guidelines and processes due to the growing risk of
cyberattacks and the potential harm that STS cybersecurity breaches could cause to
the economy and society. The lack of cybersecurity guidelines in STS is an alarming

issue which has to be solved quickly.
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Tab. 1.9: Cyberattacks Countermeasures in STS.
Countermeasure Description
Privacy An efficient protection against data privacy cyberat-
Enhancing tacks in STS by providing tools and methods to protect

Technology (PET)

sensitive data using techniques as data encryption and

anonymization. More information in Chapter |§|

Role-Based
Access Control
(RBAC)

Based on employment roles, authorizations and respon-
sibilities, RBAC could be used to limit access to sensi-
tive information and system functions. It offers granu-
lar access control and reduces the possibility of unau-

thorized access.

Data
Encryption

STS operators could avoid data breaches and data
mining by implement security measures such as data
encryption and anonymization, firewalls, IDS/IPS or
PET.

Security
Information and
Event Management
(SIEM)

STS data exchange could be monitored and unautho-
rized access attempts could be quickly identified using
SIEM systems. Additionally, STIEM could be used to
correlate events across several systems to spot sophisti-

cated attacks techniques and offer useful information.

Password

Management

By using multiple factors of authentication (MFA) and
strong passwords, unauthorised access attacks could be
stopped. Furthermore, it is important to enforce strict
password policies and make regular password changes

obligatory.

Employee
Training and

Education

STS operators could implement understandable secu-
rity measures for their employees including access con-
trols, firewalls, SIEM systems and End point security
systems to prevent data breaches and data mining.
They should regularly perform security audits and vul-
nerability evaluations on their systems in order to look

for any possible weaknesses.
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o Lack of Consistency: STS cybersecurity is lacking in widely acknowledged
standards, making the system open to cyberattacks.

o The Lack of Adequate Legal Recourse: Hackers who abuse STS are
frequently difficult to identify and bring to justice.

» Insufficient Regulatory Control: The vast majority of authorities lack the
knowledge and resources necessary to effectively manage STS cybersecurity.

o Lack of Standardized Security Procedures: While some service operators
could have strong cybersecurity measures in place, others might have few or
none at all. Hackers could simply exploit these vulnerabilities as a result of
this inequality.

o Accountability: Breach of STS cybersecurity could have enormous negative

effects on the economy and society.

To overcome these issues, STS cybersecurity needs to be standardized. The best
security practices, regulations and laws developed as part of this standards should
be required for all STS companies.

The smart transportation industry should also invest in cybersecurity educa-
tion and training to increase awareness of cybersecurity threats and best
practices. Other potential countermeasures for these concerns include the imple-
mentation of data encryption, access control systems, network segregation, IDS /TIPS,
disaster recovery planning systems and other above mentioned solutions. In order
to identify vulnerabilities and take precautions to eliminate them, regular security
audits and assessments should be performed. This subject is further elaborated in

more detail in the following reference [59].

1.4 Related Research in STS

Smart Transport Services are still considered to be a new field of research, which
combines modern technology and data-driven approaches to achieve the mentioned
benefits in Chapter[I} As a result, there have been more research work and projects
in recent years focused on developing and implementing ST'S.

Fredianelli et al. (2022) have been working on a system of using low cost cameras
to increase traffic flow efficiency in the Italian city of Piombino [60]. Dynamic price
techniques are also a key component for handling a wide range of STS challenges,
including parking, traffic flow or the public transportation usage. Saharan et al.
(2019) have performed a systematic review on the use of these techniques [61].
Pedestrians safety and protection is discussed by El Hamdani et. al (2020) in [62]
as a component of STS, who significantly influence traffic flow, road infrastructure

and vehicle design.
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An equally important area for research is smart parking management where
Dzurenda et al. (2021, 2022) have been exploring the possibilities of using blockchain
technology and smart contracts for parking in city centre zones [63]. The same
author also extended his research with information about user data protection [64]
in Czechia. Alsafery et al. (2018) proposed a functional system to the parking issue
with a significant reduction in the amount of data transmitted in order to reduce
energy consumption [65]. Smart parking services are described in more detail in the
Section [L6l

Car and scooter sharing services, which are growing popular in STS, now
offers the best research opportunities. Mounce et al. (2019) who has been investi-
gating the possibility of connecting electric cars with a one-way car sharing system.
The benefits of autonomous driving, usability, legislation and current solutions have
been elaborated by the authors [66]. Roblek et al. (2021) provided us a closer look
at the fundamental issues with the CSS and how they affect urban sustainability
[67]. Nansubuga et al. (2021) presented an extensive systematic review of CSS with
in-depth analyses of this trend [68].

Several studies have looked into the use of Privacy Enhancing Technolo-
gies in STS, which are also described in Chapter [3] For instance, Pollicino et
al. (2021) have developed a new accountability protocol for use in real car shar-
ing environments [69]. In another study, Huang et al. (2020) proposed the DAPA
architecture to address customers’ concerns about data privacy in relation to CSS
operators [70]. Avodji et al. (2016) have developed a prototype implementation of
privacy-preserving meeting points computing in response to the finding that meeting
locations using CSS could represent significant data privacy concern [71]. After the
conclusion of this thesis, an attached bibliography provides further specific literature

references.
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1.5 Current Solutions in STS

Current smart transport services have fundamentally changed how we travel,
park and share vehicles. These modern technology-based solutions have in-
creased everyone’s accessibility and convenience when it comes to transportation.
A brief overview of current STS solutions are shown in the tables [1.10] and [L.11]
below.

1.6 Smart Parking Services

A technology-driven system offers efficient parking management while improving
user experience. The smart parking service (SPS) falls under the general category of
STS, which aim to improve urban sustainability, optimize the use of existing infra-
structure and reduce traffic. Many different parties are involved in SPS, including:

e Users: They could access parking services including reservations, payments
and real-time information through mobile application or web portals to connect
with SPS.

o Technology Vendors: Developing and place into use hardware and software
components for SPS, as well as providing technical support and maintenance
services.

o Parking Lot Operators: They are in charge of monitoring the management
of parking spots, the installation and upkeep of technological infrastructure

and the security and safety of users.

Main Advantages of SPS

Smart parking services have numerous advantages over traditional parking options
for both users and the general public. [95]

o Time-Reducing: SPS use technology to reduce down on time spent trying to
find parking spots, which minimizes traffic congestion and fuel consumption.

o Efficient: SPS give users the option to reserve parking spots ahead of time,
reducing the possibility of overbooking and the requirement for conventional
ticketing systems.

o Convenient: SPS increase convenience and user experience by offering real-
time information on parking availability, costs and distances from the desti-
nation [65].

e Future Planning: By providing useful information about parking usage,

traffic flow and user habits, SPS could improve urban planning.
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Tab. 1.10: Current Solutions in STS — part 1 of 2

Solution

Description

Car sharing
Cardway, HoppyGo,
Autonapul

[72, 73, [74]

Progressively used platforms allow individuals to rent
out their own vehicles or use cars owned by the ser-
vice operator, providing a convenient and sustainable
alternative to car ownership, mainly in the cities and
suburban areas. Solutions are discussed in more detail
in Chapter [2}

Bike and

scooter sharing
Rekola, Nextbike, Bolt,
Lime, Tier

[75, 176, [77, [78, [79]

Bike and e-scooter sharing systems have become in-
creasingly popular in cities around the world, providing
a convenient and environmentally friendly mode of last

mile type of transportation.

Smart car parking
Brno smart parking
[R0]

Smart parking solutions use sensors and real-time data
to guide drivers to available parking spots, reduc-
ing congestion and reducing the time and fuel wasted
searching for a place to park. They are usually linked
to the mobile application for easier parking navigation
and more flexible payments options depending on the
specific location. More details in Section |1_6|

Automatic e-toll
MYTOCZ,
Tool4dEurope, EETS
[81], 82, [83]

Electronic toll systems are widely used in many coun-
tries, providing a convenient and fast way to pay tolls
without stopping the vehicle. These systems have im-
proved the efficiency of toll roads and reduced the en-

vironmental impact of congestion.

Emergency

Call System
STMicroelectronics
[34]

Lifesaving technology used in vehicles that automati-
cally sends an emergency call to a response center in
the event of a crash. The system is triggered by a de-
vice in the vehicle, such as an airbag sensor, that detects
a crash and sends a message to the response center with

the vehicle’s location and other relevant information.
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Tab. 1.11: Current Solutions in STS — part 2 of 2

Solution

Description

Real-time Passenger
Information System
DPMB Info App

[85]

System provides real-time information about bus, tram
and train schedules, delays or route changes to passen-
gers through various channels such as variable signs,

mobile applications and websites.

Public Transport
Network Planning

and Optimization

ESRI, PTV VISUM,
CONDUENT  Trans-
portation
[86], 87, [88]

System uses advanced analytics and simulation tools to
optimize public transport networks, reduce costs and
improve passenger experience [89]. The Digital twin
model is virtual system representation that models its
life cycle with updated real-time data and uses simula-
tion, machine learning and reasoning to help decision-

making for real system [90)].

Demand Responsive
Transport

Liftango, Ridandgo
[911, ©2]

System provides on-demand transportation services to
passengers in areas with low or irregular demand, re-

ducing the need for fixed-route services [93].

Intelligent traffic
lights and signs
TrafficSmart

[94]

Systems use real-time data to optimize the timing of
traffic lights, reducing wait times and improving the
flow of traffic. Most often used to create a "Green Wave'

to move more traffic quickly in or out of the city centre.
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Fig. 1.8: Smart parking service simplifies the parking process with the use of multiple

Sensors.

Challenges and Concerns

Despite the advantages, smart parking services meet a number of challenges, such as
concerns about privacy protection and cybersecurity, problems with interoperability
and the requirement for infrastructure and technology investment.

Service operators have to collaborate together to develop common guidelines and
procedures that allow seamless integration of various SPS in order to overcome these
challenges. Potential risks associated with data privacy and security could also be

reduced by using PET tools.

Data and Privacy Protection

Smart parking services collect and process user’s private information, such as vehicle
number plate, vehicle type and location information. Therefore, while developing
and implementing SPS, data protection and cybersecurity are the most im-
portant concerns. Industry best practices including secure software development,
network and access control should generally be implemented by SPS. [96]

Services are also vulnerable to a range of cyberattacks mentioned in the Section
[1.3] Because PET enable the processing and analysis of sensitive user data without
disclosing the information to unauthorized parties, their usage in SPS could assist
with improving data and privacy protection. Chapter [3| provides more information
about PET tools.
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Solutions and Future Work

Since parking has become a big issue for users, as cities become more densely po-
pulated, SPS have attracted a lot of interest. Many approaches have been
proposed to address this issue with the goal to optimize parking spots, reduce traffic
and improve user experience.

o Reservation Systems: Implementing reservation systems allowing users re-
serve a parking spot in advance is popular SPS feature. It is especially helpful
in congested locations or at events when parking is limited and users might
have to wait a while.

o Real-Time Parking Availability: Using sensors to find available parking
spot is one of the most popular implemented feature of SPS. Drivers could
quickly recognize a parking spots by using mobile applications, websites or
variable signs to communicate this information to them.

e Dynamic Pricing: To maximize parking usage, SPS often employ dynamic
pricing. Cities could encourage users to park in underused locations, easing

congestion in busy areas, by altering parking prices based on demand [97].

Future work in the SPS is likely to focus on emerging technologies such as:

o Autonomous Parking: Autonomous parking systems use sensors and arti-
ficial intelligence to find available parking spots, park vehicles automatically
and then return them when needed by users.

e Shared and Predictive parking: Shared predictive parking is a concept
in which parking spots are shared upfront among users. With this strategy,
fewer parking spots could be needed and CSS could become more popular.

o Integration with Public Transportation: Another area of future research
for SPS is integration with public transportation networks. Cities could pro-
vide users more effective transportation options, reducing traffic congestion

and improving mobility.

The importance of this technology is constantly defined by the smart parking ser-
vices which deal with the growing parking problem in densely populated urban
areas. SPS provide many advantages, but there are also challenges such as cyberse-
curity and user data privacy protection that need to be resolved.

In this context, the integration of PET could help in protecting user in-
formation while still preserving the main operation of parking services. Future
work in this field could be focused on innovative technologies including shared park-
ing, autonomous parking and integration with transportation systems. Fach of these
technologies have the potential to completely transform urban mobility and improve
the standard of living for city residents. This research is beyond the scope of this

thesis.
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2 Car Sharing Services

The concept of car sharing dates back to the 1940s, but it was not until the 1990s
when Car Sharing Service (CSS) as a form of transportation has gained popularity.
Due to the high cost of owning, maintaining a car and a lack of parking
spots, car sharing has become popular throughout FEurope as an alternative to
owning a vehicle. Car sharing also became popular in the US as a response to the
high cost of living in the cities and increased environmental awareness. Reducing
the production of greenhouse gases, reducing traffic and offering economical options
for transportation are some of the main reasons for car sharing.

The rise of these services are due to advancements in technology which made
car sharing more accessible and convenient. Car sharing is now a popular
application of STS and well-established transportation system in many countries

worldwide, with a significant impact on the transportation industry. [98, 102]

Adoption Factors for CSS

The adoption of car sharing services is significantly influenced by geographic
and demographic factors. CSS are more likely to be adopted at a higher rate in
with dense populations and few available parking spots.

Geographical factors including urban density, accessibility to public trans-
portation and availability of parking spots also affect the popularity of car sharing.
Urban areas with dense populations and few parking spots are those where car
sharing is most common. The adoption of car sharing also depends on the availabil-
ity of public transportation, as people may choose to use their own vehicles when
public transportation is unavailable or unreliable.

Millennials and younger people are more likely to take advantage of CSS than
older generations because to their lower incomes and higher mobility needs, accord-
ing to demographic factors. Their tendency for social interactions and dedication
to a more environmentally friendly way of living are the explanations for this. Ad-
ditionally, people who utilize CSS as an alternative for owning a car are more likely

to be individuals who live in households with fewer cars. [98] Q9]

43



EXHIBIT 1 | More Than 80,000 Car-Sharing Vehicles Were in Operation in 2015

NORTH AMERICA EUROPE ASIA-PACIFIC
T ) DB BB P
gsgsgs it Ghddidig
1.5 million Users 2.1 million Users 2.3 million Users
ot S S RN e e e et
e e o i i i
Vehicles 22,000 Vehicles 31,000 Vehicles 33,000
86,000 5.8 million 2.5 billion €650 million
Vehicles Users Booked minutes Car-sharing revenues
Per year per year

World

Sources: BCG research; press search,
Note: North America = Canada and the US; Europe includes Russia and Turkey; Asia-Pacific = Australia, China, Hong Kong, Japan, Malaysia, New
Zealand, Singapore, South Korea, and Taiwan.

Fig. 2.1: Car Sharing Services are increasing their popularity every year [100].

2.1 Advantages and Challenges

In comparison to conventional modes of transportation, CSS have numerous benefits
and advantages. Here are some of the main advantages of using CSS:

o Flexibility: CSS are more flexible than other forms of transportation. There
are many different vehicles types available to chose from, including budget,
luxury and electric vehicles. Furthermore, services usually offer 24/7 accessi-
bility that allow users to reserve a vehicle for as little as an hour, making it
practical for individuals who simply need a vehicle for short trips or specific
purposes.

o Cost Savings: CSS offer a cost-effective alternative to car ownership, espe-
cially for people who drive occasionally. It also provides a cheap choice for
many individuals because it reduces the cost of car maintenance, insurance
and fuel [T0T].

e Environmentally Friendly: The positive impacts of CSS on the environ-
ment are among their most important advantages. By reducing the number
of vehicles on the road, car sharing lowers carbon emissions and air pollution.
Increasing the popularity of CSS could help create a healthier and cleaner

environment.
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Social Impact: CSS encourage resource sharing and collaboration, which
has a positive impact on society in general. People could save money and
contribute to a more sustainable future by sharing a vehicle. In urban areas
where social isolation is problematic, CSS may encourage opportunities for
interaction and community building.

Traffic Reduction: CSS assist in reducing traffic congestion and reduce
parking demand in urban areas by lowering the number of vehicles on the road,
which results in quicker commutes and improved air quality. Additionally, they
could lower the demand for parking spots, which is crucial in urban areas where

parking is expensive and difficult to find.

While CSS have several advantages over traditional forms of transportation, they

also have certain disadvantages that may restrict their practicality. The following

are some of the significant challenges and disadvantages of using car sharing:

Limitations and Restrictions: Limitations and restrictions on usage apply
to CSS, particularly in terms of where and how the vehicles could be driven.
As an example, CSS may place usage restrictions on certain geographic areas,
the types of roads or highways that could be used and mileage or time limits.
Users who need more flexibility in their transportation options may find these
limitations to be a drawback.

Availability and Accessibility: Certain areas, particularly those that are
rural or suburban, may not have easy access to the availability of CSS. Fur-
thermore, during periods of high demand, such as rush hour or weekends, CSS
could not have enough vehicles accessible. It could be challenging for users to
locate to a available vehicle when they need one as a result of this.

User Behavior: User behavior could have an impact on the overall effective-
ness and efficiency of CSS. Users might damage the vehicle, return it late or
leave it at the wrong location, besides other incidents. These challenges may
raise expenses for the CSS, which may result in higher user prices.
Dependence on Technology: Technology and infrastructure are necessary
for CSS to operate efficiently. As an illustration, CSS use GPS systems, mobile
applications and wireless communication networks to monitor vehicle usage
and support user interactions. The effectiveness and availability of the service
may be affected by any disruptions or failures in these systems.

Insurance and Liability: Insurance and liability concerns for CSS could
have an effect on the service’s overall cost and feasibility. The cost of liability
insurance to cover accidents and damages is often required of service operator.
In addition, there could be legal and regulatory barriers for CSS in terms of

liability and insurance at the specific location of use of the service.
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2.2 Types of CSS

Car sharing is a practical and cost-effective alternative for owning a vehicle because
it enables users to borrow a vehicle for a short period of time. Various kinds of CSS
are offered on the market, including: [68] [103]

 Round-trip Car Sharing

¢ One-way Car Sharing

e Peer-to-peer Car Sharing

o Fleet-based Car Sharing

Y -

Round-trip Car One-way
Sharing Car Sharing

——

Fleet-based
Car Sharing

Fig. 2.2: Various types of Car Sharing Services.

Round-trip Car Sharing

The most popular type of Car sharing is round-trip service. In this type of service,
users pick up a vehicle from a predetermined location, drive it to their destina-
tion and then drop it off again at the same location. This type is popular among
users who require a vehicle for a specific trip or work, such as grocery shopping or

appointment running.

One-way Car Sharing

A relatively new form of CSS is one-way Car sharing. Within the defined zones
of service, users could pick up a vehicle from a specific location and drop it off at
another. Users who need to travel between two or more locations but do not want

to return the vehicle to its starting location typically opt for this form.

Peer-to-peer Car Sharing

Individuals could rent out their personal vehicles to other users with Peer-to-Peer
Car sharing. This type of business concept is popular by individuals who would
like to earn additional income by renting out their vehicles when they are not using
them.
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Fleet-based Car Sharing

In a fleet-based Car sharing model, a business or organization owns a fleet of vehicles
that become available to users. Companies and organizations who want to give their

employees or customers access to vehicles use this type of car sharing.

CSS is a rapidly growing industry, with many players on the market. Some of

the major players in the car sharing industry include:

Tab. 2.1: Major players in different types of CSS

Title Type of CSS | Headquarter Available locations
Getaround | Round-trip San Francisco, US | US, EU[104]

Zipcar One-way Boston, US US, EU, Asia [105]
ShareNow | One-way Berlin, Germany Europe [106]

Bolt Drive | One-way Tallinn, Estonia Baltics, France [107]
CityBee One-way Vilnius, Lithuania | Baltics [108]
CardWay | One-way Podébrady, Czechia | Czechia [72]

Turo Peer-to-peer San Francisco, US | US, EU, Australia [109]
Autolevi Peer-to-peer Tallinn, Estonia Baltics [110]
Enterprise | Fleet-based St. Louis, US Worldwide [111]
Hertz Fleet-based Chicago, US Worldwide [112]

Now - Heathrow Airport, Nelson Ro.

TFA283

Volkswagen T-Cross

=

S

@O 128 Fumin.

ShareNow ZipCar CityBee

Fig. 2.3: User-friendly and easy-to-use interface of Car Sharing applications.
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2.3 Requirements for CSS

A number of requirements needs to be completed in order for these CSS to operate
safely and reliably. These requirements deal with user eligibility and authenti-
cation, vehicle selection and maintenance, insurance coverage and privacy

protection.

Eligibility and Authentication of Users

A wuser’s eligibility and authentication have to be a prerequisite for CSS. To rent
and use the available vehicles, users must be of a certain age and hold a valid
driving license. CSS have to perform background checks on customers in order to
check for traffic violations, criminal records and other factors that could affect their

ability to drive safely.

Vehicle Selection and Maintenance

In order to gain an advantage in the market, local authorities or particular service
could set specific technical requirements for the vehicles used in their ser-
vices. Depending on the specific area in which the service is provided, these criteria
may change. Vehicles have to meet, for example, stricter emission requirements in
areas with high pollution levels. Additionally, in order to maintain vehicles in top
condition and safe to operate, they have to go through regular maintenance and

safety inspections.

Responsibility and Insurance Protection

To protect both the Service operator and the users, CSS have to have responsibility
and insurance protection. For the purpose of covering accidents and damages
that could happen while using a vehicle, liability insurance is a need for CSS. The
same rules apply to users of the service. The vehicles themselves have to be insured

by CSS against additionally risk factors such as damage, theft, weather and more.

Data and Privacy Protection

For the purpose of of protecting user personal data, CSS have to comply to local
data protection and privacy regulations. CSS frequently collect a lot of user
data, such as demographic information, driving records and patterns of use. This
kind of information needs to be collected and stored in an encrypted format, with
the appropriate levels of security in place to protect against data breaches and other
security risks mentioned in the Table [I.4]
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Additionally, CSS have to open and transparent about how user data are
collected, analyzed, and shared. The use of user data for unapproved goals, such
as marketing or other commercial activities, have to be forbidden. Unfortunately,
this approach is often not followed and therefore in the Chapter |3| is described a
possibility of using PET tools in the processes of CSS.

2.4 Regulatory Area in CSS

The legal status of CSS has been a subject of research and controversies, particularly
in relation to regulatory guidelines, compliance standards, and numerous challenges.

CSS regulations could vary significantly between countries and geograph-
ical areas. The European Union’s regulation on CSS acts as the foundation for
the legal framework guiding these services in Europe by removing administrative
obstacles and promoting the car sharing initiation [I13, [IT4]. Services may be also
subject to regulations on user eligibility requirements, safety, emission levels, in-
surance, responsibility, as well as data and privacy protection. Service operators
could face significant compliance challenges, especially if they operate in multiple

locations with unique regulatory frameworks.

Tab. 2.2: Comparison of some selected regulations between the EU and the US.

Regulation Europe United States

Driver’s Must have a valid driver’s license.

License

Age Typically 18 years old. Varies by state, typically 18 or

Limits 21 years old.

Insurance Mandatory for all car sharing | Requirements vary by state.
services.

Data Stricter regulations under the | Regulations vary by state [115]

Protection GDPR.

Regulations More unified and strict frame- | Regulations could vary by
work at the EU level. state and local government.

With ongoing discussions and arguments about regulations and compliance re-
quirements, the legal status of CSS is still evolving. However, there are some
new trends that are appearing in this field. For example, many service operators are
switching to electric vehicles (EV) to reduce emissions and promote sustainability.
Also, services are looking into new revenue models like Peer-to-Peer sharing and
subscription-based services. With an emphasis on these reasons, it is highly

possible that CSS will continue to evolve in the future.
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2.5 Security Threats in CSS

To protect user safety and privacy, it is important to address the security concerns
that CSS also present. The risk factors that CSS address are explained along with
the techniques and processes that could be used to mitigate them. They could be
vulnerable to both physical and cyberthreats, which could potentially harm both the
vehicle and the user. For perspective, Figure [2.4] illustrates the areas of cyberattacks

on vehicle systems over the last 10 years.

Data/Privacy breach m
Car theft/Break-ins
Control car systems m
Manipulate car systems

Location tracking 2.8%

Policy violation 1.9%

Fig. 2.4: Areas of cyberattacks on vehicle manufacturers over the past decade [116].

Physical Threats

Physical threats to the vehicle and the user belong to the CSS most evident security
issues. Theft, vandalism and even carjacking are a few of examples of this behavior.
In order to protect their vehicles from these hazards, service operators have to take
appropriate safety precautions, including GPS monitoring, remote locking and
unlocking, cameras and alarms that could stop unauthorized access to the vehicle.
Furthermore, a lot of CSS require users to show a valid driver’s license and

credit card before renting a vehicle, which could help prevent fraud.

Cybersecurity Threats

CSS raise concerns about cybersecurity risks to user and vehicle security. Mo-
dern connected vehicles are more vulnerable to cyberattacks (tab. [1.4)) which could
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threaten user safety and privacy. Having technologies including GPS tracking, in-
car entertainment systems with mobile data hot-spot and Bluetooth connectivity,
vehicles are becoming ever more interconnected. Due to this, they are sus-
ceptible to cyberattacks which could compromise user data, safety or even provide
hackers access to the vehicle. To prevent such attacks, CSS have implemented in

place a number of protections and guidelines to reduce these concerns. [117]

Data and Privacy Threats

Data and privacy vulnerabilities are an increasing security concern for CSS. Users’
data, including credit card information, location data and other personal identifica-
tion, could be stolen by hackers. CSS have to put in place strong data protection
mechanisms, including data encryption, access controls and frequent security audits

to identify and mitigate potential vulnerabilities.

Countermeasures

To mitigate these threats, CSS could implement several countermeasures, including
strong data encryption methods, access control with two-factor authenti-
cation, vehicle monitoring and control systems, advanced prevention and
analytics algorithms, regular security audits and user training.

In addition to these countermeasures, CSS could also leverage advanced tech-
nologies to detect and respond to potential threats in real-time. It is important to
highlight that depending on the specific area, users or vehicle services, CSS could
encounter different threat models. For example, services operating in metropolitan
areas could be more vulnerable to physical threats, while those operating in rural
areas could encounter different challenges with users demand or vehicle access. CSS
need to perform an in-depth risk assessment and develop a comprehensive
security strategy that is suited to their specific needs and requirements, to ef-
fectively address these challenges. The long-term success of CSS could be ensured
by implementing strong security measures and taking a proactive approach to risk

management.
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3 Privacy Enhancing Technologies

In recent years, Smart Transport Services have become increasingly popular due to
their ability to provide efficient, sustainable and environmentally friendly mobility
solutions. Widely used services such as smart parking services and car sharing
services rely on data collection, processing and analysis, which raises new concerns
about privacy and data protection.

Privacy Enhancing Technologies (PET) have been developed to address and solve
these concerns by providing techniques and tools to protect the confidentia-
lity, integrity and availability of data while still enabling correct use of the
mentioned STS. PET could be extremely important in the STS context for preserv-
ing privacy of the user. The large amount of sensitive data which STS generates
about travel patterns, sensors, user behavior and preferences could lead to privacy
violations, such as unauthorized tracking or profiling of users. [I18] This chapter
presents an overview of PET with an additional focus on Smart Transportation

Services, Smart Parking Services and Car Sharing Services.

3.1 Advantages and Challenges of PET

PET have multiple advantages, including:

e Anonymity: PET could provide anonymity to users by masking their identity
and personal information, thus protecting them from unauthorized tracking or
profiling.

o Control over Personal Data: PET could enable users to have greater con-
trol over their personal data by allowing them to choose what information is
shared and with whom and for what purpose.

« Privacy-by-Design: PET could be designed to prioritize user privacy from
the outset, rather than as an afterthought. This means that privacy is built
into the technology itself, rather than being an add-on or optional feature.

e Minimizing Data Collection: PET could be designed to minimize the col-
lection of personal data, thereby reducing the risk of data breaches or unau-
thorized use of personal information.

o Transparency: PET could enable greater transparency around how personal
data are being collected, used and shared, which could help build trust between

users and service operators.

Also in terms of STS, PET could provide a number of advantages. First, PET could
help in ensuring compliance to privacy regulations and preserving the privacy

of users. Second, PET could increase user trust and confidence in STS, which
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will encourage more use of these services. Third, PET could provide STS opera-
tors an advantage over their competitors. These services could use privacy as
a marketing aspect to attract more new customers. Fourth, by removing any biases
or mistakes caused on by privacy concerns, PET could improve the accuracy and

quality of data collected.

Despite the advantages of PET, there are also challenges and requirements that

need to be considered, including:

o Interoperability: PET could have issues with other privacy-enhancing tech-
nologies or services, which could lead to fragmentation and decrease their
effectiveness.

o Performance: PET could cause systems or devices to function less efficiently.
For some users, this could result in discomfort and decrease in performance.

o Usability: PET could be challenging to put into use and require technical
knowledge. Due to this, it could be more difficult for users to adapt new
technologies and use them on a regular basis.

e Cost: Some PET could cost considerably much to use or request continuous
subscription payments. As a result, users with limited resources could consider
them to be unsuitable.

o False Sense of Security: PET are capable of giving users a false sense of
security, making them believe that their personal data are protected in STS
systems, when in reality they could still be accessible due to misconfiguration

or unauthorized access.

Additionally, PET could impact the usability, speed and efficiency of STS as they
need to be tailored to the system’s requirements, taking into account the
type of data collected and analysed, the level of privacy that is required and the
regulations that have to be complied with. There are still additional challenges with
STS to overcome as complexity of integration decentralized PET solutions on ex-
isting systems, balancing act between data privacy and system functioning

and implementation cost with ongoing support.
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3.2 Types of PET

PET could be divided into three groups including statistical, cryptographic and
other types. [130]

Cryptographic PET

To protect sensitive data, cryptographic PET use data encryption and decryption
techniques. Even if the data are intercepted by an unauthorized party, these tech-
nologies guarantee that the data remains confidential and protected. Homomor-
phic Encryption (HE), Secure Multi-Party Computation (SMPC), Zero-
Knowledge Proof (ZKP), Private Information Retrieval (PIR) and Group
and Ring Signatures (GRS) are just a few examples of cryptography tools. [135]
e Homomorphic Encryption: A cryptographic technique which allows use-
ful computations on encrypted sensitive data without first decrypting them.

A homomorphic encryption technique known as somewhat homomorphic
encryption (SHE) only allows addition or multiplication operations to be
performed on encrypted data [I36]. Algorithms ElGamal is multiplicative in

its homomorphism. « € Z; where p is a prime, « is a generator of Z7. « and

a

[ are chosen to § = «® Variables p,a, 3 are public, a is private. Secret

random number is r € Z,_;. Then the following statement is valid:
Enc(z,r) = (o mod p,x * " mod p)

The more sophisticated technique is fully homomorphic encryption (FHE),
which allows any computations to be performed on encrypted data same as on
non-encrypted data. FHE is an efficient tool for preserving private informa-
tion while allowing its processing by third parties, such as in cloud computing
systems. Currently developed FHE protocols include Microsoft SEAL, PALI-
SADE or openFHE. FHE continues to be a subject of ongoing research,

therefore it is not yet easily available for use in everyday scenarios. [137]

User Untrusted
cloud
Encrypted
Input
Encrypted
Response

Fig. 3.1: Outsourcing computation to an untrusted third party is a typical imple-
mentation of FHE.
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e Secure Multi-Party Computation: A cryptographic technique which al-
lows multiple parties to perform computations on their inputs without reveal-
ing their personal inputs to each other. This method comes in useful when
parties lack full confidence in other parties but still have to collaborate together

to compute a function.

F(x1,29,23) = (Y1,Y2,Y3)

Regarding privacy protection, collaboration and robustness, SMPC has a num-
ber of advantages. But it also comes with disadvantages in terms of compu-
tational complexity, scalability and requirements for skill. SMPC includes
Shamir Secret Sharing, Yao’s Garbled Circuits, Oblivious Transfer
and other FHE techniques. [13§]

(

Fig. 3.2: Using the MPC protocol, two values are secretly shared across three sepa-
rate nodes, which together create the result [139)].

o Zero-Knowledge Proof: A cryptographic technique which allows a prover
to demonstrate knowledge of a fact to a verifier without revealing any infor-
mation about the fact itself. The verifier is convinced that the prover knows
the information, but does not learn nothing else. The preservation of pri-
vacy, the high level of security and quick deployment represent some of
ZKP’s main advantages. The limitations are side-channel attacks vulnerabili-
ties, high complexity, which requires special knowledge and limited application.
ZKP could be used for user validation, access control, voting systems, digital
rights protection or any knowledge proof. Interactive, non-interactive and
statistical proofs are main ZKP categories. [140] 141]
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Mathematical expression of an interactive proof where Alice wants to prove
Bob that she knows a secret x without giving any information about x. Bob
already knows f(x). Alice could make f(z) public and then prove that she

knows x through an interactive exchange with anyone.

BN

: publishes f(x) = ¢* mod p

: chooses r

s sends u = f(x)

. could not verify

csendse == 0| 1

cverifiesif e==0: v =r,e==1:v = r+zx
cverifies if e==0 : Bob has random r

cu == ¢ mod p

sv IR v ov B SR oV B v R e S

cverifiesif e==1 : ux* f(x) = ¢g° mod p

At the entrance of a cave with two separate entrances leading to two distinct
paths (A and B), Alice and Bob find themselves. Both paths are connected by
a door inside the cave, but it requires a secret code to open. Bob (the tester)
owns this code, and Alice (the verifier) wants to acquire it, but she first wants
to be certain that Bob is telling the truth.

s A A o A
[ an
Alice A Bob
[ J a a
MR ceceeees MR ceeeeees an
Bob Alice . Alice
ah
Bob
B B B

Fig. 3.3: Using the example of the cave to illustrate the Zero Knowledge Proof [141].
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o Private Information Retrieval: A cryptographic technique which allows
users to access databases without revealing any information about the data
being accessed or the query being executed. PIR has disadvantages, which
include a high computational cost and the requirement of a trustworthy
third party to facilitate the process. Data analytics, finance and health
care are just some of the industries where PIR has numerous uses. [142]

e Group and Ring Signatures: A cryptographic technique which allows users
to sign a message or document anonymously or on behalf of a group to provide
anonymity and privacy. Any member of the group could use the group private
key to sign a message or document in anonymity. However, if necessary, the
group manager could trace the signature back to the specific member. Similar
to group signatures, ring signatures do not require a group manager. Instead,
a user could select a group of public keys from a pool of available keys and
any key in the group could have been used to sign the message or document.
Therefore, the signature is unable to be linked to the initial user as a result.
As opposed to potential misuse, which is the main disadvantage, advantages
include anonymity, hidden identity, and privacy protection. There are a vari-
ety of real-world applications for this technique, including anonymous on-
line voting systems, anonymous digital contracts or transactions and

whistleblowing.

Group
manager

Join

Signed message

. __ @
-

Group of Verifier
members

Fig. 3.4: Group Signatures with the manager for individual signature key manage-

ment. The verifier does not know who in the group has signed the message.
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Tab. 3.1: Selected Cryptographic PET.

Technology Protocols and Frameworks
Homomorphic ElGamal [I19], Goldwasser-Micali [120],
Encryption OpenFHE frameworks [121], SEAL [122],

Lattigo[123]

Secure Multi-Party

Computation

Shamir’s secret sharing [124], Yao’s Garbled cir-

cuit, Oblivious transfer [125]

Zero-knowledge

proofs

zk-STARK [126], Libra [127], Aurora [128§]

Group and Ring

Signatures

BBS [129], RSA [150]

Statistical PET

Using the statistical techniques, statistical PET could anonymize and obfuscate data

while still allowing the mining of valuable knowledge.

In applications including

medical research or marketing analysis, these technologies are frequently used to

exchange data while still preserving privacy. Techniques as Differential privacy

(DP) Pseudonymization, Anonymization, Synthetic data generation (SDG)
and Federated learning (FL) are covered in statistical PET. [130]

o Differential Privacy: A statistical technique, which preserves individual

data privacy while allowing valuable insights that could be gathered from the
data. The primary goal of differential privacy is providing a mathematical
guarantee that the data released from a dataset does not expose any private
information about any of the individuals in the dataset. It works by adding
random noise into the dataset, making it difficult for an hacker to identify
whether some individuals are in the dataset. Original data are not changed
using this technique. In order to be sure that it does not compromise the data’s
overall utility, the noise is carefully adjusted. A parameter called epsilon,
which controls the amount of noise inserted to the dataset, determines the
level of privacy protection.

The probability that f(D) will return a value in S for any subset S of the
output range of the query function f is € times the probability that f(D’) will
return a value in S+ for two datasets D and D’ that differ by a single record.
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This has the following mathematical expression:

P[f(D)eS] <e° *xP[f(D")eS] + ¢

Differential privacy offers the advantage of being able to provide high levels
of privacy while also allowing insightful data analysis. It is a flexible
technique that could be used in a variety of scenarios. On the other hand, it
additionally considers into account computing complexity and technical exper-
tise, which could make it challenging to implement in some scenarios. Online
advertising and health care research are examples of real-world applications

for differential privacy.

a

Similiar
output

Fig. 3.5: Due to the near indistinguishability of answers 1 and 2, DP guarantees

Query

a

that anyone viewing the outcome of a differentially private analysis will come to the

same result.

o Pseudonymization: A statistical technique, which involves replacing iden-
tifying personal data with pseudonyms or identifiers, allowing data to be
linked without revealing the identity of the individual and making it
challenging to trace data back. This technique could be also considered as
cryptographic PET as it involves the use of encryption, hash function or
HMAC to protect the identifiers. Other statistical techniques are counter,

random number generator (RNG).
pseudonym = hash(name + date + salt)

Pseudonymization has the same advantages as differential privacy, but a ma-
jor disadvantage is the possibility of re-identification attacks, in which

hackers could associate pseudonymized data to a specific individual. [I31]
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A

Personal sensitive data

This is the full data including
personal and special” data.

A

Pseudonymous data

IDs are replaced with pseudonyms.

Sensitive data is encrypted.

v/

Anonymous data

IDs removed & sensitive data
randomised/generalised.

Name John Briggs Names User-78463 Sex Male

Date of birth 14.04.87 Date of birth 14.04.87 Age 30-49

Email jb89@mail.com Email

User ID john_briggs_89 User ID

Health type 1 diabetes Health type 1 diabetes Health type 1 diabetes

Fig. 3.6: The Data Pseudonymization and Anonymization techniques are also sup-
ported by GDPR [133].

e Anonymization: A statistical technique, which involves removing or alter-

ing identifying information in a dataset in order to preserve individual privacy
and confidentiality. Generalization, suppression and randomization are
some of the techniques which could be applied to achieve it. When some-
thing is generalized, a specific value is replaced by a more broad one. For
example, the exact age is replaced by the age range. Suppression is the pro-
cess of deleting specific data from the dataset, such as names or addresses.
By adding noise or random values to the dataset, randomization refers to this
technique.
The key benefits of anonymization are the preservation of individual pri-
vacy, the ability for data exchange while preserving privacy and
compliance with data protection regulations. The potential loss of data
utility, an increase in the computation complexity and the possibility of cer-
tain de-anonymization and homogeneity attacks are some its disadvantages.
Examples of real-world applications for anonymization include demographic
research, financial analysis and medical research. Anonymization is also
recognized by GDPR as a key method of protecting personal data
and the regulation actively promotes its use.

« Synthetic Data Generation: A statistical technique, which involves gene-
rating new data, which are statistically equivalent to the original data but
do not contain any personally identifiable information in it. Synthetic data
are categorized as a type of data transformation tool using techniques of data
masking and anonymization. The primary objective of synthetic data is to
allow researchers and analysts to use real data for testing, modeling
and analysis without compromising the privacy of the individuals whose

data are included in the original dataset.
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Statistical algorithms are used to analyze the relationships and patterns using
the original data in the synthetic data technique, after which new data are
produced that mimics the observed relationships and patterns. The
benefits of synthetic data include its ability to protect individual privacy while
still allowing the use of real data for research and study. Additionally, it is
relatively simple to create synthetic data and it could be applied in a variety
of scenarios. Some of the disadvantages of synthetic data is the possibility
of biases or mistakes in the data that are generated, which could affect the
accuracy of any models or studies based on synthetic data. [134]

Federated Learning: A statistical technique, which allows multiple parties
to collaboratively learn, train and share machine learning models without shar-
ing raw data. It operates by storing the data locally on each involved
party and just exchanging model modifications, not the raw data itself.
Federated learning could be categorized as a cryptographic as well as statisti-
cal PET as it involves the use of multiple PET tools. The benefits of federated
learning include its ability to preserve data privacy while still enabling
cooperative machine learning model training. Since raw data is not
shared between parties, it reduces the possibility of data breaches or leaks.
Federated learning also makes it possible to train models more quickly as
computing could be split across multiple machines. Federated learning comes
with certain disadvantages, including its complexity and demand for speciali-
zed infrastructure. Using consistent data and model versions across all parties
involved could be difficult as well. [134]
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Tab. 3.2: Summary of statistical PET.

Technique Method Use
Differential Adding random noise to the real | Healthcare,
privacy data to not exposing any private | Social media,
information from real data. Location-based
services
Pseudonymization Using pseudonyms and identifiers | E-commerce,
with link to the real data. Finance,
Research studies
Anonymization Removing real data using general- | Healthcare,
ization, suppression or randomiza- | Government,
tion to preserve private informa- | Research studies
tion.
Synthetic New data generation based on re- | Machine learning
data lationship and connection analysis | model training,
on the real data. Testing software,
Simulation
Federated Multiple parties collaboration on | Energy industry,
learning machine learning model without | Manufacture,
revealing real data. Transportation
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User data?

PETs are N YES____ ) Should the data be linked
irrelevant back to the user?
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v
Multiple data sources per Is there a general
user? legal basis?
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Secure

processing? <«YES— User consent?

Anonymization Obfuscation

NO
v
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- Differential « Suppression

Privacy - Randomization f
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Fig. 3.7: A diagram of the classification of PET by specific use.

3.3 Applications using PET

Smart Parking Services

Smart parking services take advantage of a variety of technologies which increase

parking efficiency overall, improve traffic flow and optimize parking management.
Closer details in the Section [I.6l While enabling the efficient functioning of these

services, the use of PET could be useful in preserving user privacy. The use case of

a SPS allows for the implementation of both cryptographic and statistical PET in

the ways described below.

o« HE: Encryption of user data, such as payment information, vehicle type or
vehicle number plates.
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SMPC: Authorization for multiple parties, such as parking lot operators and
local authorities, to collaborate on parking operations or parking fee calcula-
tion.

ZKP: User identity authentication, such as proving that a driver has a valid
parking permit.

PIR: Allowing users to access parking availability information without reveal-
ing their current vehicle location.

GRS: Allowing users to authenticate anonymously to parking lot operators
or local authorities about ownership of the parking permit.

DP: User privacy protection while allowing analysis of parking usage pat-
terns to improve parking management using PET as pseudonymization or
anonymization.

SD and FL: Application for creating parking management machine learn-
ing models without revealing real user data to exposure. FL decentralized

technique could be used for training.

Car Sharing Services

In recent years, CSS have been increasing in popularity as a cost-effective and sus-
tainable mode of transportation. More details about CSS in the Chapter 2] A num-

ber of PET could be used to overcome concerns about the collection and processing

of personal data while still allowing the service to operate efficiently. Various sta-

tistical and cryptographic PET could be used in a CSS, including:

HE: Allows secure processing of user data, including payment and personal
information.

SMPC: Employing to determine the fair rental price for without revealing
any personal information about the user.

ZKP: Verifying that a user is at least 18 years old without revealing the user’s
actual age.

PIR: Obtaining information about available vehicles without revealing the
user’s precise location.

GRS: Confirmation if a user has agreed to the CSS’s terms and conditions
without revealing their identity.

DP: Guarantee that no user’s personal information are exposed while analyz-
ing vehicle usage patterns for service improvement.

Pseudonymization: Replacing a user’s real name with a pseudonym in
a database of vehicle reservations.

Anonymization: The radius could be expanded to a nearby neighborhood

while still preserving a user’s precise pick-up and drop-off locations.
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e SD and FL: Creating and improving a model that predicts demand for vehi-
cles in various scenarios. Training a model that uses user data to predict the
availability of vehicles in different locations without requiring the data to be
shared with a centralized server.

Additional applications

There are several other applications in STS that could benefit from PET:

Tab. 3.3: Additional applications in STS with possibility of using PET.

Scenario Technique Use

Intelligent PIR, DP, Anonymiza- | Real-time Traffic updates
Traffic Management | tion

Public Transporta- | HE, Anonymization Real-time Travel times

tion

Services

Personalized SMPC, DP, FL Personalized trip recommen-
Travel Planning dations, Users’ travel behavior
Anonymous HE, Anonymization Secure e-commerce deliveries
Delivery

3.4 Legal Status of PET

Many international human rights treaties and conventions recognize the right to
privacy as a fundamental human right. The right to privacy requires the
ability to control an individual’s personal data and regulate who has
access to it. By limiting the collection, processing, storage and use of personal
data, the data protection legislation tries to protect this data. The legal status of
PET varies from country to country as there is no universal regulations.
However, as long as they comply to current legislation about data privacy and

security, PET are usually accepted as legal and accepted.

Data Protection using PET

Data protection is driven by fair data processing. Fair data processing refers to
the collection, processing, storage and use of personal data in a way that is
open, legal and respects the rights of data subjects. Data minimization, purpose
limitation, accuracy, storage limitations and transparency are same of the suitable

data protection principles:
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o Lawfulness, Fairness, Transparency: Personal data have be processed
lawfully, fairly and transparently. Therefore, service operators need to have
a legal basis for the processing of the user personal data and have to inform
them about the collection, use and sharing. The legal basis could be consent,
a contractual demand, a legitimate interest or compliance to a regulation. The
processing also needs to be fair, which means that user should not be harmed
from unreasonable or unexpected consequences as a result of it. Transparency
requires providing user a clear and easy-to-understand summary of how
their personal data are processed, including who is handling them, the reason,
what types of data are being processed and how long they will be stored.

o Data Minimization: According to the principle of data minimization, per-
sonal information needs to be adequate, relevant and limited to a minimum
considering the purposes for which they are processed. This means that service
operator should only collect and process the minimal amount of per-
sonal data required to fulfill the purpose for which they were collected.

e Purpose Limitation: The principle of purpose limitation requires that per-
sonal data have be collected for specified, explicit and legitimate purposes and
may not be further processed in a way that is beyond those purposes.
As a result, service operators are required to have a specific, legitimate reason
for collecting and using users’ personal information. If a service operator needs
to use the data for a new purpose, they requires to obtain additional user
consent or have a legal basis for it.

e Accuracy: Personal information have to be accurate and kept up-to-date and
any information that is incorrect or incomplete needs to be modified or deleted
in accordance with the principle of accuracy. Therefore, service operators must
implement appropriate steps to ensure the accuracy of personal data and set
techniques in place for handling with any errors or inconsistency.

e Storage Limitation: The principle of storage limitation specifies that per-
sonal information have to only be maintained in a form that allows a possibility
to identify data subjects for as long as is required to fulfill the purposes for
which they are being processed. If personal data are no longer required for its
original purpose, service operator should have mechanisms in place to delete

or anonymize data.

Current Laws and Regulations

In May 2018, the European Union (EU) adopted the General Data Protection
Regulation (GDPR), which regulates how personal data of individuals within the

EU and the European Economic Area (EEA) are processed. Every company, re-
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gardless its location that processes personal data of individuals within the EU and
EEA is subject to the GDPR. The key principles of data protection, individual
rights, data breach reporting and the idea of the data protection officer (DPO) are
some of the GDPR’s most important requirements. Before collecting and processing
a person’s personal data, companies are obligated by the GDPR to obtain the in-
dividual’s explicit and informed consent. Additionally, organizations must provide
people certain rights, including the ability to access and correct their data as well
as the right to be forgotten or data portability.

In California, a privacy law named the California Consumer Privacy Act
(CCPA) came into effect in January 2020. Any company that collects, uses or sells
personal information about California residents and generates a certain amount
of revenue is subject to the CCPA’s regulations. The rights of California people,
reporting of data incidents and the requirement to provide privacy notices are just
a few of the key clauses in the CCPA. Residents of California have similar rights to
GDPR under the CCPA, including the right to access their data, the right to know
what personal data is being collected, the right to have their data deleted and the
right to refuse to have their data sold.

3.5 Preserving Privacy in Commercial Solutions

Specific Factors for CSS

In terms of the legal status of using PET in CSS, the general data protection laws
including above mentioned apply to it. Additional rules about the protection of
personal data in the development of a privacy first software business are explained
in greater detail here [143].

1. The Service Operator must comply with the current applicable legislation,
including data protection legislation, in the area of the service providing.

2. The Service Operator must ensure that they obtain the explicit consent
from users before collecting and processing their personal data or payment
information.

3. The Service Operator must also provide users with transparent information
about the types of data that are being collected and how data will be further
processed.

4. Personal data provided by users are usually shared by the service with third-
party service operators, such as payment gateways or insurance companies.
Service operator must regularly reviewing and assessing the compliance of
their third-party service operators with applicable data privacy protec-

tion laws and regulations.
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5. The Service Operator must take appropriate data safety measures, such as
choosing the right PET, executing regular backups and testing to protect user
data from various attacks.

6. The Service Operator must establish appropriate data retention periods

based on the service purposes.

Current market leaders in CSS are mentioned in the section 2.1l Reviewing the
Privacy Policy guidelines posted on these Service Operators’ websites is the only
method for discovering more about how these CSS handle users personal informa-
tion. Since none of the chosen CSS offer open source access to the source code, it is

not possible to verify their claims in any other way.

Zipcar

The Zipcar states on their Privacy Policy website these claims that they take pri-
vacy protection seriously. It also provides users with details on how their vehicles
are tracked while they use the service, in addition to collecting personal data and
information from calls made to Zipcar services.

By using the Zipcar service, users must accept that their collected personal data
could be processed outside of their home country, even outside of the European
Union (if they are European customers). Additionally, they have no alternative but
to stop using this service if they would like to change the processing method.

The Zipcar service informs users about the sharing of their personal data with
multiple third parties, but their names are not mentioned. They describe the pur-
poses for sharing the information, such as applying student reductions to fees for
membership, identity verification services, insurance or vehicle repairs. Also men-
tioned purpose: "when we have a good faith belief that there is an emergency that
poses a threat to the safety of you or another person.” [144] is described in very
broad words.

Advertising and marketing is a significant part of Zipcar’s Privacy Policy. The
Service, together with other third parties, collects, analyzes and sends various user
data for the purpose of targeting personalized advertising on multiple advertising
platforms. The user has the option to opt-out. If the user requests a full copy of
the collected data, Zipcar may charge for this service.

The Privacy Policy informs about the use of "reasonable steps to make sure
your information is protected from unauthorised use, access, disclosure, alteration,
destruction or loss.”, in addition to "We take security extremely seriously but as no
system is 100% secure, we can’t completely quarantee the protection of your personal

information, any more than any other organisation can." [144]. In the end, it is the
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user’s responsibility to protect his Zipcar service account with a secure password

and not reveal it to anybody else.

Turo

Turo provides Peer-to-Peer method of CSS. Ordinary car owners are able to rent
their vehicles via Turo as long as they are not using them. As a result, Turo acts as
a middleman between the user and the car owner.

The Privacy Policy also describes which personal data of the user and owner of
the vehicle are collected and processed. These include vehicle information such as
insurance number and vehicle condition, payment details as well as personal identity
verification data. In order for the service to operate properly, the CSS collects
usage data, location information (including precise location if the user permits it),
information about the device, trip information and vehicle tracking data. CSS only
uses, stores and further processes the obtained data if necessary to preserve service
functionality, comply with the terms of the service agreement or protect the safety
of users and properties.

The users are also warned by Turo that their rented vehicle could be monitored
by a third party device that has been installed in a owner’s car. In this situation,
the privacy of the user shall be guaranteed by the device owner.

The Privacy Policy mentions transmitting personal data that has been encrypted
and anonymized with third parties. In terms of data security, Turo uses: "techni-
cal, physical and organizational measures designed to protect information against
unauthorized access, destruction, or alteration while it is under our control. How-
ever, no method of transmitting or storing information can be 100% secure and we
cannot guarantee the security of your personal information." [146]. Since Turo ope-
rates from the United States, it is forced to transfer user data out of the country
in which it operates (UK, Australia). This cross-border data transfer is further ex-
plained and Turo "apply additional safequards to your personal information under
data protection laws. For example, by implementing the applicable standard contrac-
tual clauses." [146].

Considering the type of CSS offered by Turo, the Privacy Policy is described in
a rather brief way and constantly referred to the obtaining of additional information

by contacting their specific email address.

ShareNow

ShareNow provides its CSS inside the borders of the EU member states, so as a re-
sult, its Privacy Policy is strictly regulated by the GDPR.
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By registering, the service users consent to provide their personal data, as well
as the purposes behind their data gathering and storage, which are clarified in more
detail in the Privacy Policy. If the personal data entered by the user are not needed
for any other processes of the service, they will be deleted.

ShareNow allows the registration of other smaller companies and individuals
who could use this service to offer their vehicle rental services and thus increase
user satisfaction. However, these personal data are processed automatically using
the contact form on the website and handled to databases of CRM tool, which
processes these personal data on US territory.

Therefore: "Appropriate safequards may not currently exist for data transfers to
the US. There are restrictions on the protection of personal data resulting from the
fact that, under US law, security authorities can access data transferred from the
EU to the US and use it without restriction to what is strictly necessary. As a data
subject without US citizenship, you cannot take legal action against such use." [145],
which means that in case of any legitimate interest of the higher US authorities,
they can access and further use those personal data of a user from a state of the
European Union. In this case, the GDPR regulation is no longer applicable because
it primarily involves payment activities.

An interesting feature is the SHARE NOW Rewards program, which rewards
users for using the service frequently by collecting points. While it is an optional
feature and has no impact on the main ShareNow services, this service is outsourced.
As opposed to this, ShareNow directly runs a very similar service named as Friend
Referral program.

ShareNow is committed to preserving users’ private data safe by taking security
measures. They accomplish this by using organizational and technical tools that
are frequently modified and updated. At the same time, they raise awareness to
the user’s responsibility, which involves taking the identical measures to protect his
data and his personal information [145].

As a consequence of providing the service inside the European Union, the Share-

Now service presents a far stronger and more understandable Privacy Policy.
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4 Implementation Proposal

Data privacy concerns in Car Sharing Services have been drawing more and more
attention in recent years. The demand for Privacy Enhancing Technologies has
increased as a result of the expansion of the sharing economy and the massive
amount of personal data that users generate. As explained in the previous Chapters
and [3] implementing PET tools in CSS could help ensure that private user data

are preserved and user privacy is respected.

4.1 Reference Scenario in CSS

Imagine a city where many people are looking for a cost-effective and efficient
way to travel to work, run errands or meet friends. The service operators offer
a solution, where users could rent a vehicle for a specific period of time, drive it to
their desired destination and drop-off it in the designated service area. They also
manage the fleet of vehicles and ensures that they are in good condition and ready
for use.

In the proposed scenario, we take into consideration a One-way free moving
Car Sharing Service with multiple parking spots in the city, where the service
operator offers a fleet of vehicles to users in compliance with set rules, including
vehicle availability, users’ legal status, the pick-up and drop-off location and rental
duration. Users who comply with the service operator’s Terms and Conditions are
allowed to sign up for the Car Sharing application, where they are required to submit
valid documentation in order to receive Trusted Authority (TA) approval.

The Car Sharing application is straightforward to use and user-friendly. The
user-selected search criteria are used to show the vehicles which meet the criteria.
The service operator, who validates both the characteristics of the vehicle and the
user’s competence to drive the vehicle, has to approve or deny the user’s preference
for a specific vehicle. After confirmation, a passkey is issued to the user’s application
where he or she is able to unlock the vehicle using the criteria they have selected.
As a deposit for the vehicle during the rental time, the service operator will also
charge the user the selected amount using her or his payment option.

The rental of a vehicle is performed in accordance with the agreed-upon Terms
and Conditions of vehicle operation, which have to be fulfilled by both the user and
the service operator. In order to protect assets and prevent any criminal activity
during the rental period, multiple data are collected and stored in the vehicle and
via the user’s application. The process of calculation the final price of the rental
is initiated when the User locks the vehicle and finishes the rental through the

application. After that, the user confirms the calculated price of rental and uses the

71



chosen payment method to make the payment. All legal documentation and payment
receipts are automatically generated and sent to the user using the application.
The aim of our proposal is to select specific CSS processes, which are
adopted by users in the current commercial CSS and with the use of PET tools
to improve data and privacy protection for all involved parties without signi-
ficant restrictions on the functionality of the CSS. This section of the thesis further
describes the individual components of the model, the phases of the model and mul-
tiple requirements to the proposed model. The following five phases adequately
propose the use of PET tools and techniques in the Car Sharing process.
Each phase is presented with a description of the problem, the current solution, the
proposed technical solution and a verification of the implementation. The outcomes
are presented in the last section, where they are expanded with further possibilities

for future development.

4.2 Model Proposal

Model Components

The proposed model consists of several components, each with a specific role in the
CSS. These components are as follows:

o Users: Individuals who want to use the CSS are identified as users. Users of
the service have to comply with specific parameters set by the legislation and
the specific CSS.

o Service Operator: The component responsible for running the CSS using
Car Sharing application is identified as the service operator. Their responsi-
bilities include fleet management, vehicle maintenance, customer service and
preserving confidentiality as well as privacy of user data.

o Application: A platform known as Car Sharing application allows users to
access the CSS. Based on their selected search preferences, the application
allows users to search for available vehicles, book and access them. Also,
it provides the option to pay for the CSS by linking to payment gateways
or contacting the service operator for help or to report a problem with the
vehicle.

e Vehicle: Users could rent vehicles from the service operator using Car Sharing
application. In order to protect the assets of the service operator, vehicles may
be equipped with GPS or monitoring devices which allow real-time monitoring

of the location, speed, fuel level and other vital components of the vehicle.

72



o Trusted Authority: The component in charge of providing the security and
privacy of user data is known as the Trusted Authority. It is in the position
of overseeing secure communication between system components and is also
in charge revoking user access in the event of a security violation or misuse of

the service.

SERVICE
OPERATOR

CAR SHARING
APPLICATION

VEHICLE

TRUSTED
AUTHORITY

Fig. 4.1: Model consists of 5 interconnected components in the CSS.

Model Phases

The typical Car Sharing process could be divided into the following five phases:

o User Registration and Verification: The user creates an account in the
Car Sharing application and provides personal data including name, email
address and payment information based on user’s voluntary consent to the
Terms of service. The service operator confirms the user’s identity and checks
their driving history to make sure they are qualified to use the service.

» Vehicle Selection and Reservation: After the successful verification, the
user chooses a preferred vehicle from the database, specifying the pick-up and
drop-off locations as well as a time. The Car Sharing application validates
the reservation and provides the user the relevant details, including the exact
location of the vehicle, an access code, pick-up and drop-off instructions.

» Vehicle Access and Monitoring: Once the user has arrived at the specified
pick-up location, they use their mobile device with Car Sharing application to
unlock the vehicle. After entering, the user follows the instructions to start the
vehicle and set off on their trip. The user is responsible for driving the vehicle

safely and legally during the rental period. This includes following all traffic
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regulations, preserving the vehicle in good condition and fuelling as required.
Any incidents, breakdowns or other problems should be reported by the user
to the service operator.

o Trip Calculation and Vehicle Return: After finishing their trip, the user
returns the vehicle to the designated drop-off location, where they then follow
the instructions to lock up the vehicle and end the rental. Based on agreed
Terms of Service including rental duration and additional fees, such as ex-
tra distance or fuel costs, the CSS calculates the final fee. The Car Sharing
application issues a receipt with a summary of the rental to the user.

e Secure Payment The most important step in CSS is making a secure pay-
ment, which guarantees a secure financial transaction between the service o-
perator and the user using the Car Sharing application. The service operator
store only the minimum necessary payment information about the user, such
as payment method and trip receipt. The Car Sharing application’s secure
payment gateway handles transaction execution and authorization. In the
event of non-payment or other illegal behaviour, the service operator could
contact the Trusted Authority revoke the user’s access to the CSS using the

payment gateway response.

1 3 5
User Registration Vehicle Access and Secure
and Verification Monitoring Payment
. =
= Ex
2 4
Vehicle Selection Trip Calculation
and Reservation and Vehicle Return

Fig. 4.2: CSS model consists also of 5 phases.

Model Requirements

Security requirements are essential for ensuring the data security of the Car

Sharing system. Table [4.1] describes the security requirements.
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Tab. 4.1: Security Requirements for CSS.

Requirement Description

Data Integrity Ensure that data are not changed or affected without
detection.

Authentication Validate that users have appropriate permissions to ac-

cess the system and are exactly who they claim they

are.

Confidentiality Ensure sure that private data are protected from unau-

thorized access.

Unlinkability Ensure that users are not linked to their data or pat-
terns without their permission.

Revocation Make ensuring that access to the system or data could
be revoked if needed.

Conditional In the case of a security incident or legal issue, make

Traceability sure that collected data and behavior are possible to
monitor.

Privacy requirements for ensuring that the CSS respects user privacy and
autonomy where users could trust the service to handle their personal data. Table
describes the privacy requirements.

Tab. 4.2: Privacy Requirements for CSS.

Requirement Description

Transparency Information about data collection, processing, and sha-
ring should be provided in a clear and understandable

way.

Anonymity Allow users to use the service without sharing their

identities or personal data, unless absolutely necessary.

Data Minimization Just the bare minimum amount of data necessary for

providing the service should be collected and stored.

Purpose Limitation | Use the collected data only for the intended purpose

and with user consent.

User Control Provide users access to their data and an option to mo-
dify or delete it.
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Functional requirements are mandatory for ensuring that the Car Sharing
system meets the needs and expectations of users and that the service is efficient,

sustainable and user-friendly way. Table [4.3] describes the functional requirements.

Tab. 4.3: Functional Requirements for CSS.

Requirement Description

User Registration Allow users to create accounts and authenticate them-

selves to access the service.

Vehicle Reservation | Allow users to reserve vehicles based on predetermined

reservation details (availability, time, price, location).

Vehicle Access Allow users to access the reserved vehicle in a secure

and easy-to-use method.

Vehicle Status Mon- | Information about the location, status and condition of
itoring the vehicle should be collected and displayed in real-

time to the user.

Payment Processing | Allow users to conveniently and securely pay for the

service.

Customer Support Provide users a way to get in touch with customer ser-

vice for assistance or help.

Trustee Third Party | Use a trustee third party to provide users additional

Control security and privacy controls.

4.3 Phase 1: User Authentication

Problem Description

User registration and authentication is a initial phase of the CSS to ensure secured
and authorized user’s access to the service. However, using personally identi-
fiable information such as a name, email address, phone number, age
or user’s driving licence for conventional methods of registration and authenti-
cation raises privacy concerns. Data leaks and user identity theft are risks which
could be raised by the storing and processing these data and could result in serious

consequences.

Current Solution

The user authentication process used by CSS operators currently combines a variety

of techniques. Users have to create an account by providing personally identifiable
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information. In most CSS, uploading a selfie and a scan of a user’s current driving
license is also required for identity verification.

A verification code is used by CSS to verify the user account. To the extent that
users’ private information is cross-checked against databases and national driving
licence registried!] for any unwanted entries. Additionally, the payment option is
checked against card/banking institutions if CSS requests an authorized payment

method during the user registration process.

Proposed Solution

PET tools including Pseudonymization and Attribute-Based Credentials
(ABCs) are suitable to solve these concerns. By replacing users’ personally identifi-
able information with pseudonyms, it is possible to verify users without disclosing
their true identities. On the other hand, ABCs allow users prove attributes such
age or driving license status without revealing unnecessary personal infor-
mation. The Car Sharing application then stores and processes the user’s personal
data which have been modified using these tools.

We assume that provided data are validated and secured against attacks using
input fields. Additionally, we assume that the user provided consent for the data
processing needed to utilize the CSS, allowing it to process additional data. The
user was clearly informed about the way how PET tools work and what type of data
are preserved.

The proposed solution is developed using Python 3.9.7 programming language
with the hashlib library and Post Quantum resistant hash algorithm SHA3_ 256,
which is the NIST-recommended [147, [148]. The Post Quantum signature algorithm
CRYSTALS - Dilithium is also used for signing and verifying processes in the
pqcrypto library [149].

Implementation Verification

The proposed implementation consists of two CSS main components, which are
Service Operator and User.

User class has defined attributes for name, email, phone, age and driving license
status. Get_attributes() method returns a dictionary of entered users attributes.
Pseudonymize () method takes user data (only name, email and phone) and returns
pseudonyms for the each value by generating a random string of the same length
using SHA3_256 (KECCAK) hashing function.

ABC class represents an ABC system including: issuer, a set of attributes and

signature. Signature consist of the entity (issuer) and attributes (credentials) to

T Acts as Trusted Third Party
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prevent to any tampering attacks. CRYSTALS-Dilithium post quantum algorithm
is used to sign and verify the signature. In this implementation we assume an ABC
to be a part of ServiceOperator component.

ServiceOperator class has defined attribute of name and verify() method
where user age and driving license status are both verified. If conditions are

valid, user is correctly verified. Also verifies issuer name and ABC signature.

User User
approval verification

Age and License o
Verification ,
( ) Service

Operator

Fig. 4.3: Phase 1 Component and communication design.
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Listing 4.1: Code snippets from Phase 1 Implementation

import hashlib
from pqcrypto.sign.dilithium import generate_keypair,

sign, verify

class User:
def pseudonymize(self):
name_pseudonym = hashlib.sha3_256(self.name.encode())
.hexdigest ()

class ABC:

def sign(self, secret_key):
h = f"{self.issuer}:{self.attributes}"
m = hashlib.sha3_256(h.encode()) .digest ()
self .signature = dsign(secret_key,bytes(m))

class ServicelOperator:
def verify(self, user):

user .pseudonymize ()

if not abc.verify(self.public_key):

print (f"Invalid signature.")

if user.age >= 18 and user.license == ’valid’:
print (f"Verification successful for user {user.

name} by service {self.namel}.")

79




4.4 Phase 2: Vehicle Selection

Problem Description

The second phase of selection a vehicle is important for the Car Sharing process
as it specifies the selected vehicle based on its availability and fit for the user’s
needs. CSS offer a range of vehicles with various features, engine power and size.
Additionally, considering user demand, maintenance schedules and other
factors, the fleet of vehicles available for rental could constantly change. For the
user to pick a vehicle, the location of the available vehicles needs to be known. If
a hacker is successful in eavesdropping the user’s communication with the CSS and

accessing the location data, it could result in serious consequences.

Current Solution

In the current CSS, vehicle location cloaking and clustering is already im-
plemented in the vehicle selection phase of the Car Sharing process. When a user
searches for available vehicles, the system uses a cloaking approach to hide the lo-
cations of the vehicles, making sure that the user is not able to locate where the
vehicle is precisely until they reserve it. It also avoids other users from discovering
the precise location of the vehicle and possibly stealing or interfering with it.

To provide users with an adequate selection of available vehicles on the map
in the application while preserving their privacy, location clustering and loca-
tion cloaking techniques are combined. The user is presented with a sufficient
number of possibilities that are close enough to their desired location due to this

grouping, which is done without revealing the exact location of any specific vehicle.

Proposed Solution

Vehicle cloaking is another PET tool, which involves obscuring the location data
of the available vehicles so they could not be linked to a specific area, is a solution
to this problem. A additional PET tool for improving vehicle privacy is location
clustering, which groups vehicles according to their locations into clusters and only
shows user the cluster instead of the precise location of each vehicle. Both PET tools
are considered to be Data Minimization techniques, which enhance the security
of the service operator vehicle-fleet by making it more difficult for attackers to obtain
sensitive location data.

We assume the fact that vehicle location database is securely stored and that
the Car Sharing application’s back-end implements techniques for clustering and

obscuring location data. Additionally, we are not taking into consideration other
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factors of the vehicle, such as availability or its technical condition, which could
affect the vehicle’s availability.

The proposed solution is developed using Python 3.9.7 programming language
with the sklearn, numpy, pandas and random libraries for vehicle location

obscuring and clustering. Matplotlib is used to plot the final results.

Implementation Verification

Only the Vehicle CSS component is included in this proposed implementation.

Firstly, modules pandas and random randomly generates a vehicle csv-type
database with valid attributes, which contains data about the vehicle name, plate
and current location in area of the city Vienna. The latitude and longitude data
of these vehicles are perturbed by adding random noise, which makes it more
challenging to determine the precise location of each vehicle. It should be noted
that this technique only adds small amount of noise the latitude and longitude
data, which may not be sufficient to provide adequate privacy guarantees, especially
in the less densely populated areas of the CSS.

Secondly, the pandas DataFrame is used to process the vehicle csv-type database.
It uses latitude and longitude columns to perform K-Means clustering. Each vehicle
has a new unique cluster to which the mean value of latitude and longitude is cal-
culated. This mean location will be shown to users in the Car Sharing application
during vehicle selection process. The ideal number of clusters is determined
using the Silhouette score as part of further privacy protection, which means
that the number of clusters will be different each time.

In the end, the clusters with preserved vehicle locations are illustrated on the
plot using matplotlib module to provide a better representation of this implemen-

tation.

Vehicle cloaking
and clustering

One vehicle

Vehicles on map

Fig. 4.4: Phase 2 Vehicle cloaking and clustering.
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Listing 4.2: Code snippets from Phase 2 Implementation

import random
import numpy as np
import matplotlib.pyplot as plt
from sklearn.cluster import KMeans
from sklearn.metrics import silhouette_score
for i in range (100):
data.loc[i] = [random.choice(["BMW","Mercedes",...),
f"vehicle {i+1}",
random.uniform(48.1, 48.3),
random.uniform(16.3, 16.6)
data.to_csv("vehicle locations.csv", index=False)
vehicle _df ["latitude"] = vehicle df["latitude"] + np.rand

om.normal (scale=0.01, size=len(vehicle df))
vehicle df ["longitude"] = vehicle df["longitude"] + np.r

andom.normal (scale=0.01, size=len(vehicle_df))

sil _score = silhouette_score(vehicle df [["latitude","
longitude"]], kmeans.labels_)

n_clusters = np.argmax(sil_scores) + 2

kmeans = KMeans(n_clusters=n_clusters, random_state=42)

kmeans.fit (vehicle df [["latitude","longitude"]1])

vehicle df ["cluster"] = kmeans.labels_

for cluster in range(n_clusters):

vehicles = vehicle df [vehicle df[’cluster’] ==

cluster]

center lat vehicles["latitude"].mean ()

center_lon vehicles["longitude"].mean ()
for _, row in vehicles.iterrows():
print (f"Vehicle {row[’vehicle_number’]}: {row[’br
and name’]} at ({row[’latitude’]},{rowl[’

longitude’]1})")

plt.scatter (vehicles["longitude"],vehicles["latitude"],s
=50,alpha=0.5,c=[color],label=f"Cluster {cluster}")
plt.show ()

82




18 Clusters of Vehicle Locations in Vienna
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Fig. 4.5: Vehicle clustering with centeroids in the city of Vienna.

4.5 Phase 3: Vehicle Access

Problem Description

The next important phase of Car Sharing process is accessing a vehicle, which al-
lows the user to use the reserved vehicle. Car Sharing application usually offer using
a unique access key, which could be used by the user to unlock the vehicle while
it is the close proximity using Bluetooth and GPS technologies. Preserving user
anonymity while providing access to the vehicle creates a significant privacy chal-
lenge. When the user accesses the vehicle, the precise location becomes visible in

the Car Sharing application, which compromises the user’s privacy.

Current Solution

Current methods for accessing a vehicle in a CSS involve using a physical key, remote
OBU device or an application-based unlocking technique that requires the user to
provide their identity. These techniques compromise user privacy by revealing it to
the vehicle.
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Proposed Solution

Group Signatures are one techniques of PET tools which could be used to solve
this privacy concern. They are considered to be the PET category of Anonymous
Credentials techniques. Group Signatures provide users anonymous access
to the vehicle as verification that they have consent to use it, without revealing
their identities. Only authorized users are allowed to access the vehicle. A RSA-
based signature technique could be implemented in the context of CSS to provide
confidentiality and anonymity during the vehicle accessing process. This technique
allows the service operator to issue a vehicle-fleet group signature that the
user could verify without revealing the user’s identity and connection to the specific
vehicle. The complete mathematical proof of RSA Group Signatures is described in
more detail in [I50].

We assume that when a user approaches a vehicle in close proximity, the vehicle
has been already signed by the service operator. In order to use this technique,
we also assume that the user validates the correct public key associated with the
vehicle-fleet using a compatible device.

The proposed solution is developed using Python 3.9.7 programming lan-
guage with the PyCryptodome library for RSA Group Signatures generation

and SHA3_ 256 hash algorithm [I51].
Access a vehiclg @

Fig. 4.6: Phase 3 Vehicle Access principle using Group Signatures.
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Implementation Verification

The proposed implementation consists of two main CSS components, which are
Vehicle and User.

Vehicle class represents each vehicle in the fleet. Class contains variables as
vehicle brand name and number plate. Two methods are also implemented. Method
sign() is using hashing function to create hash and using a private RSA key is
generated a signature for each vehicle. The verify() method of the class checks
the user’s signature against the multiple public RSA keys of vehicles. RSA key uses
a larger key size of 4096 bits for the encryption. For hashing functions is used Post
Quantum resistant SHA3-256 (KECCAK) hash algorithm.

User class has only one method verify_vehicle() for verifying the selected
vehicle. Method takes a user’s selected vehicle, a list of signatures and the public
key. The method verifies the signature of the selected vehicle against the public key
using the verify method. If the verification is successful, it returns True and User’s
access has been approved. If no signature matches to the all signatures, returns

False and user has no access to any of the vehicle from the fleet.
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Listing 4.3: Code snippets from Phase 3 Implementation

l/from Cryptodome.Hash import SHA3_256

2|from Cryptodome.PublicKey import RSA

3|from Cryptodome.Signature import pkcsl_15

4

d/class Vehicle:

6|def sign(self, key):

7 h = SHA3_256.new ()

8 h.update (f"{self.brand _namel}:{self.number_platel}".
encode ())

9 signature = pkcsl_15.new(key) .sign(h)

10

11|def verify(signature, key):

12 try:

13 pkcsl_15.new(key) .verify(h, signature)

14 return True

15 except ValueError:

16 return False

17

18| class User:

19 def verify_vehicle(signatures, key):

20 for signature in signatures:

21 try:

22 pkcsl_15.new(key) .verify(h, signature)

23 return True

24 except ValueError:

25 continue

26

27|gk = RSA.generate (4096)

28

29| signs = []

30| for vehicle in fleet:

31 s = vehicle.sign(gk)
32 signs.append(s)
33|sv = fleet [5]

34

35/if user.verify_vehicle(sv, signs, gk.publickey()):

36 print ("Access has been approved.")
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4.6 Phase 4: Vehicle Monitoring

Problem Description

The next phase of the Car Sharing process involves monitoring the vehicle while it
is being rented for a variety of reasons, includes monitoring the its precise position,
compliance with road regulations, correct parking and monitoring safety features of
the vehicle. This vehicle monitoring process represents a number of privacy
issues, as private information about the user’s driving habits and location could
be collected, transmitted and processed between the user’s device, vehicle and the
Car Sharing application. Preserving these data confidential and secure during the

monitoring process is the primary challenge.

Current Solution

The current approach of vehicle monitoring in CSS typically includes the use of
telemetries OBU devices installed inside the vehicle to collect various data.
These data are then transmitted on the CSS servers, where they are stored and
analyzed. Data are also used to further profiling the users with the aim to

increase CSS usage and boost revenue.

Proposed Solution

The data from the vehicle, user’s device and Car Sharing application could be safely
collected and processed using Secure Multi-Party Computation (SMPC) tech-
niques. Multiple parties could compute an equation on their inputs using SMPC
without disclosing any of their personal information. The approach guarantees that
data privacy remains preserved while allowing the required monitoring to happen.
Sharemind is a database and analysis solution that preserves privacy and allows
to integrate and analyze personal information without ever seeing the actual data.
It also enables the enforcement of data usage policies by data owners and other
interested parties. [152]

The Sharemind MPC software could be operated on three separate Share-
mind hosts. The three Sharemind Hosts receive the data which Data Owners share,
creating a distributed database. Only with the permission of enforcers who ve-
rify that the query complies with the data usage policy could analysts query this
database. The Sharemind MPC SDK provides a SecreC programming language
to develop applications which preserve user privacy using SMPC methods.

We assume that the user has installed the current version of the Car Sharing
application on their device with SMPC SDK support. We also assume that all other

infrastructure including the vehicle and Car Sharing application has also properly
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implemented the individual components of its SMPC SDK. The SMPC SDK works
in the background of the Car Sharing application and does not require the user inter-
vention in this activity. We assume that the user is following the correct procedure
for using the CSS.

The proposed solution is developed using Sharemind MPC SDK created by
Cybernetica. For connection with Python 3.9.7 programming language is used
module ShareProm which allows the communication between SecreC programming
language and Python [I53]. This proposed solution is time consuming to initialize.
To run this solution it is necessary to have specific technical knowledge with creating
a connection between Virtual Machine where Sharemind MPC SDK is running and

final source code developed in Python.

Implementation Verification

The proposed implementation consists of three major CSS components, which are
User, Vehicle and Car Sharing application.

In this implementation, each party generates or calculate a specific value as their
secret input, representing the distance, price per kilometer and additional
costs for the CSS. The final price for the user is calculated from these inputs on the
basis of the specific algorithm of the particular CSS. Without disclosing any of the
individual inputs to the other participants, the sum of these secret inputs is safely

computed using the Sharemind MPC architecture.
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Fig. 4.7: Phase 4 Vehicle Monitoring principle using Secure Multi-Party Computa-
tion [152).
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Listing 4.4: Code snippets from Phase 4 Implementation

import sharemind

import shareprom

with sharemind.Connection(’localhost’, 12345) as conn:

with conn.session() as session:

vehicle _miles = 10
session.input(vehicle miles)
received = session.input_from("C",output)
result = session.output(received)

print ("The calculated result of the three inputs

is:", result)

Using localhost on the same system, the Connection() function connects the
Virtualized Sharemind MPC SDK server with the Python code. For each new ses-
sion, a manager is created using Session() function. The Secret() function is
used by each involved party to define their secret inputs. Operation for multiplica-
tion and function for sum are used to calculate the final value of the secret inputs.
The Reveal () function is used to expose the result to the Car Sharing application.

Based on this value, the final rental price for the user is calculated.
f(user x vehicle + application) = finalprice

Please keep in mind that this implementation offers an easy example of how to use
SMPC techniques properly. Additional security procedures have to be implemented

in the real world to ensure the confidentiality and integrity of transmitted data.
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Listing 4.5: Pseudocode snippets from Phase 4 Implementation

#include <sharemind.h>

void main() {
smd_connection_t conn = smd_create_tcp_connection ("

localhost", 12345);

smd_session_t session = smd_create_session(conn);
smd_input_t inputl = smd_receive_input(session);
smd_sint_t secretl = smd_get_input_sint (inputl);
smd_sint_t mul = smd mul sint(secretl, secret2);
smd_sint_t result = smd_add_sint(mul, secret3);
smd_output_t output = smd_create_output(session);

smd_set_output_sint (output, result);

smd_send_output (session, output);

smd_destroy_input (inputl);
smd_destroy_session(session);
smd_destroy_connection(conn) ;

return O;
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4.7 Phase 5: Secure Payment

Problem Description

Secure payment is the last and most important phase in the CSS process. The
identity of the parties has to be revealed during a traditional payment
transaction, which could lead to privacy issues. Users’ privacy and their behavior
could be compromised if their identities are revealed, especially past vehicle rentals
or additional service fees, could be tracked. Users could also be exposed to fraudulent
activities as a consequence of their personal information being made accessible to
third parties. The primary challenge is to preserve the users’ financial and private

information secure and discrete during the payment process.

Current Solution

Car Sharing applications already accept payments using a variety of secure mecha-
nisms, including credit card transactions and mobile payment providers. But pro-

viding party identities continues to be necessary for these methods to work.

Proposed Solution

A PET tool known as Zero-Knowledge Proof could solve these issues by al-
lowing participants to verify the legitimacy of a transaction without exposing any
unnecessary information. As an example, a user could prove that they have
sufficient funds to complete a transaction without revealing their account balance.
Or, could confirm sending the requested payment while keeping the identity hidden.
By doing so, the risk of fraud will be reduced while simultaneously guaranteeing the
confidentiality of the transaction and identity.

We assume that the user has a digital wallet or other payment option that
supports the creation and verification of ZKP. We also assume that a secure con-
nection is established between the user and the service operator using Car Sharing
application and both parties are authenticated.

To implement Zero-Knowledge Proof technique to ensure Secure Payment in Car
Sharing application, the noknow library in Python 3.9.7 programming language
could be used [154]. This technique could ensure the integrity of the transaction

while providing users a secure and anonymous payment method.
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Implementation Verification

The proposed implementation consist of two main CSS components, which are User
and Service Operator.

The user wants to send a 100-unit payment to the service operator. The im-
plementation allows the user to insert the selected value of the payment amount,
which is confirmed with user’s signature and sent to service operator. The service
operator accepts this signature and adds operator’s token, which also includes secret
operator’s knowledge and the token which the was originally sent by user.

As a result, the user receives the token, successfully extracts the value of the
payment amount from it and sends the remaining part back to the service operator,
who finally verifies, if the sent token has changed. If it has not changed, the service
operator has successfully approved that the user knows the value of the payment
amount, without revealing any of user’s personal or financial information. This

complete process is described by the mathematical equations below:

secret,, = payment Amount
token,, = Sig(secret,)

* x send user's token,,

tokens, = H("password”||salt) mod n;tokeng € F),
r =random r; re F,
R=rxG
¢ = H(token,||R||salt)
m =r + c* tokeng

* x send operator's prove (¢, m)
M=mxG

C=cxS
xx proof valid if ¢ == H(token,||M — C||salt)

It should be noted that this example code is only intended to illustrate a proof-of-

concept and it is not secure for implementation in real applications.
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Listing 4.6: Pseudocode snippets from Phase 5 Implementation

from noknow.core import ZK
payment_amount = 100
def User ():
signature = user_zk.create_signature(payment_amout)
proof = user_zk.sign(payment_amout, token) .dump ()
def ServiceOperator():
oPassword = "Password"
oSignature: ZKSignature = operator_zk.

create_signature (oPassword)

uSignature = ZKSignature.load(signature)
user_zk = ZK(uSignature.params)
token = operator_zk.sign(oPassword, user_zk.token())

if operator_zk.verify(token, oSignature):
if user_zk.verify(proof, uSignature, token):

print ("Success!")
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4.8 Testing and Solution Results

To evaluate the performance and functionality of our proof-of-concept implementa-
tions is used a Windows 10 Pro 64-bit machine equipped with an Intel i7-6500U
CPU and 16GB of RAM. Implementations are developed in the programming
language Python 3.9.7 and executed in Visual Studio Code 1.78.0. All used
libraries and modules are listed in the Implementation Verification section of

the specific phase.

User Authentication

The first phase evaluates the effectiveness of Pseudonymization and Attribute Base
Credentials PET techniques in protecting user identity during the registration and
authentication. The user credentials pseudonymization, user credentials signing and
user credentials verification tests have been created in order to evaluate the speed of
the implementation under realistic conditions. After 10,000 runs, the time necessary
to execute out these functions is extremely low. The user credentials signing test
took an average of 0.001042 milliseconds, the user data pseudonymization test
0.000008 milliseconds and the verification test 0.001188 milliseconds. From
the collected data, it could be assumed that the implementation of these PET tools

would be suitable for CSS from the perspective of time consumption.

Vehicle Selection

The second phase focuses on the use of vehicle location cloaking and clustering PET
techniques in the vehicle selection process to preserve user location privacy. The
proposed proof-of-concept generates 100 rows of vehicle data for further process-
ing. Out of 1000 runs, the average time required to generate this csv database is
0.083111 milliseconds. The generation of random noise following scaling of ve-
hicle location data represent the second method in this phase which is measured.
The average time in 100 runs is 0.004344 milliseconds. For 100 iterations, it
took an average of 1.844042 milliseconds to calculate the random cluster number
and then distribute the 100 generated vehicles across these locations. The outcomes
from the second phase show how time-consuming the PET technique could be
for finding the random number of clusters in a certain area. A faster technique for
preserving the vehicle’s location for secure displaying in the Car Sharing application

is adding random noise to the single vehicle location data itself.
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Vehicle Access

The third phase examines the use of Group Signatures to ensure vehicle accessing
anonymity during the reservation process. The creating and signing of a 100-vehicle
fleet requires on average 2.610243 milliseconds using algorithms such as SHA3_256
and RSA with a key length of 4096 bits. On the other hand, using a user obtained
public key only takes in average 0.251869 milliseconds out of 100 vehicles to
authenticate access to a specific vehicle. The use of this technique is directly de-

pendent on the number of vehicles in a signature group.

Vehicle Monitoring

The fourth phase tests the effectiveness of SMPC in protecting vehicle data privacy
during the rental period. In this phase, the Sharemind MPC SDK is used, which
requires the creation of a virtualized server and its subsequent connection to the im-
plementation using localhost, which significantly impacts any testing of connection
speeds and calculations. Due to the difficulties to verify the calculation speed or
the rate of communication between the host and the server more closely, this fourth
phase acts only as a proof-of-concept. The SyMPC package, allowing performing
SMPC computations directly in Python programming language, is able to develop
an implementation, however running it on a single device could have an impact on
its functionality [I55]. From it could be concluded that the use of the SMPC PET
technique requires a specific environment, which is beyond the scope of this

thesis.

Secure Payment

Fifth, the final proposed phase evaluates the use of ZKP to secure user payment
information during the payment phase. The time complexity of signing the pay-
ment amount value by user is first verified in the developed implementation. The
average duration of time needed to perform 100 runs is 0.005570 milliseconds.
Two methods are then evaluated on the service operator’s side. The first method
involves signing the service operator token, which consist of the user’s token and the
operator’s secret password. Average time of 100 runs is 0.012300 milliseconds.
The second method involves the service operator’s side accurate validation of the
hidden payment amount value. The average execution time of the method used to
validate secret with 100 runs is 0.010410 milliseconds. According to the collected
average time values, it could be considered that the correct implementation of the
ZKP protocol does not have to significantly slow down the functionality of
the secure payment gateway in the CSS. The only question is if such a possibility

could be realistically realized in the context of well-known payment methods today.
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The results from each implementation are collected in the table below and a graph
showing the information about time consumption [ms| in relation to imple-
mentation difficulty [points] follows. The points are assigned by the author on

the basis of his subjective view of the difficulty of implementation in the chosen test

bed.

Tab. 4.4: Results of proposed techniques of PET in CSS.

Technique Phase of CSS process | Average time [ms]
Pseudonymization Registration 0.000008
ABC User Verification 0.001188
Data Minimization Vehicle Selection 0.004344
Vehicle Clustering Vehicle Selection 1.844042
Group Signature Accessing Vehicle 2.610243
Group Signature Opening Vehicle 0.251869
ZKP Secure Payment 0.010410
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Fig. 4.8: Graph representation of collected results (narrow view).
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Fig. 4.9: Graph representation of collected results (wide view).

4.9 Evaluation and Future Work

The implementation of PET in CSS could significantly boost user privacy and secu-
rity. Pseudonymization and ABCs are examples of PET that could efficiently
protect user identity and personal information during registration and authentica-
tion. In order preserve user privacy in the vehicle selection process, vehicle location
cloaking and clustering could be used. User anonymity could be preserved by
group signatures during vehicle access and monitoring. ZKPs and SMPC could
both be used to securely exchange and process sensitive data during transactions.

However, there are also some challenges with PET as well. Pseudonymization
is required to guarantee the uniqueness of the pseudonyms provided to the users.
Nevertheless, this requires a complicated implementation which has to been prop-
erly tested for any potential implementation problems which could lead to security
vulnerabilities. Achieving the right level of use for vehicle location cloaking
and clustering to preserve user or vehicle privacy without impacting the service’s
usability is always a challenge.

There are several challenges with using Group Signature during the accessing
process to the selected vehicle. One challenge is preserving user anonymity
while maintaining responsibility for any malicious actions. Another challenge could
be collusion attacks, in which multiple users work together to bypass the group

signature system. Therefore, future research could focus on implementing modern
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cryptographic techniques to improve the system’s overall security.

Secure Multi-Party Computation is an excellent PET tool for preserving user
data secure, but on the other hand, there is a possibility for performance issues
as multiple parties collaborate to compute a function. Additionally, there is
still an opportunity to improvement in the ability to use SMPC directly on devices
with limited processing power and no network connection.

The primary challenge in using Zero-Knowledge Proofs is ensuring the cor-
rectness and completeness of the proofs provided by users without revealing
any additional information. Due to the ZKP protocols’ complexity, there could
potentially be performance problems and additional computational overhead.

The possibility of using these techniques for the preservation of User and data
privacy is still lacking after an individual analysis of each phase using PET tools
in CSS and their deployment in complex systems creates a number of risks from
both the perspective of the users and the functionality of the system itself as well
as from the perspective of reliability and security against different types of attacks.
The adoption of new PET would require massive infrastructural and technological
investments, which could not be achievable for smaller services.

Future research might concentrate on developing more user-friendly and ef-
fective PET as well as researching modern cryptographic methods including
Post Quantum algorithms and additional PET tools to smoothly and inexpensively
integrate PET into CSS. In order to promote PETs” widespread adoption in the
CSS, additional efforts could be made to increase the general awareness of their

characteristics and their advantages.
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Conclusion

In conclusion, the primary goal of the theoretical part of this thesis was to provide
a comprehensive description of current Smart Transportation Services and their se-
curity threats, attacks and countermeasures. These services offer numerous advan-
tages, such as reducing traffic congestion, improving transportation efficiency and
promoting sustainable transportation. Real-world use cases of STS were analyzed
and it was found that these services are being used globally in various sectors, in-
cluding public transportation and personal transportation. However, there are also
various challenges associated with the implementation of STS, including cybersecu-
rity threats and the need for appropriate infrastructure. The thesis highlighted the
importance of cybersecurity in STS, as the interconnections of these systems makes
them vulnerable to cyberattacks.

The thesis dealt in depth with the specific Smart Parking Services and Car
Sharing Services, which have gained popularity due to their convenience and cost-
effectiveness. The sections showed advantages and benefits of CSS, different types
of CSS and multiple requirements for running a operation with overlap to regulatory
area and legal status. In addition, the thesis identified various security threats in
CSS, such as data and privacy threats, cybersecurity threats or physical threats,
which could be mitigated by implementing appropriate security measures. There-
fore, the use of Privacy Enhancing Technologies was proposed as well as evaluated
a correct application to improve the data security and privacy protection of CSS
users.

The practical part of the thesis involved proposing a reference scenario of CSS
and implementing the five phases in Car Sharing process using some of the PET
techniques. Implemented phases consisted of basic user verification and authentica-
tion, vehicle selection, vehicle access, vehicle monitoring and secure payment. The
proposed solutions were prepared in the chosen programming language — Python.
Functional demonstration of the proposed security and privacy protection methods
was tested and analyzed, meeting all the research objectives of the thesis assignment.

Overall, this thesis contributes to the understanding of the advantages and chal-
lenges of ST'S, the various components of CSS and the application of PET to preserve
data security and protect user privacy in CSS. The thesis successfully achieved its
goals by providing an in-depth analysis of these areas and proposing a basic verifica-
tion implementation to enhance the security and privacy of CSS users. The actual
contribution of the work was also the participation in the EEICT 2023 conference, in
which the paper was successfully accepted and published in the journal proceedings.

All the stated goals of the thesis have been accomplished.
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Symbols and abbreviations

STS

ITS

GPS

DSRC

OBU

RSU

TCC

ISO

IEEE

ETSI

V2I

12V

WAVE

C-ITS

IoT

Al

PET

RBAC

IDS

IPS

SIEM

MFA

SPS

CSS

Smart Transport Services

Intelligent Transport Systems

Global Positioning System

Dedicated Short-Range Communications
On-Board Unit

Road Side Unit

Traffic Control Centers

International Organization for Standardization
Institute of Electrical and Electronics Engineers
European Telecommunications Standards Institute
Vehicle-to-Infrastructure
Infrastructure-to-Vehicle

Wireless Access in Vehicular Environments
Cooperative Intelligent Transport Systems
Internet of Things

Artificial Intelligence

Privacy Enhancing Technology

Role-Based Access Control

Intrusion Detection System

Intrusion Prevention System

Security Information and Event Management
Multi Factor Authentication

Smart Parking Services

Car Sharing Services
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GDPR

EV

HE

SMPC

ZKP

PIR

GRS

SHE

FHE

DP

SDG

FL

RNG

DPO

CRM

General Data Protection Regulation
Electric Vehicles

Homomorphic Encryption

Secure Multi-Party Computation
Zero-Knowledge Proof

Private Information Retrieval
Group and Ring Signatures
Somewhat Homomorphic Encryption
Fully Homomorphic Encryption
Differential Privacy

Synthetic Data Generation
Federated Learning

Random Number Generator

Data Protection Officer

Customer Relationship Management
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2P root folder
o b o oY source codes in Python
usecasel-solution.py
usecase2-solution.py
usecase3-solution.py
usecase4-solution.py
usecaseb-solution.py
I =T = test codes in Python
usecasel-test.py
usecase2-test.py
usecase3-test.py
usecaseb-test.py
test-vehicle-locations.csv
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