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Abstract

The dissertation thesis deals with the topic of high-speed network monitoring and security.
It focuses on optimizing network security monitoring applications using programmable data
planes. It exploits the specific network traffic characteristics, the flexibility of network data
plane programmability and proposes multiple hardware architectures and algorithms cor-
responding to the required network traffic processing. The thesis introduces a new concept
of flexible heavy flow-based acceleration for network monitoring and intrusion detection, an
event-trigged push-based approach for detecting high-volume traffic clusters, and specific
window-based network traffic aggregation and feature extraction, particularly for DDoS
defense. The architectures use probabilistic data structures and techniques to ensure high
detection performance and throughput with low resource requirements. The investigated
concepts demonstrate the network data plane optimizations for three different use cases:
(1) the flow-based network monitoring, (2) in-band network events detection, and (3) real-
time DDoS mitigation. The research findings brought significant improvements in network
security monitoring. Informed packet pre-filtering considerably reduces the amount of net-
work traffic to be analyzed and achieves higher throughput. The event-triggered approach
addresses application scalability issues and reduces data-control plane communication over-
head. Compared to the other state-of-the-art solutions, the event-triggered approach can
save a significant amount of control plane traffic of more than two orders of magnitude.
Furthermore, the presented implementation results are utilized in DDoS Protector, an ac-
celerated DDoS protection solution that has been commercialized and protects the Czech
academic network.

Keywords

High-speed networks, monitoring, security, IDS, DDoS attack mitigation, hardware accel-
eration, optimization, programmable data plane, FPGA, P4.



Abstrakt

Diserta¢ni price se zabyva tématem monitorovani a bezpecénosti vysokorychlostnich poci-
tacovych siti. Zaméruje se na optimalizaci aplikaci pro bezpecnostni monitorovani sité
pomoci programovatelné datové cesty. Vyuziva specifickych vlastnosti sifového provozu,
flexibility programovatelnosti datové cesty a implementuje fadu hardwarovych architektur
a algoritmti odpovidajicich pozadovanému zpracovani sitového provozu. V ramci prace byl
navrzen novy koncept flexibilni akcelerace monitorovani sité a detekce skodlivého provozu
zalozeny na tézkych tocich, pristup udalostmi tizené detekce vyznamnych shluki sifového
provozu a specifickd agregace sitového provozu zalozend na principu klouzavého okna a
extrakce priznaki pro ochranu proti DDoS Gtokiim. Vytvofené architektury vyuzivaji
pravdépodobnostni datové struktury a techniky pro dosazeni vysoké miry tspésnosti de-
tekce, vysoké propustnosti a nizkych narokt na hardwarové zdroje. Navrzené pristupy jsou
demonstrovany pro tfi ruzné aplikace: (1) monitorovani sité na béazi sitovych toku, (2)
vestavéna detekce sitovych udalosti a (3) potlaceni DDoS ttoku v redlném case. Vysledky
vizkumu pfinasi vyznamné zlepSeni v oblasti bezpecnostniho monitorovani sité. Rizend
predfiltrace paketd znac¢né snizuje mnozstvi sitového provozu, ktery musi byt nutné ana-
lyzovan, a dosahuje tak vyssi propustnosti. Pristup zaloZeny na udalostmi fizené detekci
udalosti Tesi problémy se skdlovatelnosti aplikaci a snizuje rezii komunikace mezi datovou
a Tidici cestou. Ve srovnani s ostatnimi state-of-the-art pristupy redukuje mnozstvi ridici
komunikace o vice nez dva rady. Predstavené implementacni vysledky préce jsou navic
integrovany jako soucast systému DDoS Protector, coz je akcelerované reseni ochrany proti
DDoS, které bylo jako vysledek vyzkumu komercializovano a v soucasné dobé chrani ceskou
akademickou sit.
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Vysokorychlostni sité, monitorovani, bezpec¢nost, IDS, potlaceni DDoS ttoki, hardwarova
akcelerace, optimalizace, programovatelnd datova cesta, FPGA, P4.
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Rozsireny abstrakt

Cilem prace je akcelerace sitovych aplikaci a navrh vhodnych datovych struktur, architek-
tur a algoritmu, které vyuziji programovatelnosti datové cesty k dosazeni vyssi vykonnosti.
Koncepty navrzené v této praci vyuzivaji specifickych vlastnosti sitového provozu, agregaci
provozu na principu oken nebo extrakci priznaki ze sitového provozu a selektivné redukuji
mnozstvi informaci a paket, které je tieba pri analyze zpracovat. Tim snizuji rezii komu-
nikace mezi datovou a ridici cestou a umoznuji optimalizovat vykon aplikace.

Namisto piimé akcelerace ¢asové kritickych operaci, jako to délaji jind Teseni, vyuziva
predstaveny koncept akcelerace alternativni pfistup. Zaméruje se na redukci (predfiltraci)
sitového provozu, ktery musi byt aplikaci nutné zpracovan. Pristup vyuziva pravé speci-
fickych vlastnosti sitového provozu k dosazeni akcelerace. Na zakladé téchto vlastnosti je
totiz mozné rozhodnout, které pakety jsou pro detekci bezpec¢nostnich udélosti vyznamné,
tj. které musi byt analyzovany a které mohou byt vhodné redukovany, agregovany nebo
zahozeny. Timto zptisobem je mozné soustredit dostupné vypocetni zdroje aplikace pouze
na relevantni ¢ast sitového provozu a dosdhnout jeji akcelerace. Navrzeny pristup vychazi
ze dvou predpokladi: (1) Nejvétsi ¢dst sitového provozu (z hlediska objemu) je prenasena
velmi malym poctem relativné velkych sifovych toka. (2) Z hlediska bezpecnosti je nej-
informaci (hlavicky paketti) potfebnych k detekci nezddouciho sitového provozu nebo jinych
bezpecnostnich udalosti. Soucasné predpokladame, ze pri velkém zatiZzeni sitové aplikace,
napft. systému IDS (Intrusion Detection System), jsou prichozi pakety nekontrolované za-
hazovany na jeho vstupu v dusledku zaplnéni vstupnich paketovych buffera na sitové karté.
Takovy mechanismus zahazovani paketu pritom vyrazné a negativné ovliviiuje kvalitu de-
tekce, protoze vsechny pakety jsou zahazovany se stejnou pravdépodobnosti bez ohledu na
jejich dulezitost z hlediska samotné detekce udélosti.

Prace ukazuje, ze vyrazné lepsich vysledkt lze dosahnout rizenou filtraci pakett jed-
notlivych sitovych toktu. Navrzeny pristup proto umoznuje plnohodnotné softwarové zpra-
covani pouze prvnich N paketi kazdého sifového toku. Vétsi sitové toky jsou povazovany za
tézké (heavy) a néasledujici pakety takovych toki lze efektivné agregovat nebo zahodit. Pti
pro bezpecnostni analyzu a méné vyznamnou c¢ast sitovych tokt z duvodu omezeného
vykonu fizené zahodit bez vyrazného vlivu na kvalitu detekce.

Uvodni ¢4st disertacn{ prace popisuje navrzeny koncept a predstavuje odpovidajici hard-
warovou architekturu pro platformu FPGA. Jelikoz se ptivodni navrh zaméroval vyhradné
na pouziti pro monitorovani sité, je koncept pojmenovan jako Softwarové definované moni-
torovdni (SDM). Systém je demonstrovan na piikladu analyzy aplika¢nich protokolu a déle
ovéren na realnych sifovych datech v ramci experimentdlniho nasazeni na paterni lince
narodni akademické sité. Dalsi cast prace se potom specificky vénuje pouziti tohoto p¥is-
tupu také k akceleraci systémi IDS (Intrusion Detection System).

Prace se v rdmci navazujictho vyzkumu bliZze zabyva moznostmi rozdéleni tlohy mo-
nitorovani sité mezi hardwarové a softwarové prostiedky a analyzuje moznou rezii v ko-
munikaci mezi datovou a ridici cestou. Pavodni motivaci bylo zejména snizeni latence pti
detekci tézkych sitovych tokl presunem této tlohy do hardwarové architektury. Ukazalo
se vsak, ze se jednd o mnohem obecnéjsi vyzkumnou otazku. Soucasna Teseni vyuzivajici
datovou cestu k akceleraci monitorovani sité totiz implementuji rizné pravdépodobnosti da-
tové struktury k agregaci ¢itacu sitovych tokt a poskytuji je softwarové aplikaci bézici na
kontroleru sité, ktera tyto ¢itace periodicky vy¢ita. Béhem analyzy jsme zjistili, Ze nacteni



velkého mnozstvi ¢itaci a slozité datové struktury z hardwarové implementace je Casové
velmi ndroéné a v daném kontextu vytvari zpozdéni radové jednotek sekund. Rychlost
reakce na bezpecnostni udalosti je tak silné zavisla na schopnosti aplikace periodicky ziska-
vat tyto datové struktury z datové cesty. To vSak prinasi zpozdéni, které je pro specifické
pripady pouziti, napt. detekci DDoS (Distributed Denial of Service) ttoki, nezadouci.

V této souvislosti byl v praci navrzen zcela odlisny ptistup pro optimalizaci komunikaé¢ni
rezie mezi datovou a fidici cestou (hardwarovou datovou strukturou a softwarovou aplikaci).
Cilem bylo za pomoci programovatelnosti datové cesty transformovat dosavadni pasivni
pristup (poll-based) na aktivni systém (push-based), ktery je schopny iterativné a zcela
autonomné detekovat nékolik typtu sitovych udélosti a az nasledné informovat softwarovy
kontroler. Pro demonstraci tohoto pristupu byly vytvoreny dvé hardwarové architektury
a datové struktury Unroller a Elastic Trie. Unroller umoznuje identifikaci smérovacich
smycek v redlném case. Elastic Trie se pak zaméiuje na detekci tzv. heavy-hitters (zdroju
tézkych sitovych tokt) nebo superspreaders (zdroju velkého mnozstvi sitovych tokd) a
dokaze odhalit vyznamné zmény ve vzoru sitové komunikace (change detection). Vyrazné
pritom redukuje rezii komunikace mezi datovou a fidici cestou. Detekce takovych udalosti
mé z bezpecnostniho hlediska velky vyznam pro odhaleni nezaddoucich aktivit jako je sken-
ovani sité, sifeni malware nebo utoku DDoS. Uddlostmi fizeny pristup implementovany
v datové cesté proto muze prispét k rychlejsi detekci a reakci na takové aktivity.

Zejména v poslednich letech vyrazné vzrostlo mnozstvi DDoS utokid. Ty jsou dnes
jednim z nejrozsirenéjsich typt kybernetickych ttokd. Zbytek prace se proto podrobnéji
zaméruje nejen na rychlou detekci, ale i potlaceni DDoS utoka. Jsou predstaveny a im-
plementovany tii strategie potlaceni SYN Flood 1tokt v redlném case. Metody umoznuji
ovérit TCP klienty pomoci kryptograficky zabezpecené informace vlozené do paketi béhem
ustavovani TCP spojeni. Tim lze tto¢niklim zabranit v podvrzeni zdrojové IP adresy.
Navazujici ¢ast potom predstavuje koncept agregace provozu na bézi oken a priznaku ze
sitového provozu pro tcely detekce DDoS v realném case s vyuzitim strojového uceni.

Publikované ¢asopisecké a konferencni prispévky zahrnuté v této praci prezentuji néko-
lik hardwarovych architektur a softwarovych algoritmil pro optimalizaci sitovych aplikaci
s vyuzitim programovatelnosti datové cesty a demonstruji je na trech pripadech uziti:
(1) monitorovand sité na bdzi sitovych toki, (2) vestavénd detekce sitovych uddlosti a (3) pot-
lacent utoku DDoS v redlném case. Predstavené vystupy a implementacni vysledky prace
jsou navic integrovany jako soucast systému DDoS Protector, coz je akcelerované reseni
ochrany proti DDoS atokim.
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Chapter 1

Introduction

In February 1992 (32 years ago), the Czech Republic, former Czechoslovakia, was officially
connected to the Internet [1], the worldwide computer network. The first connection was
19.2 kbps and led from the Czech Technical University in Prague to the University of Linz
in Austria. Since then, we have witnessed an extensive global and worldwide growth of
computer and telecommunication networks. The speed of these networks has grown over 10
million times. Over the past decades, the Ethernet technology has exponentially evolved,
with a new higher standard introduced almost every seven years [32]. The latest 800 GbE
standard was approved in February 2024, expecting the 1.6 TbE standard later in 2026.

Such development is driven by the increasing demand for higher bandwidth, especially
at internet service providers, in data centers and exchange points. It follows the growth of
the Internet of Things (IoT) and services, such as streaming platforms, online games, and
cloud applications, as well as the shift of many activities to the online environment, includ-
ing remote work, online education, and virtual meetings, leading to increases in network
traffic. It has significant performance implications for the current network devices and their
architectures. They need to be faster and more powerful to avoid becoming a bottleneck.

The nature of networks has also changed. Along with the development of faster speeds,
various cyber security threats have evolved. These threats include DoS (Denial of Service)
attacks, leaks of sensitive personal data, the spread of malware, and the dissemination
of fraudulent emails, messages, or phone calls. As a result, considerable effort in packet
processing is required to enable the overall reliability and protection of computer networks,
making monitoring and network security a crucial application.

Network applications can be implemented on multiple hardware or software platforms.
However, the computational complexity of security systems makes it challenging to meet
the performance requirements of modern high-speed networks. At the same time, the
architectures must be future-proof and flexible enough to allow rolling out new features
quickly to accommodate monitoring and detection methods for newly emerging security
threats. Although network devices can achieve high-speed performance using specialized
hardware, i.e., ASICs (Application-specific Integrated Circuits), proprietary solutions suffer
clearly from insufficient flexibility. Introducing a new functionality, such as a new network
protocol, may necessitate a device hardware upgrade, which can be expensive. In addition,
designing and manufacturing such complex custom silicon can be time-consuming and incur
high economic costs. Therefore, flexibility in software implementation is highly desirable.
On the other hand, recent trends like NFV (Network Function Virtualization) and SDN
(Software-Defined Networking) can offer the required flexibility but may not scale to high



throughputs. Pure software processing has obvious performance issues due to using general-
purpose CPUs instead of specialized network hardware.

This situation motivated the introduction of the data plane programmability [57]. The
programmable data plane refers to brand-new network devices that allow network traffic
processing to be dynamically and programmatically changed. Due to the emergence of
new and more general software and hardware-based platforms, man can reconfigure today’s
data plane devices, mainly SmartNICs (Smart Network Interface Cards) and programmable
switches, entirely to support future functionalities without additional hardware upgrades
while maintaining the same performance as its fixed-function counterpart. SmartNICs
usually implement programmability using FPGAs (Field Programmable Gate Arrays) or
NPUs (Network Processing Units). Meanwhile, high-performance programmable switches
are built on flexible switching chip architectures implemented as ASICs. Such evolution
enables a new spectrum of network applications to be implemented in the data plane.

State-of-the-art solutions [36, 51, 98, 100, 79, 49] utilize data plane programmability
to accelerate network security and monitoring tasks. They implement various probabilistic
data structures to aggregate network traffic and provide them to a software controller. The
controller then periodically polls the structures to get insights into the network behavior.
Although such solutions improve network monitoring capabilities and overall performance,
compared to earlier approaches, they still depend on polling complex data structures at
short intervals [23]. Such an architecture has serious drawbacks, especially in cases where
detection latency is essential. It relies on a communication channel between the data and
control plane, which can lead to considerable delays. Therefore, there is a space for a new
solution that improves the state-of-the-art in this area and resolves the scalability issues.
It could be improved by transforming the data plane from a passive monitoring infrastruc-
ture to an active system capable of detecting network events autonomously, tracking the
responsible network traffic, and informing the control plane only when specific conditions
are met.

1.1 Research Area

The dissertation topic is network monitoring and security. It focuses on optimizing network
security applications using a programmable data plane. The assumptions are to exploit the
specific network traffic characteristics, the event-trigged push-based approach, and specific
window-based network traffic aggregation and feature extraction to improve network mon-
itoring and intrusion detection systems with respect to the needs of high-speed computer
networks. The aim is to exploit the flexibility of data plane programmability to design
hardware architectures and algorithms corresponding to the required network traffic pro-
cessing. The focus is also on searching for new suitable data structures to optimize and
implement the task efficiently in the data plane and divide it beneficially between the data
and control plane. The thesis introduces multiple hardware architectures and algorithms for
network data plane-based application acceleration and optimization. It proposes a concept
of flexible heavy flow-based acceleration for network monitoring and intrusion detection and
a concept of in-band network events detection and packet feature extraction, particularly
for real-time DDoS mitigation.



1.2 Research Objectives

Based on the analysis of the research and the current state-of-the-art in the area of network
traffic monitoring and security event detection in high-speed networks, we formulate the
following working hypothesis for this thesis:

By leveraging specific network traffic characteristics, probabilistic data structures,
and an event-triggered approach, we can resolve applications’ scalability issues and
significantly reduce (up to several orders of magnitude) their implementation over-
heads. It allows us to optimize network monitoring and security tasks effectively
without hindering their flexibility, achieving higher performance, lower resource re-
quirements, and/or better detection quality than existing state-of-the-art solutions.

The main research objectives for this thesis are:

« To propose appropriate concepts that leverage the flexibility of data plane programma-
bility to accelerate and optimize various network security and monitoring applications
in high-speed networks.

e To exploit specific network traffic characteristics and to utilize probabilistic data
structures and techniques to ensure the proposed solution maintains high throughput
and performance while maintaining low resource requirements.

e To design hardware architectures and software algorithms corresponding to the re-
quired network traffic processing that implement the proposed concepts efficiently in
the data plane and divide the task beneficially between the data and control plane.

o To synthesize the proposed hardware architectures for selected data plane platforms
and to evaluate platform resource occupancy and achieved performance metrics.

e To analyze the achievable performance benefits and event detection quality of selected
applications when utilizing the proposed architectures and algorithms and to compare
the results with the other state-of-the-art solutions.

1.3 Thesis Outline

The thesis is composed as a collection of papers, and its research contribution is there-
fore presented by six peer-reviewed papers included in the thesis. These publications are
attached in their original format at the end of the thesis as Appendix A. The thesis is or-
ganized as follows. This chapter (Chapter 1) motivated the thesis, introduced the research
area, and summarized the research objectives. Chapter 2 surveys the state-of-the-art and
provides the relevant background information for the research process. It includes the as-
pects of high-speed network traffic processing, and it discusses data plane programmability
in the context of currently used approaches and related works to optimize network appli-
cations. Chapter 3 presents conducted research. Special attention is dedicated to informed
network traffic reduction and data-control plane communication overhead. It provides an
overview of the selected papers included in the thesis and summarizes their contribution.
Finally, Chapter 5 concludes the thesis and its outcomes and proposes possibilities for future
research directions.



Chapter 2

State of the Art

This chapter surveys the current state-of-the-art and provides relevant background infor-
mation required for the research process. Section 2.1 describes the evolution and demands
in this area towards data plane programmability, flexibility, and high performance. Sec-
tion 2.2 discusses high-speed network traffic processing. Section 2.3 covers principles of
computer network monitoring. Finally, section 2.4 presents the needs and the area of in-
trusion detection systems.

2.1 Programmable Data Plane

As the landscape of high-speed networks constantly evolves, current state-of-the-art net-
work monitoring and security systems have difficulties catching up with rapid development.
Although proprietary devices can achieve high performance using specialized hardware com-
ponents, they incur high economic costs. For data centers, complex custom silicon available
at high-end routers is too expensive. More importantly, traditional networking equipment
suffers from insufficient flexibility in terms of functionality. Deploying a new feature, e.g.,
a newly emerged network protocol, can require a device hardware upgrade, which is very
slow and costly, and it forces vendors to support the feature only when it becomes widely
requested. On the other hand, pure software-based solutions following the recent trends in
networking, e.g., Network Function Virtualization (NFV) and Software-Defined Networking
(SDN), are highly flexible, free network operators from waiting to vendors when rolling out
new features, but lead to scalability issues. The server-based packet processing incurs low
performance and high overheads due to using general-purpose CPUs rather than special-
ized network hardware. However, the emergence of data plane programmability, mainly
SmartNICs (Smart Network Interface Cards) and programmable switches, introduces new
possibilities to fill this gap. The topic of programmable data planes is extensive. The
following sections provide only summary information mainly based on [57, 88, 56, 49, 103].

Traditional and Software-defined Networking

As illustrated in Figure 2.1a, the design of traditional networking devices was always log-
ically divided into two parts: (1) the fast path (device data plane) and (2) the slow path
(device control plane). The fast path performs time-critical operations like packet parsing,
classification, modification, and forwarding and applies policies executed on every incoming
packet, which require high performance. The combination of classification and subsequent
processing based on matched packet headers is usually called match-action processing. On
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Figure 2.1: Evolution of network architecture towards SDN (adoped from [57]).

the other hand, the slow path is responsible for managing routing information and setting
those packet processing policies, i.e., where to forward a packet and how to rewrite its
headers, configuring it for the fast path. Moreover, the slow paths of individual network
devices interact with each other through routing protocols. Thus, together in a distributed
manner, they create the global network-level forwarding policy (network control plane).
In contrast, the Software-Defined Networking (SDN) [82] approach separates the control
plane functionality from the data plane and individual devices. It concentrates it in a single
network-wide control plane entity, a centralized controller. The architecture is depicted in
Figure 2.1b. The SDN eliminates the need for individual switches to implement the logic
to maintain packet forwarding policies locally. Thus, they no longer run routing protocols
to build routing tables. Instead, they receive these policies from the controller, which di-
rectly controls the state of the device data planes. The device control plane is, however,
not fully extracted. A part of the device control plane is still present, and it is responsi-
ble for device management and establishing a control channel towards the controller. The
communication between the controller and devices uses standardized southbound interface
protocols such as OpenFlow [54], or P4Runtime [66]. In contrast, the northbound inter-
face ensures communication between the controller and user applications. It enables the
network-wide implementation of services, such as unicast routing, multicast routing, access
control, quality of service, and other management and security monitoring applications.

Data Plane Programmability

SDN has revolutionized network design and management. It has made device functionality
more flexible and dynamic. The centralization of the network state has given network
managers more freedom to implement automated programs to control and monitor their
network from a single logical point independently, without waiting for device vendors to
integrate and roll out new control plane features. However, the traditional fixed data plane
functionality has remained unchanged and tightly bound to the device hardware or software-
based packet processing implementation. This means that such devices only understand
a fixed set of protocol header fields during their lifetime, which affects most data plane
operations. For example, the format of the match-action table entries is device-specific, and
the device vendor also sets the types of processing actions that can be applied and their
order. As a result, it is impossible to apply IP routing lookup on packets encapsulated
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in VXLAN, MPLS, or other tunnels. Even the available monitoring information exported
from the data plane cannot be changed.

This inflexibility motivated the introduction of the data plane programmability. Thanks
to the emergence of more general hardware and software platforms, today’s data plane
devices can be entirely reconfigured. In this context, programmable data plane refers to a
new network device category that allows the packet parsing and match-action processing
functionality to be dynamically and programmatically changed [57]. At the same time,
domain-specific languages, e.g., Programming Protocol-independent Packet Processors (P4)
[11, 65] or Network Programming Language (NPL) [63], provide a way to describe how data
plane devices should process packets. They allow the definition of five essential aspects of
packet processing: (1) header formats, (2) packet parsing, (3) table specification, (4) action
specification, and (5) control flow. Thus, data plane programmability includes parsing
new protocols, matching dynamically defined header fields, and exposing new APIs to the
control plane. Thanks to that, brand-new applications can be realized in the data plane,
including user-defined in-band network monitoring and telemetry.

2.2 Network Traffic Processing

Traffic processing of the data plane programmable devices can be realized on top of multiple
hardware or software platforms. For example, a software data plane device runs the data
plane processing on a commodity CPU, a processing pipeline of a SmartNIC can be im-
plemented in a network processor (NPU) or an FPGA (Field Programmable Gate Array),
and a programmable switch is built on top of an ASIC (Application-specific Integrated
Circuit). The relationship between the programmability and the performance of these data
plane platforms is depicted in Figure 2.2.

Software-based Processing

Software-based traffic processing uses general-purpose CPUs like x86 or ARM architectures
in commodity servers. It mainly includes copying the packet’s data from a NIC buffer to
the CPU and processing it in terms of parsing, classification, filtering, and modification
before moving the data back to another NIC buffer. The evolution in server-based packet
processing is surveyed in [57, 56]. Current software solutions are divided into two categories
depending on whether packets are processed at the kernel level or in userland.
Linux-based systems provide kernel-space technologies such as eBPF and XDP [13, 35].
XDP enables the injection of an eBFP program from userspace. After all the security
properties are satisfied, the program executes in the kernel context at the earliest level



of the Linux networking stack directly upon receiving a packet after the NIC driver RX
queues. Thus, it improves performance compared to the standard kernel data path. In
contrast, fast packet I/O frameworks, e.g., DPDK [29] or Netmap [71], rely on bypassing
the operating system and mapping hardware buffers directly to userspace memory instead
of using standard kernel data path. Compared to standard sockets, it effectively eliminates
the overhead of packet copies and the cost of context switching. The method provides a
significant performance benefit but requires the userspace to take over the exclusive own-
ership of the NIC. The userspace application processes all the received packets. It cannot
utilize kernel networking and must implement all the packet processing functionality, e.g.,
TCP/IP stack, routing tables, etc., on its own. If some packets belong to the operating
system, the application must reinsert them back into the kernel. Packets are usually dis-
tributed across multiple CPU cores and processed in batches to improve data locality and
reduce costs of accessing ring buffers or other resources.

Network Interface Cards

Network interface cards [55, 38, 62, 57] are used further in the previous approaches to
boost the performance by offloading a part of the traffic processing workload from the host
CPU. They are usually connected to the host server via the PCI Express system bus. A
common feature of their packet capture interface is Direct Memory Access (DMA), which
distributes the data flow to multiple software channels for efficient processing by multiple
CPU cores. They provide pre-defined fixed hardware functions, mainly basic Ethernet
frame processing, e.g., MAC address filtering, checksum offloads, timestamp assignment,
receive, transmit segmentation, and further transferring the data stream to and from the
host memory, where the complete software processing by a specific application takes place.
Some NICs also offer stateless matching on selected packet fields to apply simple actions
such as packet modification, allow, or drop.

SmartNICs [96, 62, 57] are network accelerators that further bring data plane pro-
grammability and flexibility to this segment. The programmable functionality is commonly
realized on top of an FPGA (Field Programmable Gate Array) or an NPU (Network Pro-
cessing Unit). Well-known network cards based on FPGA technology include ReflexCES
boards [69], Napatech SmartNICs [80], Silicom FPGA cards [70] or NetFPGA SUME [105].
They provide fully custom packet processing, e.g., packet sampling, trimming, accurate
timestamps, packet classification, stateful flow filtering, pattern matching and TCP or TLS
offloads. On the other hand, they have limited on-chip memory or general computing ca-
pabilities to offload all tasks completely. Offloading various tasks may also require the
host to compile and inject a new code to reconfigure the hardware co-processor. They are
programmed using low-level HDL languages like VHDL, a subset of general-purpose HLS
languages like C, or data plane-oriented languages such as eBPF [13] or P4 [65]. However,
there is no current standard for interaction with SmartNICs. While some SmartNICs sup-
port the RTE Flow [29] interface, often only proprietary methods exist [56]. Thus, it is
challenging to support multiple vendors.

Programmable Switches

While SmartNICs enable flexibility at the network’s edge, programmable switches introduce
the data plane programmability in the network core. High-performance programmable
switches are built on top of two major flexible switching chip architectures, Reconfigurable
Match-action Tables (RMT) [10] and Protocol-independent Switch Architecture (PISA)
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Figure 2.3: Switch architecture based on match-action tables (adoped from [57]).

[16], are implemented as ASICs, e.g., Intel Tofino [39] or Broadcom Trident [91] chips, always
running at wire speed. Figure 2.3 illustrates the typical switch architecture. It usually
consists of multiple (ingress and egress) pipelines of programmable match-action stages. At
the beginning of a pipeline, a packet enters a programmable parser that dissects the packet
buffer into individual protocol headers. The match-action stages then classify the packet
based on a subset of extracted packet header fields. Classification rules are stored alongside
the pipeline in banks of on-chip memory. The stage can have different matching capabilities
depending on the type of lookup table. For example, an exact match hashing table is
implemented in SRAM, while a wildcard matching table uses TCAM. The corresponding
packet action then performs simple calculations using Arithmetic Logical Units (ALUs),
updates the internal state, or instructs the switch to encapsulate/decapsulate, drop, or
forward the packet, rewrite its content, or continue its processing in a subsequent match-
action stage. Before leaving the pipeline, the packet enters a deparser, serializing the
individual packet headers again before sending the packet to an output interface or another
pipeline.

Data Plane Description

The programmer describes the data plane program as a sequence of lookup tables organized
into a hierarchical structure, which is later compiled into the underlying hardware or soft-
ware target configuration. The content of lookup tables populated via a control interface
later defines the packet processing behavior at runtime. Thanks to the programmability, the
data plane can be reconfigured to support future functionalities without additional hard-
ware upgrades while maintaining the same power consumption and cost as fixed-function
switches. Programmable network devices offer a significant advantage to network operators.
They provide the ability to programmatically modify the low-level data plane functionality,
enabling support for novel protocols, implementing custom forwarding logic, or even intro-
ducing entirely new applications in hardware. This can all be achieved at speeds of Tbps,
enhancing the efficiency and flexibility of network operations.

Although languages like P4 are high-level from the hardware perspective, they are
still very low-level for directly implementing complex network security applications. Pro-
grammable switches based on RMT architectures enable stateful processing but use a very
small amount of SRAM that persists across consecutive packets. Moreover, they restrict
the computational model to fulfill the high throughput requirements. For instance, the
number and the complexity of pipeline stages or the number of memory accesses are con-
strained. Unfortunately, this fact makes it challenging to implement sophisticated network
monitoring and security applications [49, 79, 51, 98, 103, 50] in the data plane.
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2.3 Network Monitoring and Telemetry

The network measurement is the foundation of network management, security and control.
According to [88], we can identify three phases in the history of computer network devel-
opment: (1) traditional network measurement developed since 1995; (2) software-defined
measurement developed with SDN networks since 2008; and (3) network telemetry recog-
nized with the advent of programmable data planes since 2015.

Traditional Network Measurement

The traditional network measurement is divided into active and passive schemes. The
active measurement is performed by injecting packet probes into a network and analyzing
their path or latency, e.g., using ping and traceroute tools. The passive measurement (also
known as network monitoring) includes polling network interface counters, packet sampling,
or collecting aggregated records of network flows [34] using well-known protocols such as
SNMP [17], sFlow [78], NetFlow [20] or IPFIX [21].

Due to the ease of deployment, traditional network flow monitoring methods are still
widely used for network security and management applications. An example of a passive
network flow monitoring system is shown in Figure 2.4. Network monitoring is based on
two types of network elements. The probe (or the exporter) collects statistics (records of
network flows) and sends them using NetFlow [20] or IPFIX [21] protocols. The collector
receives these statistics (even from several probes simultaneously) and stores or forwards
them for further analysis. The probe can be standalone or implemented as a part of other
devices, such as routers. Flow records at the collector are stored for a certain period to
enable tracing back the incidents later reported to the network administrator.

The network flow is defined as a sequence of IP packets that pass through a certain
point in a network during a specific period and have some common property [21]. The
property is based on the packet header entries or a characteristic of the packet itself, e.g.,
its length or arrival time. Five items are often used — source and destination IP address,
source and destination port, and transport protocol identification. The communication
direction is not included. Thus, a bidirectional connection is always made up of two flows.
Additional parameters are subsequently measured for each flow as part of the monitoring
process. For example, the number of packets that the flow carries (flow size), the number
of bytes transferred (flow volume), the time interval between the first and last packet (flow
duration), or the set of TCP flags that were set during the connection.

Network flow monitoring represents a resonable tradeoff regarding the volume of data
collected and the amount of helpful information. However, some network security appli-
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cations require network monitoring at the upper layers. As the network functionality is
shifting towards the application layer (L7), the following trend in network flow monitoring
is to provide enriched flow records extended by some extra information from application
protocol headers. Thus, to maintain the detection quality of new security threats, the IP-
FIX protocol also enables the inclusion of fields from HTTP, DNS, or other L7 protocols,
e.g., URLs or domain names, in the flow records.

Software-defined Measurement

The later advent of SDN networks improved the flexibility of network applications. Several
new software-defined approaches focusing on performance or function measurements, such
as bandwidth, packet loss, latency analysis, and path tracing detection, were proposed [88].
Also, the importance of finding high-volume traffic clusters has been recognized. Network
security tasks can be performed efficiently if high-volume traffic clusters, i.e., heavy hitter,
change detection, and superspreader events, are promptly detected [23, 31, 40, 51, 79].

A heavy hitter [22] is a single source or destination that sends or receives a significant
amount of traffic (bytes or packets) over a short period of time. It is beneficial for short-
term monitoring, e.g., detecting flash crowds and DoS (Denial of Service) attacks, and
longer-term traffic engineering [31, 52, 6]. Change detection is the practice of finding
which flows contribute the most to the traffic pattern changes over two consecutive time
intervals [15]. The method detects traffic anomalies by deriving a model of normal behavior
based on the past traffic history and looking for significant changes in short-term behavior
that are inconsistent with the model [44]. Finding which flow contributes the most to the
traffic pattern changes in a short period of time is important in the context of anomaly
detection [45, 46]. Finally, a superspreader is a host that contacts at least a given number
of distinct destinations over a short time period. Detecting a source that reaches multiple
destinations is needed for a worm or scan detection [93, 97]. In addition, if the same spread
detection is applied to the destination, this analysis allows DDoS (Distributed DoS) victim
detection [100]. Each of these events exhibits high-volume traffic clusters differently. While
in the context of heavy hitters, the cluster relates to packets or bytes arrival rate, for
superspreaders, the interest shifts to the distinct flows arrival rate.

Although SDN networks and OpenFlow promise some improvements in network mea-
surement, the flow collection methods used in traditional network monitoring are preserved
[88]. The primary monitoring mechanism exposes the per-port and per-flow counters. The
SDN switches employ packet sampling to lower the overhead and data collection band-
width at the cost of estimation accuracy [19, 31, 53]. An application running on top of
the controller can periodically poll these counters using the standard OpenFlow APIs and
then perform a software-based algorithm to get insights into the network behavior. In fact,
this approach significantly limits the original flexibility intended by SDN. While increasing
the gap between two consecutive counter requests reduces the controller’s ability to react
quickly, continuously requesting counters from switches leads to non-scalable solutions by
challenging the switch-controller interactions capabilities [23].

Network Telemetry

Lately, the advent of the flexible data plane and P4 programmability has enabled the pos-
sibility of extending network monitoring functionality with more advanced traffic analysis
features. Nonetheless, current programmable devices have constrained resources to meet
performance requirements (as described in section 2.1), requiring smart solutions to deal
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with both computation model and memory limitations. Many recent proposals suggest a
form of reusable primitives to extend data plane functionality with more advanced features
to tackle these challenges and support better monitoring and security application design.
In this context, network telemetry refers to a brand new approach to network data collec-
tion leveraging the data plane programmability that provides sufficient network visibility,
better scalability, accuracy, coverage, and performance than the former traditional and
software-defined approaches to network measurement [99, 88].

The most prominent solution in this area is the In-band network telemetry (INT) [37,
88], which proposes a method to append useful meta-information on the packet path to
the packet itself. It is a P4-based framework that collects and reports the network state
using the data plane without any intervention from the control plane. INT packets may
contain header fields representing telemetry instructions that network devices interpret
on the path. Packet sources (applications or end-hosts) can embed these instructions in
data packets to request network measurement. The instructions tell the network device
what state to collect. The state may then be directly exported or written into the same
packet as it traverses the network. Devices can report, e.g., precise hop-based latencies and
queue or buffer occupancies, which helps to improve network congestion control. The INT
framework, thus, focuses primarily on measuring end-to-end latency but not on network
security or traffic clusters monitoring.

The state-of-the-art solutions focused on traffic clusters instead utilize various proba-
bilistic data structures to keep the flow state at network devices, i.e., bloom-based filters
[9] and sketches [36, 51, 98], which can easily fit into the match-action data plane archi-
tecture. Several frameworks providing such primitives have been developed. Specifically,
many leverage data plane programmability to directly detect and provide the high-volume
traffic clusters [49, 36, 51, 98, 100, 79] to assist the control plane by exporting smart repre-
sentations of aggregated traffic statistics to support real-time monitoring. FlowRadar [49]
keeps track of the flows and their counters in the network and exports this information
periodically to a remote controller, which decodes it and uses it in further traffic analysis.
UnivMon [51], ElasticSketch [98], SketchLearn [36] use a general sketch in the data plane to
keep track of the flows and export it at fixed time intervals to the control plane. HashPipe
[79] directly determines the top-k heavy hitters in the data plane and exports them at a
specified time.

Although such solutions, compared to traditional and software-defined measurement,
improve network visibility, they still depend on exporting complex data structures to a
controller for analysis, relying on communication capabilities between data and control
planes, as well as polling collected statistics at short intervals [23]. Such an architecture
has drawbacks similar to those of the OpenFlow protocol and SDN network. The interaction
between the control and data planes can lead to cost and delay overheads, especially in use
cases like DDoS detection, where the detection speed affects the ability to respond to the
event promptly. Therefore, there is a valid need for designing a novel concept that improves
the state-of-the-art in this area and resolves such scalability issues.

2.4 Real-time Intrusion Detection

Nowadays, considerable effort is required to ensure the security of computer networks. A
potential attack must be detected immediately, and adequate network protection must
be provided promptly. For example, DoS (Denial of Service) attacks are one of the ever-
increasing cybersecurity threats requiring an immediate response. DDoS (Distributed DoS)
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is an intended and coordinated attempt to cause a target system or service to become un-
available. To protect against such malicious attacker activities, various Intrusion Detection
Systems (IDS) have gained popularity in this area, and they are, in general, a critical
element of protection in network security monitoring, event detection, and eliminating ma-
licious network traffic. The IDS is a security system that monitors the activity of a protected
network, intending to identify its potential unauthorized use or abuse [61]. Identified mali-
cious activities are collected and reported. Afterward, either automated or manual reaction
can take place. IDS significantly contribute to network security by providing a deeper
insight into transferred packets, e.g., their payloads. These systems often use some form
of deep packet inspection (DPI), such as pattern matching or other methods, to detect
characteristic signatures of malicious activity in the network data.

Instrusion Detection Aspects

Generally, two main strategies for intrusion detection exist [89]: signature-based and anomaly-
based. Signature-based systems, also called misuse-based systems, utilize statistical tech-
niques like n-grams [94] or search for known patterns in communication based on a pre-built
database of previous attacks [72, 86, 90, 68, 5, 26]. Due to their design, they respond reli-
ably only to known attacks and cannot catch unknown (zero-day) attacks. The database is
required to be updated regularly to incorporate new signatures. A significant disadvantage
of this approach is the dependence on the quality of the database. Pattern searches focus
on both packet headers and packet payloads.

Anomaly-based systems [8, 30, 101, 58, 73, 60] rely on finding statistical deviations from
a normal state of network communication. They establish a normal behavior profile and
compare new behavior against this model to detect deviations. In contrast to signatures,
anomaly-based systems can detect unknown attacks but suffer from higher false positive
rates. For example, it may be challenging to distinguish a DDoS attack from a massive
interest of legitimate users in a service.

Based on detection time, both methods can be either online or offline. The online
approaches aim to detect an intrusion within specific time constraints. They are used
for real-time alerting and mitigation, whereas offline methods are typically used for post-
attack and forensics analyses. The response type can be passive or active. Passive IDS
only monitors the system and reports potential intrusions. Active IDS takes a proactive
approach and aims to adopt countermeasures for attack mitigation. Since attack mitigation
needs to be performed in real-time, active IDS methods require online detection.

A typical property of DPI methods included in IDS is their overwhelming computational
complexity, leading to challenges in meeting the performance requirements of modern high-
speed networks. To achieve the highest detection quality, IDS should process as much
relevant data as possible without becoming a network connection bottleneck. In this light,
fast packet processing and early detection of attacks are crucial for a successful response
to minimize damage or mitigate attacks. At the same time, IDS implementation should be
flexible enough to accommodate detection methods of ever-emerging new security threats.
The flexibility of software implementation is, therefore, highly desirable. However, the pure
software processing has obvious performance issues. On the other hand, using powerful
but considerably less flexible and fixed hardware processing offload that accelerates only
a specific part of the IDS, e.g., pattern matching, is also not feasible. In this regard, the
emergence of data plane programmability offers many more opportunities to achieve better
performance and flexibility tradeoffs.
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Indeed, several IDS using programmable switches focusing, for example, specifically
on detecting and mitigating volumetric DDoS attacks have been proposed [27, 103, 50].
INDDoS [27] introduces a data structure combining a bitmap and a sketch to estimate per-
destination flow cardinality to build a DDoS victim identification strategy. Poseidon [103]
extends the detection strategy by a set of attack mitigation primitives running partially on
a programmable switch and in server software. Jagen [50] runs volumetric DDoS defense
entirely on a programmable switch without relying on additional out-of-band detection.

Pattern-Matching Acceleration

There are several familiar software implementations of signature-based IDS. Snort [81] is
an open-source intrusion detection and prevention system. It relies heavily on regular
expression matching. L7-filter [5] also operates with regular expressions. It is a Linux-
based packet classification software that processes the application layer (L7). Suricata [86,
24] is functionally quite similar to Snort but has better multithreaded processing support
and is, overall, built to achieve higher performance. Zeek [90, 68, 85] is a very flexible
framework that mainly allows the specification of custom detection rules using its scripting
language. This feature makes it very powerful but also rather complex. Thus, meeting the
performance requirements to enable IDS deployment in high-speed networks is challenging.

In addition to software implementations, many proposals [83, 59, 43, 104] advocate
offloading the IDS functionality to a hardware accelerator. This approach, which typically
involves converting regular expressions into an FPGA firmware structure, can significantly
improve performance by offloading the time-consuming pattern matching from the CPU.
However, there is a trade-off in reduced flexibility. The proposed methods often require
recompilation of the FPGA firmware when the regular expression set changes, and advanced
techniques such as TCP stream reassembly or encrypted network packet processing are
often missing from hardware-based IDS accelerators, potentially leaving vulnerabilities for
covert attacks. It is important to note that while the known IDS (Snort, Suricata or Zeek)
are primarily based on pattern matching, this is just one part of a complex system. All
the mentioned IDS allow user-defined detection described by their scripting language. To
enhance the quality of detection, they also use other heuristic methods that preserve state
information between individual packets of a network flow to provide a context. Thus,
approaches based solely on pattern-matching acceleration may limit flexibility and prove
impractical.

Therefore, there is a space for alternative approaches. In particular, we assume the
use of high-speed network traffic characteristics and the possibility of pre-processing (pre-
filtering) part of the network traffic, which is not essential from the security analysis point of
view. Such pre-filtering implemented in the data plane can thus enable significant software
load reduction. An example of such a more flexible acceleration approach is Shunting [95].
It is a hardware accelerator that redirects only potentially suspicious (interesting) traffic to
the software for further analysis.

Real-time Attack Mitigation

Despite the reliability of signatures, research has also shifted towards anomaly and ma-
chine learning (ML) approaches [8, 30] to address unknown attacks or encrypted traffic
processing. Several ML-based anomaly approaches evaluate each packet within the attack
discriminator separately. Therefore, the detection methods moved especially towards Re-
current Neural Networks (RNN) due to their ability to maintain context. DeepDefense
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[101] uses a bi-directional LSTM-RNN with the last 100 packets. LSTM-BA [48] improved
its performance by combining an RNN with a Naive Bayes classifier. Per-packet methods
are also sometimes combined with windowing for additional context. Kitsune [58] uses
per-packet feature extraction and KitNET, an ensemble of autoencoders — unsupervised
artificial neural networks, for anomaly detection. Chronos [73] employs the same feature
extraction as Kitsune, but their handling and model architecture differ. Doshi [28] combines
stateful window and stateless packet header features.

Although the above methods achieve promising results, they still require evaluating ev-
ery packet using a complex and computationally intensive ML model. Despite sufficient
performance for smaller-scale local networks, the per-packet approach might be infeasible
for more extensive networks with only a few nanoseconds to process a packet available.
Therefore, researchers started investigating alternative approaches, such as flow-based in-
trusion detection [84, 18]. For example, mainstream ML-based DDoS detection methods
predominantly utilize network flows [60]. Although the traditional network flow collection
is widely deployed and well-matured, flow-based intrusion detection might still be unsuit-
able if a near-instant reaction to attack is required. In addition to losing packet payload
information, flow-based detection has two more flaws: 1) A network flow captures only a
single data exchange between a client and a server. It provides no context about the client’s
previous communication. Therefore, port scans or attacks using port randomization create
a separate flow for each attack packet. The capabilities of flow-based methods without flow
correlation are thus significantly hampered. 2) Flow collection introduces significant delays
due to creation and export intervals. Typically, a flow terminates after observing a TCP
FIN flag or when a timeout occurs. However, attacks like SYN Flood do not carry FIN
flags, so flows must be terminated upon timeout. Observed flows are also exported in bulks,
so dozens of seconds might pass until the flow data arrives at a flow collector. Afterward,
IDS still needs to access the collector to retrieve the entries, adding additional delay.

Real-time attack mitigation is the primary goal in case of practical anti-DDoS intrusion
detection solutions [7]. Delays of dozens of seconds or even minutes might be unaccept-
able. Nevertheless, the most current research on ML-based IDS implicitly assumes only
off-line scenarios [60, 12]. As outlined earlier, flow-based methods might add additional
delays, and a practical and reliable method for attack detection and consequent mitigation
is still missing. To enable real-time ML-based intrusion detection and mitigation in high-
speed networks, we argue that one must classify at higher-level abstraction, i.e., aggregated
windows or network traffic clusters. Therefore, windowing methods utilizing emerging pro-
grammable data plane capabilities and improving the drawbacks of both pure packet-based
and flow-based methods are promising research directions for real-time attack mitigation.
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Chapter 3

Research Summary

3.1 Research Process

The thesis aims to accelerate network applications and design suitable architectures and
algorithms using the programmable data plane to increase performance. The concepts
proposed in this dissertation successively exploit either the properties of high-speed network
traffic, window-based network traffic aggregations, feature extraction, or an event-triggered
push-based approach. They selectively drop the level of information in packets that must
be processed and reduce the data-control plane communication overhead to optimize the
overall network application performance.

Instead of directly accelerating the most common and time-critical operations, as other
state-of-the-art solutions do, the first acceleration concept proposed in the thesis and pre-
sented in the included papers [I, I1] takes an alternative approach. It focuses on reducing
(pre-filtering) network traffic, which must be analyzed by the application in the first place.
The approach utilizes specific network traffic characteristics to achieve application acceler-
ation. By exploiting these properties, it is possible to decide which packets are significant
in network security event detection, i.e., which must be analyzed and which can be suitably
reduced, aggregated, or discarded. In this way, it is possible to concentrate the available
computational resources of the application only on the relevant part of the network traffic
and achieve higher throughput.

This acceleration concept applied for network monitoring and intrusion detection sys-
tems follows two assumptions:

o The most high-speed network traffic (in terms of volume) is carried by a very small
number of relatively large network flows.

e From a security point of view, the initial packets of network flows are the most im-
portant because they carry the most useful information (i.e., packet headers) needed
to detect unwanted traffic or other security events.

We expect that when the network system is heavily loaded, incoming packets are
dropped uncontrollably at its input due to an overflow of the input packet buffers on
the network interface card, from which packets are not retrieved fast enough. This packet-
dropping mechanism significantly and negatively impacts the detection quality because all
packets are dropped with the same probability, regardless of their importance in terms of
event detection. Thus, we hypothesize that better results can be achieved through con-
trolled packet filtering of network flows. Under high load, only data relevant to the analysis
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Figure 3.1: Network traffic characteristics, simple heavy flow detection capabilities.

can be selectively processed. The less significant part of the network traffic can then be
discarded in a controlled manner due to limited performance.

Figure 3.1a shows the results of network data analysis from an ISP backbone network.
It presents the distribution of network flow lengths as the fraction of packets carried by the
largest flows. It demonstrates, for example, that a single percentage of the largest network
flows carry more than 80 % of the packets of all network traffic. This property of high-speed
network traffic is called heavy-tailed distribution of network flow lengths [31, 47, 41]. The
benefit of this property for acceleration depends on the ability to detect heavy flows based
only on an analysis of the first few packets of each flow. The simplest method consists of
marking a flow as heavy upon the arrival of a certain number N of initial packets. The
graph 3.1b shows the relationship between the chosen value of N (decision threshold in
packets), the fraction of marked heavy flows (in red), and the corresponding fraction of the
total number of packets (in blue). For example, for N=20, only 5% of flows are marked
as heavy, while almost 90 % of all packets are covered. This property enables to reduce
the packets of heavy flows to accelerate the applications. Therefore, the proposed concept
assumes that only the first N packets of each network flow will always be fully processed
by the original application (IDS). Larger flows can be considered heavy, and subsequent
packets of such flows can, therefore, be effectively offloaded.

The approach allows for both software and hardware implementation or the division
of the task between hardware and software resources. Figure 3.2 shows a diagram of the
proposed architecture of such a solution. In the software part (shown in blue), the analysis
of the packet headers and extraction of the items identifying the network flow is performed
first. Next, an entry corresponding to the network flow is looked up in the cache (in the
case of absence, an entry is created). The packet counter of the flow is incremented. The
system discards the packet if the counter exceeds the specified threshold N. Otherwise,
it forwards the packet to the original application (IDS) for further processing. The figure
shows the optional hardware part in grey. The accelerator performs packet header analysis
and searches for the corresponding network flow in its local cache. It then discards all
packets of flows that persist in the cache. Thus, only packets for which no flow record is
found in the hardware cache are forwarded to the software for processing. In parallel, the
synchronization of items from the software cache to the hardware cache occurs. Only the
heavy flows (those that have exceeded the specified threshold) are synchronized. Removal
of obsolete, inactive records from the cache is also performed periodically according to set
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Figure 3.2: Packet processing in the proposed acceleration with hardware offload.

timeouts (not shown in the figure). Also, the threshold value N can be controlled flexibly
depending on the current network load and the hardware cache capacity.

The first research paper [I] describes the concept and introduces the hardware architec-
ture for the FPGA platform. The original work focused only on network monitoring use
cases. Thus, the concept was named Software Defined Monitoring (SDM). The paper pri-
marily analyses the heavy-tailed distribution of network flow lengths and presents the case
of flexible acceleration for application protocol analysis. The proposed informed discarding
concept is implemented and experimentally evaluated to demonstrate its effectiveness un-
der actual network deployment conditions. The second paper [II] further evaluates other
assumptions and demonstrates the controlled reduction of incoming packet traffic as a gen-
eral flow-based acceleration suitable also for intrusion detection systems. The preliminary
steps in the design process are also described in other related publications [R1, R4].

Later, as the following research direction, we took a closer look at the consequences of
splitting the network monitoring tasks between hardware and software and analyzed the
possible overheads in the communication between data and control planes. The original
motivation was to reduce the latency in detecting heavy network flows by offloading the
task entirely in the data plane. However, it turned out to be a much more general research
question. State-of-the-art solutions [36, 51, 98, 100, 79, 49] utilize data planes to accel-
erate network monitoring tasks by implementing various probabilistic data structures to
aggregate flow counters and provide them to a controller. An application running on top
of the controller then periodically polls the structures from the data plane and performs a
software-based algorithm to get insights into the network behavior. We ran an experiment
to estimate the importance of setting the correct reporting time in the context of heavy
flow detection and measure the amount of time it takes to retrieve an increasing number of
hardware counters from a switch.

We assumed that the switch exports the flow counters periodically, and the controller, in
charge of the detection, considers heavy flows that exceed a specific percentage of the total
traffic, e.g., 1 %. We considered a reporting time of 20 seconds, as suggested by state-of-the-
art solutions [51, 79]. First, we computed heavy flows using real packet traces from an ISP
backbone network. Later, we decreased the reporting time and calculated which heavy flows
could have been detected earlier. Figure 3.3a reports the cumulative distribution function
(CDF) of reported heavy flows varying the reporting time. Interestingly, on average, more
than 60 % of the heavy flows could have been detected earlier, within a fraction of a second.
This test suggested that, in theory, the reporting time should be set as low as possible, to
enable the controller the event detection and a reaction in a more timely fashion. However,
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Figure 3.3: Experiment motivating event-triggered monitoring.

in practise, it is important to take into account also the switch-controller capabilities of
collecting counters at short time scales.

To measure the time it takes to retrieve hardware counters from the data plane, we
connected two switches to a controller and built an application to request an increasing
number of flow counters. The switches were idle when counters were pulled. Figure 3.3b
shows the results. Although the use of probabilistic data structures, i.e., sketches, can
help in reducing the number of counters to be exported, past research has shown that from
around 60 K to 150 K counters are still required to provide helpful information to a controller
[51, 98]. In this context, OpenFlow-enabled NoviSwitch needs at least 5 seconds, and the
P4-enabled Edgecore switch needs 2.5 seconds. We observed that retrieving a large amount
of data from hardware is time-consuming and requires time scales of seconds. This finding
has two significant implications: (1) given that the statistics retrieval process is performed
periodically, the operation needs to be dimensioned with respect to the switch capabilities:
the reporting time cannot be lower than the time needed to collect the statistics; (2) in
the worst case scenario, a controller can apply appropriate network updates only seconds
after a specific event has happened. Therefore, performing traffic analysis in the controller
might introduce delays that are undesirable for specific use cases, e.g., DDoS detection.

In this context, we take a different approach to optimizing the switch-controller com-
munication overhead. We leverage data plane programmability to transform the data plane
from a passive monitoring infrastructure to an active system capable of detecting several
types of network events autonomously and iteratively by tracking the responsible network
traffic and only subsequently informing the control plane. We thus proposed an event-
triggered and push-based approach to network monitoring, where the data plane informs
the control plane only when specific conditions are met.

The paper [I11] presents Unroller, an architecture that enables real-time identification
of routing loops in the data plane with minimal overheads. It follows the event-triggered
push-based approach and informs the controller only when a loop is identified. At the
same time, the overhead of on-packet or on-switch state is reduced using probabilistic data
structures. The following publication [R3] and the paper [IV] extend the concept and
propose Elastic Trie, a data structure and architecture that allows the detection of traffic
aggregates. It can spot changes in traffic patterns and detect either heavy hitters (sources
of heavy flows) or superspreaders (sources of many distinct flows) entirely within the data
plane while significantly reducing the data-control plane communication. In addition, such
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events relate to network scans, the spread of malware, or DDoS attacks. Thus, the event-
triggered approach can speed up the corresponding response to them.

In particular, the usage of DDoS attacks has grown massively in recent years. They are
one of the most widespread cyber-attacks on the Internet today, targeting the essential goal
of cybersecurity — availability, pushing more and more network infrastructure and service
providers to deploy some security solution that allows them to respond to such a threat in
a timely manner. Therefore, in the rest of the thesis, we focus more extensively on DDoS
detection and mitigation as one of the critical use cases of network security monitoring. In
this case, the detection speed significantly affects the ability of network operators to respond
to security events. Meanwhile, focusing on data plane algorithms to minimize latency can,
in addition to detection, enable near real-time response in the event of an attack to filter
the malicious traffic promptly.

The paper [V] describes reactive defense mechanisms, which activates only when an on-
going attack is detected. Three real-time, network-based SYN Flood mitigation strategies
are implemented within the data plane to reduce the processing and attack response la-
tency. The algorithmic methods authenticate TCP clients using cryptographically secured
information injected into packets during the TCP handshake to prevent attackers from IP
address spoofing. The following paper [VI] later introduces Windower, a data plane feature
extractor and an intrusion detection system. It accelerates existing ML-based mitigation
techniques by a specific packet aggregation to reduce the amount of data needed to be
processed by the ML model. In a way, it reuses the previous concept of informed reduction
of incoming network traffic. It applies the concept to the area of DDoS attack mitigation
to achieve an acceleration without negatively impacting the detection quality.

In summary, the published journal and conference papers included in the thesis provide
multiple hardware architectures and software algorithms for network data plane optimiza-
tion of three different use-cases: (1) flow-based network monitoring, (2) in-band network
events detection, and (3) real-time DDoS mitigation. The acceleration considers informed
packet reduction, network traffic aggregation, and specific data structures, which provide
an event-triggered approach to enable real-time response to security events. The architec-
tures and implementations have been practically used in network monitoring infrastructure
and in the DDoS protection system for CESNET2, the Czech academic network.
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3.2 Papers

The section presents the overview of all the papers included in the thesis. For each paper
we describe its motivation, emphasize the most relevant outcomes and contributions in
terms of the research topic presented in the thesis, and provide its original abstract. Full
versions of these papers are an integral part of the thesis and can be found (in their original
formating) in Appendix A.

3.2.1 Paperl
Software Defined Monitoring of Application Protocols

Lukis KEKELY, Jan KUCERA, Viktor PUS, Jan KORENEK and Athanasios V. VASI-
LAKOS. “Software Defined Monitoring of Application Protocols”. In: IEEE Transactions
on Computers 65.2 (2016), pp. 615-626. 1sSN: 0018-9340.

Author participation: 30 %
Journal impact factor (IF): 3.7
Journal rank: Q1

Contribution

Network functionality is increasingly shifting up in the protocol stack towards upper layers.
Thus, to maintain the detection quality of emerging network threats, it is crucial to be
able to analyze the application layer (L7). While packet and protocol parsing is one of the
most time-critical operations, the ongoing trend in network flow monitoring is to provide
enriched flow records, i.e., to append some extra information from L7 protocol headers, e.g.,
include a URL field from HTTP protocol or a domain name from DNS protocol. Moreover,
L7 protocols are evolving quickly, and advanced techniques like TCP stream reassembling
are often missing in hardware accelerators. Thus, it is hard to accelerate L7 protocols
in hardware easily. Therefore, the paper proposes a Software Defined Monitoring (SDM)
concept. The core idea is that even advanced L7 monitoring usually needs to observe only
a small fraction of traffic. For example, DNS traffic typically represents no more than
1% of all network packets, or an HITTP header appears in the first few packets of the
network flow. While the software controls the level of offload, the hardware accelerator can
aggregate into flow records or drop the traffic that is no longer interesting for L7 processing.
SDM allows the software to selectively drop the level of information in the data plane and
control the tradeoff between the software and hardware processing according to the load
and application requirements.

The result is the hardware architecture implementing the SDM concept for flexible soft-
ware-controlled stateful network flow monitoring. It includes detailed synthesis results of
resource utilization and achieved throughput analysis for the Virtex-7 FPGA-based network
interface card. It evaluates the prototype and compares the flow offload analytical and actual
measured effectivity on five selected network monitoring use cases.

Abstract

With the ongoing shift of network services to the application layer also the monitoring sys-
tems focus more on the data from the application layer. The increasing speed of the network
links, together with the increased complexity of application protocol processing, require a
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new way of hardware acceleration. We propose a new concept of hardware acceleration
for flexible flow-based application level traffic monitoring which we call Software Defined
Monitoring. Application layer processing is performed by monitoring tasks implemented in
the software in conjunction with a configurable hardware accelerator. The accelerator is a
high-speed application-specific processor tailored to stateful flow processing. The software
monitoring tasks control the level of detail retained by the hardware for each flow in such a
way that the usable information is always retained, while the remaining data is processed
by simpler methods. Flexibility of the concept is provided by a plugin-based design of both
hardware and software, which ensures adaptability in the evolving world of network mon-
itoring. Our high-speed implementation using FPGA acceleration board in a commodity
server is able to perform a 100 Gb/s flow traffic measurement augmented by a selected
application-level protocol analysis.

3.2.2 Paper 11
General IDS Acceleration for High-Speed Networks

Jan KUCERA, Lukés KEKELY, Adam PIECEK and Jan KORENEK. “General IDS
Acceleration for High-Speed Networks”. In: Proceedings of the 36th IEEE International
Conference on Computer Design. ICCD 2018. Orlando, FL, USA: IEEE, 2018, pp. 366—
373. 1SBN: 978-1-5386-8477-1.

Author participation: 30 %
Conference rank: A2 (Qualis)

Contribution

Intrusion detection systems contribute to network security through deep packet inspection,
such as pattern matching, thus providing a deeper insight into network traffic. However,
they suffer from overwhelming computational complexity and challenges in meeting the
performance requirements of high-speed networks. The paper presents a new concept of
IDS acceleration based on controlled (informed) reduction of incoming packet traffic while
maintaining sufficiently good overall threat detection capabilities. The architecture pre-
sented in the previous paper [I] is adopted for general flow-based acceleration of intrusion
detection systems. It proposes to drop all packets that follow the first N packets of each
network flow, where the value of N can be optimized on the fly according to the current
IDS load. From a different perspective, if an IDS is overloaded, it suggests skipping packets
at the ends of heavy network flows instead of blind input buffer overflow behavior to retain
detection quality at higher input speeds.

The result is a new concept of IDS acceleration, prototyped for Suricata IDS. However,
it is general enough to be deployed with other software-based IDS. Moreover, the proposed
concept can be implemented as a pure software system prefiltering the input network traffic
or as a dedicated hardware accelerator.

Abstract

Network Intrusion Detection Systems have gained popularity as one of the key technologies
to secure communication infrastructures. However, their high computational complexity
poses performance challenges for practical deployment in modern high-speed networks.
To achieve the highest quality of detection, IDS should process as much relevant data
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as it can without becoming the bottleneck of a network connection. At the same time,
IDS implementation should be flexible enough to accommodate detection methods of ever
emerging new security threats. This paper aims at an acceleration of IDS by means of
informed packet discarding, effectively focusing the available resources of overloaded IDS
to the most relevant parts of analyzed traffic. Unlike previous works, the proposed scheme
does not move the IDS nor any specific portion of it into the hardware accelerator. Rather
it uses smart software based or hardware accelerated offload (bypass) of the traffic parts
that are not likely to represent a security threat. The flexible nature of software-based IDS
is therefore fully maintained, while the quality of threat detection remains sufficiently high
even when processing high-speed traffic. We show that controlled (informed) discarding of
well-defined portions of input traffic yields better detection rates, compared to the default
uncontrolled (blind) buffer overflow discarding in high throughput scenarios. Our results
show that it is entirely possible to run an IDS on a high-speed network link using single
CPU with an FPGA accelerated packet pre-filtering.

3.2.3 Paper III
Detecting Routing Loops in the Data Plane

Jan KUCERA, Ran BEN BASAT, Mario KUKA, Gianni ANTICHI, Minlan YU and
Michael MITZENMACHER. “Detecting Routing Loops in the Data Plane”. In: Pro-
ceedings of the 16th International Conference on Emerging Networking EXperiments and
Technologies. CoNEXT 2020. Barcelona, Spain: ACM, 2020, pp. 466-473. 1SBN: 978-1-
4503-7948-9.

Author participation: 28 %
Conference rank: Bl (Qualis), A (Core)

Contribution

Detection of traffic loops is essential for the performance of current computer networks.
Unidentified loops may significantly increase the overall traffic, reduce throughput, or lead
to packet loss, as well as other adverse effects regarding delay and jitter. The paper aims
to provide a data plane-based solution that detects routing loops in real-time while keeping
low switch and network overhead. The proposed approach probabilistically encodes only
a small subset of switch identifications along the path on packets while guaranteeing the
detection in a bounded number of hops. It is also a prototype of a more general event-
triggered concept of network monitoring, where the data plane informs the control plane
only when a specific network event is detected.

The result of the paper is the hardware architecture that implements the concept in
P/j. The paper demonstrates the performance and low overhead on several real WAN and
data center topologies and provides resource utilization when compiled into three different
FPGA-based targets.

Abstract

Routing loops can harm network operation. Existing loop detection mechanisms, including
mirroring packets, storing state on switches, or encoding the path onto packets, impose
significant overheads on either the switches or the network. We present Unroller, a solu-
tion that enables real-time identification of routing loops in the data plane with minimal
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overheads. Our algorithms encode a varying fixed-size subset of the traversed path on each
packet. That way, our overhead is independent of the path length, while we can detect the
loop once the packet returns to some encoded switch. We implemented Unroller in P4 and
compiled into three different FPGA targets. We then compared it against state-of-the-art
solutions on real WAN and data center topologies and show that it requires from 6x to
100 x fewer bits added to packets than existing methods.

3.2.4 Paper 1V
Enabling Event-Triggered Data Plane Monitoring

Jan KUCERA, Diana Andreea POPESCU, Gianni ANTICHI, Han WANG, Andrew W.
MOORE and Jan KORENEK. “Enabling Event-Triggered Data Plane Monitoring”. In:
Proceedings of the 2020 SIGCOMM Symposium on SDN Research. SOSR 2020. San Jose,
CA, USA: ACM, 2020, pp. 14-26. 1SBN: 978-1-4503-7101-8.

Author participation: 30 %
SIGCOMM conference oriented on
SDN and programmable data planes

Contribution

Many network applications like traffic engineering, scan, worm, DDoS, or anomaly detec-
tion benefit from real-time detection of high-volume traffic clusters. While the advent of
programmable switches enabled the extension of data plane functionality to support such
applications, the current solutions still rely on exporting specific complex data structures
to a controller for analysis. Thus, they highly depend on the data-control planes’ com-
munication capabilities, and polling collected statistics from the data plane at short time
scales. The interaction between the control and data plane is expensive and, in specific use
cases, e.g., DDoS detection, implies unacceptable delay overheads. The paper presents an
event-triggered push-based solution implemented within the data plane that does not need
a controller to retrieve the whole data structure to detect a particular traffic cluster event.
Instead, the data plane informs the controller only when specific conditions are met.

The result is a new probabilistic data structure, Elastic Trie, that enables detecting the
mentioned network events entirely in the data plane, by iteratively tracking the responsible
IP prefixes, and only subsequently informing the controller. The corresponding hardware
architecture is designed as hash tables based prefix tree that grows or collapses to focus only
on prefixes that represent significant share of network traffic.

Abstract

We propose a push-based approach to network monitoring that allows the detection, within
the dataplane, of traffic aggregates. Notifications from the switch to the controller are sent
only if required, avoiding the transmission or processing of unnecessary data. Furthermore,
the dataplane iteratively refines the responsible IP prefixes, allowing the controller to receive
information with a flexible granularity. We implemented our solution, Elastic Trie, in P4
and for two different FPGA devices. We evaluated it with packet traces from an ISP
backbone. Our approach can spot changes in the traffic patterns and detect (with 95 %
of accuracy) either hierarchical heavy hitters with less than 8 KB or superspreaders with
less than 300 KB of memory, respectively. Additionally, it reduces controller-dataplane
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communication overheads by up to two orders of magnitude with respect to state-of-the-art
solutions.

3.2.5 Paper V

Defense Against SYN Flood DoS Attacks Using Network-based Mitigation
Techniques

Patrik GOLDSCHMIDT and Jan KUCERA. “Defense Against SYN Flood DoS Attacks
Using Network-based Mitigation Techniques”. In: Proceedings of 2021 IFIP/IEEFE Interna-
tional Symposium on Integrated Network Management. IM 2021. Bordeaux, France: IFIP,
2021, pp. 772-777. 1SBN: 978-3-903176-32-4.

Author participation: 50 %
Conference rank: Bl (Qualis), B (Core)

Contribution

The number and scale of DDoS attacks are steadily increasing. According to the data from
several past years, TCP SYN Flood is one of the most frequent DDoS attacks. The paper
proposes three real-time TCP SYN Flood mitigation heuristics implemented in the data
plane of a middleware DDoS protection box. They employ a reactive defense mechanism,
activating only when an ongoing attack is detected. In that case, they utilize a modified
TCP three-way handshake to validate each TCP client before forwarding its SYN data.
Similarly to the SYN cookies technique, the protection middlebox spoofs a (cryptographi-
cally) crafted response that only a TCP client implementing an actual TCP/IP stack can
correctly answer. The validated clients are then whitelisted, and the middlebox forwards
their connections without further tampering.

The result is the implementation of three data plane mitigation algorithms on top of
the DPDK framework. The paper further evaluates the performance in terms of achieved
throughput when implemented on single or multiple CPU cores and analyses the delay of
the first client’s connection attempt and the latency of all the subsequent connections.

Abstract

TCP SYN Flood is one of the most widespread DoS attack types performed on computer
networks nowadays. As a possible countermeasure, we implemented and deployed modi-
fied versions of three network-based mitigation techniques for TCP SYN authentication.
All of them utilize the TCP three-way handshake mechanism to establish a security as-
sociation with a client before forwarding its SYN data. These algorithms are especially
effective against regular attacks with spoofed IP addresses. However, our modifications al-
low deflecting even more sophisticated SYN floods able to bypass most of the conventional
approaches. This comes at the cost of the delayed first connection attempt, but all sub-
sequent SYN segments experience no significant additional latency (< 0.2ms). This paper
provides a detailed description and analysis of the approaches, as well as implementation
details with enhanced security tweaks. The discussed implementations are built on top of
the hardware-accelerated FPGA-based DDoS protection solution developed by CESNET
and are about to be deployed in its backbone network and Internet exchange point at
NIX.CZ.
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3.2.6 Paper VI

Windower: Feature Extraction for Real-Time DDoS Detection Using Machine
Learning

Patrik GOLDSCHMIDT and Jan KUCERA. “Windower: Feature Extraction for Real-
Time DDoS Detection Using Machine Learning”. In: Proceedings of 2024 IEEE/IFIP Net-
work Operations and Management Symposium. NOMS 2024. Seoul, South Korea: IEEE,
2024.

Author participation: 50 %
Conference rank: A2 (Qualis), B (Core)

Contribution

The current mainstream ways of MIL-based DDoS detection substantially rely on network
flows. Such approaches, however, suffer from two significant drawbacks: 1) Network flows
do not provide any context about the client’s previous communication, i.e., a separate flow
record can be created for each attacking packet. 2) Observed flow records are exported in
bulks with relatively long export times (dozens of seconds). Therefore, the paper presents
Windower, a feature-extraction method and a practical and reliable approach for real-
time DDoS attack detection and mitigation. It defines a specific feature set of statistical
information collected from packets directly in the data plane to determine the client’s
communication patterns and their variability in time. It employs an autoencoder ensemble
as an anomaly-based classifier to identify and later block malicious clients.

The paper’s result is the feature extraction algorithm. The packet-based sliding window
method is implemented in the data plane to compute traffic statistics from packet headers
within short time frames using data mining techniques suitable for input packet stream
processing. It significantly reduces the number of ML-model evaluations needed.

Abstract

Distributed Denial of Service (DDoS) attacks are an ever-increasing type of security inci-
dent on modern computer networks. To tackle the issue, we propose Windower, a feature-
extraction method for real-time network-based intrusion (particularly DDoS) detection.
Our stream data mining module employs a sliding window principle to compute statisti-
cal information directly from network packets. Furthermore, we summarize several such
windows and compute inter-window statistics to increase detection reliability. Summarized
statistics are then fed into an ML-based attack discriminator. If an attack is recognized, we
drop the consequent attacking source’s traffic using simple ACL rules. The experimental
results evaluated on several datasets indicate the ability to reliably detect an ongoing attack
within the first six seconds of its start and mitigate 99 % of flood and 92 % of slow attacks
while maintaining false positives below 1%. In contrast to state-of-the-art, our approach
provides greater flexibility by achieving high detection performance and low resources as
flow-based systems while offering prompt attack detection known from packet-based solu-
tions. Windower thus brings an appealing trade-off between attack detection performance,
detection delay, and computing resources suitable for real-world deployments.
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Chapter 4

Research Results

Multiple hardware architectures and software algorithms for network data plane-based ac-
celeration and optimization were proposed. The investigated concepts demonstrate the opti-
mizations in three areas of network monitoring and network security applications: (1) flow-
based network monitoring, (2) in-band network events detection, (3) real-time DDoS miti-
gation. In order to fulfill the objectives, the architectures employ cuckoo hashing, Bloom
filters, sketches, and other probabilistic data structures and techniques to guarantee high
detection performance and throughput while maintaining low resource requirements.

4.1 Flexible Network Monitoring

The first proposed architecture focuses on pre-filtering and reducing network traffic based
on the characteristic heavy-tailed distribution of flow lengths. It follows the evidence that
most network traffic (in terms of volume) is carried by a small number of relatively large
network flows, which can be offloaded to achieve acceleration. We originally designed the
architecture for use cases of network flow monitoring and application protocols analysis.
We thus call it Software Defined Monitoring (SDM) even though we later adopted it for
IDS acceleration too. We implemented the SDM acceleration concept using an FPGA-based
network interface card to evaluate achieved performance metrics and resource requirements.
We further deployed the system prototype in the network monitoring infrastructure at CES-
NET, the Czech NREN (National Research and Education Network) operator, to practically
analyze SDM benefits and compare it to its non-accelerated counterpart.

Figure 4.1 shows the SDM architecture and flow measurement use-case evaluation con-
ducted at the CESNET high-speed backbone network. We measured the performance curve
after the system startup in heavy network traffic. These results are depicted in Figure 4.1a.
When the system is activated (time 0), we immediately see a rapid increase in packets being
offloaded. After about 5 minutes, the performance is stabilized at the offloaded percentage
of packets in the range from 75 to 85 % of total traffic. Such constellation leads to consider-
able savings in system bus bandwidth. Moreover, it results in a corresponding decrease in
CPU load, a positive effect of hardware acceleration based on the heavy-tailed distribution
of network traffic. In Figure 4.1b, we further present the number of active rules, i.e., flows
maintained in the hardware flow cache, compared to the number of active flows in the net-
work during the day. Black dashed lines demarcate a desired flow cache load maintained by
the adaptive selection technique of heavy flow detection threshold. The mechanism aims to
maintain optimal hardware cache utilization depending on the actual amount of incoming
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Figure 4.1: Evaluation of SDM architecture deployed at the CESNET backbone network.

network traffic. In the case of light load (night time), the threshold is gradually lowered to
the minimum possible value of 5 packets to increase the proportion of hardware-processed
network flows. Conversely, in the case of heavy traffic and full cache fill (the daytime),
the threshold is increased to reduce the number of active flows in the cache. The adaptive
threshold significantly improves the acceleration effect by efficiently managing the amount
of collisions in the hardware cache. The complete analysis for other network monitoring
use cases, e.g., application protocol processing, is provided in the included paper [I].

Further, we have adopted the exact implementation of SDM hardware architecture for
general flow-based acceleration of intrusion detection systems. We demonstrated the pro-
posed acceleration using Suricata IDS [86]. However, the concept is general enough to be
deployable with any other software-based IDS regardless of the event detection mechanism
it implements. Furthermore, the proposed SDM acceleration can also be implemented as a
pure software system preprocessing the input network traffic. The graphs in Figure 4.2 show
the IDS speedup achieved using both the software (orange) and hardware (red) implemen-
tations of the acceleration relative to the non-accelerated version (blue). Graph 4.2a shows
the proportion of packets successfully processed, and graph 4.2b shows the proportion of
events detected with regard to the input packet stream load. By reducing the uncontrolled
packet loss at the input, up to five times higher processing throughput was achieved for the
hardware-accelerated variant (see graph 4.2a). At the same time, the pure software perfor-
mance of the IDS itself remained unchanged. From a different perspective, the results can
also be seen as the detection quality of IDS is enhanced by the proposed acceleration more
than twice at higher input speeds (see graph 4.2b).

From a hardware-oriented perspective, we implemented the SDM architecture specifi-
cally on top of COMBO-100G [33] network interface card, an FPGA accelerator equipped
with Xilinx Virtex7 XC7VH580T [2]. The firmware core implements a cuckoo hashing-
based form [67] of the flow cache table with packet filtering capabilities. The flow cache
is realized using external on-card QDR memories, and it has a total capacity of up to 2'8
(~260000) active filtering rules (flows). Because of the beneficial heavy-tailed character of
network traffic and flow sizes, we offload only a very small percentage of the heaviest flows
into the hardware. Hence, the cache capacity is not a limiting factor.

Table 4.1 presents the FPGA resources requirements. The SDM firmware core runs at
200 MHz and uses no more than 15 % of the Virtex-7 FPGA to achieve 100 Gbps through-
put. In addition to the high-speed solution, we analyzed narrower data bus widths suitable
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Figure 4.2: IDS acceleration — the relation between processed packets and detected events.

Core module H LUTs ‘ Regs ‘ Throughput
512-bit bus 51333 (14.15%) | 30497 (4.20 %) 100 Gb/s
256-bit bus 42793 (11.80%) | 25866 (3.56 %) 50 Gb/s
128-bit bus 39006 (10.75%) | 23534 (3.24%) 25Gb/s

64-bit bus 37233 (10.26 %) | 22384 (3.08%) 12.5Gb/s

NIC firmware ‘ LUTs
100 GbE port 249214 (68.69%) | 197758 (27.25%) | 1x100Gb/s
40 GbE ports 178984 (49.33%) | 134172 (18.49 %) 2x40Gb/s
10 GbE ports 222745 (61.40 %) | 184084 (25.37 %) 8x10Gb/s

Regs ‘ Throughput

Table 4.1: SDM firmware architecture resource utilization and achieved throughput.

for applications with lower throughput requirements. Finally, the table 4.1 shows the over-
all resources of the complete NIC firmware (including Ethernet, QDR, and PCI-Express
controllers) for the COMBO network interface card in three different port configurations,
i.e., one 100 GbE, two 40 GbE, and eight 10 GbE ports. The complete NIC firmware imple-
menting the SDM concept occupies less than half of the available FPGA resources.

4.2 Event-triggered Data Plane

Following the research direction toward moving the detection of heavy network flows en-
tirely in the data plane, we proposed an event-triggered and push-based approach for net-
work monitoring. It informs the software controller only when a relevant network event is
detected. Therefore, it significantly optimizes the data-control plane communication over-
head. To demonstrate this, we proposed Unroller, the first proof-of-concept algorithm of
the event-triggered approach that focuses on the real-time identification of routing loops.
Later, we also proposed ElasticTrie, another event-triggered algorithm that allows even
the detection of traffic aggregates, i.e., heavy hitters, superspreaders, and significant traffic
changes, entirely in the data plane.

The Unroller algorithm maintains its state using a probabilistic approach to store visited
switch IDs on packets. We implemented it in P4 and compared its loop detection capabilities
against PathDump [87] and an especially crafted approach that, in contrast, adds a Bloom
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# of Nodes || PathDump || Bloom Filter Unroller
Topology (diameter) Overhead Overhead Avg Time | Overhead
Stanford 16 (2) N/A 171 bits 1.74x 25 bits
BellSouth 51 (7) N/A 189 bits 1.56 % 25 bits
GEANT 40 (8) N/A 608 bits 2.13x% 27 bits
ATT-NA 25 (5) N/A 608 bits 2.15x% 27 bits
UsCarrier 158 (35) N/A 2466 bits 2.47x 28 bits
FatTreed 20 (4) 64 bits 414 bits 1.73x 28 bits

Table 4.2: Comparison of Unroller and state-of-the-art real-time solutions on real topologies.

filter [9] into packets to store the switch IDs. Other state-of-the-art solutions (as discussed
in the included paper [IT1]) are either unable to detect loops in real-time or have a packet
overhead that is linear in the number of hops.

To compare solutions fairly, we used several real WAN or data center topologies [102,
42]. We randomly picked two nodes in each topology in each run and selected the shortest
path between them. Out of all possible loops that intersect with that path, we chose one
at random to evaluate. The Bloom filter uses a probabilistic data structure to store switch
IDs. Thus, it can introduce false positives, as Unroller also does. We evaluated over three
million runs and measured the minimum overhead (in bits) needed in each packet so that
each solution reports no false positives. Table 4.2 shows the results. PathDump [87] adds a
fixed overhead of 64 bits on each packet. It does not experience false positives but can only
be applied to a very limited set of topologies [87], e.g., FatTree. Unroller can detect loops
without experiencing any false positives using a very small packet overhead. Depending
on the topology, it requires 6x to 100x fewer bits than the Bloom filter counterpart. This
comes at the expense of detection speed. While the Bloom filter can identify a loop as soon
as a switch is hit twice by the same packet, Unroller might require one or two extra passes
over the loop, as reported in the Avg Time column in Table 4.2. A naive approach using
INT (In-band Network Telemetry) would require packets to store an increasing number of
switch IDs at each hop, making this approach significantly more expensive (in terms of
per-packet bit overhead) than those previously discussed.

To analyze Unroller’s resources requirements, we compiled it into three different FPGA-
based targets supporting 100 GbE ports: Xilinx Virtex 7 (model XC7VH580T) [2], Xilinx
UltraScale+ (model XCVUT7P) [92] and Intel Stratix 10 (model 1SG280HU). Table 4.3
shows the chip occupancy and the maximum frequency for all the platforms. Here, we can
see that Unroller logic is lightweight, requiring less than 8 % of chip resources, and does not
store any flow information at switches. Thus, it does not need any extensive on-chip memory
at all. Unroller stores all the required data, i.e., the switch identification, with a minimal
overhead directly on the incoming packet. Nevertheless, a small amount of BlockRAM
memory is needed to store an arithmetic lookup table to implement specific operations,
such as division or power evaluation, that are not natively supported by hardware (in case
the base is not a power of two). Since the synthesized architecture is fully pipelined, i.e.,
capable of processing a new packet every clock cycle, the frequency can be directly correlated
with the maximum achievable throughput: ~220 Mpps for Xilinx devices, and ~190 Mpps
for the Intel platform. This is more than 100 Gbps for minimum-sized Ethernet packets.
Given that the targets are dimensioned for 100 GbE processing, the Unroller logic does not
introduce any throughput degradation. Moreover, the P4 implementation can potentially
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Platform H LUTs ‘ Regs ‘ BlockRAM ‘ Frequency
Virtex 7 26234 (7.23%) | 29944 (4.13%) | 396kb (1.17 %) 224 MHz
Virtex US+ || 26221 (7.23%) | 30520 (4.21%) | 684 kb (2.02 %) 225 MHz
Stratix 10 || 21917 (1.17%) | 45907 (1.22%) | 301kb (0.12%) 189 MHz

Table 4.3: HW resources utilized and frequency achieved by Unroller implementation.

scale up to much higher speeds if compiled into high-speed programmable switches that
support Thps-scale traffic.

While Unroller enables real-time identification of routing loops, Elastic Trie allows the
detection of traffic aggregates within the data plane. In contrast to Unroller, the Elastic Trie
algorithm also maintains flow state information at switches. However, it revisits precisely
the same idea of triggering the controller only when a specific network event is detected.
Elastic Trie can spot changes in traffic patterns and detect high-volume traffic clusters
like heavy hitters and superspreaders. We implemented it in the P4 language, too. Its
data structure can be well transformed into a hardware architecture based on a set of hash
tables. Moreover, unlike similar solutions, Elastic Trie is entirely implemented within the
data path without additional software control.

Figure 4.3a compares heavy hitter detection capabilities of Elastic Trie against other
state-of-the-art solutions: HashPipe [79], Elastic Sketch [98] and UnivMon [51]. All of them
employ probabilistic data structures. Thus, they can introduce false positives, as Elastic
Trie does. We utilized real packet traces from CAIDA [3, 4], and to estimate detection
quality, we adopted the F; score metric. To reach a F} score near 1.0, HashPipe needs
a lower amount of memory (~100KB) than Elastic Sketch (~140 KB), which is still much
lower than the amount needed by UnivMon (more than 800 KB). Nevertheless, HashPipe
can only detect heavy hitters, while UnivMon is not restricted to a single network event,
but requires 90 % more memory to work. In contrast, Elastic Sketch ignores mice flows in
its heavy flow mechanism, while Elastic Trie can aggregate these flows into shorter prefixes,
which results in more accurate detection. At the same time, thanks to the adopted trie-
based data structure, Elastic Trie enables traffic pattern change detection. Moreover, it
significantly outperforms other solutions with less than 20 KB of the memory footprint.

Figure 4.3b compares the data exchanged between a switch and an external controller
when Elastic Trie, Univmon, Elastic Sketch, or HashPipe are in place. We calculated the
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Figure 4.3: Comparing heavy hitter detection between Elastic Trie and other approaches.
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Figure 4.4: Change detection capabilities of Elastic Trie data structure.

LUT
Platform . UTs Regs Frequency
Logic ‘ Memory

Virtex7 || 11088 (3.06%) | 2880 (2.03%) | 14104 (1.94%) | 172.4MHz
Virtex US+ || 9135 (1.16%) | 2641 (0.67%) | 14103 (0.89%) | 307.9MHz

Table 4.4: HW resources utilized and frequency achieved by Elastic Trie implementation.

required bandwidth when varying the reporting time window (x-axis). The figure shows
that compared to the other solutions, Elastic Trie, with the event-triggered approach, can
save a significant amount of control plane traffic (more than two orders of magnitude).

Elastic Trie can also spot sudden traffic changes by tracking the number of nodes ex-
panded or collapsed over time. Figure 4.4 demonstrates the change detection capabilities
on a packet trace of a sudden DoS attack and a scanning (in time 2500s). While the attack
is a single source sending a vast amount of traffic to a designated destination, the scan is a
source contacting many random destinations. Figure 4.4a shows the time on the x-axis and
a moving average of trie changes (difference between number of expanded and collapsed
nodes) on the y-axis. The tree is built based on heavy hitter detection. In the figure,
we can distinctly see differences between normal conditions and the state under the DoS
attack or scan. In Figure 4.4b, the tree is built on top of the superspreader detection. The
DoS attack is undetected in this case because it represents a communication with only one
distinct destination. On the other hand, the scan, as a typical case of superspreader, is
much more significant now.

Finally, to quantify Elastic Trie’s hardware resource requirements, we also created its
VHDL implementation for two different FPGA platforms. Specifically, we synthesized the
architecture for Xilinx Virtex-7 (model XC7VH580T) [2] and Virtex UltraScale+ (model
XCVUTP) [92]. For FPGA target platforms, we mapped the LPM stage and main mem-
ory records into one memory block and utilized distributed memory to implement it as
32 parallel hash tables. Table 4.4 shows the chip occupancy and frequency of the design
for both platforms. The total latency introduced by the design is seven clock cycles. The
achieved operating frequency corresponds to 40.6 ns for Virtex-7 and 22.75ns for Ultra-
Scale+. At the same time, the architecture can process a newly arrived packet every four
clock cycles (the first three out of a total of seven stages are pipelined). This results in an
overall throughput of 43.10 Mpps for Virtex-7, and almost twice as much 76.97 Mpps, for
the UltraScale+ platform.
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4.3 Real-time DDoS Mitigation

The interaction between the control and data plane can be expensive and imply undesirable
delays for applications like DDoS detection and mitigation. Specifically, DDoS attacks
are one of the increasing cybersecurity threats that intend to cause a target system to
become unavailable and thus require a real-time response. Once the anomalous traffic can
be detected autonomously in the data plane, it can also be quickly redirected or filtered
appropriately without the need to communicate with the controller. In the rest of the
thesis, we thus focused more extensively on the DDoS detection and mitigation use case
using data plane algorithms and programmability.

We implemented three data plane-based mitigation techniques as a possible counter-
measure against TCP SYN Flood, one of the most widespread DoS attack types. The
proposed algorithms are used within the data plane only as a reactive defense against ongo-
ing cyber-attacks, hence not affecting the traffic when no threats are detected. They utilize
TCP three-way handshake to establish a security association with a client before forward-
ing its SYN data. The mechanism can efficiently distinguish a legitimate client from an
attacker without storing any state information locally. Instead, the client’s authentication
is performed solely on the value stored in the SYN-ACK reply. The first SYN from a new
non-authenticated client is dropped, and a spoofed reply is used to verify its validity. While
the regular client will send a valid reply, the attacker without a valid TCP/IP stack will
not. The validated client’s IP address is then whitelisted, and SYN traffic originating such
IP addresses is forwarded without further tampering. This comes at the cost of the delayed
first connection (up to 1s), but all subsequent SYN segments experience no significant ad-
ditional latency (< 0.2ms). Though this delay may seem high, it is essential to realize that
these methods are activated when only an ongoing attack is detected. Therefore, no delays
occur during a regular operation, and a slight initial delay is highly preferable to service
unavailability while an attack is in progress. Software-based implementation achieved a
throughput of more than 97 Mpps on eight independent queues and can scale up to much
higher speeds on multiple CPU cores.

Finally, a data plane-based feature extraction and an algorithm for real-time DDoS
detection (Windower) was introduced. It employs a sliding window principle to aggregate
statistical information from network packets. Summarized statistics are then fed into a
ML-based attack discriminator. Windower achieves promising results on public datasets,
detecting ongoing attacks and mitigating 99 % of flood and 92% of slow attacks within
the first six seconds while maintaining false positive rate bellow 1%. Figure 4.5 compares
Windower (orange) against Kitsune [58] (red) in terms of mitigation performance. In cases
of CAIDA dataset (Figure 4.5a), Windower significantly outperforms Kitsune, which intro-
duces a substantial amount of false positives (above 30%) to detect a similar number of
malicious packets. The mitigation performance is more or less comparable for UNSW-NB15
(Figure 4.5b) and SUEE-2017 (Figure 4.5¢) datasets. However, Windower still introduces
fewer false positives with significantly fewer computational requirements. While Kitsune
must still evaluate each incoming packet, Windower substantially lower the number of ML-
model evaluations by using statistical features computed across multiple sliding windows.
For this reason, Windower is fundamentally faster (the speed-up of more than an order of
magnitude) and still it offers similar, or even better, mitigation performance known from
packet-based solutions.
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Figure 4.5: Windower performance on public datasets depicted using ROC curves.
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Chapter 5

Discussion and Conclusions

This chapter summarizes all the thesis outcomes and describes the practical impact of the
research findings into practice. Based on the results and contribution presented in the
previous sections, we conclude that the thesis fulfilled the iniatial research objectives.

The thesis introduced multiple hardware architectures and algorithms for network data
plane-based acceleration and optimization. It proposed a concept of flexible flow-based ac-
celeration for network monitoring and intrusion detection and a concept of in-band network
events detection and packet feature extraction, particulary for real-time DDoS mitigation.

The published journal and conference papers included in the thesis have focused on
three network monitoring and security areas:

Flexible software-defined monitoring — presented architecture assembles the Software
Defined Monitoring (SDM) concept. The architecture was presented in the IEEE
Transaction on Computers journal with impact factor 3.7. General flow-based ac-
celeration of intrusion detection systems built on top of the SDM architecture was
introduced at the IEEE ICCD’18 conference. It enables processing of up to 5x higher
link speeds while maintaining high detection quality compared to a non-accelerated
system. The journal paper [I] has attracted 21 citations. The follow-up conference
paper [I1] has attracted three citations.

Event-triggered data plane monitoring — two architectures are presented. Unroller,
a solution for real-time identification of routing loops in the data plane, requires 6x
to 100x fewer bits added to packets than existing methods. It was presented at the
CoNEXT’20 (Core A) conference. The paper [III] attracted 12 citations. Elastic
Trie, a push-based approach for network monitoring and detecting network traffic
aggregates within the data plane, reduces controller communication overheads by up
to two orders of magnitude with respect to other solutions. It was introduced at the
SIGCOMM SOSR’20 conference. The paper [[V] has attracted 23 citations so far.

Real-time DDoS mitigation — presented network-based mitigation algorithms provide
an efficient countermeasure against DoS attacks. The TCP SYN authentication and
SYN Flood mitigation techniques were presented at IFIP/IEEE IM’21 conference.
The paper [V] has attracted three citations. Windower, a feature extraction method
for real-time network-based DDoS detection using machine learning, outperforms
state-of-the-art while improving the runtime performance by more than an order of
magnitude. The corresponding paper [VI] was presented at the IFIP/IEEE NOMS’24
conference.
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The research findings brought significant improvements in network security monitoring.
The informed packet pre-filtering highly reduced the volume of network traffic that must be
analyzed and allowed to concentrate the available resources better to achieve throughputs up
to 100 Gbps. Thus, the implementation results were later practically integrated as a part of
monitoring infrastructure at the CESNET association, the Czech NREN (National Research
and Education Network) operator. The architecture implementing the Software Defined
Monitoring (SDM) concept for enhanced monitoring of application protocols was tested and
deployed in the real-life network infrastructure of the CESNET?2 academic network. The live
demonstration of application layer traffic monitoring at 100 Gbps [R2] was later presented
at the IEEE LCN’15 conference. The implemented SDM architecture was subsequently
licensed and commercialized by Netcope Technologies (now Magmio) and was available as
a part of their packet capture solutions portfolio.

Moreover, the first implementation results inspired other research and development ac-
tivities. At that time, there was a strong need not only passively to monitor the CESNET2
network but also to protect it against the threat of volumetric DDoS attacks actively. The
original FPGA-based architecture and software implementation of a DDoS protection sys-
tem was built at CESNET in the scope of the DCPro project (Technology for Protection
of High-Speed Networks) funded by the Technology Agency of the Czech Republic. Its
P4 implementation [R5] was later presented at the ACM/IEEE ANCS’19 conference. This
research led to the publishing of the following papers included in this thesis and continued
in AdaptDDoS (Adaptive Protection against DDoS Attacks) [75] and DoSIX (Distributed
DDoS mitigation in Critical Infrastructure Environment) [76] projects funded by the secu-
rity research programs of the Ministry of the Interior of the Czech Republic. I operated as
the lead investigator and manager of both projects. In the scope of these projects, a unique
system, DDoS Protector [25], was developed. It is a complex solution of protection against
DDoS attacks that integrates many ideas and concepts initially proposed by the original
research described in this thesis.

The system currently protects the Czech academic backbone network and is also de-
ployed in operation at NIX.CZ, the Czech largest neutral Internet Exchange Point. More-
over, the research results have been commercialized by companies NetX Networks [74] and
BrnoLogic [14]. Promising performance results achieved by the system have also sparked an
interest in the potential deployment by other prominent internet service providers, critical
information infrastructure operators, and organizations responsible for ensuring the state’s
cyber security.

5.1 Future Work

The speed of computer networks is continually increasing. In the last few years, development
in this area has been more strongly motivated by the massive emergence of Al (Artificial
Intelligence) and increasing demands for networking infrastructure performance at data
centers. For example, NVIDIA recently announced [64] its new Quantum/Spectrum X800
technology of programmable network switches and ConnectX-8 smart network interface
cards with the support of end-to-end 800 Gbps throughput for massive scaling of AI models
and HPC (High-Performance Computing) in data centers.

The ONF (Open Networking Foundation), a consortium of the largest networking com-
panies, considers the area of highly flexible programmable network devices to be the up-
coming standard. Smart NICs and programmable switches are being applied to accelerate
network functions, especially in large data centers. However, their use in the network
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backbone infrastructure is not yet quite common. Thus, the current trend will lead to
higher availability, lower cost, and gradual deployment in other segments of the network
infrastructure. Therefore, it is essential to investigate this area further in future research.

From the cybersecurity perspective, the landscape of DDoS attacks evolves too. Anti-
DDoS solutions still have difficulties catching up with the scale and rapid development
of attack vectors. Hardware-based middleware boxes suffer from insufficient flexibility in
terms of capacity and functionality. The data plane programmability in the cybersecurity
segment thus can support future mitigation functionalities at Tbps speeds without addi-
tional hardware upgrades. However, P4 is still a relatively low-level language requiring deep
expertise. For practical use, especially for dynamic defense mechanisms, it is necessary to
create high-level primitives to describe the required filtering and mitigation functionality.

Such research will be partially addressed by the currently running HSPF (High-speed
Packet Filtering) [77] project, which is part of the security research program for developing,
testing, and evaluating new security technologies (SECTECH) funded by the Ministry of
the Interior of the Czech Republic.
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Software Defined Monitoring
of Application Protocols

Lukas Kekely, Jan Kucera, Viktor Pus, Jan Korenek, and Athanasios V. Vasilakos

Abstract—With the ongoing shift of network services to the application layer also the monitoring systems focus more on the data from
the application layer. The increasing speed of the network links, together with the increased complexity of application protocol
processing, require a new way of hardware acceleration. We propose a new concept of hardware acceleration for flexible flow-based
application level traffic monitoring which we call Software Defined Monitoring. Application layer processing is performed by monitoring
tasks implemented in the software in conjunction with a configurable hardware accelerator. The accelerator is a high-speed application-
specific processor tailored to stateful flow processing. The software monitoring tasks control the level of detail retained by the hardware
for each flow in such a way that the usable information is always retained, while the remaining data is processed by simpler methods.
Flexibility of the concept is provided by a plugin-based design of both hardware and software, which ensures adaptability in the evolving
world of network monitoring. Our high-speed implementation using FPGA acceleration board in a commodity server is able to perform a
100 Gb/s flow traffic measurement augmented by a selected application-level protocol analysis.

Index Terms—Network monitoring, acceleration, security, FPGA, L7

1 INTRODUCTION

MODERN network engineering and security heavily rely
on the network traffic monitoring. The requirements
imposed on the quality of network security monitoring
information often lead to the requirement to process
unsampled network traffic. That ability is crucial in order to
detect even single-packet attacks. A golden standard in the
area of network monitoring is a flow measurement. A moni-
toring device collects basic statistics about the network
flows at the Internet and Transport layers and reports them
to a central storage collector using a handover protocol such
as NetFlow [1] or IPFIX [2]. Flow measurement is a stateful
process, because for each packet the flow state record is
updated in the device (e.g. packet counters are incre-
mented), and only the resulting numbers are exported. This
also implies that some information is lost in the monitoring
process and that the flow collector (where further data proc-
essing is usually done) has a limited view on the network.
While a number of researchers focus on harvesting knowl-
edge from the existing flow data, we argue that the ability
to analyze application layer in the monitoring process is cru-
cial for improvement of the quality and flexibility of net-
work monitoring. This is illustrated by the recent infamous
Heartbleed bug in the SSL implementation. While it is
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impractical (if not impossible at all) to detect the Heartbleed
attack by analyzing the transport layer flow data, its detec-
tion at the application layer is trivial.

The ongoing trend in the field of application layer moni-
toring is towards creation of richer flow records [3], [4], [5],
carrying some extra information in addition to the basic
flow size and timing statistics. The added information often
include values from the application layer protocol headers,
such as HTTP, DNS etc. It seems that the ability to analyze
application layer in the monitoring process is crucial for
improvement of the quality of network threat detection,
because more and more of the network functionality is
being shifted up in the protocol stack.

Implementation of the application level flow monitoring
with a commodity CPU is certainly possible, yet its through-
put is limited mainly by the performance of the processors
[6]. It should be noted that every newly arrived packet is
inevitably a cache miss in the CPU. On the other hand,
ASICs and FPGAs offer much better possibilities in terms of
throughput. However, a fixed solely hardware implementa-
tion may face the flexibility issues, since the evolving nature
of network threats implies the need for fast changes of the
monitoring process, quickly making fixed hardware devices
obsolete. Many papers proposing high-speed hardware
architectures for the most timing-critical operations neces-
sary in flow monitoring were published. Those operations
include packet header parsing, packet classification, coun-
ters management and pattern matching. However, most of
the proposed architectures have never been practically
deployed. We conceive that this is because the effort is usu-
ally spent only on the improvement of the performance fea-
tures, but flexibility, ease of use and speed of response to
newly emerged problems are neglected.

The aim of this paper is to (1) strike a balance between
the system throughput and flexibility/programmability
and to (2) offer a configurable trade-off to the above, but
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mainly to (3) endorse a progressive adoption of network
monitoring subtasks to the hardware accelerator, motivated
solely by the real needs of the networking community.

Our key idea is that even the advanced application-layer
processing task usually need to observe only some network
flows, representing only a small fraction of traffic. An exam-
ple can be a DNS analyzer, since DNS traffic typically repre-
sents no more than 1 percent of all network packets. Other
applications may utilize even better offload, since they need
to observe only a small amount of packets within each flow
for their full functionality. Let a HTTP header analyzer be
an example, since the HTTP header is typically located in
the first few packets of the network flow. Please note that
our method never discards packets that are relevant for the
particular monitoring application.

We only offload the processing of bulk traffic that is not
(or no longer) interesting for the application-layer processing
tasks into the hardware accelerator. The offload of measure-
ment is controlled on a per flow basis by the monitoring soft-
ware and adjusted in real time to its current needs. Offload
control is realized through unified interface by dynamically
specifying a set of rules. These rules are installed into the
accelerator to determine the type of packet offload (=prepro-
cessing acceleration) used for individual network flows. The
preprocessing method that best aids the performance and
does not decrease the required precision of advanced soft-
ware processing is selected. Due to the unified control inter-
face the proposed system is very flexible and can be used for
a wide range of network monitoring applications.

Furthermore, the whole system is designed to be easily
extensible at two different levels. At the software side, moni-
toring plugins can be easily added to the system. This brings
the possibility of rapid development and deployment of new
monitoring applications, for example as a reaction to a new
network security threat. Once the functionality of software
task is verified and stable enough, the second level of system
extensibility can be employed to further speed-up the task.
Various packet processing and data aggregation routines
can be relocated directly into the hardware accelerator.

The paper is structured as follows: The following section
provides analysis of real-life network traffic from the appli-
cation monitoring point of view. In Section 3 we make use
of the analysis outcomes to design the concept of hardware
accelerator tightly coupled to monitoring software applica-
tions. Section 4 provides experimental results of our work.
Section 5 presents notable related work and Section 6 con-
cludes our paper.

2 ANALYSIS

We start the paper with an analysis of traffic properties in a
real high-speed backbone network. Based on the measured
characteristics we then optimize the design of our SDM sys-
tem to achieve optimal performance when deployed in real
networks. All of the measurements in this paper were con-
ducted in the high-speed CESNET backbone network. CES-
NET is Czech National Research and Educational Network
which has optical links operating at speeds up to 100 Gbps
and routes mainly IP traffic. It serves around 200,000 users.
We conduct all of our measurements during the standard
working hours. To get a basic view of the network traffic
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TABLE 1
Basic Statistical Characteristics of Network Data Grouped by
the Service
Traffic portion in Average

flows packets bytes flowsize flow pcktsize

[%] [%] [%] [packets] time[s] [Bytes]
HTTP 26.62 48.33 51.81 59.2 7137 983.0
HTTPS 18.18 31.12  29.75 51.3 8.591 816.7
SSH 2.66 1.42 1.09 11.7 17.167 241.2
RTMP  0.02 1.01 1.24 2,066.8 57.432 1,001.2
DNS  24.10 079  0.19 1.1 0.153 205.9
Email 1.00 0.72 0.56 16.8 2.957 581.6
ICMP 191 0.60 050 1.9  3.206 91.3
RDP 3.37 0.53 0.31 4.7 2.731 468.4
NTP 1.53 0.41 0.21 8.8  4.142 359.5
FTP 0.38 0.01 0.01 2.3 1.234 75.8
SIP 0.00 0.00  0.00 5.0 23.611 421.1
others 20.23 15.06 14.33 272  7.536 839.6
all 32.0 6.432 872.2

character, we measure mean size of packets in bytes, mean
size of flows in packets and mean time duration of flows.
Because we aim for the application protocols, we measure
these characteristics not only for the whole network traffic
on the link, but also for the selected applications. We select
some of the most commonly used application protocols and
services such as HTTP, HTTPS, DNS, email (SMTP, POP3
and IMAP), SSH, RTMP, FTP and others. Furthermore, we
measure the percentage of these protocols in the captured
traffic in terms of flows, packets and bytes.

Table 1 shows the results of the basic network traffic
analysis. The table shows that the observed statistics dif-
fer greatly depending on the specific service. The largest
portion of network traffic is conveyed by the HTTP pro-
tocol which accounts for more than a quarter of all flows
and around half of all packets and bytes. Moreover we
can see that HTTP flows and packets are generally larger
(heavier) in number of packets and bytes and longer in
time than average. Another large amount of total traffic
belongs to HTTPS, which has very similar observed char-
acteristics as HTTP. These two protocols (HTTP and
HTTPS) together cover majority of all network traffic—
nearly a half of all flows and around four fifths of the
data. Therefore, the possibility of their further analysis is
certainly desirable. A large amount of flows also belong
to the DNS protocol (nearly one quarter), but this number
is highly disproportional to the DNS total packet and
bytes percentage. DNS flows are generally very small
(light) with majority of them consisting of only one small
packet. Also ICMP, which covers majority of non-TCP/
non-UDP flows on the network, has similar character of
flows as DNS with very small and short flows. The oppo-
site type of disproportional flows and packets percen-
tages as DNS and ICMP has RTMP protocol (Flash
multimedia streaming), which covers only a tiny portion
of flows, but they are all extremely heavy and long.

The distribution of packet lengths is another interesting
characteristic of the network. The majority of packets are
either very long (over 1.300 B: 57 percent) or very short
(under 100 B: 35 percent). Especially dominant are both
extremes from the range of lengths supported by the
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Fig. 1. Cummulative distribution functions of flow durations.

Ethernet standard—42 and 1,500 B. Medium sized packets
are not very common.

In Table 1 we have already shown basic information
about mean flow durations. Further information about the
flow time durations for the selected application protocols
can be seen in Fig. 1. Each line in the graph shows the per-
centage of flows that last shorter than the given duration.
Generally (red thick line) over % of all flows are shorter than
100 ms and only a tenth of them exceed 10 s. Also majority
of DNS and SIP flows have a duration under 10 ms.

While Fig. 1 shows further information about flow dura-
tion, it does not say anything about time distribution of
packets inside the flows. Weights of individual flows are
also not considered. A better look at packet timing inside
the flows can be shown by measuring the relative arrival
times of packets from the start of the flow. Thus, the first
packet of each flow has the zero relative arrival time and its
absolute arrival time marks the starting time of that flow.
Then, each subsequent packet has a relative arrival time
equal to the difference of its absolute arrival time and the
marked start of the flow. Results of this measurement are
shown in Fig. 2. The graph shows that on average (red thick
line) only a small portion of all packets arrive right after the
start of the flow—;only a fifth of all packets arrive during
the first second of the flow. This fact leads to the conclusion
that flows with short duration carry only a very few packets.
The conclusion is further strengthened by the fact that the
majority of flows have a very short duration.

Packets [%)]

Time from flow start [s]

Fig. 2. Cummulative distribution functions of packet arrival times.

Flows [%)]

i

o

10
Flow size [packets]

Fig. 3. Cummulative distribution functions of flow sizes.

Table 1 contains the information about mean flow sizes
for selected application protocols and services. Further
information about flow sizes can be seen in Fig. 3. Each line
of the graph shows the percentage of flows that consists of
fewer packets than a given number. On average (red thick
line) only a tenth of all network flows have more than
10 packets. Also, virtually all DNS and SIP flows consist of a
single packet.

Fig. 3 does not clearly say anything about the percentage
of all packets carried by flows of different sizes. It is known
that high-speed network traffic has a heavy-tailed character
of flow size distribution [7], [8]. The heavy-tailed character
of flow size distribution derived from the measured values
is shown in Fig. 4. The graph shows the portions of all
packets carried by the specified percentage of the heaviest
flows on the network. It can be seen that on average (red
thick line) 0.1 percent of the heaviest flows carry around
60 percent of all packets and 1 percent carry even around
85 percent. An exception to the heavy-tailed distribution of
flow sizes is the DNS protocol. On the other hand, SIP and
SSH protocols have a heavier tail than average.

Our work relies on the following consequence of the
heavy-tailed character of network traffic: by selecting a small
percentage of the heaviest flows, we can cover the majority
of packets. The problem then lies in an effective prediction
of which flows are the heaviest. More accurately, it lies in a
capability to recognize the heaviest flows only from the
properties of their first few packets. The simplest method of
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Fig. 4. Portions of packets carried by the percentage of the heaviest
flows.
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this recognition is based on a rule that every flow is consid-
ered heavy after arrival of its first k£ packets for some selected
decision threshold k. The main advantage of this method is
just its simplicity—no additional packet analysis nor
advanced stateful information for the flows is needed.

Figs. 5 and 6 show the measured accuracy of the heaviest
flow selection by the described simple method. These
graphs show the relations between the value of threshold &
to the portion of heavy marked flows (first graph) and pack-
ets covered by them (second graph). By a combination of
values from both graphs we can see that with the rising
decision threshold the portion of flows marked heavy dra-
matically decreases, but the percentage of covered packets
decreases rather slowly. For example, decision threshold
k = 20 leads to only 5 percent of heavy marked flows while
covering around 85 percent of all packets on average.
Exceptions are DNS and to some extent also HTTPS and
SMTP protocols, where the percentage of covered packets
decreases quickly.

Fig. 7 shows a different view on the simple heavy flow
prediction method effectiveness. It shows the average num-
ber of packets covered by one heavy marked flow for differ-
ent values of the decision threshold k. Values shown in the
graph rise with the decision threshold to a considerably
higher number than the average sizes of the flows from
Table 1. For example the average size of flow with more
than k=20 packets is over 500 packets, while Table 1
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Fig. 7. Mean number of captured packets per flow in flows selected using
the simple method.

reports overall average of 32.0 packets per flow. This clearly
proves that even our simple heavy flow prediction method
effectively predicts the heaviest flows. Certainly there are
many more advanced methods of heavy flow prediction,
but these are out of scope of this paper.

3 SyYSTEM DESIGN

Many 10 Gbps flow measurement systems have adopted a
common scheme. A hardware network interface card per-
forms packet capture, sometimes enhanced by packet distri-
bution among several CPU cores. The captured traffic is
then sent over the host bus to the memory, where packets
are processed by the software applications running at the
CPU cores [6]. This model cannot be applied to 100 Gbps
networks due to major performance bottlenecks. The main
bottleneck lies in limited computational power of CPU
which is insufficient for advanced monitoring tasks.

We propose a new acceleration model that overcomes the
above-mentioned bottlenecks by a well-designed hard-
ware/software system. The main idea is to give the hard-
ware the ability to handle basic traffic processing. Only the
control of the HW and advanced processing of a fraction of
the traffic are left for the software. Although the preprocess-
ing is done by the firmware in FPGA, it is fully controlled
by the software applications. Therefore, the first few packets
of each new flow are sent to the software, which selects a
type of hardware preprocessing used for the subsequent
packets of that flow. Complete software control of the moni-
toring process is also the reason why we called the pro-
posed model Software Defined Monitoring (SDM).

The types of data preprocessing in the SDM hardware
suitable for the area of network monitoring can be divided
into three basic groups:

e  [Extraction of the interesting data from packets and
sending only those data to the software in a prede-
fined format, which we call a Unified Header (UH).
Then only a few bytes for each packet are transferred
from hardware to software, thus reducing the PCle
utilization. Also the CPU has lower load, because the
packet parsing is done in the hardware.

o Aggregation of packets into flow records directly in the
hardware, which brings even higher performance
savings for the CPU. This aggregation may range
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Fig. 8. Conceptual top-level scheme of SDM system.

from basic flow statistics to very specific actions
according to the needs of particular applications.

e Filtration of unnecessary packets and forwarding
only the interesting ones to the software. This can
aid advanced monitoring applications, which per-
form various analyses and detections oriented only
to some specific subgroup of network traffic (e.g.
DNS threat detector or HTTP header analyzer).

Top-level conceptual scheme of the proposed SDM
model is shown in Fig. 8. Forward path is represented by
solid arrows and an offload control feedback path by
dashed arrows. The system is composed of two main parts
(FPGA firmware and software on general CPU) connected
together through a data bus. The bus can be PCI Express in
case of using commodity PC with a hardware accelerator,
or any other interface (e.g. ATCA backplane or internal bus
of a single die CPU+FPGA chip).

The processing of all incoming packets starts with pars-
ing a header and extracting packet’s metadata (Parser).
Extracted metadata is then used to classify the packet based
on a software defined set of rules (Rule Lookup). Each rule
identifies one concrete flow and specifies the type of packet
preprocessing and the target software channel for packets
of that flow. Packets can be processed in a firmware flow
cache (i.e., aggregated to the selected type of flow record),
dropped, trimmed or sent to the software unchanged or in
the form of a Unified Header. Flow records residing in the
firmware flow cache are periodically exported to the soft-
ware. The periodic checking is not shown in Fig. 8 for clar-
ity. The data from the firmware is sent over the bus to the
software using multiple independent channels. Data for
each channel is stored in a software buffer in the form of
whole packets, Unified Headers or flow records.

This data is processed by the set of user specific software
applications such as the flow exporter [1] which analyzes the
received data and exports the flow records to a collector. User
applications read the data from the selected channels. They
also specify which types of traffic they want to inspect and
which flows can be preprocessed in hardware. Definitions of
uninteresting traffic from all applications are passed to a soft-
ware SDM controller daemon. The SDM controller aggregates
the definitions (requests) into rules and configures the firm-
ware preprocessing in order to achieve the maximal possible
reduction of traffic while preserving the required level of

information so that not a single piece of application interest-
ing information is lost. This mechanism realizes the feedback
control loop, which is the important concept in our work.

Network traffic preprocessing in the firmware is entirely
controlled from the software and the core of the controlling
software consists of the monitoring applications (App 1..N).
Each monitoring application has the form of a software
plugin. The main input to the plugin is the data path carry-
ing the packets, extracted UHs or aggregated flow records.
The plugin output is whichever data that the plugin has
parsed/detected/measured. This output data is added to
the exported IPFIX flow record, so it is enriched by the infor-
mation from the plugin. Each monitoring application also
has the interface to the SDM controller.

3.1 SDM Controller

SDM controller accepts the preprocessing requests from
multiple applications and aggregates them into rules for the
firmware. It also manages timed expiration of application
requests and periodical export of aggregated flow records
from hardware. The aggregation of preprocessing rules is
based on different degrees of data reduction. Ordered from
the lowest degree of data reduction the preprocessing types
are: none (whole packets), trim (shortened packets), partial
(UH), complete (flow record) and elimination (packet
drops). Therefore, aggregation of rules in the SDM control-
ler is done simply by the selection of the lowest preprocess-
ing degree (highest data preservation) for particular flows
which satisfy the information level requirements of all mon-
itoring applications. In order to maintain a proper function-
ality of the SDM firmware, the controller must carry out the
following operations:

e Management of rules activated in the firmware
(rule add/delete/update) based on the application
demands.

e Decision about offloading particular flows based on
the estimated flow size and the free space in the firm-
ware flow cache.

e  Cyclic export of active flow records computed in the
firmware flow cache.

e Allocation of records in the firmware flow cache.

In the previous section we have presented the method of
heavy flow estimation based on the simple packet count
threshold. In the design for practical implementation, we
further extend this idea by using adaptive threshold that auto-
matically reacts to the changing characteristics of network
traffic in time. The adaptation is based on current load of
the firmware flow cache, which has a limited size. For the
best offload ratio, it is advantageous to keep the flow cache
nearly full at all times. That way, there is still some space
left for the new flows, while the amount of offloaded traffic
is maximized. Therefore, SDM controller periodically
checks the flow cache state, decreases the heavy flow deci-
sion threshold when the flow cache utilization drops below
a specified point, and increases the threshold when the flow
cache utilization rises.

3.2 SDM Firmware
Top level implementation scheme of the SDM accelerator
firmware for FPGA is shown in Fig. 9. The main firmware
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Fig. 9. Detailed firmware scheme.

functionality is realized by a processing pipeline that pro-
cesses incoming network traffic and creates an outgoing
data flow for the software. Packets do not flow directly
through the processing pipeline, but are rather stored in a
parallel FIFO buffer. The processing pipeline uses only
meta-information (UH) extracted from packet headers by
Parser. Whole software control of the processing pipeline is
realized through SW Access module which conveys the pre-
processing rules to be used in Flow Search unit.

The SDM firmware is realized by five main modules:

Parser extracts interesting information from headers of
packets, especially fields that clearly identify network flows.
To identify the flows, we use the five-tuple: IP addresses,
TCP/UDP ports and protocol. Furthermore, our implemen-
tation is modular and enables easy extensions of default
packet parsing process by additional application-specific
parser modules (P1..Pn). This way, the information
extracted from each packet can be enhanced when required.
Further information about this parser can be found in [9].

Rule Lookup assigns an action (processing instruction) to
every packet based on its flow identifier and a set of soft-
ware defined rules. Management of the rule set is done
through a control interface capable of atomic on the fly add,
remove and update of the rules.

Execution Unit manages stateful flow records in Flow
Cache. It mainly actualizes their values by execution of
instructions from flow associated actions. Every action
specifies an instruction that should be executed and the
address of the flow record to work with. Furthermore, the
instruction has access to data extracted from packet (UH).
Special type of instruction is an export of the record values,
possibly followed by a reset of the record. Records can be
exported not only at the flow end but also in a periodical
manner, so that the software applications can have actual
information about flows in the firmware. Control of mem-
ory allocation for records and their periodical export is left
to the SDM controller. The Execution Unit supports multi-
ple user-defined instruction sub-modules (I1..In). More
details about the execution and implementation of instruc-
tions are in Section 3.3.

Export pairs together corresponding UH transaction with
frame data from FIFO buffer. Then it chooses the required
channel and format for the data based on action assigned by
Rule Lookup module.

SW Access is the main configuration access point into the
SDM firmware from the software side. Its primary function
is to manage the rules and to initiate export of the flow
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records based on controller commands. Besides, it contains
all configuration and control registers.

3.3 Execution Unit Functionality
As already mentioned, Execution Unit realizes the main
stateful behavior of the hardware by execution of flow record
updating instructions. To improve the overall flexibility of
the system, we use modular architecture within the Execu-
tion Unit that allows us to implement custom read-modify-
write aggregation operations (instructions). Thanks to these
custom instructions, the nature of the flow records main-
tained by the hardware in Flow Cache can be customized
according to a target application. Furthermore, we use high-
level synthesis (HLS) tools to generate custom hardware
modules from an instruction description in C or C++. Thanks
to that, SDM hardware functionality can be customized
faster and even without the knowledge of HDL program-
ming (e.g. by network security experts). Also an incremental,
performance driven design of new hardware accelerated
applications is much easier. The process starts with a soft-
ware implementation of the application, accelerated only by
the default SDM instructions. Then the performance bottle-
neck is identified and the critical piece of code is moved into
the FPGA as a new instruction with minimal extra effort.

We have already implemented and evaluated five differ-
ent Execution Unit instructions to test the feasibility of the
described concept with HLS usage:

e NetFlow instruction is used for standard NetFlow
aggregation. Its execution increases flow packet and
byte counters, updates flow end timestamp and com-
putes logical OR of the observed TCP flags.

e  NetFlow Extended instruction has the same basic func-
tionality as NetFlow. In addition, it stores TCP flags
of the first five packets. This additional information
may become very useful for analysis of TCP hand-
shake or for detection of network attacks like DoS
(Denial of Service).

e TCP Flag Counters instruction performs increment of
counters of individual observed TCP flags. For
example, one can see the number of ACK flags trans-
mitted during the whole TCP connection. Informa-
tion from this aggregate can be used to support
advanced flow analysis [10].

e  Timestamp Diff instruction maintains records of inter-
arrival times of the first 11 packets of the flow. These
times have nanosecond precision and can be used as
network discriminators for flow-based classification
[10] or for identification of application protocol [11].

e CPD instruction (Change-Point Detection) shows
implementation of more complex operation. CPD is
an algorithm designed to detect an anomaly in the
processed network flow. Description of this method
is out of scope of this paper, more details can be
found in [12], [13].

4 RESULTS

We have implemented the whole SDM prototype in order to
verify the proposed concept. The hardware part of the pro-
totype is realized on an accelerator board with a powerful
Virtex-7 H580T FPGA (Fig. 10). The FPGA firmware realizes



KEKELY ET AL.: SOFTWARE DEFINED MONITORING OF APPLICATION PROTOCOLS 621

10. COMBO-100 G accelerator
implementation.
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the SDM functionality, such as packet header parsing and
NetFlow statistics updating, but also 100 Gbps Ethernet,
PCI-Express and QDR external memory interface control-
lers. The software is realized as a set of plugins for the
Invea-Tech’s Flowmon exporter software [14]. This exporter
allows us to modify its functionality to the extent required
by the SDM concept.

We follow by measurement of the real effectivity of the
heavy flow detection. Control of the hardware preprocess-
ing is mainly realized by the monitoring applications
through on the fly defined dynamic rules for particular
flows. These rules are generated as a reaction to the first few
packets of the flow. Therefore, there is some delay between
the flow start and offload rule application. The duration of
this delay influences a portion of packets affected by the
rules. The basic view of achievable SDM effectiveness can
be gained from an examination of an achievable portion of
packets whose preprocessing was influenced by the
dynamic flow rules.

We have created a simple use case in order to test the
described ability of the SDM concept. In this use case, only
a specified number of the first packets from each flow are
interesting to the software. All packets from unknown
(new) flows are, therefore, forwarded into the software
application by default. SDM controller software counts the
number of packets in each flow. Right after the reception of
the specified number of packets for a flow, the application
creates a rule for the firmware to drop all the following
packets from this flow. This decision method is absolutely
the same as the simple heavy flow detection method defined
in the previous section, but the adaptive threshold is not
employed in this use case.

We have measured the portion of packets dropped by the
SDM firmware in the described test case. The results are
projected into the graph in Fig. 11. The graph shows the per-
centage of dropped (influenced) packets (solid lines) and
the percentage of flows for which the rule was created
(dashed lines). For comparison, analytical results from
graphs 5 and 6 in the previous section are also shown (red).
The result is that the SDM can influence preprocessing of
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Fig. 11. Portions of offloadable packets and flows using the simple heavy
flow detection method.

up to 85 percent of all packets from real network traffic by
dynamic flow rules. A visible difference of about 10 percent
of influenced packets between analytical and real results is
caused by neglecting the duration of rule creation and acti-
vation process in the analytical result.

The portions of offloaded packets and flows are similar to
the analysis in Section 2—there is a considerably faster
decline in the percentage of flows than in the percentage of
packets. A different view is provided in Fig. 12. There, a
relation of the mean number of packets influenced by one
created rule over the decision threshold value is shown
(blue). The red line is analytical result of simple heavy flow
detection method effectiveness taken from Fig. 7. The graph
shows that real measured effectiveness of this method is
slightly worse than the analysis suggests, but still suitable
for real usage.

We also provide a test of SDM acceleration abilities in
more realistic use cases. We test the performance of the con-
cept prototype in the following four cases:

o  Standard NetFlow measurement. In this use case, all
packets from a network line are taken into account.
Since NetFlow measurement is based on counting
statistics of packet headers only, the packets are sent
to the software in the form of UH by default. The
software then adds dynamic rules to offload the Net-
Flow measurement of heavy flows (predicted by our
simple method) into the hardware accelerator.
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Fig. 12. Mean number of offloadable packets per flow in flows selected
using the simple heavy flow detection method.
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TABLE 2
Usage of Hardware Preprocessing
Preprocessing method
[% of packets]

Use case Packet Header NetFlow Drop
NetFlow - 20.55 79.45 -
Port scan - 17.54 - 82.46
Heartbleed 491 - - 95.09
HTTP 22.82 - - 77.18
HTTP+NetFlow 23.34 10.56 66.10 -

e Port scan detection. This use case demonstrates a mea-
surement that is flow-based, yet not directly Net-
Flow. The software plugin observes UHs of first
several packets of each flow and installs drop rules
for the subsequent packets of heavy flows. This
information is typically enough to detect port scan
attacks through various methods.

e  Heartbleed detection. clearly demonstrates the need for
application-layer processing in the network security
monitoring. The software application first instructs
the accelerator to drop all non-SSL packets (i.e., other
than TCP port 443). Then further rules to drop pack-
ets of heavy SSL flows are installed in the runtime,
because the Heartbleed attack can be detected by
observing first few packets of each flow.

e HTTP header analysis. From application layer proto-
cols we choose HTTP because our network analysis
in Section 2 shows that HTTP traffic is dominant in
current networks. Therefore, acceleration of its anal-
ysis is of high importance. In this use case we test an
application that parses HTTP headers and extracts
some interesting information (e.g. URL, host, user-
agent) from them. Because the application works
with the data of HTTP packets, only the packets with
a source or destination port 80 are sent into the soft-
ware by default. Others are dropped in the hard-
ware. Furthermore, the application adds dynamic
rules to drop the packets of HTTP flows in which it
already detected and parsed the HTTP header.

o  Standard NetFlow enriched by HTTP analysis. This case
combines two of the previous use cases. Both Net-
Flow exporter and HTTP parser are active at the
same time without the need of any changes in them.
Their traffic preprocessing requirements are auto-
matically combined by the SDM controller.

Tables 2 and 3 show the results of the SDM system test-

ing in the described use cases. The tables show portions of

TABLE 3
Usage of Hardware Preprocessing

Preprocessing method
[% of bytes]

Use case Packet Header NetFlow Drop
NetFlow - 12.03 87.97 -
Port scan - 10.35 - 89.65
Heartbleed 3.77 - - 96.23
HTTP 27.82 - - 72.18
HTTP+NetFlow 28.50 3.63 68.87 -
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TABLE 4
Software Applications Load Using SDM in Tested
Use Cases, Relative to the State without

the SDM Accelerator
SWload [%]  Flows covered
Use case Packets Bytes by rules[%]
NetFlow 20.66 0.98 6.37
Port scan 17.54 0.86 6.53
Heartbleed 491 3.77 0.95
HTTP 22.82 27.82 1.98
HTTP+NetFlow 34.02 29.00 6.04

all incoming packets and bytes preprocessed in the hard-
ware by each preprocessing method. These hardware pre-
processing utilizations lead to a reduction of software
application load displayed in Table 4. The table shows por-
tions of incoming packets and bytes that are processed by
software applications in each use case relative to the state
without the SDM accelerator. It also shows a percentage of
flows for which a rule was created in the hardware.

Standard NetFlow measurement is significantly acceler-
ated by the hardware flow cache. In this way, the software
application load is reduced to one fifth of all packets (in the
form of UH or flow record). Further acceleration rises from
the fact that only UHs and flow records are sent to the soft-
ware, instead of complete packets. The software, therefore,
does not parse packets anymore and the PCI Express bus
load is reduced to less than one percent.

The unnecessary packets are dynamically dropped in the
Port scan scenario. Furthermore, the detector do not require
whole packets—UHs are sufficient. This constellation leads to
considerable savings of both bus bandwidth and CPU load.

Dropping the packets based on static and dynamic rules
is also the preferred method of acceleration in both Heart-
bleed detection and HTTP protocol analysis scenarios. This
leads to the HTTP parser load being reduced to only about
a quarter of all packets and bytes and even more significant
reduction in the Heartbleed detection. Due to the fact that
both static and dynamic rules are used, the percentage of
dropped packets is split in two parts. In the HTTP use case
51.84 percent of all packets were dropped by a static TCP
port 80 check, and 21.34 percent of packets belonged to
heavy TCP port 80 flows for which the dynamic rule has
been installed by the SDM controller.

In the standard NetFlow measurement together with the
application protocol parsing scenario, the load of the appli-
cation protocol parser is the same as when used alone
thanks to the DMA channel traffic splitting supported by
SDM. The HTTP parser software still receives only the pack-
ets on the TCP port 80. The load of the software NetFlow
measurement slightly rises compared to the NetFlow only
measurement, because of the packets that are sent to the
software for the HTTP analysis (NetFlow measurement sees
also the HTTP packets).

Graphs in Figs. 13, 14, and 15 show results of SDM proto-
type testing in the NetFlow use case in more details. In the
graphs we can see courses of various parameters of SDM
system during whole day of NetFlow measurement. Packets
preprocessing ability of the accelerator is presented in the
first graph. During the whole day, the majority of all
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Fig. 13. 24 hours NetFlow measurement with SDM—processed packets.

received packets (black line) are processed in the firmware
flow cache (red line), leaving only a small portion for soft-
ware processing (blue line). Offloaded percentage of pack-
ets is always in the range from 70 to 85 percent of total
traffic and is shown in gray shade bar at the bottom of the
grid. The second graph shows the number of active rules
maintained in the SDM firmware compared to the number
of active flows in the network. Black dashed lines demarcate
a desired flow cache load maintained by the adaptation of
heavy flow decision threshold. There is a significant spike
in the total number of flows in the network at around 10:55
pm. After further analysis, we have found that the spike
was caused by a mid-sized DoS attack with randomly gen-
erated port numbers. Each attacking packet represented a
separate flow and was therefore not offloaded to the acceler-
ator. That is a desired behavior, since we want to retain as
much information about the attack as possible.

The adaptation of the threshold value during the mea-
surement is illustrated in the third graph. During heavy net-
work load, the threshold value raises to keep the number of
offloaded flows within the given range. When the load starts
to decline at around 3 pm, the threshold value follows until it
reaches a chosen reasonable minimal value (five packets).

For the NetFlow use case, we have also measured a SDM
performance curve after system startup in heavy network
traffic. The results are depicted in Fig. 16. At the start of the
test, the SDM functionality is disabled and all packets are
sent for processing into CPU (0 % offload). When SDM is
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Fig. 14. 24 hours NetFlow measurement with SDM—active rules.
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Fig. 15. 24 hours NetFlow measurement with SDM—decision threshold.

enabled (time 0), we immediately see quick increase in the
percentage of offloaded packets as the accelerator is swiftly
learning the active heavy flows from the software controller.
Around one minute mark, the rise starts to slow down, but
still steadily continues for 4 more minutes. After that, the
SDM performance is stabilized. Described trend of SDM
startup performance curve is very similar also in other
tested use cases.

Finally, in Fig. 17 we examine the trade-off in CPU load,
since the management of rules in SDM controller represents
an additional load to the CPU. We show the effect of SDM
acceleration on CPU utilization savings. For this purpose
we use the most difficult of our use cases—Netflow mea-
surement together with HTTP analysis. Left half of the
graph in Fig. 17 shows measured CPU load with enabled
SDM in a stabilized state, right half shows CPU load after
SDM was disabled (all processing starts to be done on
CPU). According to Table 4, the software load in HTTP
+NetFlow use case is up to one third of received packets
and bytes when using SDM. This perfectly corresponds to
the observed increase in CPU load for packet processing
(red line) from 20 to 60 percent after SDM disabling. How-
ever, when SDM functionality is enabled, the SDM control-
ler brings some additional overhead (blue line) for
configuring the accelerator and aggregating the applications
requests. In the end then, total CPU load is two-times lower
when using SDM in HTTP+NetFlow use case (black line).
This graph also suggests that SDM is best suited for highly
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Fig. 16. SDM performance after heavy duty startup.
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advanced software tasks which consume significant CPU
resources. Due to the fact that SDM controller CPU load
(blue line) is independent on the application, its share in the
total CPU load decreases with the complexity of the applica-
tion (red line).

4.1 FPGA Implementation Results

Our high-speed SDM FPGA firmware runs at 200 MHz and
occupies less than half of the available FPGA (Virtex-7
H580T) resources. Closer look at the FPGA resources of the
firmware is shown in Table 5. Using the same SDM core
with a data width of 512 bits and throughput of 100 Gbps,
we have created three different FPGA architectures for
boards with three different arrangements of Ethernet ports:
one 100 GbE port, two 40 GbE ports and eight 10 GbE ports.

In addition to the high-performance 100 Gbps solution,
we also provide an analysis of the SDM core with narrower
data width. These solutions can be used in applications
with lower throughput requirements, e.g. in embedded 1 or
10 Gbps probes. Note that the results for data widths other
than 512 bits were obtained by simple downscaling of the
SDM core. Further optimizations are certainly possible to
achieve significantly lower FPGA resource utilization for
lower throughputs.

Table 6 shows the resource utilization of the individual
instruction sub-modules for the Execution Unit. It can be
seen that the additional instruction sub-modules are rela-
tively small, compared to the whole firmware, and therefore
adding new instruction should not involve any major
refinements of the FPGA firmware. Furthermore, a

TABLE 5
Resources of the SDM Firmware
Firmware/Module Regs LUTs Throughput
Complete SDM 197,758 249,214 1 x 100 Gbps
134,172 178,984 2 x 40 Gbps
184,084 222,745 8 x 10 Gbps
SDM core 512b 30,497 51,333 100 Gbps
256 b 25,866 42,793 50 Gbps
128 b 23,534 39,006 25 Gbps
64b 22,384 37,233 12.5 Gbps
32b 21,908 36,803 6.25 Gbps
Virtex-7 H580T 725,600 362,800
FPGA
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TABLE 6
Resources of the Instruction Blocks
Instruction Regs LUTs
NetFlow (handmade VHDL) 1,754 325
NetFlow 1,846 824
NetFlow Extended 2,070 1,113
TCP Flag Counters 0 1,046
Timestamp Diff 5,199 2,556
Change-Point Detection 5,296 3,919

comparison between high-level synthesis and handmade
implementation can be seen from the first two rows of the
table. Handmade implementation occupies less than a half
of LUTs and a bit less registers compared to HLS result. On
the other hand, the creation of C implementation of the
instruction and its subsequent automatic synthesis to HDL
is much faster and simpler than HDL implementation.

5 RELATED WORK

We discuss several approaches that may to some extent
resemble the SDM concept. However, we show that our
work has significant differences to those works.

Snort [15] is an open source software network intrusion
prevention and detection system. It relies heavily on regular
expression matching, while our work does not enforce nor
assume any particular type of software processing. While
many papers dealing with hardware acceleration of Snort
have been published, they typically restrict their focus to
regular expression matching only. We argue that network
security monitoring is much more complex task than that
and the limitation to RE matching makes those systems
unfeasible for practical use. L7-filter [16] is a Linux packet
classifier software aiming at protocol identification. It
resembles Snort as it also relies on regular expressions.

A good example of a complex software library for applica-
tion layer traffic processing (showing that RE matching is not
sufficient) is nDPI [17]. While this open source library is prob-
ably too complex to be hardware accelerated, we envision
that similar software can be used as a basis of a SDM plugin.

The OpenSketch architecture [18] defines a configurable
pipeline of hashing, classification and counting stages.
These stages can be configured to perform the computation
of various statistics. OpenSketch is tailored to compute
sketches—probabilistic structures allowing to measure and
detect various aspects of the network communication with
a defined error rate. It is not intended for complete Net-
Flow-like monitoring, nor for exact, error-free measure-
ments. Also, OpenSketch does not allow for application
level protocol parsing.

FlowContext system [19] provides a flexible way to imple-
ment stateful network traffic processing in an FPGA.
NetFlow monitoring is among the examples of its use. How-
ever, it does not provide tight control feedback loop to a soft-
ware application, and therefore cannot be effectively used
for problems exceeding the capabilities of a single FPGA.

There have been efforts to implement NetFlow traffic
monitoring in FPGAs, most recently even as an open source
project [20] for the NetFPGA platform. Our work is however
more flexible by allowing application protocol processing in
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the software and further acceleration through extensions of
the Execution Unit.

The Shunt system [21] is a hardware accelerator with sup-
port to divert a suspicious/interesting traffic to a software
for further analysis. To this end it resembles our work, how-
ever, Shunt accelerates only packet forwarding and does not
include any possibilities to offload /accelerate the flow mea-
surement tasks. Our work is also more complete by defining
the software architecture with the plugin support.

Xilinx has recently announced SDNet [22] environment
for software defined, hardware accelerated networking. The
system uses high level language(s) to describe a network
application, which is then compiled to a form of hardware
accelerator for a Xilinx FPGA. From the limited information
available at the time of writing, we envision that SDNet
could be used to improve SDM by custom application pars-
ers or instruction modules.

The proposed arrangement of SDM resembles OpenFlow
[23]: Packets of an unknown flow are passed from a data
path to a control software, which in turn may choose to
install processing rules into the data path. Similar to plugins
for an OpenFlow controller, SDM is also designed to sup-
port various software plugins. In addition to that, newer
versions of OpenFlow standard define monitoring primi-
tives for the data path. The main difference with OpenFlow
is that, for the sake of performance, our system is not dis-
tributed, but our controller is rather very tightly coupled
with the hardware accelerator—within the same box, or
even at the same chip. That allows implementing applica-
tions which would be impractical when built as a distrib-
uted system. We also propose user-defined modifications to
the data plane through the modular Execution Unit—a con-
cept that is unparalleled in OpenFlow. Our system is an
instance of Software Defined Networking in a broader
sense, yet it is different from OpenFlow.

6 CONCLUSION

We propose a new concept of application level flow monitor-
ing acceleration called Software Defined Monitoring. The
concept is able to support application level monitoring and
high-speed flow measurements at speeds over 100 Gbps at
the same time. Our system focuses on a high speed and high
quality flow based measurement with the support of a hard-
ware accelerator. The accelerator is fully controlled by the
software feedback loop and offloads the simple monitoring
tasks of bulk, uninteresting traffic. The software, on the other
hand, decides about the traffic processing on a per-flow basis
and performs the advanced monitoring tasks such as appli-
cation protocol parsing. The software works with monitoring
plugins, therefore, SDM is by design ready for extensions by
new high-speed monitoring tasks without the need to mod-
ify its hardware. Moreover, the FPGA accelerator itself can
also be improved to support new types of offload.

Our detailed analysis of the backbone network traffic
parameters demonstrates the feasibility of the concept. We
have also implemented the whole SDM system using the Vir-
tex-7 FPGA accelerator board, including some extensions to
the firmware offload engine. The system is ready to handle
100 Gbps traffic. Using the SDM prototype, we have evalu-
ated several use cases for SDM. It is clear from the obtained

results that SDM is able to offload a significant part of net-
work traffic to the hardware accelerator and therefore to sup-
port a much higher throughput than a pure software
solution. The results show a major speed-up in all test cases.
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Abstract—Network Intrusion Detection Systems have gained
popularity as one of the key technologies to secure communication
infrastructures. However, their high computational complexity
poses performance challenges for practical deployment in modern
high-speed networks. To achieve the highest quality of detection,
IDS should process as much relevant data as it can without be-
coming the bottleneck of a network connection. At the same time,
IDS implementation should be flexible enough to accommodate
detection methods of ever emerging new security threats.

This paper aims at an acceleration of IDS by means of
informed packet discarding, effectively focusing the available
resources of overloaded IDS to the most relevant parts of
analyzed traffic. Unlike previous works, the proposed scheme
does not move the IDS nor any specific portion of it into the
hardware accelerator. Rather it uses smart software based or
hardware accelerated offload (bypass) of the traffic parts that
are not likely to represent a security threat. The flexible nature
of software-based IDS is therefore fully maintained, while the
quality of threat detection remains sufficiently high even when
processing high-speed traffic. We show that controlled (informed)
discarding of well-defined portions of input traffic yields better
detection rates, compared to the default uncontrolled (blind)
buffer overflow discarding in high throughput scenarios. Our
results show that it is entirely possible to run an IDS on a high-
speed network link using single CPU with an FPGA accelerated
packet pre-filtering.

1. INTRODUCTION

Intrusion Detection Systems significantly contribute to net-
work security by providing a deeper insight into transferred
packets and their payloads. These systems often use some
form of deep packet inspection, such as pattern matching or
other methods, to detect characteristic signatures of malicious
activity present in the network data. A common property of
these inspection methods is their overwhelming computational
complexity, leading to challenges in meeting the performance
requirements of modern high-speed networks. Running a prac-
tical pattern matching algorithm at 100 Gbps or even tens of
Gbps is an unreachable goal for current CPUs.

On the other hand, the ever-changing nature of security
landscape requires the IDS to be able to react quite rapidly to
newly emerging threats and attack vectors. The flexibility of
software implementation is therefore highly desirable and the
use of considerably less flexible hardware processing offload
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that accelerates only a specific IDS application directly is
therefore not so feasible.

To aid the performance of a general software-based IDS
without hindering its flexibility, we propose and explore a
different approach to IDS acceleration. The key idea of our
concept is not to directly accelerate the speed of data process-
ing in the IDS, but rather to intelligently reduce the amount
of input traffic that the IDS must process. Based on a few
basic characteristics some packets are deemed interesting and
selected for processing, while others are discarded. Also, this
selection of packets for processing/discarding is done in such
a controlled way so that negative impacts on IDS detection
abilities are minimized. We expect and experimentally prove
that only a considerably small percentage of all threats on the
network is overlooked this way, while the IDS can operate at
much higher speeds as originally possible.

We present an IDS acceleration based on these assumptions:

1) The packet rate performance of software-based IDS is
limited and insufficient. The IDS is not fast enough to
sufficiently process all of the packets that are transmitted
in a monitored high-speed network, such as 40 Gbps or
100 Gbps Ethernet line.

2) The default packet discarding mechanism is a blind input
buffer overflow that behaves in an effectively random
manner. In an overloaded IDS, incoming packets are
discarded right after they arrive without any chance of
further examination. As a result, a number of threats are
overlooked and remain unreported.

3) The most relevant information regarding security is
present in several packets at the beginning of each
network connection (flow). These packets should be,
therefore, preferred for processing over others, when
IDS becomes overloaded.

4) Basic packet examination can be performed and the
obtained information subsequently used to selectively
discard some of the following packets. Furthermore,
such packet discarding mechanism exists, that lets the
IDS yield a better quality of detection than the default
(blind) discarding. This holds, even though the raw
packet rate of the IDS itself stays unchanged.

5) Majority of the network traffic is carried by a quite small
number of relatively large flows. So, selection of only
a few flows for discarding (bypass) can significantly
reduce input packet rate of IDS.
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In the following text, we basically assume that points (1) and
(2) hold true based on our previous experiences with IDS
deployment (more in section III). The validity of point (5)
has been already shown in several other papers, so we simply
check if this feature is also present in our network data. The
main focus of this paper is placed on thoroughly exploring
and proving points (3) and (4).
The main contribution of this paper is three-fold:

¢ Design of an input acceleration concept (heuristic) that
considerably reduces the amount of data sent to any
general IDS in a controlled and beneficial manner. The
concept idea enables that both software and hardware-
based implementations are possible.

o Examination of real network traffic traces to show that
the overall quality of threat detection remains sufficiently
high even when only short flows and several initial
packets of large flows are observed. In other words,
proving that only a minute fraction of network threats
is present in the latter parts of the connection contents.

« Implementation and experimental evaluation of the pro-
posed informed discarding concept to demonstrate its
effectivity under real network deployment conditions.

II. RELATED WORK

There are several commonly used software implementations
of IDS, which we list here with a brief description. Snort
[1] is an open source software network intrusion detection
and prevention system. It relies heavily on regular expression
matching. Similarly to Snort, L7-filter [2] also operates with
regular expressions. It is a Linux based packet classification
software aiming primarily at application layer (L7) processing.
A software library for application layer traffic processing
called nDPI [3] can serve as an example showing that regular
expression matching alone is not enough. It should be only one
component of a more complex set to form a robust IDS. Bro
[4] is a flexible framework that allows specification of custom
detection rules using its own scripting language. This feature
makes it very powerful, but also rather complex. Suricata [5] is
functionally quite similar to Snort, but supports multithreaded
processing and is, overall, built to achieve higher performance.

Apart from software implementations, there is a large
number of papers proposing partial or full IDS functionality
offload to a hardware accelerator, for example [6], [7], [8].
The most common way of doing that is by converting regular
expressions to an FPGA firmware structure, thus offloading
the time-consuming pattern matching from the CPU. Such
approach poses a disadvantage of lowered flexibility. Most
proposed methods require recompiling of the FPGA firmware
when the regular expression set changes. That may take hours
to complete and meeting FPGA timing constraints is never
guaranteed. Also, advanced techniques like TCP stream re-
assembling are often missing in FPGA-based IDS accelerators,
leaving open back doors for covert attacks. Finally, for IDS
that use more complex threat detection methods than just
pattern matching, such acceleration is of little use.

An example of a more flexible acceleration is provided
by The Shunt system [9]. It is a hardware accelerator that
cab divert a suspicious (interesting) traffic to the software
for further analysis. To this end, it somehow resembles our
work. Of course, our work uses a more powerful accelerator,
resulting in throughput of tens of Gbps, while the Shunt was
demonstrated at only 1 Gbps links. The main differentiation of
our work is that it is much more complete. While the Shunt
paper describes almost exclusively the hardware architecture
and its implementation, we primarily aim to provide analysis
of real network traces together with extensive experimental
results of achieved IDS acceleration. Moreover, we provide
results showing the benefits of a pure software implementation
of our proposed controlled packet discarding method.

Another more sophisticated hardware acceleration concept
is our previous work—Software Defined Monitoring (SDM)
system [10]. It is a hardware accelerator aimed primarily
at flow-based network monitoring. It supports offloading of
NetFlow statistics computation of uninteresting and large flows
into the hardware, while sending packets of short, interesting
and unknown flows to the CPU for a more detailed analysis.
SDM also includes a software controller with easy to use API,
which accepts offload requests from the monitoring (security)
applications and commands the hardware accelerator accord-
ingly. It has been shown to effectively accelerate network flow
measurement up to application layer processing, but no clear
benefits have been demonstrated when used to offload traffic
from more computationally complex IDS.

A research published in [11] proposes a Time Machine con-
cept. This concept exploits the heavy-tailed nature of network
traffic and also assumes that the most relevant information
is present at the beginning of each network flow. But, their
approach aims at a packet capture system which enables
storage of suspicious traffic for later offline (i.e. retrospective)
forensics. Also, the Time Machine system is only controlled
by an IDS and do not in any way accelerates its operation.
That is distinctly different from our proposed concept. We
deal with an online analysis of suspicious traffic and employ
an accelerated pre-filter to directly aid the IDS performance
by reducing the amount of data on its input.

An attempt at creating a high-speed IDS was performed
at Berkeley Lab [12] using Bro. In this approach, the traffic
is distributed to multiple IDS servers by a pair of switches.
To achieve high throughput, five servers with 10 Gbps input
lines each are running Bro in parallel. If some Bro instance
detects a bulk transfer, the switches are set to discard the
subsequent packets of that flow. Therefore, the amount of
input traffic to Bro servers is reduced. Our work is similar
to [12] in that it uses software IDS and a controlled packet
discarding. However, our work aims at achieving similar IDS
performance in a single box deployment. Furthermore, our
paper also focuses on a detailed analysis of the controlled
packet discarding influence on the achieved quality of de-
tection, which is completely missing in [12]. Finally, our
discarding algorithm is much finer and IDS agnostic as it does
not rely solely on the information from the IDS.
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Fig. 1. Percentage of dropped packets and detected events at different speeds.

III. PROOF OF CONCEPT

In this section, we analytically support our claim that
controlled packet discarding results in sufficiently high IDS
detection quality, while IDS can handle traffic at much higher
speeds. For this evaluation, we use unsampled packet data
from one of the lines in our nation-wide network. The captured
PCAP file contains 285 833 947 packets of 8 642744 flows in
over 200 GB of data. It was captured at around 2 Gbps link uti-
lization over a duration of 826 seconds. The traffic is replayed
on its original capture speed. To perform measurements with
higher bandwidths, we still replay the PCAP at the original
speed (to maintain flow timing characteristics), but replicate
each packet several times. To avoid changing flow data, we
deterministically modify each packet’s IP address when repli-
cating, which effectively results in new flows being created. As
an IDS, we choose Suricata [5] because of its affinity to high-
performance multi-threaded implementation. We use 13 642
detection rules from the public EmergingThreats database [13].

To support our claims of insufficient IDS performance or
detection quality for high-speed deployment, we provide some
basic results in Fig. 1. An out-of-the-box version of Suricata
is used. A packet drop rate on its input (blue) and detection
accuracy (red) are measured for different traffic speeds. We can
see that a packet loss of around 10 % is present even at 4 Gbps.
The loss is consistently rising with input speed and at 10 Gbps
it already reaches more than 60 %. For the overall detection
quality of tested IDS at various input speeds and related drop
rates, the 100 % baseline is given by offline (non-discarding)
analysis of the acquired network data. All of the expected
events are reliably detected only at the speed of 2 Gbps. The
presence and increase of uncontrolled packet discarding for
higher speeds causes the percentage of successfully detected
events to drops rapidly. Even at 6 Gbps (40 % drop) only
around 60 % of all events are detected and at the speeds of
10 Gbps and more (above 60 % drop) only fewer than 40 %
of events is detected. Therefore, there is definitely a reason to
utilize some kind of IDS acceleration.

Findings already presented in various papers like [10]
suggest that high-speed network traffic has a heavy-tailed char-
acter of flow (communication) size distribution. The heavy-

Carried packets [%]

0 I I I
103 102 107" 10° 10
The largest of network flows [%]

Fig. 2. Percentage of packets carried by the largest flows on the network.
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tailed character of flow size distribution derived from the
captured PCAP file is shown in Fig. 2. The graph shows the
percentage of all packets carried by the specific portion of
the largest (heaviest) flows from the file. It can be seen that
even 0.1 % of the largest flows carry as many as nearly 60 %
of all packets and 1% carry more than 80 %. The observed
heavy-tailed character of flow sizes has a potentially positive
consequence for an achievable efficiency of the proposed
controlled discarding concept. Even if only a small percentage
of all flows is selected for controlled discarding, processing of
majority of the packets by IDS is still avoided. In other words,
this enables to focus the IDS’s effort primarily to short flows
and several initial packets of larger flows with potential for
considerable benefits in achievable performance.

Fig. 3 shows (in blue) the percentage of packets that have
to be processed by IDS when only the first N packets of
each network flow are analyzed and the rest is discarded
(flows shorter than N are analyzed entirely). The discarding
decision threshold N is shown on the horizontal axis, while
the percentage of packets is drawn in blue, one dot for each
considered value of N. We can see that the first 50 packets
of all flows carry less than 20% of all packets, therefore
the remaining 80 % of packets are found in later packets of
flows larger than 50 packets. These results only confirm the
expected implications of the heavy-tailed character of flow size
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distribution stated in the previous paragraph.

Fig. 3 also shows (in red) the number of events detected
by Suricata when the processing of the input file is reduced
to N initial packets of each flow. The results are shown in
relative form (as a percentage), where the base value (100 %)
was obtained similarly as before—by running Suricata offline
analysis on the original 200 GB file (i. e. N = 00). We can see
that more than 80 % of all security threats are detected even
when only the initial 5 packets of all flows are considered and
more than 90 % when N > 30. Furthermore, with forwarding
of more packets into the IDS (a further increase of ) the
detection rate increases only rather slowly. Therefore, we argue
that if the IDS system is able to process only part of the
network traffic due to insufficient performance, it should focus
primarily on the processing of the first several packets of each
flow and the rest should be preferred for discarding.

A different view of the same data is provided in Fig. 4.
The number of processed packets is divided by the number
of detections for each analyzed value of N. We can see that
by lowering the threshold N, considerably fewer and fewer
packets must be, on average, analyzed to detect a security
threat. Just for comparison, when the whole PCAP file is
processed by Suricata (i. e. N = oo) the value of packets per
detection ratio rises to over 2000. These findings further prove
the conclusion of the previous paragraph, that the IDS can be
tuned to higher detection efficiency under heavy loads by the
controlled preference of initial packets of flows for analysis.

IV. SYSTEM DESIGN

As already mentioned in the Introduction, the design of
our IDS acceleration concept is mainly motivated by the
need to reduce input packet rate to the IDS, while retaining
as much relevant information as possible to maintain high
detection accuracy. Since we assume that the most relevant
information regarding security is present in several packets at
the beginning of a network connection, we design our concept
to drop all packets that follow the first N packets of each
network flow. The value of threshold N can be arbitrarily
altered depending on momentary network situation. Of course,
because of this design choice, the system does not detect
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Fig. 5. Flowchart of packet processing in the proposed IDS acceleration.

attacks which arise after the first N packets of the flow, but
as the analysis results from the previous section have shown,
the number of such attacks is very small (less than 10 % even
for N = 30). Furthermore, the value of N should be set to
oo when IDS is processing input data at sufficient rate and
gradually lowered only to prevent blind buffer overflow as
input traffic volume starts to overwhelm the IDS.

To perform the described decision, a system implementing
the proposed concept must maintain very basic flow statistics.
This requires two main additional modules: packet header
parser and flow cache. Packet header parser is required to
obtain packet header fields that uniquely identify a network
flow. We use the standard five-tuple of IP addresses, port
numbers, and L4 protocol number to identify flows. Network
flow cache is necessary to store and update records of actual
flow lengths. Every incoming packet either creates a new flow
record or increments a size counter in an existing one.

A flowchart of the proposed IDS input system operation
is shown in Fig. 5. Every input packet is firstly parsed and
flow identification fields are extracted. Then the associated
flow record is searched in the flow cache. A new flow record
is created for unknown (not found) flows, packet counter
is incremented for known flows. The packet is dropped if
the counter for appropriate flow exceeds configured threshold
N otherwise, the packet is forwarded to IDS for normal
processing. Furthermore, there is an independent housekeeping
process (not shown in the flowchart) that removes old entries
from the flow cache. It operates with configurable inactive and
active timeout periods of flow records.

This scheme of operation is general and independent on the
particular features of IDS used. It is therefore applicable to any
software IDS for which it is possible to alter the input path.
Since most software IDS employ extensible modular design,
their input modules or plugins are often a convenient place for
the implementation of our acceleration method.
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A. Hardware Accelerated Offload

Utilization of the proposed input system inevitably requires
some additional processing from the CPU, adding to its
total load. To further explore the performance limits of our
approach and achieve even better results, we employ hardware
accelerator that drops unwanted packets before they reach
the CPU. To enable this functionality, both the packet parser
and the network flow cache must be present in the hardware
accelerator, so that the decision whether to drop or pass
packets can be offloaded and made directly by the accelerator.

The updated scheme of system operation with the utilization
of hardware acceleration is shown in Fig. 6. The hardware ac-
celerator (grey blocks) parses packets, searches for appropriate
flow records in its flow cache and drops all matching packets.
Then the software path (white blocks) only passes packets
to IDS and maintains flow records in its software flow cache.
The housekeeping process (not shown) replicates (offloads) the
heavy flow records that exceed configured threshold N from
the software flow cache to the hardware one and also removes
outdated flow records from the software and hardware cache
according to the configured timeouts.

While it would be certainly possible to move the packet
parser and the flow cache to the hardware entirely, we rather
replicate them. The main reason for this decision is to maintain
the flexibility of utilization. By maintaining a software flow
cache, alternative packet discarding mechanisms can be easily
used and fine-tuned. By choosing which flows will be of-
floaded from the software flow cache to the hardware one, the
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Fig. 7. Our hardware accelerated IDS input concept utilizing subset of SDM.

system can, for example, use different discarding thresholds
N for individual traffic types or IP subnets. Also, the packet
parser is typically present in IDS anyway, so that it can be
shared and presents no additional computation load for CPU.
Finally, due to the fact that most of the traffic is discarded
in the hardware, the performance penalty of maintaining a
software flow cache is significantly reduced.

To implement the proposed hardware accelerated version
of our concept, we utilize the Software Defined Monitoring
(SDM) system [10]. Although SDM is primarily designed to
accelerate flow-based network monitoring, a subset of its func-
tionality can be easily utilized also for our IDS acceleration
concept. This utilization is outlined in Fig. 7. SDM uses FPGA
accelerator cards with 10, 40 or 100 Gbps Ethernet interfaces
connected to a host server via PCI Express bus. The SDM
FPGA firmware itself (on the left) already implements capture
of input packets from Ethernet links, hardware packet parser, a
cuckoo hashing based form of flow cache with packet filtering
capabilities, as well as fast DMA transfers with the support
for flow-based traffic distribution among CPU cores, enabling
effortless multi-threaded IDS operation. The hardware flow
cache is realized using on-card QDR memories and has a
total capacity of over 250 000 rules (flows). Because network
traffic has a heavy-tailed character of flow sizes and we want
to offload only the heaviest of the flows, the cache capacity
should not be a very limiting factor. However, if it proves
to be an obstacle, on-chip URAMs can be used to further
enlarge the cache in newer UltraScale+ FPGAs. The SDM
software (on the right) includes mainly the SDM Controller,
which implements software flow cache and presents a simple
C language API for easy integration into existing IDS. As
depicted, only input modules/plugins of accelerated IDS are
communicating with software flow cache of SDM Controller
maintaining its records and requesting offload of selected flows
into hardware cache. The offloading process is optimized for
latency and throughput, the whole hardware cache can be filled
with new records in less than a second. The capacity of the
software flow cache is considerably larger compared to the
hardware one and it can store tens of millions of flow records.

V. EXPERIMENTAL RESULTS

Evaluation of the proposed acceleration concept presented
in this paper uses Suricata IDS [5] running on a commodity
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SuperMicro server with 8 core Intel Xeon E5-2670 CPU
operating at 2.6 GHz and with 64 GB of RAM. The same
200 GB PCAP file with real network traffic that we used for
initial analysis is also used for these experiments.

Three deployment scenarios are evaluated and compared:

o Without acceleration, when Suricata is executed as it
is, without any modifications whatsoever. This creates a
baseline to evaluate acceleration benefits against.

o Software accelerated, where Suricata input software plu-
gins discard packets according to the scheme from Fig.
5, implementing their own software cache.

e Hardware accelerated scenario utilizes SDM to discard
packets according to the scheme from Fig. 6. Input
plugins of Suricata are altered to communicate with SDM
Controller and instruct it to offload selected heavy flows
(flows that exceed configured V) into the hardware cache.

In both software and hardware accelerated versions, the value
of offload threshold NN is hand-picked and optimized to obtain
the best results. We assume that in a real deployment, IV can be
automatically adjusted on the fly by the SDM system to adapt
to changing network traffic characteristics as already shown
in [10]. Basic idea is to lower the value of NV (i.e. offloading
more) whenever an input buffer overflow (blind discard) is
detected and raise it again (i.e. offloading less) when the input
traffic rate drops. The threshold adaptation must also consider
the current load of the hardware flow cache, which has a
limited size. For the best offload ratio, it is advantageous to
keep the flow cache nearly full of active records. On the other
hand, to maximize the quality of detection we want to forward
as many packets to the IDS as it can handle.

A. Complete Ruleset Detection

In the first experiment, we test Suricata with all of the
13642 rules from the EmergingThreats database [13] (the
same as in section III). This configuration enables the most
detailed and precise threat detection but it is also extremely
demanding on consumed CPU performance per packet.

Fig. 8 shows packet drop rates for each of the tested
scenarios. For non-accelerated version (blue), Suricata starts
uncontrolled packet drops at input rate between 2 and 4 Gbps.
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For software accelerated version (orange), the software input
plugin actively performs controlled packet discarding reducing
the load of the tested IDS (orange dotted line), which signifi-
cantly helps in reducing uncontrolled packet drops at the input
(shown as the decline of the solid orange line from the 100 %
edge). The limited CPU performance forces the system to start
dropping packets uncontrollably at input rate between 6 and
8 Gbps. With the hardware acceleration, most of the packets
never even arrive at the CPU. This is shown as the dotted
red line with circles in the graph—CPU (software IDS) needs
to process only around 30% of all packets at high speeds
(maximum acceleration rate). At the input speed of around
10 Gbps, the rate of packets passed by the accelerator to the
CPU becomes still too high to process, and uncontrollable
discarding occurs. Further reducing the rate of packets that are
sent to the CPU (increasing the controlled packet discarding)
would require lowering of the threshold N to extremely low
values. That, however, was not possible, because the hardware
flow cache size of SDM implementation is limited to around
250000 items (flows). Furthermore, reduction of N below
a certain point itself can also considerably lower detection
quality of IDS (see the left side of Fig. 3).

More important numbers are shown in Fig. 9, which plots
the percentage of detected events, related to the 100 % baseline
given by offline (non-discarding) analysis of the used PCAP
file. This ultimately represents the detection quality of tested
IDS for given input rate. Only for the speed of 2 Gbps, when
no packets are dropped, all events present in the input data
are detected by non-accelerated version (blue). The percentage
of all events detected in all scenarios lowers rapidly as the
uncontrolled packet drops shown in the previous graph rises.
However, the increase in controlled discarding, present in both
accelerated versions (orange and red), causes only a moderate
decline of detection quality.

With the controlled discarding, the system maintains good
detection quality for much higher input packet rate. In hard-
ware accelerated scenario (red), the detection rate drops under
80% only at speeds higher than 12Gbps, while without
acceleration (blue) this drop occurs right after 4 Gbps mark
(3% sooner). From a different perspective, the detection quality



of Suricata IDS is enhanced up to 2 or 3x by the proposed
hardware acceleration at higher input speeds.

Furthermore, it is worth noting that for 2 Gbps input rate, the
software accelerated version still performed some controlled
discarding, which reduced detection quality. In hardware ac-
celerated scenario, we employed on the fly accommodation of
decision threshold N to higher values for lower speeds based
on actual CPU load (note that red dotted line follows blue line
in Fig. 8). That is why the hardware accelerated version can
reach 100 % detection rate when the system is not overloaded.
To further show the benefit of the threshold accommodation,
the software accelerated version was left to discard packets
unnecessarily even at lower data rates (steady orange dotted
line in Fig. 8). This is exactly why the detection rate is lower
(only 90 %) even at low input rates. In a real deployment, this
configuration can easily be avoided. We also want to point out
the fact that in the accelerated versions, only a small portion
of packets is actually sent to Suricata for processing (dotted
lines in Fig. 8). The detection quality remains still considerably
high—around 90 % —due to the increased IDS efficiency, as
already predicted by Fig. 4 in section III.

Now we return back to our assumption number 4) from
the Introduction and use Fig. 10 to supports its claim. Each
measured value from the previous experiment is drawn as one
point in the (processed packets x detected events) space. For
unaccelerated version (blue), we can see a strong linear corre-
lation (blue dotted line), which supports our initial assumption
that uncontrolled discarding is effectively random. This is also
our baseline since it represents the default IDS deployment use
case. With the hardware accelerated (controlled discarding)
version (red), all our measured points are above the baseline,
which means that for a given amount of packets processed
by the IDS, more events were detected. Note that darker red
dots are from measurements at highest speeds, which are
negatively influenced by blind discarding. Theoretical data
from our analysis in section III are shown as the dotted red
line. The reason for the measured data being slightly worse is
that there is a small latency in installing packet discarding rules
to the SDM hardware. Therefore, the accelerator sometimes
lets more than N packets in, which causes the difference
between the model and our implementation.

B. Malware Detection

In real network deployments of IDS, it is common to select
only a specific subset of available detection rules to focus
only on the most critical threats or relevant threats [14],
[15]. In the wake of recent massive outbreaks of malware
infections, especially ransomware like WannaCry or Petya
[16], we focused on malware detection rules here. This way,
we select a total of 967 malware oriented rules from the
original 13 642. As a result, virtually all reported events are
only of ET MALWARE type while other (previously more
prevalent) types like ET SCAN, ET DOS or ET POLICY are
not detected. With smaller ruleset used in Suricata, a reduction
in CPU performance demands per packet is expected to lead
to higher achievable speeds.

100
80
S
[2]
€ 60
9]
>
[
el H
[} i
g v
© H
o
20 ‘ """""""" @ Blind discarding (measurement) | |
R Blind baseline interpolation
........ @® Accelerated measurements
---------------- Informed discarding (analysis)
0 I I I I I I I I I
0 10 20 30 40 50 60 70 80 90 100
Software processed packets [%]
Fig. 10. The relation between processed packets and detected events.
100
80
S
i)
2L 60
o
<
a
el
3
o 40F
Q
8
o —&— Without acceleration
20l Software accelerated
Software accelerated (Suricata processing)
—&—Hardware accelerated
@ Hardware accelerated (Suricata processing)
0 I I I I I I I I I I
8 10 12 14 16 18 20 22 24 26 28 30
Input speed [Gbps]
Fig. 11. Percentage of packets processed for different speeds (small ruleset).

Fig. 11 shows packet drop rates for each of the tested scenar-
ios with the smaller ruleset. For non-accelerated version (blue),
Suricata starts uncontrolled packet drops at input rate between
10 and 12 Gbps. For accelerated versions the speeds are higher,
the software version starts dropping packets uncontrollably at
input rate between 16 and 18 Gbps and hardware version starts
only at around 20 Gbps. These numbers show that reduced
ruleset enables Suricata to reach speeds about 10 Gbps higher
as in the previous experiment, while other basic characteristics
of these graphs remain the same.

More important numbers are shown in Fig. 12, which again
plots the percentage of detected events, related to the 100 %
baseline obtained from the offline analysis. For the speeds of
up to 10Gbps, when no packets are dropped, all expected
events are detected by non-accelerated version (blue). The
percentage of all events detected in all scenarios lowers even
more rapidly as before with the rise of uncontrolled packet
drops shown in the previous graph. And again, even the high
rate of controlled discarding, causes only a rather slow drop in
detection quality —detection quality drops under 80 % 2 later.
At the highest input rates, detection capabilities are enhanced
up to 2 or 3x compared to non-accelerated version.

Interesting information can be seen from Fig. 13. Again
each measured value from this experiment is drawn as a
point in the (processed packets x detected events) space. For
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unaccelerated version (blue), a strong exponential baseline
correlation (blue dotted line) is now present instead of linear.
This further favors the use of acceleration for IDS, as blind
discarding has an even worse impact on malware detection
rate as on general detections. The exponential correlation here
is due to the common need to process multiple subsequent
packets of a flow in order to detect a single malware threat.
Loss of even one of these packets often leads to failed
detection. Theoretical data from an offline PCAP analysis
are shown as the dotted red line. Here, the detection rate
is even more dependent on the first packets from flows
as in the first experiment—all detections occurred between
the 4th and 10th packets of all flows. Hardware accelerated
(controlled discarding) version (red) again shows that all our
measured points are well above the baseline, even the darker
red dots representing measurements at highest speeds, which
are significantly negatively influenced by blind discarding.

VI. CONCLUSION

We have designed and tested a new concept of Intrusion De-
tection System acceleration based on a controlled (informed)
reduction of incoming traffic while retaining sufficiently good
overall threat detection capabilities. Based on the analysis
results showing that the first packets of network flows are
the most important for security detections, in our concept, we

propose to drop all packets that follow the first NV packets of
each network flow, where the value of IV is optimized on-
the-fly based on current IDS load. In other words, if an IDS
is overloaded and have to skip processing of some packets,
we propose a system for informed selection of which packets
to skip (ends of heavy flows) instead of reliance on random
buffer overflow mechanism. The proposed concept can be
implemented as a pure software system, but can also take
advantage of hardware acceleration to achieve even higher IDS
speed up. Furthermore, the concept is general enough to be
deployable with any software based IDS.

In this paper, we use Suricata IDS for experimental test-
ing on captured data from a real high-speed network. We
have tested two basic configurations of Suricata—full ruleset
(13642 rules) and smaller ruleset optimized for malware
detections (967 rules). Achieved experimental results conclu-
sively show that our proposed form of informed discarding is
considerably better compared to default blind buffer overflow.
Utilizing our acceleration concept, we are able to achieve pro-
cessing of 2 or 3 x higher input link speeds compared to non-
accelerated IDS, while high detection quality is maintained. Or
from a different point of view, our acceleration enables the IDS
to detect up to 3x more events at given high-load compared
to deployment without acceleration.
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ABSTRACT

Routing loops can harm network operation. Existing loop detection
mechanisms, including mirroring packets, storing state on switches,
or encoding the path onto packets, impose significant overheads on
either the switches or the network.

We present Unroller, a solution that enables real-time identifi-
cation of routing loops in the data plane with minimal overheads.
Our algorithms encode a varying fixed-size subset of the traversed
path on each packet. That way, our overhead is independent of
the path length, while we can detect the loop once the packet re-
turns to some encoded switch. We implemented Unroller in P4
and compiled into three different FPGA targets. We then compared
it against state-of-the-art solutions on real WAN and data center
topologies and show that it requires from 6x to 100x fewer bits
added to packets than existing methods.
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1 INTRODUCTION

Real-time detection of traffic loops is essential for the performance
of today’s networks. Unidentified loops may lead to losses, which
in turn increase the tail latency [14]. Also, packet losses due to
traffic loops are often interpreted as a signal of congestion, e.g.,
in TCP, leading to a reduction in throughput [1]. As an example,
in a production cluster of 2500 switches, Microsoft reported that
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Figure 1: Unroller in action: each packet stores the minimal switch ID
seen and resets the stored ID after each phase. When a packet reaches
the switch with the stored ID, the loop is reported.

traffic trapped in routing loops led to a significant increase in overall
traffic [29]. Also, it has been demonstrated that the portion of traffic
not caught in the loop but sharing some of the affected links can
be severely affected in terms of delay and jitter [14]. Finally, loops
are one of the main causes for routing instability which can affect
performance on the network as a whole [10, 25, 26]

Advanced approaches to loop detection include storing state on
switches [19, 24] or mirroring just selected packet header fields [9,
13]. The former leads to significant overhead on switch memory,
while the latter leads to significant overhead on the network. Both
aspects are important, as the scarce switch SRAM memory can be
instead used for ACL rules or customized forwarding [23], while
excessive control traffic can have prohibitive data collection over-
heads [21]. Lately, the recent advances of programmable switches [5]
has opened the opportunity to tackle the routing loop detection prob-
lem by storing path information directly on packets. For example,
the in-network telemetry (INT) [11] allows each switch to put its ID
on a packet as it passes by. As a consequence, if a switch sees its
own ID on an incoming packet, it can conclude the existence of a
routing loop and take appropriate action, e.g., report and reroute the
packet. This simple solution suffers from an important drawback:
storing the full path information on a packet takes significant header
space. For a path of six hops, for example, we need 32 Bytes (8
Byte INT header and 4 Byte switch ID for each hop) [11], which is
an overhead of 3.2% for packets with an average size of 1 KBytes.
While a reduced overhead can be obtained for specific data center
topologies [27], a more generic approach is needed when dealing
with any arbitrary big topology.

In this paper, we design Unroller, a solution that enables real-time
identification of traffic loops while keeping low overhead on both
network and switches. The idea is to store within each packet only a
subset of the path taken, even a single switch ID, while guaranteeing
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that a routing loop can be identified in a bounded number of hops.
This is possible by dividing the path of a packet in phases, i.e., con-
secutive series of hops, that increases exponentially, i.e., 1,2,4,38, . . ..
Every time a switch processes a new packet, it is allowed to store its
ID only if it is smaller than the one currently stored into the packet
or if we are at the beginning of a new phase. Intuitively, not too long
after reaching the loop, the packet will enter a phase that is long
enough to reach again the last switch that has updated its ID on the
packet (see Figure 1). We evaluate Unroller against state-of-the-art
solutions using real WAN and data center topologies. We show that,
although storing only partial information into packets might intro-
duce errors, the probability of falsely reporting a loop is negligible
in practice. Furthermore, our solution requires from 6x to 100x less
bits added to packets than existing methods.
In summary, the main contributions of this paper are:

e We present Unroller, a novel solution that enables real-time iden-
tification of routing loops in the data plane by storing information
on packets.

e We evaluate Unroller on a number of real WAN and data center

topologies. We also implement our solution in P4 and compile

into three different FPGA targets.

We analyze Unroller and rigorously prove performance bounds.

We open source our code: https://github.com/kucejan/unroller.

2 DESIGN SPACE

Past proposals can be classified into three main categories depending
on how they handle the information needed for detecting loops; (1)
keep flow state at switches; (2) mirror information at switches; or
(3) keep information on packets.

Storing flow information at switches [18, 24] and periodically
exporting the information to a collector can put too much pressure
on the switch hardware. Indeed, keeping state for a large number
of active flows (e.g., up to 100K [22]) is by itself challenging with
limited switch space (e.g., 100 MB [20]). Moreover, space is at a
premium because operators need the memory for more essential
control functions such as ACL rules, customized forwarding [23],
and other network functions and applications [16, 20]. The advantage
of storing information on switches is the low network overhead; we
only need to occasionally export the switches’ state for analysis and
can avoid using excessive control bandwidth.

Mirroring information at switches upon a packet arrival [13] or
after a given timeout [9] creates significant scalability concerns for
both trace collection and analysis. The traffic in a large-scale data
center network equipped with hundreds of thousands of servers
can introduce terabits of traffic [12, 22]. Assuming a CPU core
can process tracing traffic at 10 Gbps, on the order of thousands
of CPU cores would be required for trace analysis [29], which is
prohibitively expensive.

Finally, a third set of solutions propose to keep information on
packets [11, 15, 27]. Specifically both INT [11] and Tiny Program
Packets [15] suggest a mechanism for each switch to record their ID
in the incoming packet. This allows rapid detection of loops in the
data plane! at the cost of a per packet overhead that grows linearly
with the network diameter, i.e, the ID is encoded in 4B and 2B for

UIf a switch receives a packet with its ID already stored, then most likely the packet has
entered in a loop.
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Table 1: Comparisons of Unroller and the state-of-the-art solutions for
routing loop detection.

Type Solution ‘ Real Switch ‘ Network
Time | Overhead | Overhead

On-switch State g:s\;l};d_rarralcle? [24] X high low
NetSight [13]

Header Mirroring | Everflow [29] X low high
Trajectory Samp. [9]

Full Path Encoding INT [11] R
TPP [15] v low high

on Packets PathDump [27]

Partial Encoding | Unroller v low low

INT and TPP respectively. With Pathdump [27], the authors instead
enable on-line routing loop detection by leveraging the fact that
commodity SDN switches can recognize only two VLAN tags in
hardware. With this in mind, they consider only scenarios where
a third VLAN tag only arises in the presence of a loop, and when
an attempt is made to add a third tag, the switch CPU is invoked to
manage the loop detection.

A last key classification for such algorithms is whether they can
detect a loop in real time: while a packet is in flight. Real-time
detection of loops enables (1) selective reporting: let the packet
traverse the loop again to record the identifiers of the participating
switches; and (2) active rerouting: forward the packet to a different
port in an attempt to avoid packet loss. All existing solutions are
either unable to detect loops in real time or have a packet overhead
that is linear in the number of hops, as presented in Table 1. Given
the design space with the trade-offs current solutions face, in this
paper, we answer the following question:

Can we design an algorithm that detects routing loops at
real time, in the data plane, while keeping low switch and
network overheads?

‘We show that this is possible with Unroller, a technique to encode
only a small subset, e.g., a single identifier, of the switches ID along
the path, while guaranteeing detection in a bounded number of hops.

3 UNROLLER

One possible approach to detect loops by encoding information
onto packets is to store the identifier of all switches that the packet
traverses. This is how INT would handle this task. When a switch
receives a packet, it checks if it is on the packet’s list and, if so, re-
ports a loop. As previously discussed, this generally adds significant
bandwidth overhead and should be avoided.

A possible alternative is to store a Bloom filter which encodes
the set of visited switches. Intuitively, we can hold a compressed
representation of the path and save bandwidth at the cost of false
positives. As before, once a switch is reported as positive by the filter,
we report a loop. This Bloom filter solution must deal with false
positives, but it remains wasteful even without that issue. Intuitively,
there is no need to remember all switches on the loop, but only
some switch on the loop. If a packet stores the same switch ID while
traversing the entire loop, we can report the loop when we see the
repeated switch ID. Let us first assume that the packet’s first hop is
already part of the loop. In this case, we can record on the packet
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Table 2: List of symbols and notations.

‘ Symbol ‘ Definition

The number of hops before the loop.

The number of switches in the loop.

The number of hops before reaching a switch twice (B+L).
The phase growth base; the i’th phase lasts for b’ hops.
The Unroller bit-overhead on each packet.

The number of switch IDs encoded into packets.

The number of hash functions used on each switch ID.
The threshold for reporting a loop.

FToa oxNw

the minimum switch ID that it has seen. We are guaranteed to detect
the loop after two iterations through the loop; the minimal switch

is recorded in the first loop and observed again in the second loop.

The problem becomes a bit more complicated when there could be
a path of switches the packet traverses before reaching the loop. In
this case, the above approach would fail when the minimal identifier

appears on the path leading to the loop rather than the loop itself.

We suggest the following solution (Table 2 summarizes the notation
used in this paper).

Let B be the number of hops before the loop and L be the number
of switches in the loop. Notice that any algorithm would require the
packet to traverse X = B + L hops before reaching some switch for
the second time, which gives a lower bound on the number of hops
required for detection. We now show a deterministic algorithm that
stores a single switch ID, has no false positives, and finds the loop
after at most 4.67X hops (without knowing B or L). As before, we
keep the minimum identifier we have seen, but now we occasionally
reset the identifier as though we are restarting, and we gradually
increase the resetting intervals.

Our algorithm has a parameter b that determines how aggressively
we increase the resetting intervals. The execution takes place in
phases so that at the end of each phase, we reset the stored identifier;
the i’th phase lasts for b’ hops. We prove that after no more than
2bL -

b-1

1
(2L—1)+max{ ,bB+1} <4.67X

hops (the inequality holds for b = 4), the packet reaches a switch

that can report the loop. If the switches can perform floating point
operations, or if we can compute |_biJ for non-integer b using a
lookup table, it is possible to optimize the ratio further.

THEOREM 1. Our algorithm identifies the loop after at most
(2L - 1) + max {sz—l

= ,bB + 1} hops at the worst case.

We split the proof of the theorem into three simple lemmas.

LEMMA 2. After at most ZI;L_II hops, we get to a phase that lasts

at least 2L hops.

PROOF. Let us first denote by p the first phase number that lasts
for at least 2L hops. Observe that p = |—logl7 2L]; the number of hops
until we reach this phase is then

p-1
Qb=
i=0

LEMMA 3. After at most bB + 1 hops, the stored ID is from a
switch on the loop.

bP —1
b-1

<ZhL—l o
S5

PROOF. We know that after B hops the packet reaches the loop.

We want to show that, once the packet reaches the first switch in the
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loop, after at most (b—1)B+ 1 additional hops the phase ends and the
identifier resets, at which point the stored ID will be from a switch
on the loop. Since the previous phase (if one exists) before reaching
the first switch in the loop cannot last more than B hops, it follows
that the current one must end within b - B hops. A slightly tighter
analysis shows that it actually ends within (b — 1)B + 1 additional
hops. Denote the phase number when we reach the first switch on
the loop by p. By the end of this phase, the stored ID will be from a
switch in the loop. We have that

-1 B3

= b' < B,

and thus p < log; (B(b — 1) + 1). As the current phase is of length
bP . the lemma follows. O

LEMMA 4. If at the start of a phase the stored identifier is from
a switch on the loop and the phase lasts at least 2L — 1 hops, then
we terminate after at most 2L — 1 hops.

PROOF. Let v be the switch with the smallest ID in the loop.
From (1) and (2) it follows that (i) the packet has already reached
the loop, (ii) that the ID that is stored of a node in the loop and that
(iii) the phase is long enough; after at most L — 1 hops the packet
reaches v and thereafter does not change the stored identifier. After
another L hops it reaches v again and the loop is reported. O

3.1 Lower Bound

Our algorithm only guarantees detection after 4.67X hops. An in-
teresting question is what is the minimal number of hops required
for loop detection by an algorithm that stores a single identifier? As
we now state, deferring the details to Appendix A, any deterministic
algorithm that does not assume knowledge of B requires at least
~ 3.73X hops detection time. This shows that our approach is not
far from optimal for deterministic algorithms.

THEOREM 5. Any deterministic loop detection algorithm that
stores a single identifier requires at least 3.73X - (1 — o(1)) hops for
detection in the worst case.

3.2 Average Case Analysis

The above analysis shows that we require at most 4.67 times as many
hops to report a loop than the costly algorithm that stores the entire
path. This analysis holds at the worst case, but it is also useful to
analyze the average case. For reasoning about the average case, we
require that the switch IDs will be random so that each switch has
the same probability of holding the smallest ID. If this is not the
case, we can use hashed switch IDs for the algorithm; these may
introduce false positives (similar to the Bloom filter algorithm), but
the trade-off between overhead to error is much more favorable in
our algorithm. Alternatively, we may consider a random permutation
on the switch identifiers that is known to all switches. We have no
false negatives and all loops are still guaranteed to be reported. We
show here that in the average case, the loop is detected after at most
3X hops, when b = 3. There are three cases to consider, depending
on the length, denoted g, of the first phase that begins on the loop
with length at least L.

If g = (1 + )L for some 0 < a < 1, then up to this phase, by our
previous analysis, the packet has traversed at most (g — 1)/(b — 1)
hops. In this phase, since the switch with the minimal identifier
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is equally likely to be any on the loop, we hit the switch with the
minimal identifier twice with probability @, and in this case, the
expected number of additional hops is (1 + a/2)L. If the switch with
the minimal identifier is not hit twice in this phase, which occurs
with probability (1 — «), it will be hit twice in the next phase, after an
expected (1+a)L + (1+(1—a)/2)L hops. Overall, the total expected
number of hops is at most
)=+

a? (1-a)
2 2
For b = 3, this expression is at most 3L.

If 2L < g < bL, then the loop will be found in this phase, after
an expected 3L/2 hops. Up to this point, the packet has traversed
at most bL/(b — 1) hops, which is also 3L/2 when b = 3, giving an
overall count of at most 3L hops.

If ¢ > bL, then the previous phase was at least L hops but
did not start on the loop. In this case, we have traversed at most
bB + 1 hops, and B is at least L/(b — 1). The loop will be found
in this phase, after an expected 3L/2 hops. In this case, X is at
least B + L, and the expected number of hops to find the loop
is at most bB + 1 + 1.5L < 3X.

For b = 3, in all cases, we have shown that after at most 3X hops
we identify the loop, and this is the best choice for b for the average
case analysis. The average case analysis provides a different bound
than the lower bound for the worst-case analysis, and uses a different
choice of b than our best upper bound for the worst-case analysis.

1+a
b-1

1+a

L +
b-1

+2.57a).

3.3 Reducing the Per-Packet Overhead

The above algorithms suggest storing a switch identifier on each
packet. However, in some cases, the identifiers may be large and
pose an undesirable overhead. In such cases we propose to hash
the switch identifiers into z bits. That is, instead of storing a switch
identifier, Unroller will encode its smaller hash onto the packet. This
reduces the number of bits added to each packet but introduces false
positives as two switches not on a loop, but simply on the path, may
have the same hash.

We propose a simple counting technique that exponentially re-
duces the probability of false positives. We add a small counter
that tracks the number of times we have seen a switch whose hash
matches the one on the packet. Once the counter reaches a prede-
termined threshold of Th, we report the loop. If there is a loop, the
counter eventually reaches Th; if there is no loop, a false positive
now requires Th switches on the path to have the same hash, which
is much more unlikely. This solution requires an additional {log2 Th]
bits per packetz, but significantly reduces the chance of false report-
ing. For example, on a path of length 20 hops, with Th = 4, z = 7,
and b = 4, the chance of false positives is lower than 107 while
using (7 + 2) bits of overhead per packet. Therefore, we can run with
only a few false positives while reducing the overhead by 72%. We
note that using Th > 1 does not come for free as it increases the
number of hops required for detection (namely, by (Th — 1) - L hops).

3.4 Trading Bandwidth for Convergence
So far, we have allowed the algorithm to store a single identifier.
As we saw, this allows us to derive algorithms that are 3-4.67 times

2We do not need to encode the value Th but report the hop that sees a hash match when
the counter equals Th-1.
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Table 3: Parameters encoded

used by our algorithm.

in the packets’ header being

‘ Values encoded in packet headers

Xcnt> | The current number of visited hops of the packet along its path.
SWi;4s[l | The array of the current switch IDs seen.
Thcn: | The current value of the threshold counter.

slower than the X hops lower bound (which assumes no bandwidth
constraints). A natural question is whether we can get faster detection
if we allow storing more than one identifier but not the entire path.
The main drawback of storing just one identifier is that we had to
balance the rate in which we increase the reset time (the parameter b)
in a way that we do not lose much when B > L but also when L > B.
In Appendix B, we explore how to use multiple identifiers on
packets to reduce the expected number of hops required for detection.
Specifically, we show that by using H hash functions and storing
¢ identifiers for each (a total of ¢ - H identifiers), we can reduce
significantly the number of hops. Intuitively, using multiple hashes
allows different switches to have “minimum IDs” with respect to
some hash function while each of the c identifier stored for a hash
function tracks the minimum only on a 1/c-fraction of the phase.

3.5 Discussion

Here, we discuss the importance of phases and the trade-off associ-
ated with the identification of the switches involved in the loop.

Importance of switch ID resetting. Let us assume a variant of
Unroller where each switch inserts its ID, with a set probability,
only if the incoming packet does not already carry the maximum
number of IDs. This solution works well when the packet’s first
hop is already part of the loop. If, however, the packet encounters a
number of hops before the loop, this solution might introduce false
negatives when only the pre-loop IDs are stored within the packet.
By introducing phases in the algorithm, we force the values already
stored within the packet to be overwritten at times, thus avoiding
this problem.

Identification of switches involved in a loop. There is an obvious
trade-off between the detection of the loop and the additional iden-
tification of all the switches involved. Directly recording as many
IDs as possible into packets aids the discovery of network elements
involved in the loop. However, this comes at the cost of additional
overhead on packets, which leads, in normal conditions, to undesired
effects on network performance [3]. With Unroller, we opted for a
lightweight mechanism to detect loops. Once a loop is identified it
is possible, for example, to tag the packet to collect the involved
switch IDs and send a report for analysis.

4 IMPLEMENTATION

We implemented Unroller using the P44 language [8] and compiled
on a software target BMv2 [7], and three FPGA based targets using
the P4-To-VHDL compiler [4].

P4 implementation. The core of Unroller is implemented in 60
lines of code. The implementation consists of a single control block
applied at the ingress pipeline. The input program parameters are
b, z, ¢, H and Th (Table 2). Additionally, Unroller requires extra

3In cases where the hop number can be inferred from the TTL (e.g., see [2, 3]), we can
avoid storing X, and reduce the bit overhead.
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Table 4: Architecture HW resources utilization results.
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Table 5: Unroller vs. state-of-the-art solutions on real topologies.

[ Platform | LUTs [ REGs [ BRAM | Frequency |
Virtex 7 26234 (7.23 %) | 29944 (4.13 %) | 396kb (1.17 %) 224 MHz
Virtex US+ | 26221 (7.23 %) | 30520 (4.21 %) | 684kb (2.02%) | 225MHz
Stratix 10 21917 (1.17%) | 45907 (1.22%) | 301 kb (0.12 %) 189 MHz

information being carried on each packet, as summarized in Table 3.
Observe that X.,,; requires at most 8 bits 3, SW; 4[] takes ¢ - H - z
bits, while Th¢p; only needs log, Th bits Here, we assume that
each switch has an unique identifier, stored in a register alongside
all the aforementioned configuration parameters. No match-action
tables are needed. All the logic fits in a single apply section of
the control block. Specifically, for each incoming packet, we (1)
read the configuration parameters from the registers and increment
Xents (2) evaluate the hash functions to randomize the switch ID;
(3) check if one of the IDs (SWy[]) stored within the packet have
to be updated; (4) drop the packet and inform the controller when a
loop is identified. Unroller updates the IDs list present in the packet
header only if either there is space for a new value, the current switch
has an ID smaller than the one currently stored in the list, or if the
packet enters a new phase. This is the case when the X,; counter
stored within the incoming packet is equal to a power of the phase
growth base b. Fortunately, for b = 2 or b = 4, this operation can
be performed using standard bitwise checks. The,; counter tracks
the number of times the packet has seen a switch whose ID matches
one of the stored values in the list. Once the counter reaches a
predetermined threshold of Th — 1, a loop is reported.

Compiling Unroller to programmable switches. We compiled Un-
roller on the P4 software switch target based on the behavioral model
(BMv2). Here, the main constraint is the number and pattern of ac-
cesses to on-chip registers [20]. To reduce the number of operations,
we used a 256-sized lookup table that records, for each possible
Xent, whether it is the start of a new phase. Alternatively, it is possi-
ble to store pre-hashed identifiers into registers, to reduce the number
of hash operations. Unroller requires two pipeline stages, uses mini-
mal resources, and does not store any per-flow state in the switch.
Furthermore, if the set phase growth base b is not a power of two, a
lookup table is necessary for determining the packet’s phase. This is
because specific operations such as division or power evaluation are
not natively supported by hardware.

Compiling Unroller to FPGAs. We used the P4-To-VHDL com-
piler to port the produced P4 code to different FPGA chips. This was
not a one-step process as the original code needed a few adaptations
to meet FPGA timing constraints. Specifically, the compiler allows
calling actions that manipulate packets only from a match-action ta-
ble and not directly from a control block. Because of this, we added a
dummy match-action table with a single default action uncondition-
ally manipulating the packet. We compiled the Unroller logic into
three different FPGA-based targets supporting 100GbE ports: Xilinx
Virtex 7 (model XCVHS580T), Xilinx UltraScale+ (model XCVU7P)
and Intel Stratix 10 (model 1SG280HU). Table 4 shows the chip
occupancy and the maximum frequency for all the platforms. Here,
we can see that Unroller logic is lightweight, requiring less than
8% of chip resources. Since the synthesized architectures are fully
pipelined, i.e., capable of processing a new packet every clock cycle,
the frequency can be directly correlated with the maximum achiev-
able throughput: ~220 Mpps for Xilinx devices, and ~190 Mpps for
the Intel platform. This is more than 100 Gbps for minimum-sized
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#of Dia- PathDump || Bloom filter Unroller
Topology Nodes meter Overhead Overhead Avg Time | Overhead
(bits) (bits) (#hops/X) (bits)
Stanford 16 2 X 171 1.74 25
BellSouth 51 7 X 189 1.56 25
GEANT 40 8 X 608 2.13 27
ATT-NA 25 5 X 608 2.15 27
UsCarrier 158 35 X 2466 2.47 28
FatTree4 20 4 64 414 1.73 28

Ethernet packets. Given the targets are dimensioned for 100GbE
processing, we can fairly state that Unroller logic does not introduce
any throughput degradation.

5 EVALUATION

We evaluated Unroller with a Python simulator that generates paths
based on the required number of hops before entering a loop (B)
and the number of hops comprising the loop itself (L). Unless oth-
erwise stated, each data point reflects 3M runs. Switch identifiers
are randomly generated 32-bit numbers, and the default Unroller
configuration parameters are b = 4 phase base, ¢ = 1, H = 1
(one hash function) and Th = 1 reporting threshold (see Table 2
for notation description).

Comparing Unroller to state-of-the-art solutions. Here we used
several real topologies, with different sizes, spanning from WAN to
data centers [17, 28]. We compared the loop detection capabilities
of Unroller against state-of-the-art solutions that work in real time:
(1) PathDump [27] and (2) an especially crafted approach that adds
a Bloom Filter into packets to store switch IDs. The former adds a
fixed overhead on each packet, i.e., 64 bits, and does not experience
false positives, but can only be applied to a very limited set of topolo-
gies [27], e.g., FatTree and VL2. By employing a probabilistic data
structure to store switch IDs, the latter can introduce false positives,
as Unroller does. To compare both solutions fairly, we randomly
picked two nodes in each considered topology and selected a shortest
path between them. Out of all possible loops that intersect with that
path, we picked one uniformly at random. We then measured, over
3M runs, the minimum overhead (in bits) needed in each packet
so that no false positives were reported. Table 5 shows the results.
Unroller can detect loops, without experiencing any false positives,
using a very small packet overhead. Depending on the topology, our
solution requires from 6x to 100x fewer bits than the Bloom Filter
counterpart. This comes at the expense of detection speed: while the
Bloom Filter can identify a loop as soon as a switch is hit twice by
the same packet, Unroller might require one or two extra passes over
the loop, as reported in the Avg Time column in Table 5. INT would
require packets to store an increasing number of switch IDs at each
hop, making this approach more expensive (in terms of per-packet
bit overhead) than those previously discussed.

Sensitivity analysis. Here, we aim at assessing how the different pa-
rameters introduced in this paper (see Table 2) might affect Unroller
performance. Unless otherwise stated, the adopted default values are
the following: B = 5 hops before the loop, L = 20 loop hops, z = 32
bits per packet, ¢ = 1, H = 1 (one hash function) and Th = 1 report-
ing threshold. We first evaluate the average detection time, measured
as the ratio between the number of hops required for detection and
the X = B + L hops lower bound. This time is affected by the loop
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length L when storing only a single full switch ID in each packet.

Figure 2 shows the relationship when varying the b parameter. The
smaller the value of b, the more aggressively Unroller resets the
switch ID stored in the packet, causing an increase of the average
detection time. Figure 3 shows the impact of B when b is fixed to 4.
Here, the average detection time increases when B decreases. This is
the effect of the resetting interval mechanism.

In Figure 4, we fixed b = 4 and B = 5 and studied the effect on
the average detection time of partitioning each phase into ¢ chunks
and randomizing the switch ID using H hash functions. Specifically,
we stored ¢ - H hashed switch identifiers into each packet. All of the
stored IDs are compared to the current switch identifier, and a loop
is reported if a match is found. Clearly, the more chunks and hashes
used, the better it is for the average detection time. Figures 5(a)
and 5(b) show in more details the individual impact of parameters
c and H to the detection time. We can see that the improvement
is greater when we are increasing the number of chunks ¢ when
compared to increasing the number of hashed switch identifiers H.
This means that Unroller is more sensitive to the number of chunks
rather than the number of hash functions.

Although storing multiple identifiers in the packet (¢ > 1 or H >
1) improves the average loop detection time, it also imposes a bigger
overhead on each packet. Thus, we analyzed the extension of the
algorithm, which reduces the per-packet overhead by compressing
the switch identifiers into z-bit values. This practice, however, may
introduce false positives. We test using a path length of 20 hops,
with B = 20 and L = 0. As the adopted path does not contain loops,
any reported loop by Unroller is a false positive. Figure 6(a) depicts

Figure 3: Detection time varying L and B.
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Figure 4: Detection time varying L and c, H.
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the effect of the compression over the false positives when varying ¢
and H and keeping the hash width z. Partitioning of phases (¢ > 0)
or storing more hashed identifiers (H > 0), if combined with the
compression, increases the false positive rate but leads to faster
detection of loops (Figure 4).

Figure 6(b) shows similar results when the threshold technique
to reduce the false positive rate is deployed. In this case, the false
positives are reduced exponentially with the size of the threshold.
However, this comes at the cost of a slight increase in the average
detection time, as demonstrated in Figure 7.

6 CONCLUSION

In this paper, we presented Unroller, a lightweight loop detection
solution that is readily deployable on emerging technologies such
as programmable switches. We evaluated our solution and showed
that it could quickly and accurately detect routing loops using a
minimal bit-overhead on packets. Further, Unroller does not store
state on switches, leaving their scarce memory to other applications.
Unlike some of the existing solutions, Unroller can identify loops in
real time, by the switches themselves and without a remote analysis
node. We envision that such a capability would enable rerouting
mechanisms that could prevent packet losses that happen when
packets traverse a loop until their TTL zeros out. For example,
recently introduced solutions to enable near-optimal compression
of backup rules [6] can be adopted in cooperation with Unroller to
quickly reroute packets on pre-determined backup ports upon the
detection of a loop.
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Detecting Routing Loops in the Data Plane

A LOWER BOUND

Observe that any such algorithm can be determined by the inter-
val it takes before resetting the identifier (°,b1,.. ., in our algo-
rithm). Let x; denote the number of hops before the first reset,
x2 denotes the number of hops before the second one, etc. We

Xn
n-1_
i=1 1

denote by g = maxneN{ } the maximal growth rate in

Xn
n—1
i=1

y = Z?;ll x;.* We also note that by setting a minimal value for n

the resetting periods. Let n be such that Pl B and denote
i

—_Xn__
n-1
i=1 X

(i.e., f = maxpeN n>T { } for some T) we get an arbitrarily
i

large number of hops before possible detection (X). We start with
some lemmas.

LEMMA 6. Any deterministic algorithm that stores a single iden-
tifier must make at least (f + 1) - X — O(1) hops before identifying
a loop.

PROOF. Let B = y + 1,L = 2, and consider the case where the
minimal identifier is at the last hop before the loop. In this case, the
algorithm will reset after y hops, then store the minimal identifier,
and will not detect loop before the next reset. Therefore, it will
only report the loop aftery + x, +2L -1 =y(1+p)+2L -1 =
B+1)-X-0(1). o

LEMMA 7. Any deterministic algorithm that stores a single iden-
tifier must in the worst case use at least

min{4,(3+2/p)}- X - 0(1)
hops before identifying a loop.

PROOF. Throughout the lemma, we assume that B = 0 and con-
sider the value of L. We take cases on f.

If § < 0.5 then the algorithm is not guaranteed to find the loop (it
will keep on resetting before that, e.g., for L = x1).

When 0.5 < f§ < 1, we consider L = |[2y/3] + 1 and assume that
the minimal identifier is the last switch in the loop. Therefore, after
y hops the packet has not reached the minimum for the second time
and its identifier is reset. Then, before reaching the minimum for the
second time, we have a reset at x,, + y < 2y hops. Specifically, this
means that the cycle is detected only after 4L — 1 = 4X — O(1) hops.

Next, consider 1 < f < 2 (i.e., in this case, we have x, < 2y). Let
B =0,L =y + 1, and consider the case where the minimal identifier
is reset after this y-hops (i.e., it is at the end of the loop). Since xp,,
we will not complete two cycles before the next reset; therefore, the
loop is detected after no fewer than 4L — 2 = 4X — O(1) hops.

Finally, let § > 2. Here, let L = [fy/2] + 1 and consider the
case where the minimal identifier is the y’th hop in the loop. The
algorithm will reset the identifier after seeing the minimum for the
first time. It will then complete an entire cycle before seeing it again,
and just before reaching it for the third time, it will reset again (as
we reach y + x,, hops). Therefore, the algorithm will make at least
y+xp+2L-1=y(f+1)+2L-1=3+2/f)L-0(1) hops. O

We now infer the correctness of Theorem 5.

4For simplicity, we assume that such exists, otherwise the result will hold up to a term
that vanishes as the loop grows longer.
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PROOF. Using the two lemmas above, we have that the detection
time is lower bounded by

max {f + 1, min {4,3 + 2/8}} - X = O(1)

hops. Taking the minimum over all real § values we get a lower
bound of (2 + V3)X — O(1) > (3.73 — 0(1))X. o

B USING MULTIPLE HASHES

Given an integer parameter ¢ € N, consider partitioning each phase
into ¢ chunks. Intuitively, we are going to store c times as many
identifiers, but each will only be active in a 1/c fraction of the phase.
Specifically, during phase p, chunk j will get the minimal identifier of
hops [bP/c - (j = 1)],...,[bP/c - j]—1. The algorithm still compares
the current switch identifier to all of the stored IDs and reports a
loop if it finds a match.

The analysis only needs to change slightly: Lemma 3 can now
show that after about at most B + (b — 1)B/c + 1 hops we have an
identifier in the loop. In turn, this gives that the overall number of
hops reduces to at most

11,B+(b—1)B/c+1}.

2L + 2b
ma:
17

As an example, if we are allowed to store several identifiers, we can
set ¢ = 2 and b = 7 for a detection after at most 4.33X hops at the
worst case.

Next, if we allow randomization, we can also consider using
H € N hash functions. Specifically, we assign each switch s with
H identifiers {h;(s) | 1 < i < H} using random independent hash
functions hj,...,hy. A packet now contains H IDs my,...,mg,
one for each minimum obtained by hy, ..., hy. When reaching a
switch s, we compute its hashes and check if any of them matches
the ones on the packet (i.e., whether there exists i € {1,...,H}
for which h;(s) = m;), and if so report a loop. Otherwise, for all
i €{1,...,H} we set m; = min(m;j, h;j(s)) if we are in the middle
of a phase, or m; = h;(s) if the last phase has ended and a new
phase begun. Intuitively, if the phase is enough to complete two
cycles over the loop, we can get some switch on the loop with some
minimal identifier faster than if we had a single identifier. This is
because the expectation of the minimum among H uniform variables
in {0, ..., L — 1} has an expectation lower than L/(H + 1). Similarly,
if the phase covers the loop 1 + a times for some a € [0, 1), the
chance that we will get a minimal identifier in the first «L hops
increases from « to 1 — (1 — a)H. It then takes another L hops to
complete another cycle and report the loop.
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ABSTRACT

We propose a push-based approach to network monitoring that
allows the detection, within the dataplane, of traffic aggregates.
Notifications from the switch to the controller are sent only if
required, avoiding the transmission or processing of unnecessary
data. Furthermore, the dataplane iteratively refines the responsible
IP prefixes, allowing the controller to receive information with
a flexible granularity. We implemented our solution, Elastic Trie,
in P4 and for two different FPGA devices. We evaluated it with
packet traces from an ISP backbone. Our approach can spot changes
in the traffic patterns and detect (with 95% of accuracy) either
hierarchical heavy hitters with less than 8KB or superspreaders with
less than 300KB of memory, respectively. Additionally, it reduces
controller-dataplane communication overheads by up to two orders
of magnitude with respect to state-of-the-art solutions.
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1 INTRODUCTION

Network management practices can be performed efficiently if high-
volume traffic clusters are promptly detected [20, 24, 32, 39, 48].
Indeed, spotting a single source or destination that sends or receive
a significant amount of data (heavy hitter) is beneficial for account-
ing [21, 24], or traffic engineering [6, 25]. In contrast, detecting a
source that reaches multiple distinct destinations (superspreader) is
needed for worm or scan detection [50, 51]. Finally, finding which
flow contributes the most to the traffic pattern changes in a short
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period of time (change detection) is of paramount importance in the
context of anomaly detection [36, 37]. All of the aforementioned
events exhibit high-volume traffic clusters in a different way: while
in the context of heavy hitters the “cluster” relates to packets or
bytes arrival rate, for superspreaders the interest shifts to the flows
arrival rate.

In the past, the detection of those events were performed out-
side the dataplane in software collectors. Switches, to lower over-
heads and data collection bandwidth at the cost of estimation accu-
racy [14, 22, 40], employed packet sampling and exported statistics
using well known protocols such as NetFlow [16] or sFlow [2].
Lately, the advent of programmable switches [8] has enabled the
possibility of extending dataplane functionality with more advanced
traffic analysis features. Nonetheless, current devices have con-
strained resources, requiring clever solutions to deal with both
computation and memory limitations. Such restrictions have led
the research community to deal with a specific trade-off: while
a single use-case can be easily enabled in the dataplane, scaling
to more requires the help of a central controller. Indeed, recent
proposals that push more computation in the switch focus only
on one specific goal: detection of the top-k heavy hitters [48] or
microbursts [13]. In contrast, solutions that aim for a more generic
approach aggregate traffic information in probabilistic data struc-
tures, i.e, sketches [30, 39, 52, 54], which are then entirely exported
to a controller for analysis. Despite the use of sketches results in
a very flexible and generic approach to network monitoring, the
controller still needs to receive the generated information from the
dataplane at a fixed time interval, and then estimate the various
application-level metrics of interest. Such an architecture has simi-
lar drawbacks to that of the OpenFlow (OF) protocol: the ability to
apply network policy updates based on the received data depends
on the switch-controller’s interactions capabilities of collecting
statistics at short time scales [20].

In this paper we start from the observation that important net-
work management practices [20, 24, 32, 39, 48], i.e., traffic engineer-
ing, security, benefit if heavy hitters, superspreaders and traffic
pattern changes are promptly detected. We thus build a solution
which is capable of detecting the mentioned network events entirely
in the dataplane, by iteratively tracking the responsible IP prefixes
and only subsequently informing the controller. We designed a
new data structure, Elastic Trie, with the constraints of emerging
programmable switches in mind, and present its implementation
in both P4 and for two different FPGA devices. The idea is to build
in the switch a prefix tree that continuously grows or collapses to
focus only on the prefixes that account for a “large enough” share
of the traffic.
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‘ Network event ‘ Management task ‘

(Hierarchical) accounting [21, 24],

Heavy Hitters traffic engineering [6, 25]
Changes in .

traffic patterns anomaly detection [36, 37]

Superspreaders | worm [51], scan [50], DDoS detection [54]

Table 1: Three network events for many use-cases.

This enables the detection of either (hierarchical) heavy hitters
or superspreaders, and at the same time by looking at its growing
rate it is possible to identify changes in the traffic patterns. Elastic
Trie (ET) shares some high level principles with recent solutions
for network monitoring such as Marple [42] and Sonata [28], but
it is fundamentally different. Marple focuses mostly on flow per-
formance metrics and not on traffic aggregates. In contrast, Sonata
enables operators to get insights on traffic volumes and anomalies,
but both requires a central controller to iteratively refine the query
to efficiently capture only the traffic that pertains to the operator’s
query. ET performs such a refinement within the dataplane, thus
completely offloading the control path.

The main contributions of the paper are as follows:

e We propose a push-based approach to network monitoring,
where the dataplane informs the control plane only when a
specific network event is detected.

e We present a data structure that enables the detection of
changes in network traffic and, at the same time, detects
either hierarchical heavy hitters or superspreaders entirely in
the dataplane. Our solution iteratively refines the responsible
prefixes so that the controller receives a finer or coarser
grained information depending on the desired reporting
time.

e We implemented our idea in P4 using match-action tables
and for two different FPGA devices. We finally demonstrate
its performance in terms of throughput and latency, and its
detection capabilities by evaluating it through trace-driven
simulations.

The remainder of the paper is organized as follows. We first
provide a generic definition of high-volume traffic aggregates and
related events (§2). We then concentrate on challenges in the aggre-
gate detection motivating a new solution (§3) and discuss its desired
properties (§4). We then present ET, our solution (§5), alongside
the prototype implementation (§6) and the experimental evalua-
tion (§7). Finally, we cover related works (§8) and conclude the

paper (§9).

2 THREE PRIMITIVES, MANY USE-CASES

A broad spectrum of use-cases can be enabled with the detection
of (hierarchical) heavy hitters, superspreaders and changes in the
traffic patterns. This section provides a generic definition for traffic
clusters and discusses how those events are related, while Tab. 1
links them to the specific use-case.
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Figure 1: Example of pure (gray nodes) and hierarchical
(double circle nodes) traffic aggregates following the generic
definition. Each node represents a prefix p with associated
amount of traffic.

2.1 High-volume traffic clusters

A high-volume traffic cluster (or aggregate) can be defined as a
prefix exceeding a pre-determined threshold in a time window [19].
Assuming the use of the source IP address as a key, the goal of
the clusters detection problem is to find the source IP prefixes that
contribute with a traffic volume, in terms of bytes, packets or flows,
larger than a threshold T during a time interval ¢. The threshold
T can be also specified as a percentage of the total number of
inputs. However, in real live monitoring, it is not possible to know
the number of inputs in advance, thus the threshold T has to be
estimated, e.g., based on the number of inputs during the previous
time interval t.

Fig. 1 depicts an example of traffic aggregate prefixes following
the previous definition. Each node of the tree represents a prefix
p in a reduced 3-bit model domain of IP addresses and its asso-
ciated amount of traffic. Terminal nodes express only the traffic
volume produced by full IP addresses. Non-terminal nodes sum-
marize the traffic of a prefix p. The contribution of each prefix is
represented as a number in each node. Considering the use of a
threshold T =10, nodes 010, 100, 11* and all their ancestors are
identified as high-volume aggregates. For example, each child of
the 11* node contributes independently less than the threshold T,
but in total both children contribute enough to exceed the threshold
and report the 11* prefix as an aggregate.

A hierarchical aggregate is a special case of traffic aggregate [19].
It is a prefix p, which exceeds a threshold T after excluding the
contribution of all its high-volume descendants!. In Fig. 1, only
prefixes 010, 100, @x* and 11#* are hierarchical aggregates. The
amount of traffic of each aggregate prefix without the impact of
its hierarchical descendants is shown in brackets. In this example,
the 11% node is a hierarchical aggregate, as none of its children
contributes enough to exceed the threshold T, but the amount
of traffic from both children exceeds the threshold. In contrast,
the 1xx prefix is not hierarchical because a significant part of its
contribution originates from its descendants 100 and 11%, which
are already hierarchical aggregates and must be excluded. It is
worth noting that, while the detection of hierarchical aggregates
requires the knowledge of pure high-volume traffic clusters, the

The descendant prefixes need to satisfy the definition of high-volume traffic aggregate.
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opposite is not true. Reporting the hierarchical aggregates to a
controller guarantees minimum overhead, while providing all the
necessary information. Taking Fig. 1 as an example, a switch capable
of detecting traffic aggregates would export the following prefixes:
Q%*, 1%%,01%,10%, 11*, 010 and 100. In contrast, a switch reporting
just hierarchical aggregates would provide @**, 11*, 010 and 100.
In both cases the amount of useful information is the same?, but
with hierarchical aggregates we export less data.

2.2 Traffic clusters events

Given the previous definition of high-volume traffic clusters, we
show how heavy hitter, change detection and superspreader net-
work events fit into it.

a) Heavy hitter. A heavy hitter (HH) [19] is defined to be a host
that sends or receives at least a given number of packets (or bytes)
over a short period of time. It is a traffic cluster in terms of packets
(or bytes) per second.

b) Change detection. Change detection is the practice of find-
ing which flows contribute the most to the traffic pattern changes
over two consecutive time intervals [12]. The method detects traffic
anomalies by deriving a model of normal behavior based on the past
traffic history and looking for significant changes in short-term
behavior that are inconsistent with the model [35]. It is a traffic
cluster in terms of packets (or bytes) per second.

c) Superspreader. A superspreader (SS) is defined to be a host
that contacts at least a given number of distinct destinations over a
short time period. It is a traffic cluster in terms of unique flows per
second. In addition, if the same spread detection is applied to the
destination, this analysis allows Denial of Service (DDoS) victim
detection [54].

3 MOTIVATING A NEW SOLUTION

State-of-the-art solutions that allow the detection of high-volume
traffic clusters, periodically export aggregated flow counters to a
controller which ultimately is in charge of estimating the metrics of
interest [30, 39, 52, 54]. Nevertheless, such an architectural choice
requires a careful controller-dataplane coordination.

The reporting time dilemma. When shall I export my data
structure to a central controller? We ran a first experiment to esti-
mate the importance of setting the correct reporting time. In the
context of heavy flow detection, let us assume a flow is indexed only
through the packet source IP and the switch has enough memory to
keep track of every flow. Let us also assume that the switch exports
periodically the counters, and the controller, in charge of the detec-
tion, considers heavy the flows that exceed 1% of the total traffic.
Finally, let us consider a reporting time of 20 seconds, as suggested
by state-of-the-art solutions [39, 48]. We analyzed four one-hour
packet traces from CAIDA [9, 10] and we split them into 720 chunks
of 20 seconds each. We then computed the heavy flows based on the
previous definition. Finally, we decreased the reporting time and
we calculated which of the heavy flows could have been detected
earlier. Fig. 2 reports the CDF of reported heavy flows varying the
reporting time. Interestingly, on average, more than 60% of the
heavy flows could have been detected within one second. Note that

2Some of the reported high-volume traffic aggregates are just prefixes of more specific
hierarchical traffic aggregates.
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Figure 2: CDF for heavy flow
detection time.

Figure 3: Time to retrieve
hardware counters.

the results are based on offline analysis of packet traces only and
thus do not contain false positives. This test suggests that, in theory,
the reporting time should be set as low as possible. However, in
practice, it is important to take into account the switch-controller
capabilities of collecting statistics at short time scales, which we
quantify in the next experiment.

The cost of statistics collection. Is it just about exporting the
data structure at very short timescales? We ran an experiment to mea-
sure the amount of time it takes to retrieve an increasing number
of hardware counters from a switch. We used two different hard-
ware based systems. An OpenFlow-enabled switch, NoviSwitch
1132 [43], which has been designed for use in high bandwidth and
flow-intensive network deployments, and a P4-enabled device, the
Wedge 100BF-32X, a white box from Edgecore. We connected the
switches to a server running a controller and we built an application
that allows to request an increasing number of flow counters. The
switches were idle when the counters were pulled. Fig. 3 shows the
results we obtained. Although the use of probabilistic data struc-
tures, i.e., sketches, can help in reducing the number of counters
to be exported, past research has shown that from around 60K to
150K counters are still required to provide useful information to a
controller [39, 52]. In this context, the NoviSwitch needs at least 5
seconds, and the Edgecore 2.5 seconds. The lesson learned is that
retrieving a large amount of data from hardware is time consuming
and requires time scales of seconds. This finding has two major im-
plications: (1) given that the statistics retrieval process is performed
periodically, the operation needs to be dimensioned with respect to
the switch capabilities: the reporting time cannot be lower than the
time needed to collect the statistics; (2) in the worst case scenario,
a controller can apply appropriate network updates only seconds
after a specific event has happened. Therefore, performing traffic
analysis in the controller might introduce delays that depending
on the specific use-case are not acceptable, e.g., (D)DoS detection.
On the other hand, pushing notifications to a controller as soon as
an event is detected in the dataplane would allow a reaction in a
more timely fashion.

The limited memory access. Would a push-based sketch work
then? Programmable switches based on match-action architectures,
i.e., RMT [8], process packets in a pipeline and for stateful process-
ing (aggregation of flow counters) use a small amount of SRAM that
persists across consecutive packets. To guarantee high throughput,
the complexity of pipeline stages is limited: this impacts the number
of memory accesses. Only one or a few addresses in the memory
block can be read or written from a dataplane algorithm, but due
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to per-stage timing constraints not the entire memory region [4, 8].
Hence, it is not possible to package the entire counter-based or
sketch-based data structure in a single In-Band Network Telemetry
(INT) style packet [27, 31]. Such a limitation opens up a specific
question:

Is it possible to design a data structure, well-suited for a push-
based design, that would access only a small memory block
and expose a single entry upon the detection of a network
event?

4 DESIRED PROPERTIES

Fig. 4 surveys the design space for the detection of high volume
traffic clusters and places our solution, Elastic Trie, in the context by
following the thick red lines through the design tree. This section
describes the insights that inform our major design decisions.

Push-based friendly. Given today’s constraints of programmable
switches, only a very small memory block can be read at once and
sent to a controller with a single digest packet [4, 8]. Thus, to sup-
port push-based notifications, the design of the data structure is of
paramount importance: it needs to quickly locate the memory ad-
dress where the prefix to be announced to a controller is stored. Let
us take a sketch data structure as an example: in order to find the
most populated bucket and send its related information in a digest
packet, a program should first scan all the possible entries. This
is clearly not optimal. Indeed, current sketch-based architectures
work with a poll-based mode [30, 39, 52, 54], where the controller
retrieves the whole data structure from the dataplane. In Elastic Trie
(ET), we seek for a solution where with limited memory accesses,
the dataplane program can find the IP responsible for the traffic
cluster and send the related information with a digest packet to a
controller.

Optimization for network management. Dividing the time
in fixed intervals simplifies the network events detection. At the
end of each time window, it is possible to identify the flows that
consume more than a fraction T of the link capacity, i.e., heavy
hitter, or determine the host that contacts more than a number of
unique destinations, i.e., superspreader. For this reason, current
solutions for network monitoring typically operate by exporting
counters or specific data structures, e.g., sketches, to the controller
at fixed time scales [38, 39, 53]. However, this approach tightly
bounds the reactive capabilities of the network with the dataplane
statistics reporting time, as it needs to be (at least) comparable to
traffic variations [3, 6]. If this last condition is met, solutions like
dynamic routing of heavy flows [6, 20, 45] or dynamic flow sched-
uling [47] can be implemented. However, state-of-the-art solutions
adopt a fairly large reporting time (typically 20 seconds [39, 48])
to overcome the limitations shown in §3, thus limiting network
reaction capabilities. Instead, we propose to start tracking a coarse-
grained approximation of the prefix responsible for our supported
network events and iteratively refine it over the time. Then, de-
pending on user settings, the controller receives a finer or coarser
prefix information with bounded time delay.

Historical network trend awareness. Change detection is the
process of identifying flows that contribute the most to traffic
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Figure 4: Design space in traffic aggregates detection.

change over two consecutive time intervals [12]. Previous solu-
tions [28, 39] rely on the controller to compute the differences from
multiple intervals. With ET instead, we seek a solution capable to
directly compute such an operation within the dataplane at the
expense of minimal memory consumption. This allows to minimize
as much as possible the amount of data to be exported.

5 ELASTIC TRIE

ET enables the detection of network events associated with high-
volume traffic clusters from within the dataplane without the need
to be coordinated by a controller. It works in a packet-driven manner
and can be implemented using match-action based architectures
such as RMT.

In this section, we describe how ET works taking HHH detection
as an example and show that it can also be used to spot superspread-
ers and network traffic changes. We then discuss the user interface
exposed from an ET-enabled switch to a network operator and show
how ET can be used in the context of network-wide monitoring.

5.1 Data Structure & Algorithm

Let us use hierarchical heavy hitter (HHH) detection as an example
to explain how ET works. In this scenario, we need to take into
account packets (or bytes) to identify an aggregate. When we de-
signed ET, we decided to use a tree-based data structure for the
following reasons: (1) IP addresses are naturally organized accord-
ing to prefixes into a hierarchy and (2) if aggregates are indexed in
a tree, then by using standard longest-prefix matching techniques,
it is possible to quickly find the small memory block where the
prefix is stored, and then create the digest packet.

Each node of the prefix tree (trie) consists of three elements:
the counter associated to the left child, the one associated to the
right child and a timestamp. The counters represent the amount
of traffic, i.e., packets, bytes or flows, for each of the node’s direct
subprefix, while the sum of the counters represents the amount of
traffic sent by the prefix itself. The timestamp specifies the time
when the node was created or the last time when the counters were
reset. The starting condition is associated to a trie composed by
a single node, corresponding with the zero-length prefix *. The
idea behind the proposed solution is to have a trie that grows or
collapses to focus on the prefixes that account for traffic aggregates.
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Figure 5: Flowchart showcasing input packet processing of
the Elastic Trie detection algorithm.

To achieve this, we defined two timers: active timeout t 4 and inactive
timeout t;, where t4 < t7. The active timeout t4 is the upper bound
interval after which the prefix is evaluated and possibly reported
as (H)HH to the controller. The inactive timeout t; defines instead
the interval after which the node is considered inactive and its
counters outdated. This configuration has the advantage that ET
is not limited to a fixed time window and nodes are expanded and
invalidated asynchronously: when using sketches, the whole data
structure has to be zeroed by the controller at the end of each time
window, this is not the case for ET. Fig. 5 depicts the key steps of
ET algorithm. For every incoming packet, the LPM (corresponding
node) is looked up. Let us denote by ¢ and c; the left and the right
child counters of the node. The node timestamp (t5) is compared
against the packet arrival timestamp (¢p). Based on the comparison,
node counter values and timeouts t4, t7, there are five possible
cases to be considered:

Invalidating the node. If the inactive timeout t; has expired
(t; < tp — tN), then the node has been inactive for a long time. The
values of the counters are outdated and not relevant anymore for
the detection. This happens when the source stops sending packets
for a while. Because the detection process is built on a packet-driven
basis, such situation cannot be evaluated in a different way. The
inactive timeout mechanism handles the situation when the packets
belonging to a source prefix start to flow again and the old values
must be invalidated. Fig 6a illustrates this case. Regardless of the
counter values, the tree node is simply removed and the counter
values discarded.

Expanding the node. This is the case when both the active
and inactive timeouts have not expired (tp — ty < tg < t), but
one of the counters (let us assume, for example, ¢g) exceeds the
threshold T that is used to discriminate heavy prefixes (co > T). In
this case, the subprefix associated with cy is (optionally) reported to
the controller as HH but not as HHH yet. Fig. 6b depicts this case:
the data structure automatically starts the refinement of the prefix
(10%) by creating a new child (100) corresponding to cg. According
to the definition of hierarchical cluster, the original ¢y must be set
to zero to remove the contribution of the newly created descendant.
Since, we do not have any records for the newly created child yet, its
node will have the timestamp set to the current packet timestamp
and both its counters set to zero.

Keeping the node. This is the case when the inactive timeout
t1 has not expired, but the active timeout 4 has (t4 < tp—tN < t]),
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and the sum of counters exceeds the threshold T (¢o + ¢; = T), but
none of the counters contributes enough to reach the threshold
individually (co < T; ¢; < T). The case is shown in Fig. 6¢c. The
prefix 11* is a HHH, because it exceeds the threshold T and none of
its children exceed to threshold individually. The node is reported
to the controller, its timestamp updated with the packet timestamp
value and the counters are reset.

Collapsing the node. If the inactive timeout ¢; has not expired,
the active timeout ¢4 has expired (t4 < tp — tN < t7) and the sum
of counters does not exceed the threshold T (¢ + ¢; < T), the node
is collapsed (Fig. 6d). The node (10*) is removed from the structure,
and it is replaced by the nearest parent. The counters of the parent
node (1%*) are zeroed and the timestamp set to the current packet
timestamp. This is in contrast with the node invalidation case,
where the nearest parent is not reinserted or renewed. Note that
collapsing a node can happen only when the node has either none
or one child because a node with two children does not match LPM.

Updating the node counter. This is performed when both the
active and inactive timeouts have not expired (tp — tNy < t4 < t])
and none of the counters exceed the threshold T (co < T; ¢; < T).
In this scenario, the counter corresponding to the packet subprefix
is updated and the trie structure does not change. Note the counter
is also updated after other actions when the node is kept, expanded
or collapsed. In these cases the newly created node or the nearest
parent counters are updated instead of the current node counter.

5.2 Elastic Trie with the other events

In this section we show how ET supports also the detection of
superspreaders (DDoS victims) and network traffic changes.

Superspreaders detection. As introduced in §2, SS is a host
that contacts at least a given number of distinct targets. Thus, to
enable such a detection, it is important to keep track of the number
of destinations contacted by each source prefix. To address this
challenge we used a standard Bloom filter [7], a memory-efficient
probabilistic data structure commonly used to test for set member-
ship. Specifically, we deployed the filter to test if a packet belongs
to a new unique flow or not. The key to index the filter consists of
the source IP prefix looked up during LPM classification phase and
destination IP address of the packet.

The control logic that adjust the hierarchical structure is the
same, but a test-and-set operation on the filter is performed for
each incoming packet and the node counters are updated only if a
new unique flow is detected.

Change detection. Changes in the traffic patterns can be de-
tected by modeling the normal traffic behavior based on the past
history and looking for significant changes that are inconsistent
with the model itself. By tracking the number of nodes expanded
or collapsed over an active timeout interval ¢4, it is possible to spot
sudden changes.

We added an integer counter which is incremented and decre-
mented when any node of the tree is expanded or collapsed, respec-
tively. When the traffic is steady, the number of nodes expanded
and collapsed should be similar. Thus the counter value should
vary around zero. When it is not the case, significant changes in
the short-term traffic behavior have happened and are promptly
reported to a controller.
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Figure 6: The core cases of Elastic Trie refinement, assuming the threshold T = 10. Each node represents a prefix and builds the
data structure. Node counters are shown in brackets on the sides.

Limitations. A single ET instance cannot track HHH and SS at
the same time. To detect both events, it is necessary to deploy two
individual structures side-by-side. While the HHH detection needs
to use counters to track the number of packets, the SS detection
tracks unique flows. On the other hand, the change detection can
be freely combined with both packet or flow aggregates and built
independently on top of HHH or SS detection trie.

5.3 User Interface

ET can detect the network events discussed in this paper without
the need of any specific query from the operator. When an event is
detected, a digest message is sent from the switch to the controller.
It is still possible though to alter the behavior of the dataplane by
changing T and t: recall that a traffic cluster is defined as the IP
prefixes that contribute with a traffic volume, in terms of either
bytes, packets or flows, larger than a threshold T during a time
interval ¢.

Level of aggregation. The first parameter is the threshold (T).
It directly impacts the number of reported prefixes and the memory
requirements of the data structure, as shown in the evaluation sec-
tion (§7): the higher the threshold, the less prefixes will be reported
- they aggregate more traffic.

Tree building speed. The second parameter is the time interval
(¢). This allows the operator to effectively control the speed at which
the tree is built and events reported. As shown in the evaluation
section (§7), low values negatively affect the memory requirements
of the data structure but allow the operator to react in a more
timely fashion. On the other hand, high values allow ignoring
transient events. As described in detail in the algorithm section
(§5.1), we, introduce two time intervals parameters: active timeout
t4 and inactive timeout t to distinguish between node reporting and
invalidation time. In §5.4 we further define variable active timeout
mechanism which beneficially allows setting different intervals for
different tree levels.

5.4 Discussion

In this section we discuss an optimization that accelerates the trie
building mechanism, thus speeding up the detection process, and
show how ET could be used to perform network-wide monitoring
operations.

Variable active timeout. The starting condition for the struc-
ture is associated to a trie composed by the zero-length prefix *.
Depending on the packet flow, the trie is then built to focus on the

heavy prefixes. Although the refinement process, as explained in
§5.1, does not depend on the selected active timeout, the process of
deciding if a specific prefix is a traffic aggregate and the potential
reporting to the controller does. This means that in the worst case
scenario a full IP address is reported after 32 X t4 seconds: the
upper bound for building the tree from the root to the lowest level.
To mitigate this, we propose a variable active timeout mechanism
which sets different intervals and corresponding thresholds for dif-
ferent prefix lengths, i.e., smaller timeout and threshold for shorter
prefixes and vice versa.

Network-wide monitoring. The digests received by different
ET-enabled switches can be used by a central controller to perform
network-wide traffic analysis. Besides the obvious network-wide
heavy hitter detection [29] use case, which is inherently possible
by setting the appropriate threshold T in the switches and aggre-
gating the received notifications in the control plane, others are
also feasible. Specifically, the superspreader notifications received
by different switches can be used by a central controller to perform
the degree histogram estimation [46], commonly adopted practice
to detect botnets involved in coordinated scans [26]. Furthermore,
the controller can leverage the (H)HH primitive with an appro-
priate threshold T to detect global network icebergs [57]. Those
are particularly difficult to detect within a single system, as the
responsible packets might come from a large number of hosts and
thus traverse different paths. We leave the evaluation of our system
in a network-wide context to future work.

6 IMPLEMENTATION

This section discusses the implementation of ET on programmable
hardware, using FPGA and the P4;¢ language [18].

6.1 P4 prototype

Fig. 7 depicts a high-level view of the architecture and illustrates
the operations performed for each incoming packet. The structure
is organized around three main building blocks: (A) the LPM classi-
fication stage, (B) the main memory and bloom filter used to gather
traffic statistics alongside related timestamps and (C) the control
logic to dynamically adjust the hierarchical data structure and to
report results of the detection to an external controller.
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Figure 7: Elastic Trie dataplane architecture.

Each incoming packet is first parsed to extract the desired flow
key, i.e., source IP3. Then, the hierarchical tree structure is accessed
to find the LPM (step 1). The result of this stage is an index that is
used to access the main memory, where the data structure of the
associated node is stored (step 2). Optionally for SS also an item
presence is tested in the Bloom filter. The read values are compared
with the packet timestamp (step 3) and the user settings, i.e., T,
t. The appropriate operation is computed (step 4) following the
specifications described in the previous section. Specifically, the
comparison can trigger an update of the main memory (step 4a), an
update of the LPM classification scheme (step 4b), setting an item
in the Bloom filter (step 4c) or a push notification to the controller
(step 4d). In the following, we provide a more detailed description
of the mapping between the three main building blocks and P4;¢
match-action constructs.

LPM classification stage. Although P4 offers built-in match
tables supporting LPM, we could not utilize them for implementa-
tion of the trie structure, since the latest P4 specification does not
support modifications of these tables directly from the dataplane,
even though some targets like FPGAs may support it. As this fea-
ture is essential for our architecture, we opted for a custom LPM
implementation. We used a hash table for each prefix length (Fig. 8),
thus requiring 32 hash tables to support each IPv4 prefix*. Each
hash table is implemented as a register array. Upon packet arrival,
all the hash tables are read in parallel, by hashing the associated
prefix of the flow key. We use hash extern API with CRC32 as an
algorithm to generate hash values to access the registers. Hash
tables referring to short prefix values usually require less memory,
as they need to store information for a smaller number of results.
Thus, depending on the amount of memory preallocated to each
hash table, we use a direct access based only on the prefix value
itself (the IDENTITY algorithm in P4 API) for some of the shortest
prefix tables. Each hash table lookup result can then be represented
as a single bit value, 1 (found), @ (not found) respectively. We then
concatenate these bits to form a bitvector, which serves as input key
for a static ternary match table implementing a priority encoder.

Main memory access mechanic stage. The hash value of the
resulting LPM is used as address to access a register array that
stores the required node structure information for that specific

3While Elastic Trie is oblivious to the specific packet field used as flow key, the source
IP address is commonly used for SS and (H)HH detection.

4Using less hash tables and supporting only a subset of prefixes comes at the cost
of node complexity. Indeed, each node needs to store a counter for each associated
subprefix. This means that if we use only hash tables for just the prefixes \8, \ 16, \24
and \32, we need to construct nodes with 256 counters each.
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Figure 8: The LPM classification stage in P4.

prefix, i.e., two packet counters and a timestamp. We use 32-bit
wide packet counters and 48-bit wide timestamp as it is available
in the packet metadata structure in P4. To detect hash collisions in
our implementation of LPM classification stage in P4, we further
extended the node data structure with a up to 32-bit wide flow
key field (IPv4 prefix). Note that we do not need to store the prefix
length because we use a separate hash table for each length. Thus,
the size of each node structure is 144 bits (112 bits for the node
and 32 bits for the IP address). In the case of a hash collision, the
nearest shorter prefix node is used. The Bloom filter can be also
easily implemented in P4 as a combination of a register-based bit
array and a set of hash functions.

Control logic. This stage compares the packet timestamp with
the node timestamp and applies the logic described in §5.1. The node
collapse or expansion is performed by updating the appropriate
hash table storing the specific prefix that needs to be adjusted, while
the push-based mechanic is implemented by generating a packet
digest (digest extern object in P4 API) containing the IP prefix
detected as traffic aggregate alongside its node information such as
the sum of the counters and the timestamp.

6.2 Potential limitations and challenges

Although we successfully implemented ET in P4 and compiled
the code in the behavioral model [17], this does not guarantee
ET being efficiently implementable in any high-speed P4 target
available today. As briefly mentioned in §3, the main constraint of
programmable switches is the number and the pattern of accesses
to on-chip registers. Unfortunately, at the time of working on the
paper, we did not have access to one to provide a full implemen-
tation on an actual hardware target. This section thus discusses
the adopted pattern of accesses to on-chip registers, the potential
limitations of the ET data structure and challenges in porting our
code to commercially available P4-enabled switches.

The core part of the ET algorithm uses a register array to store
the nodes of the tree. In the worst-case scenario, ET requires at
most only two memory reads and writes (reading and updating
a single node and optionally reading and updating its parent or
child node). This could be a problem if the target does not support
multiple accesses into the register array. However, the array can be
eventually split into two parts, to store nodes in even and odd levels
of the tree separately. This trick can guarantee a single read/write
pattern per packet.

Another specific drawback of the ET algorithm is the need for
a custom LPM implementation, which requires 32 hash tables to
support each prefix length. Hash tables are implemented as a single
register array requiring 32 reads and at most one write (inserting
or removing a node in the tree), in contrast to the tree nodes, each
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LUTs
Logic ‘ Memory
Virtex 7 11088 2880 14104
Virtex US+ | 9135 2641 14103

Chip Regs | Frequency

172.4 MHz
307.9 MHz

Table 2: HW resources used and frequency achieved by Elas-
tic Trie FPGA implementation.

hash tables stores only a single bit information. Using the same trick
the array can be optionally split to have a register for each table. If
a P4 target enables only a limited number of independent reads in
a single stage, hash table registers can be eventually separated into
more consecutive stages.

Finally, the custom LPM implementation forces spreading of the
ET algorithm across multiple pipeline stages and thus introduces un-
desirable read/write dependencies, e.g., the memory index acquired
from the LPM hash tables is used to access the node information
which can result back in updating the LPM hash tables in case of a
node collapse or expansion. In fact, the LPM hash table registers
need to be accessed from the first stage to acquire the index, but
also from the second stage to write the updates. However, this could
potentially be a challenge for some of today’s P4 targets if a set of
registers is strictly bound to a single stage, effectively forcing the
compiler to put all the registers in a single stage.

6.3 FPGA prototype

To demonstrate the general feasibility of implementing ET data
structure on existing programmable targets and to quantify its
requirements in terms of hardware resources, we at least created
a pure VHDL implementation of ET for two different FPGAs, i.e.,
Xilinx Virtex 7 (model XC7VH580T) and Virtex UltraScale+ (model
XCVU7P). We merged the LPM stage and main memory records into
one memory block and utilized distributed memory to implement
it as 32 parallel hash tables. Tab. 2 shows the chip occupancy and
frequency of our design for both platforms. The latency introduced
by the design is 7 clock cycles. Considering the achieved frequency,
the latency is 40.6 ns for Virtex 7 and 22.75 ns for UltraScale+. The
architecture is capable to process a new packet every 4 clock cycles
(the first 3 out of 7 stages are pipelined). This results in an overall
throughput of 43.10 Mpps for Virtex 7, and almost twice as much,
76.97 Mpps, for the UltraScale+ platform.

7 EVALUATION

Following a common practice adopted in evaluating P4 enabled
solutions [39, 48, 52], we implemented a C++ simulation model to
assess our approach against real traffic traces from an ISP backbone
network. Additionally, the two FPGA prototypes (§6.3) provide
insights about expected performance on real hardware and by com-
piling the P4 code in the behavioral model [17], we verified its
correctness. In this section, we first describe our setup and we eval-
uate the trade-offs of ET. Then, we discuss its detection accuracy
against the supported network events (Tab. 3 summarizes them all).
We also evaluate ET varying memory occupancy and data structure
configuration and compare it with state-of-the-art solutions. Finally,
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we analyze the controller-dataplane communication overheads and
our detection speed.

Traces. We used four different one-hour packet traces from
CAIDA [9, 10] recorded from 10 Gbps backbone links in San Jose and
Chicago in 2009 and 2016 (both directions A and B). Each of the trace
contains between 1.6 and 2.4 billion packets with mean transmission
rates in range 440k-640k pkts/s (2.3-3.9 Gb/s) and flow rates up
to 61k flows/s. The traces are distributed in one minute chunks
and each chunk contains on average 30M packets with around
840K unique IP addresses. For further and detailed statistics for the
individual CAIDA traces we refer to [11]. Unless otherwise stated,
all the following results in the section are indicated as an average
evaluated over the continuously replayed chunks of all four CAIDA
traces. Unfortunately, we could not use the newer datacenter traces
from the Facebook Network Analytics Data Sharing program [1], as
they are sampled. Other publicly available datacenter traces from
2009 [5] have been anonymized without prefixes being preserved,
which also makes them inappropriate for the type of tests needed
in this paper.

Setup. We first set the primary measurement reporting time (ac-
tive timeout t4 in our case) to 20 seconds and the inactive timeout
t; to 5 minutes. Then, when assessing the variable active timeout
behavior (discussed in §5.4), we set it differently for each trie level.
Specifically, we used an exponential function that specifies the
value of the timeout for each of the trie level: the closer the node to
the root, the lower the timeout. This allows to have much smaller
timeouts for shorter prefixes, thus enabling a quicker tree build.
In fact, the refinement process does not directly depend on the
selected active timeout. It can be better understood as an upper
bound for the delay between two reports, especially when there
are no changes in detected aggregates. During the refinement pro-
cess new aggregates are always reported immediately when the
threshold is exceeded, thus the real reporting time is effectively
much smaller and proportional to the rate of the threshold being
reached. The threshold T, used to discriminate the prefixes that are
“large enough”, has been set to be 1%, 5% and 10% of the maximum
amount of traffic (packets or flows).

Metrics. We evaluated the number of required nodes and the
trie depth varying the configuration parameters. Then, to estimate
its network event detection capabilities, we used the F; score met-
ric [52]. Assuming Tp (true positives), Fp (false positives) and Fn
(false negatives), F; = 2Tp /(2Tp + Fp + Fn ). Unless otherwise stated,
the F; score is always indicated as the average over the chunks of
the traces.

Prefix comparison. We define two ways assessing ET detection
capabilities: (1) can ET report the exact prefix? (2) can ET report
at least a 2 bit shorter (coarser grained) version of the prefix? As
by construction, ET starts reporting an approximation of the re-
sponsible prefix and iteratively refine it over time, we believe this
is a good metric to better grasp the trade-off between fast detection
and accuracy.

Memory allocation. ET has been architected to be implemented
in hardware where allocation or de-allocation of memory at runtime
is not possible. Thus, we statically pre-allocate a specific amount
of memory for our data structure. An invalidation or collapsing of
nodes is mostly used to track the traffic changes, not to manage the
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[ Implementation using Elastic Trie [ Manag; t tasks

Identify hosts/prefixes which contribute with a traffic

(Hierarchical) ) b defined threshold T duri . Node counters to count volume of specific prefixes. Expand and keep accounting, traffic
Heavy Hitters Yotumelmore than a defined threshol uring atime |, ge events to identify exceeding the threshold T engineering
interval.
A superspreader is a host that contacts at least a given | Bloom filter to identify distinct destinations. Node counters to count dof
Superspreaders | number of distinct destinations over a short time pe- | distinct destinations. Expand and keep node events to identify source scans, spread O

riod (spread detection applied to source hosts).

prefixes exceeding a predefined threshold.

malware detection

DDoS victims
applied to destination hosts).

A DDoS victim is a host that is contacted at least by | Bloom filter to identify distinct sources. Node counters to count distinct
a given number of distinct sources (spread detection | sources. Expand and keep node events to identify destination prefixes
exceeding a predefined threshold.

DDoS detection

Identify hosts/prefixes which contribute the most to
the traffic changes over the last time interval.

Changes in
traffic patterns

Tracking a difference of number of expanded and collapsed nodes to
detect this event. Expand, collapse node events to identify specific
prefixes/hosts involved.

anomaly detection,
DoS detection

Table 3: Implementation of different network events detections using Elastic Trie algorithm.
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Figure 9: Trie depth and number of nodes varying threshold and timeout behavior.

memory. The lack of memory, thus, results only in worse detection
accuracy due to more hash collisions.

7.1 Data structure properties

Fig. 9a shows ET’s average depth and average number of nodes over
time for CAIDA traces varying the threshold. The threshold T was
set to 1%, 5% and 10% of the amount of traffic in terms of packets.
The depth and number of nodes are as expected proportional to the
selected threshold: the lower the threshold, the larger the depth and
the number of nodes, since more prefixes are detected as heavy. It
is also possible to see the learning phase of the trie at the beginning
of the trace, when the trie has to build up from the less specific
prefix. After this phase, the trie reaches a steady state that reflects
the current traffic behavior. Fig. 9b offers, for the threshold of 5%, a
more detailed view on the learning phase and compare the impact of
variable active timeout with different exponential functions. Using
a variable active timeout mechanism, we can speed up the learning
phase by 93%, going from 300 seconds needed for fixed timeout
to 20 seconds needed using the most aggressive function fi. In
contrast, aggressive functions are much more sensitive to traffic
patterns, resulting in potential fluctuations of the trie.

7.2 HHH detection

In this section we first present the HHH detection capabilities with-
out resource constraints, then our implementation driven results.
The former does not take into account the impact of implementa-
tion details such as amount of available memory or potential hash
collisions. This allows us to get an understanding of the behavior of
our solution in the best case scenario. The latter takes into account
limitations in memory availability, as well as hash collisions that
might happen during the classification stage. This allows us to get

an understanding of the trade-offs between memory and detection
results.

Results without resource constraints. Fig. 10a shows the
HHH detection capabilities. We used a threshold of 5% and gener-
ated the results using both exact and relaxed prefix comparison.
Since the basic behavior of ET is to build a trie that focuses on the
prefixes that account for a large share of the traffic, sometimes it
might happen that due to a transient event the system does not have
enough time to finalize the building process and to fully identify
the responsible traffic aggregate. However, reporting a partial and
approximate result can still be very useful for the network oper-
ator. Indeed, the figure shows that the accuracy with exact prefix
detection is significantly lower than its only 2 bit coarser grained
prefix version. The effect of variable active timeout can also be seen
in Fig. 10a. When using a more aggressive variable timeout the F;
score increases, due to a smaller false negative rate. In contrast, the
precision decreases causing a higher false positives rate. This is a
direct effect of smaller active timeouts that lead the system to de-
tect more prefixes including the previously mentioned short-term

1 [Exact =3 2 bits mxxxx3 R e T T
0.8 | e pyope R B g
g ’ X,{* K KKK - o — K=
506 * %fariable timeout (exact) - -+ -]
04 Q Variable timeout (2 bits) ------|
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Timeout behavior Memory (KB)

(a) Variable active timeout. (b) Available memory.

Figure 10: HHH detection capabilities.
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Figure 11: Comparison between Elastic Trie, HashPipe, Elastic Sketch Figure 12: Superspreader detection capabilities.
and UnivMon of (H)HH detection capabilities.
aggregates. In this scenario, the F; score is always between 0.9 and ignores mice flows. In contrast, ET can, thanks to the adopted trie-
1.0. Using different functions for variable active timeout, it is then based data structure, aggregate these flows into shorter prefixes,
possible to fine tune the trade-off between recall and precision to which results in more accurate HHH detection.
maximize the F; score metric.

Implementation driven results. We assess the impact of the 7.3 Superspreader detection

amount of available memory over the F; score. We find that our
solution can successfully detect, with approximately 0.75 F; score,
the exact HHH prefix using a fixed active timeout and less than
20KB (Fig. 10b). If a coarser grained prefix is accepted, which is less
precise by only two bits, then the F; score jumps to 0.9. Again, this is
the consequence of the nature of the data structure: it might happen
that it does not have enough time to build properly. When using
a variable timeout (Fig. 10b), the results improve sensibly. In this
case, it is possible to detect the exact HHH prefix with 0.85 F; score
with less than 8KB. Moreover, if a 2 bit coarser grained HHH prefix
is accepted, the F; score jumps to 0.98. Increasing the available
memory does not significantly improve the detection capabilities of
the system, because it is bounded by the ability of the trie to react
and build up according to the input traffic patterns.

In Fig. 11, we compare the HHH detection capabilities of ET
against state-of-the-art solutions: UnivMon [39], Elastic Sketch [52]
and HashPipe [48]. All of them are able to detect HH only as full
length prefixes (addresses). Moreover, UnivMon and HashPipe use
an alternative definition for HH detection, named the “top-k prob-
lem”. Instead of reporting prefixes that are larger than a given
threshold, they report the top-k sources, no matter the amount of
traffic they are actually sending. To perform a fair comparison, and
align their results with the one produced by our system (which
follows the classic HHH definition), we aggregated their output
addresses into prefixes and considered only the ones that carry
traffic above the fixed threshold T.

As in the HHH case, we first introduce the results without tak-
ing into account available memory or hash collisions. Then, we
show the trade-offs between available memory and superspreader
detection capabilities.

Results without resource constraints. Fig. 12a shows the su-
perspreader detection capabilities without the impact of available
memory or hash collisions using CAIDA traces and varying the
active timeout behavior. In contrast to the same evaluation carried
for the HHH detection, the results show that the system performs
better using a fixed timeout. In this case, it is clear that the trie
cannot build in time, as F; score grows sensibly when we use a 2
bit coarser grained superspreader prefix. Overall, for fixed active
timeout the detection capabilities are still good, as F; is around 0.9.

Implementation driven results. In Fig. 12b we show the im-
pact of available memory over the detection capabilities, taking into
account our P4 implementation. For this test, we used a fixed active
timeout, 25KB of preallocated memory for prefix trie structure, and
we varied the amount of memory available for the Bloom filter.
We find that superspreaders can be successfully detected with an
F; score of approximately between 0.72 and 0.87 with less than
250KB of allocated memory. Among the considered solutions al-
ready available in the literature, i.e., UnivMon, Elastic Sketch and
HashPipe, only the former theoretically supports superspreader
detection. However, its current implementation does not allow to
reproduce such a test. We were thus unable to compare it against

Fig. 11a shows the results using exact prefix comparison. To our system.

reach a F; score around 0.5-0.6, HashPipe needs a lower amount

of memory (~144KB) than Elastic Sketch (~320KB), which is still 7.4 Change detection

much lower than the amount needed by UnivMon (~800KB). In To demonstrate the traffic change detection capabilities of ET, we
contrast, ET significantly outperforms other solutions. This is also artificially injected network traffic simulating a sudden heavy flow
confirmed by the results obtained when a coarser grained prefix is and a scanning into one of the CAIDA traces. The attack has been
permitted (Fig. 11b). Nevertheless, the memory requirements of the emulated after 2500 seconds since the beginning of the trace. A
four solutions represent a fair comparison metric. HashPipe, Elastic sudden HH and scanning are two types of attacks that can poten-
Sketch and ET have similar memory requirements, but HashPipe tially change traffic patterns. At the same time, they are also pretty
can only detect Heavy Hitters, while our solution enables, at the different: while a HH is typically a source that sends a huge amount
same time, also traffic pattern changes detection. UnivMon is not of traffic to a designated destination, the scan is a source contacting
restricted to a single network event, but requires 90% more mem- many random destinations. Fig. 13a shows the time on the x-axis

ory to work. Finally, Elastic Sketch in its heavy flows mechanism and a moving average of trie changes (difference between number
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Figure 13: Change detection capabilities varying active timeout and trie building behavior.
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Figure 14: Comparison of detection speed and bandwidth
utilization between ET and other approaches.

of expanded and collapsed nodes) on the y-axis. Note that tree
is built based on HHH detection using a fixed active timeout of
ta = 20 seconds. In the figure we can distinctly see differences
during normal conditions and the state under DoS attack or scan. In
Fig. 13b, we repeated the same test but from a different perspective.
Now the trie is built on top of the SS detection. In this case, the
HH is not detected at all, because it represents a communication
with only one distinct destination. On the other hand, the scan, as a
typical case of superspreader, is much more significant now. Finally
in Fig. 13c we run again the same test and build the trie for HHH
detection using the variable active timeout mechanism. Due to the
accelerated trie construction, there are many more changes in the
trie over a short time period. This allows to highlight small changes
in the traffic patterns, as shown when comparing the scan behavior
for Fig. 13a and Fig. 13c.

7.5 Controller-dataplane communication

In this section, we asses how fast our data structure can provide
useful results to an external controller alongside the involved over-
heads. We used the same setup as in the previous change detection
case, and injected a sudden HH into a CAIDA trace. However, this
time we focused on the events reported to the controller, especially
on the delay to detect the first coarse-grained approximation of the
prefix, and later the final prefix responsible for the attack. Fig. 14a
shows the prefix length reported on y-axis with respect to the time
from the beginning of the HH on x-axis. It can be seen that immedi-
ately after the start of the HH the coarse grained prefix is reported
and then continuously refined over time. The figure also shows the
effect of a variable active timeout. When using the most aggressive

variable timeout function, the final responsible prefix is detected in
less than 5 seconds, and then reported regularly every 20 seconds.
The active timeout parameter can thus be understood as an upper
bound for the delay between two reports. If there is no change
detected when the timeout expires, the current prefix will be re-
ported again. In the figure, we also include the reports generated
periodically by state-of-the-art solutions such as Univmon, Elastic
Sketch and HashPipe. Although, an external controller can be in-
structed to retrieve those data structures at shorter timescales, it is
important to dimension the statistic retrieval process coherently
with the actual time needed to get the hardware information (as
shown in Fig. 3). Specifically, in the case of Univmon, Elastic Sketch
and HashPipe, consecutive requests cannot be lower than the time
needed to retrieve the data from the hardware. This effectively
creates a lower bound in the detection speed for those systems.
The same does not apply for ET, as it does not need the external
controller to retrieve the full data structure to detect a certain event.

Finally, Fig. 14b compares the amount of data exchanged between
a single switch and an external controller when either ET, Univmon,
Elastic Sketch and HashPipe are in place. Varying the reporting time
window (x-axis), we calculated the required bandwidth assuming
800KB size for the Univmon data structure, 140KB for the Elastic
Sketch data structure and 100KB for the HashPipe data structure
(default values according to respective papers). For ET we set 12B
as the size of a single prefix report, which is enough to report
the prefix, the length and also the associated sum of counters and
timestamp. We then calculated the average number of HHH reports
per second from CAIDA traces running ET with a threshold of 5 %.
The figure shows that in comparison to the other solutions, ET can
save a significant amount of control plane traffic (more than two
orders of magnitude).

8 RELATED WORK

In the past many SDN-based monitoring solutions which rely on
OF-based statistics retrieval from switches have been proposed [15,
49, 53]. They suffer from important limitations: (1) coupling be-
tween forwarding and monitoring rules, (2) the controller needs
to know in advance which flows have to be monitored in the dat-
aplane and (3) as the dataplane exposes just simple counters, the
controller needs to do all the processing to determine the network
state. In contrast, our solution reports to the controller the network
events of interest as soon as they happen, without the need of cen-
tral coordination. To speed up the identification process, iterative
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refinement of the traffic of interest is done directly in the dataplane,
to avoid expensive control plane interactions, contrary to solutions
in [32, 41, 56]. Although algorithms that use iterative refinement
of flows to determine heavy hitters [55] and anomalies [34] have
been proposed in the past, they were not targeted for match-action
type architectures. Dynamic trie-based data structures have been
used for many years [19, 23, 33]. However, in contrast to them, our
solution is time-based and hardware-friendly. The main difference
is the way that nodes are expanded and invalidated based on stored
timestamps, so the event reports are not limited to periodic time
windows.

More recently, a number of monitoring frameworks leveraging
P4 programmability have been proposed [30, 38, 39, 44, 48, 52].
FlowRadar [38] keeps track of all the flows in the network, their
associated counters, and exports this information periodically to
a remote collector, which ultimately uses them for various moni-
toring applications targeted to datacenters. In contrast, our aim is
to offload as much as possible the controller, by directly exporting
processed traffic information. UnivMon [39], ElasticSketch [52] and
SketchLearn [30] use sketch-based data structures in the dataplane
to record network traffic statistics and export them at fixed time
intervals to the control plane which is in charge to perform a num-
ber of measurement tasks. Although some of these solutions apply
optimizations to compress as much as possible the data structure, as
demonstrated in §3, the interaction between control and dataplane
can be very expensive and imply delays that are not acceptable.
HashPipe [48] determines the top-k heavy hitters in the dataplane,
while Popescu et a. [44] presents a solution for hierarchical heavy
hitters detection. They both cover one single measurement task,
while our solution is more generic. Finally, Sonata [28] proposes
a query interface for network telemetry, uses sketches in the dat-
aplane, and zooms-out the network traffic of interest by refining
the network query, starting from the finest level. The refinement is
done by the controller, while in our case, directly in the dataplane.

9 CONCLUSION

We proposed a push-based approach to network monitoring, where
the dataplane informs the control plane only when specific condi-
tions are met. To achieve this, we presented a new data structure,
Elastic Trie, that enables the detection of traffic pattern changes
and either (hierarchical) heavy hitters or superspreaders within the
dataplane. Our solution has been designed with the constraints
of emerging programmable switches in mind, as it works in a
packet-driven manner, and can be implemented using common
match-action based architectures such as RMT.

Elastic Trie uses a hash table based prefix tree that grows or
collapses to focus only on the prefixes that account for a “large
enough” share of the traffic. This enables the detection of either
(hierarchical) heavy hitters or superspreaders, and at the same time
by looking at its growing rate it is possible to identify changes in
the traffic patterns. We prototype our solution in P4 and for two
different FPGA targets. From our FPGA implementations we pro-
vide information about expected performance on real hardware and
from our C++ model we show that Elastic Trie achieves high accu-
racy in detecting the targeted events with the memory constraints
imposed by today’s switches.
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Abstract—TCP SYN Flood is one of the most widespread
DoS attack types performed on computer networks nowadays.
As a possible countermeasure, we implemented and deployed
modified versions of three network-based mitigation techniques
for TCP SYN authentication. All of them utilize the TCP three-
way handshake mechanism to establish a security association
with a client before forwarding its SYN data. These algorithms
are especially effective against regular attacks with spoofed
IP addresses. However, our modifications allow deflecting even
more sophisticated SYN floods able to bypass most of the con-
ventional approaches. This comes at the cost of the delayed first
connection attempt, but all subsequent SYN segments experience
no significant additional latency (<0.2ms). This paper provides
a detailed description and analysis of the approaches, as well
as implementation details with enhanced security tweaks. The
discussed implementations are built on top of the hardware-
accelerated FPGA-based DDoS protection solution developed by
CESNET and are about to be deployed in its backbone network
and Internet exchange point at NIX.CZ.

Index Terms—TCP SYN Flood, DDoS mitigation, TCP SYN
Authentication, RST Cookies, SYN Drop, TCP Handshaker

I. INTRODUCTION

Transmission control protocol (TCP) is an integral part of
the Internet protocol suite. As its importance is fundamental
for the operation of the Internet, it is often misused to
cause various cybersecurity threats. Data from the past several
years show a strong trend towards TCP abuse to perform
Distributed Denial of Service (DDoS) attacks. The report from
Q2 2020 by Kaspersky Lab states that the most frequent way
of a DDoS was TCP SYN flooding, utilized by 94.7% of all the
attacks [1]. According to Cisco, the number of DDoS attacks
will double to 14.5 million p.a. by 2022 [2].

The purpose of this paper is to describe details of this weak-
ness, present existing countermeasures, and most importantly,
convey our experience with the implementation and evaluation
of three network-based SYN Flood mitigation strategies. Our
implementations have been designed as a part of the DDoS
protection for high-speed networks developed by CESNET [3].

In this work, we extend the device’s mitigation capabilities
by developing network-based heuristic approaches to miti-
gate SYN Flood attacks. The discussed methods are not as
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widespread as end-host TCP SYN Cookies but are way more
effective in certain situations, such as when dealing with an
enormous amount of spoofed IP addresses, and enable flexible
utilization according to the current attack surface. Proposed
algorithms are used only as a reactive defense against ongoing
cyber-attacks, hence not affecting the traffic when no threats
are detected. With the use of high-capacity data structures
posing as IP whitelist and blacklist, our robust solution also
supports SYN limiting, creating an especially strong mitigation
mechanism even against more sophisticated attacks.

II. TCP SECURITY CONSIDERATIONS

The creation of a reliable data channel required by the TCP
is achieved by a three-way handshake. The process starts with
an initiating host (client). The client sends a segment with
the SYN flag set and generates a pseudo-random value of z
used as the Sequence number (SEQ.). The receiving host
(server) then generates its SEQ,, acknowledges the client’s
data by setting its ACK to the received segment SEQ,, + 1, and
enables SYN and ACK flags. The client also acknowledges the
received segment, and the channel setup is completed.

A. Known Vulnerabilities and Attacks

Attacks on the TCP are classified as either flood-based or
injection-based. Flood attacks aim to exhaust the target’s re-
sources by flooding with bogus packets, making it inaccessible
for regular clients, hence creating a denial of service. On
the other hand, injection attacks are based on eavesdropping
on the communication and injecting crafted segments into
the TCP session. Injected data may contain malicious code,
compromise the user’s privacy [4], or reset the session [5].

The functionality of the most popular attack — TCP SYN
Flood depends on the 3-way-handshake mechanism, during
which the server waits for the arrival of the final ACK to
mark the connection as established. The rationale behind a suc-
cessful DoS assumes that the victim allocates a new state for
every received SYN segment and that there is a limit of such
states that can be stored. These are defined in RFC 793 [6]
as Transmission Control Block (TCB) data structures. TCBs
are used to store necessary state information for each TCP
connection, and so they require a new memory allocated for
each received SYN [7].

Operating system kernels typically try to protect host mem-
ory from exhaustion by implementing a limit of contemporary



TCB structures called backlog. When its limit is reached,
either incoming SYN segments are ignored, or uncompleted
connections in the backlog are replaced. The primary goal of
the SYN flooding is thus to exhaust the target’s backlog with
half-open connections. For this purpose, spoofed IP addresses
that do not generate replies to SYN-ACKSs, are often used.

Other attacks include various types of floods, e.g., SYN-
ACK, RST, and FIN flood. More sophisticated techniques,
such as Fake session, include ACK and FIN segments along-
side many SYNs to simulate a real client’s traffic. Another
technique is Session attack, which utilizes a botnet to create
many valid TCP connections at once and stretch them as long
as possible, making the victim server inaccessible.

B. SYN Flood Mitigation Techniques

Modern operating systems provide relatively large back-
logs, being less vulnerable to regular SYN flooding attacks.
However, backlogs can not cover distributed variants of the
attack, so specialized methods are still required. Linux kernels
historically provided robust security by implementing two end-
host countermeasures — SYN cookies and SYN caching [8].

SYN cache method utilizes hashing to store a lightweight
fingerprint for every incoming TCP connection. This way, the
operating system does not need to allocate the whole TCB, but
only a fragment of the original memory is required. Therefore,
it is able to queue more requests and so is harder to exhaust [8].

In contrast to SYN cache, the SYN cookies method does
not need to store any state information at all. Essential data
defining the connection alongside a timestamp and a secret are
hashed into a 32-bit value representing the SEQ number of the
SYN-ACK segment. Upon ACK response receipt, the server
can reconstruct original SYN parameters and successfully
establish a connection. However, the method denies SYN-ACK
retransmission and also restricts TCP options usage [9].

A little-used but interesting approach is TCP Random drop.
Its principle is to replace a random half-open connection when
the backlog is full and another SYN is received. Replacement
is done by sending a RST segment, discarding the TCB struc-
ture, and allocating a new one for the incoming connection.
Dropped legitimate clients are expected to try to reestablish
a connection. Its rationale is that by making the queue large
enough, a server under attack can still offer a high probability
of successful connection establishment, but legitimate sessions
may still be occasionally denied [10].

Although often effective, the presented end-host mitigation
techniques are not suitable in all scenarios. Some of them
could be implemented as a part of the intermediary device
software, but their usage would require a mapping between
different SEQ and ACK numbers, making their operation rather
inefficient. Therefore, other specialized approaches also exist.

Various TCP extensions and modifications with anti-DoS
capabilities like TCP Cookie Transactions [11] and TCP Fast
Open [12] are also available. However, none of them is
globally used, mainly due to the lack of support from vendors.

Other network-based countermeasure techniques include

traffic filtering [13] and its improved variant reverse-path for-
warding [14]. Their fundamental idea is to deny all incoming
traffic that does not match its source network prefix. This
allows discarding all traffic from spoofed IP addresses, but
its deployment would be necessary on the majority of Internet
service providers, which cannot be generally relied on [15].
SYN Flood attacks were historically mitigated by firewalls,
proxies, or IDS/IPS systems, which usually used SYN-ACK
spoofing or ACK spoofing techniques [15] [16]. These prac-
tices are mostly present to this day but often reside in the cloud
as a part of virtualized IDS/IPS systems instead of traditional
per-network defense [17]. The methods mentioned above are,
however, not always optimal. SYN-ACK spoofing does not
solve the mentioned problem with degraded performance due
to the required SYN/ACK values mapping. ACK spoofing can
protect the server’s backlog but distributed SYN floods may
still cause network congestion or high processor utilization of
the security intermediary device or the server itself. Therefore,
another three methods providing both good performance and
decent SYN-flood protection are introduced in Section III.
Both end-host and network-based techniques are frequently
employed, and they generally do not interfere when used
in combination [15]. Newer trends in DDoS mitigation also
utilize artificial intelligence and machine learning principles,
such as [18], which are generally able to protect against
a wider range of attacks but suffer from a poorer performance
when compared to their previously mentioned counterparts.

III. NETWORK-BASED MITIGATION METHODS

The SYN Cookies end-host mitigation principle proved to
provide adequate protection against SYN Flooding attacks, but
its usage may be undesirable in certain situations. Since servers
are typically busy handling clients’ requests, it may be prefer-
able to filter the traffic on the network level, thus not wasting
their resources by processing potentially malicious traffic. For
this purpose, three TCP SYN authentication algorithms are
presented in the following subsections.

A. SYN Drop

SYN Drop mitigation method is based on a simple principle
to limit the maximum number of sent SYNs from a single IP
address. For this reason, the module needs to keep an internal
state for all clients, monitor their connections, and count the
number of SYNs and ACKs received from them. The number
of allowed SYNs is given by soft (S) and hard (H) thresholds.
When no ACK from the corresponding IP address is received
in the particular time window, the soft threshold, allowing only
a couple of packets, is active. If at least one ACK is received,
SYNs are limited by the hard threshold, which may allow up
to hundreds of connections in a few seconds. Additionally,
the first SYN in the soft threshold’s case is always dropped to
prevent SYN port scanning (Fig. 1a).

The described mechanism effectively denies dummy heavy-
hitters by policing the maximum number of SYNs a single host
can send. Nevertheless, attackers utilizing massive IP address
spoofing may produce enough traffic, managing to take down
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(a) SYN Drop functionality.

the server with only the soft threshold active. Alternatively,
ACK messages injection or Fake session attacks would be
able to fool the mechanism and make it ineffective. Therefore,
we also present other SYN Flood mitigation methods in
subsections III-B and III-C.

B. RST Cookies

The first mention of the RST Cookies approach can be
traced back to 1996 [10]. Unfortunately, the method was never
officially published, and the original proposal was only in the
form of e-mail communication. It was also never popularized
due to incompatibility with Windows 95 [19] and potential
performance issues on slow networks. Mentioned e-mails
were probably deleted, and so only a few resources exist to
this day. For the purpose of our custom implementation, the
method needed to be “reinvented”, estimating the behavior of
the clients according to the specification and actually testing
various operating systems for the expected compatibility.

RST Cookies is a heuristic mitigation technique utilizing
the 3-way handshake mechanism while relying on the client’s
behavior as defined in RFC 793. Its fundamental idea is to
establish a security association with clients before allowing
their connection requests. This is achieved by crafting an inten-
tionally invalid SYN-ACK response to the first SYN received
from a client. RFC 793 [6] defines the behavior as follows:

If the connection is in any non-synchronized state, and
the incoming segment acknowledges something not yet
sent (carries an unacceptable ACK), a reset is sent.

To distinguish whether the RST segment is associated with
the invalid SYN-ACK reception, RFC 793, section 3.4 [6] also
defines requirements on the sent RST:
If the incoming segment has an ACK field, the reset
takes its sequence number from that ACK field.

According to these preconditions, we can distinguish a legit-
imate client from an attacker without storing any state infor-
mation locally. Instead, the client’s authentication is performed
solely on the value stored in the ACK field of the SYN-ACK
reply. The first SYN from a new (not whitelisted) client is
dropped, and an invalid SYN-ACK reply is used to verify its
validity (Fig. 1b). The regular client will send a valid RST
reply, whereas the attacker without the real TCP stack will

(b) RST Cookies functionality.
Fig. 1: Network-based TCP SYN Flood mitigation techniques using TCP SYN authentication.

(c) TCP Handshaker functionality.

not. When the valid RST is received, a security association is
established by whitelisting the client’s IP address. SYN traffic
originating from whitelisted IP addresses is forwarded to its
desired destination without further tampering (Fig. 1b).

The algorithm hence blocks all received SYN segments
from unknown hosts until a security association with them is
established. On account of this behavior, the protected server
does not initially know about the intentions to establish a ses-
sion and thus no state information are allocated until the client
is considered legitimate. This mechanism effectively denies
all attacks from spoofed IP addresses, which can not generate
a valid reply. Random RST segments can not fool the security
mechanism because the specific SEQ value is expected. For
the attacker without a valid TCP stack, it is rather problematic
to inject a RST segment with the desired SEQ. Therefore,
the only viable way is to use legitimate (non-spoofed) clients.
As further discussed in Section IV, we enhanced the original
algorithm by implementing a hard threshold to limit the
maximum number of SYNs from already-validated clients
(Fig. 1b), thus merging it with the functionality of SYN Drop.

C. TCP Handshaker

SYN Authentication with TCP Handshaker is practically
a version of the end-host SYN Cookies method ported to
the network-based environment. As outlined in Section II-B,
the trustworthiness of the initiating host is verified by setting
a specific SEQ in the SYN-ACK response and then verifying
the value from the ACK segment the client returns.

The TCP Handshaker method (Fig.1c) works according
to this principle, where a specific SEQ value is set in the
SYN-ACK response and expects the client to confirm its
validity by responding with a required value of SEQ+1 in
its ACK segment. If the values are matched, its IP address
is added to the whitelist, and its SYN data are not intervened
anymore. However, after the client sends an ACK finalizing the
handshake, it thinks that the session is established because the
3-way handshake was successfully finished from its perspec-
tive. The problem at this point is that the server knows nothing
about the session since the client’s SYN was intercepted by the
algorithm, and thus never reached the server. To synchronize
nodes in this state, the TCP Handshaker needs to send a RST



1: entry < IP data from association table

2: if (entry == NIL):

3: send (invalid) SYN-ACK; drop SYN and exit;
4: elseif (ts — entry.tq > tm):

5 delete IP from association table;

6: send (invalid) SYN-ACK; drop SYN and exit;
7: if (SYN limiting enabled):

8 if (ts — entry.window_start > 1s):

9 entry.syn_cnt < 0;

10: entry.window_start < ts;

11: elseif (entry.syn_cnt > SYN limit):

12: if (Blacklist enabled):

13: add IP to blacklist;

14: delete IP from association table;

15: drop SYN and exit;

16: entry.syn_cnt < entry.syn_cnt + 1;

17: allow SYN and exit;
Fig. 2: SYN Processing of RST Cookies/ TCP Handshaker.

for the client’s session after its ACK is processed. When
the RST is received, the client closes its session and may
start another one automatically based on its implementation
(Fig. 1c). This behavior is further discussed in Section V.

IV. DESIGN AND IMPLEMENTATION REMARKS

Since the SYN Drop technique is rather simple, this section
will mostly focus on the problematics related to RST Cookies
and TCP Handshaker. The following subsections discuss SYN
processing and the client authentication process in more detail.

A. SYN Processing

All of the presented methods require to process all ingress
SYN segments. In addition, RST Cookies and TCP Hand-
shaker have to process all RSTs or ACKs, respectively. When
a SYN is received, the algorithm must determine whether
it originates from a new client or a client that is already
verified. For this purpose, we use a hash table with the source
IP address as its key. The contents of its entries depend on the
mitigation method, but various timestamps and counters have
to be used. For example, each entry for RST Cookies or TCP
Handshaker contains a timestamp specifying when the associa-
tion has been created (), allowing entries to age. Therefore,
upon a SYN segment arrival (f5), these algorithms have to
check whether the IP address is contained in the whitelist and
its entry timestamp does not exceed the maximum specified
age time (t,,), thus validating the condition: t; — t, > t,,. If
the condition is met, the SYN is dropped, and a valid or invalid
SYN-ACK is assembled and sent as a response. Otherwise, the
processed SYN is forwarded to its desired destination.

A regular version of SYN processing is depicted in Fig.2
(lines 1-6). We enhanced the algorithm functionality by adding
a counter (syn_cnt) and timestamp (window_start) to the hash
table alongside the existing association timestamp. These are
used to implement the hard SYN threshold functionality for
already associated clients (lines 7-16). The modified algorithm
with the hard limit will successfully block sending large
amounts of SYNs by any sophisticated attackers, who would
manage to guess the whitelisted IPs or somehow pass through
the security association phase. When combined with a black-
list, an ability to detect these smart attackers and deny their
traffic entirely is available as well (lines 12-13).

Src IP
32/128-bits

Ee Sec(et + Src p_ort + Dst pon ak Times!‘amp - Has_h
32-bits 16-bits 16-bits 32-bits 32-bits

Hash

first 20-bits

1-sec timestamp - 4-sec timestamp
- >
32-bits —>[>>2 30-bits mod 2

Fig. 3: SYN-ACK generation — the hashing method.
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B. Validation Packets Processing

RST segments for RST Cookies and ACKs for TCP Hand-
shaker are used for client validation and thus need to be treated
differently in these particular methods. These algorithms have
to decide whether the RST/ACK is a part of its authentication
mechanism or belongs to the regular TCP traffic. This is done
by looking at the SEQ (for RSTs) or ACK (for ACKs) of
the obtained data. If this value is equal to the expected value
defined by the algorithm, it is probably a response to its
previously sent SYN-ACK. In this case, the processed segment
is dropped, and the client’s IP address whitelisted. Otherwise,
the algorithm has to forward the segment to its destination.

C. ACK/SEQ Values Generation and Validation

The key concept of both RST Cookies and TCP Handshaker
is to generate either valid or invalid SYN-ACKs and use their
ACK or SEQ values for future client authentication. In the
RST Cookies’ case, an invalid SYN-ACK is crafted by setting
its ACK value differently from the SEQ + 1 of the SYN it
is referring to. TCP Handshaker requires a valid SYN-ACK,
but we are still free to set its SEQ as desired. Both of the
algorithms hence need to generate a value that cannot be
easily guessed by an attacker and which they can reconstruct
when required. The simplest solution to this is a constant value
placed in each SYN-ACK response and then checked for the
match in the RST/ACK. This approach would be functional,
but a smart attacker could monitor the traffic and inject the
required type of packet with the given constant to trick the
security mechanisms. To tackle this issue, we propose a system
of dynamic TCP number generation and validation.

Our design of the dynamic TCP number generator and
validator uses two policies with two security levels. The first
policy generates random numbers periodically and assigns the
values to SYN-ACK segments according to the generation
time. When a client’s response is being processed, the al-
gorithm iterates over the structure of these lastly generated
values and searches for a match between the generated and the
value read from the segment. The number of iterated elements
depends on the generation period and the validity of generated
values. When configured sensibly, this method is faster and
allows considerably better throughput than its counterpart.

The second approach is somewhat inspired by SYN Cook-
ies. As illustrated in Fig.3, a unique hash is computed for
every connection. The source IP, a 32-bit secret, source and
destination ports, as well as a 32-bit timestamp, are hashed into
a 32-bit string. Its 12 least significant bits are replaced with
a modulo of the timestamp shifted to 4-second precision. This
technique provides a reasonable trade-off between security



1010 1008.90
M Initial delay [ms]

1005 01
1000.88 1000.93

- . . " I
0

SYN Drop RST Cookies TCP Handshaker

m Subsequent

0.1351 0.1317
delay [ms]

RST Cookies  TCP Handshaker

0.081

SYN Drop
(a) Initial session delay.

Fig. 4: SYN session delays (including 3-way handshake).

(b) Subsequent session delay.

and performance because the attacker would have to guess
220 possibilities from the hash alongside four different times-
tamps. Four-second precision protects against a replay attack
for 22%s ~ 194 days (required for the timestamp repetition).
Received value verification is then done by reconstructing the
timestamp by deriving its value before the modulo opera-
tion was applied. This process involves shifting back to the
1-second precision and computing the hash function for every
possible second in the given time window. If the reconstructed
timestamp is within the timeout range and the first 20-bits of
the computed hash match the first 20-bits of the SEQ (ACK) in
the analyzed RST (ACK), the client is considered legitimate.
This method undoubtedly provides stronger security since
unique values are generated per connection instead of the
single value for all connections in the given time window.
Both policies can further be combined with two security
modes — crypto- and non-cryptographic. The cryptographic
mode uses cryptographically-secure hashing and number gen-
eration, aiming to deny generated values guessing and esti-
mation completely. On the other hand, the non-cryptographic
variant utilizes regular hashing and pseudo-random numbers,
providing high performance at the cost of lowered security.

V. RESULTS AND CLOSING REMARKS

Firstly, the compatibility of the presented methods with
modern operating systems has been confirmed. This was done
with a browser and various console applications, which were
supposed to establish a connection to a server protected by our
algorithm implementations. As expected, all three methods al-
ways caused the first session establishment to fail, and a client
had to react accordingly. Our results show that systems without
any IPS activated, namely Windows XP — Windows 10, Linux
kernels 3, FreeBSD 11, Apple iOS 12, macOS 10.14, and
higher are all respecting the TCP standard, and thus being
fully compatible. All the methods behave transparently to
the protected devices, and all OSes tried to automatically
re-establish the session, making the methods transparent for
user applications as well. However, we discovered that newer
Fedora-based distributions utilize nftables stateful connection
tracking to drop invalid packets. Such configuration effectively
prevents the OS from receiving invalid SYN-ACK responses,
making it RST Cookies-incompatible.

The client’s behavior is fully dependent on the used method
because it defines how the session fails. The following para-
graphs will examine these behaviors, whereas Fig.4 summa-
rizes the initial and subsequent session establishment delays
for an average of 10k nefcat data transfers on CentOS 7.8.

SYN Drop causes the session to fail by dropping the first

received SYN. The time of its retransmission depends on the
client’s TCP stack, influenced either by an operating system or
an application. The most frequent value we came across was
1000ms (Fig.4a), but other values may also be present [20].

RST Cookies brings a session into an erroneous state by an
invalid ACK. In this case, the client is supposed to reply with
a RST segment and try to reestablish the session on the same
port. This process is also application and host-dependent. The
typical period we encountered was also 1000ms (Fig.4a) on
Windows OSes and most *nix (including Android and iOS)
applications and popular browsers (Chrome, Edge).

TCP Handshaker closes the first client’s session with a RST.
In this case, the session needs to be reestablished on a different
source port, which OSes and simple programs typically do
not perform. However, more robust applications tend to open
a new port automatically after a certain period. Since this
process requires OS kernel intervention, the initial session
delay is slightly higher as in the previous methods (Fig. 4a).

While simple programs like netcat rely on an OS’s TCP
stack and a single port, more sophisticated applications usually
initiate multiple TCP connections at once for a single user
request. Two to four sessions are opened initially, followed
by another after 200-300ms (e.g., Chrome). Although the
retransmission period of 1s is rather high, additional attempts
after 200ms are typically sufficient to set up a TCP channel
since the client’s IP address is already whitelisted. Such appli-
cations are thus able to successfully establish the connection
without waiting for a retransmission timer. Fig.4b shows that
subsequent whitelisted connections experience no significant
delay (<0.2ms). We evaluated all the values for the worst-
case scenario using cryptographic hashing. Therefore, simpler
security mechanisms like non-cryptographic random number
generation tend to reduce these delays slightly. Though delays
up to 1s may seem high, it is important to realize that these
methods are activated only when an ongoing attack is detected.
Therefore, no delays occur during a regular operation, and
a slight initial delay is highly preferable to service unavail-
ability while an attack is in progress.

Memory requirements and packet throughput shall be con-
sidered as well. All the presented methods require a whitelist
data structure to monitor SYN-sending IP addresses and store
state information for decision-making. RST Cookies and TCP
Handshaker require 20B per whitelisted client if SYN limiting
is enabled. For example, peaks on the CESNET’s network
from March to August 2020 reached up to 540k TCP flows
per second. For this purpose, only 640 MiB of memory would
be needed for 33.55M client entries, hence containing all of
them for a period of one minute. Although the SYN Drop
method requires only 13B per client, it needs to store state
information for all (also spoofed) clients.

Packet throughput is mostly influenced by the number of
processed hash functions. Our implementations contain at least
one hashing per TCP segment to access the whitelist. When the
hashing security mechanism is used, two hashes per SYN and
up to five per RST (RST Cookies) or ACK (TCP Handshaker)
segments are needed to validate them. Fig.5a shows the
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throughput comparison of these mitigation methods during
the simulated SYN Flood attack. The attack was composed
of SYN packets originating from randomized IP addresses
and ports. As expected, the SYN Drop method performed the
best, achieving a throughput of 29.69Mpps. Usage of more
sophisticated mitigation furthermore reduced the throughput
to less than 15Mpps according to the used security mode.

Modern network interface cards support a mechanism called
RSS (Receive Side Scaling), enabling to distribute packets into
multiple receive queues, which can be processed by separate
CPUs. Therefore, we commonly run numerous instances of
these algorithms on multiple CPU cores. This way, a through-
put of more than 97Mpps (~71Gbps) on 8 independent queues
can be achieved (Fig.5b). In this case, the packet rate of
more robust methods is higher than of the SYN Drop. This is
due to the nature of mixed IPv4/IPv6 segments with different
lengths, which have to be forwarded as they are. For this
reason, the TX interface buffers are used inefficiently, and
so the overall performance decreases. On the other hand, our
custom-generated SYN-ACKs are padded, so the performance
for these high-speed packet rates may be significantly higher.

Alongside legitimate and attack data, RST Cookies and TCP
Handshaker have to cope with responses to the traffic they
generate as well. Its volume could become rather significant
as the clients not contained on whitelists try to establish
new connections. For this reason, we also provide throughput
comparisons with a changing vector of clients’ RST (ACK)
messages in contrast to the received number of SYNs. Note
that SYN analysis requires one memory access for whitelist
search and an alternative SYN-ACK generation if the client
is not verified. In contrast, RST/ACK analysis requires to
validate their ACK value, either by memory access for the
random numbers variant or up to four extra hash computations.
As expected, only hashing security policies are affected since
memory access is negligible when compared to hashing.

For example, consider a RST:SYN ratio of 0.1 for non-
cryptographic RST Cookies hashing and suppose that all the
RSTs are destined to the mitigation mechanism, the throughput
for 1 thread is 10.4Mpps. If the ratio increases to 1.0 (all
SYN senders need to verify themselves with a certain RST),
the throughput falls to 9.6Mpps. Even more significant decline
can be observed for the cryptographic hash policy, which falls
from 4.0Mpps to 2.3Mpps per thread. Since TCP Handshaker
uses the same mechanism for ACK generation and validation,
its results are quite the same as the cases described here.

VI. CONCLUSIONS

This paper has focused on the analysis of the TCP SYN
Flood attack and discussed three network-based mitigation
methods as its possible countermeasure. Presented experimen-
tal results are based on a custom implementation and evalua-
tion with commonly used operating systems and applications.

The simplest method, SYN Drop, offers sufficient protection
against pure SYN Floods from regular or spoofed IP addresses.
Advanced algorithms — RST Cookies and TCP Handshaker,
allow detection and blocking of more sophisticated attacks,
able to bypass conventional techniques by simulating the
traffic of a real client. The mitigation can function on up to
97Mpps, but prolongs the establishment of the first session.

Further optimizations for better performance and memory
requirements can still be conducted. Used memory can be
minimized by probabilistic data structures such as Bloom
filters. Appropriate hash functions could also improve the
overall throughput significantly. Even bigger performance de-
mands may lead to offloading a part of SYN Flood mitigation
algorithms into the FPGA device programmable dataplane.

Our future work will focus on observation and analysis of
attack vectors of real-world situations, given our experience
with DDoS protection solution deployment in operational
environments at CESNET’s backbone and NIX.CZ.
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Abstract—Distributed Denial of Service (DDoS) attacks are an
ever-increasing type of security incident on modern computer
networks. To tackle the issue, we propose Windower, a feature-
extraction method for real-time network-based intrusion (partic-
ularly DDoS) detection. Our stream data mining module employs
a sliding window principle to compute statistical information
directly from network packets. Furthermore, we summarize
several such windows and compute inter-window statistics to
increase detection reliability. Summarized statistics are then fed
into an ML-based attack discriminator. If an attack is recognized,
we drop the consequent attacking source’s traffic using simple
ACL rules. The experimental results evaluated on several datasets
indicate the ability to reliably detect an ongoing attack within the
first six seconds of its start and mitigate 99% of flood and 92% of
slow attacks while maintaining false positives below 1%. In con-
trast to state-of-the-art, our approach provides greater flexibility
by achieving high detection performance and low resources as
flow-based systems while offering prompt attack detection known
from packet-based solutions. Windower thus brings an appealing
trade-off between attack detection performance, detection delay,
and computing resources suitable for real-world deployments.

Index Terms—network intrusion detection, NIDS, DDoS miti-
gation, real-time, stream data mining, machine learning

I. INTRODUCTION

Distributed Denial of Service (DDoS) is one of the most
prevalent cyber-attacks on today’s Internet. It is described as
a deliberate attempt to render a target system unavailable,
threatening the key cybersecurity goal — availability. The attack
is typically performed via a large number of geographically
distributed computers known as a botnet. Such computers
simultaneously generate a huge amount of requests to over-
whelm a target system or its underlying network architecture.

DDoS usage has grown massively since the first attack [1]
reported in 1999. Cisco predicts 15.4 million DDoS attacks
in 2023 [2]. In Q1/2023, Cloudflare observed an increase in
hyper-volumetric attacks, peaking above 71 Mrps [3]. Volu-
metric attacks like DNS amplification, SYN flood, GRE flood,
and other TCP/UDP floods are the most popular [3], [4].

In general, defense against cyberattacks spans three high-
level objectives — prevention, detection, and reaction [5]. It
is well-known that perfect prevention cannot be achieved,
whereas the reaction implicitly assumes that the attack has
already happened [6]. In this light, attack detection is crucial
in successfully reacting toward harm minimization or attack
deflection (mitigation).

Jan Kucera
Brno University of Technology, Brno, Czech Republic
CESNET a.l.e., Prague, Czech Republic
jan.kucera@cesnet.cz

Attack detection is performed by Intrusion Detection Sys-
tems (IDSs), which monitor the activity of a protected system,
intending to identify its potential unauthorized use, misuse, or
abuse [7]. Identified malicious activities are collected centrally
and presented to a security officer. Afterward, either automated
or manual reaction can take place.

Most notable aspects of IDSs [8] include: I) Information
source, specifying whether network traffic (Network IDS —
NIDS) or end-host data are analyzed; II) Detection approach,
defining a detection principle — known signatures or deviations
from a norm; III) Detection time, putting constraints on the
detection delay; and IV) Response type, as whether the system
actively participates in attack mitigation after its detection.

We present Windower, a feature-extraction method for real-
time network-based intrusion (particularly DDoS) detection at
the network perimeter. It processes packet headers and utilizes
stream data mining and windowing techniques to extract
relevant traffic statistics. We designed Windower to detect
flooding attack and periodicity patterns, but it also proved
efficient against low-rate DoS. To demonstrate its capabilities,
we employed KitNet, an autoencoder ensemble from the
Kitsune [9] NIDS, as an anomaly-based attack discriminator
and simulated both detection and mitigation scenarios.

As most current machine learning (ML)-based NIDS re-
search implicitly assumes off-line scenarios [10], [11], we
specifically aimed to propose a practical and reliable method
for real-time attack detection and consequent mitigation. It
also allows stream learning, recommended for real-time cy-
bersecurity solutions [12]. The paper’s main contributions are:

o We propose a packet-based sliding window method'
to compute traffic statistics from packet headers using
stream data mining, suitable for real-time intrusion de-
tection and mitigation.

« We introduce a specific feature set particularly for volu-
metric DDoS but also prove its ability to detect low-rate
DoS attacks. Moreover, features are detector-independent,
allowing both misuse- and anomaly-based approaches.

e We demonstrate Windower’s performance in terms of
detection rate and latency on several public datasets
(CAIDA, CTU-13, SUEE-2017, UNSW-NB15) and com-
pare it to the state-of-the-art packet-based NIDS.

ICode publicly available at: https:/github.com/xGoldy/Windower



This paper firstly looks at problems of flow-based NIDS for
real-time detection in Sec II. We further discuss related work
in Sec III and method design in Sec. IV. Experimental results
are presented in Sec. V, followed by rigorous discussion in
Sec. VI. Finally, Sec. VII concludes the paper.

II. FLow-BASED DDOS DETECTION PITFALLS

The current mainstream way for ML-based DDoS detection
predominantly utilizes network flows. This fact is mainly
attributed to the wide availability of flow-based datasets, e.g.,
CIC-IDS2017 [13], CIC-DD0S2019 [14], and ISCX2012 [15],
currently considered the most popular for research [10]. Such
approaches typically achieve detection rates above 99% [10].
However, in addition to losing information about packet pay-
loads, flow-based detection suffers from two more defects:

1) Network flows provide no communication context.
2) Detection delays occur due to flow creation mechanism.

A network flow captures only a single data exchange
between a client and a server, providing no information context
about the client’s previous communication. Therefore, some
attacks using port randomization (e.g., tools HOIC or XOIC
incrementing source ports) or port scans create a separate flow
for each attack packet. The capabilities of flow-based methods
without flow correlation are thus significantly hampered.

Flow-based methods suffer from delays due to creation and
export intervals. Typically, a flow terminates after observing a
TCP FIN flag or when a timeout occurs. However, attacks like
SYN Flood do not carry FIN flags, so flows must be terminated
upon timeout. Moreover, observed flows are exported in bulks,
so dozens of seconds might pass until the flow data arrives at
a flow collector. Afterward, a NIDS still needs to access the
collector to retrieve the entries, adding additional delay.

Although the network flow collection is widely deployed
and well-matured, it was created with the aim of monitoring
and not directly for cyberthreat detection. Therefore, flow-
based attack detection might be unsuitable if a near-instant
reaction to the attack is required, as it can be significantly
delayed, and additional post-processing might be required.

As a possible solution, we propose a packet stream method
to compute statistics via a sliding window aggregated based
on the source IP. In such a way, it provides the client’s
communication context by design, thus avoiding the necessity
of flow correlation. Since no export must occur, the detection
delay is minimized to a few seconds after the attack begins.

III. RELATED WORK: REAL-TIME ML DDOS DETECTION

Real-time attack mitigation is the main design goal of prac-
tical anti-DDoS solutions [16]. Delays of dozens of seconds
or even minutes might thus be unacceptable. In general, there
are three main approaches to speed up the detection process:
1) Window aggregates, 2) Per-packet processing, 3) Subflows.

A. Window Aggregates

As the whole data stream cannot be processed at once,
windowing splits a (potentially infinite) data stream into logi-
cal subsets (windows). Applying operations separately to each

window allows for partial stream analysis. Thus, it enables to
detect and react upon events (e.g., attacks) in a timely manner.

Time-based windows are based on timestamps, whereas
count-based windows rely on the order of processed elements
(packets/flows) as they arrive from the network.

Vijazasarathy [17] detects DDoS using TCP flags and dura-
tions of count-based windows with the Naive Bayes classifier.
Similarly, Mousavi and St-Hilaire [18] proposed a DDoS
detection for SDN based on the entropy of destination IP ad-
dresses within five 50-packet windows and thresholding. Based
on Jensen-Shannon Divergence, Bhandari [19] differentiates
DDoS attacks and flash events within short 1-second windows.

Aggregates can also be created upon flows. For instance,
GEE [20] aggregates flows per source IP inside 3-minute win-
dows. Although such methods achieve relatively high accuracy,
timely attack detection is degraded due to NetFlow properties
(Sec. II) along with too long window lengths.

B. Per-Packet Processing

Per-packet NIDSs evaluate each packet within the attack
discriminator separately. Such systems utilize statistical tech-
niques like n-grams [21] or signatures (e.g., Snort [22]) to
search specific patterns within packets. Despite the signatures’
efficiency, the research has moved towards ML, especially Re-
current Neural Networks (RNNs), due to their ability to main-
tain context. DeepDefense [23] uses a bi-directional LSTM-
RNN with the last 100 packets, achieving ~98% accuracy and
a 1-2% error rate. LSTM-BA [24] improved its performance
by combining an RNN with a Naive Bayes classifier.

Per-packet methods are sometimes combined with win-
dowing for additional context. Kitsune [9] uses per-packet
feature extraction and KitNET, an ensemble of autoencoders —
unsupervised artificial neural networks, for anomaly detection.
It keeps the communication context for channels (conversa-
tions between two hosts) using five damped time windows,
computing 115 features per packet. Chronos [25] employs
the same feature extraction as Kitsune, but their handling and
model architecture differ. Finally, Doshi et al. [26] combine
stateful window along with stateless packet-header features.

Although the discussed methods achieve promising results
and Kitsune sparked great interest within the community, they
still require evaluating every packet in the detection model.
Despite sufficient for smaller-scale local networks, the per-
packet approach might be infeasible for larger networks with
only a few dozen nanoseconds to process a packet available.

To enable DDoS detection and mitigation in high-speed
networks, we argue that one must classify at higher-level
abstraction, i.e., windows or network flow aggregates. As
outlined in Sec. II, flow-based methods might add additional
delay. Therefore, window-based methods seem to be a promis-
ing research direction for real-time detection purposes.

C. Subflows

A subflow is formed by the same 5-tuple (IPs, ports,
protocol) as a regular flow but is restricted by the number
of packets and/or its duration. Therefore, only the first n
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Fig. 1: Architecture of the proposed DDoS detection system.

packets of the flow are examined, or it is terminated after
a certain time. These approaches are plausible since they can
utilize existing NetFlow architecture while still speeding up the
detection. Nevertheless, the client’s communication context is
still missing, requiring additional post-processing (e.g., as in
the NeMo DDoS software [27]) for better performance.
AE-D3F NIDS [28] uses an autoencoder to detect DDoS via
features like packet/byte counts, packet sizes, and TTLs based
on 10-second bi-directional subflows. Similarly, Lucid [29]
aggregates packets within a subflow and performs detection
using a Convolutional Neural Network (CNN). Liang and
Znati [30] classify the whole flow based on its first N packets
via an LSTM model. These designs are less computationally
demanding than per-packet approaches but still might be
insufficient for real-time operation. Another drawback is that
these methods ([29], [30]) expect an input of a certain length,
so dummy packets are needed for less than N-packet flows.

IV. SYSTEM DESIGN

Our main design objective was to provide a lightweight
method aiming for the best trade-off between attack mitigation
metrics and detection timeliness. We thus had to consider:
I) providing attack-distinguishing features in a timely manner
and II) evaluating such features quickly enough to keep up
with the network. Despite achieving similarly high detection
rates [31], flow-based data are not always sufficient for timely
detection, whereas processing every packet might be infeasi-
ble in large-scale networks. Therefore, we opted to employ
sliding-window statistics aggregated per source IP.

Since we aggregate the data based on the source IP address,
we expect the same-source traffic to be routed via the same
path so it can be captured. Actually, the detection method
only examines incoming (potentially malicious) traffic and
does not care about the responses, thus monitoring the packet-
wise traffic in an uni-flow manner. Relying only on ingress
traffic effectively decreases the detection latency, resource
requirements, and relaxes the constraints on traffic routing.

Windower is depicted in Fig. 1. Firstly, we extract header
values from each packet (Tab. I). They are used to compute the
current window statistics, which we aggregate by their source
IP. After a specified amount of windows is reached, window-
wise statistics are summarized, and standard deviations are
computed between windows (Sec. IV-A). Such summaries
(Tab. II) are fed into a model to determine whether the host
resembles anomalous behavior (Sec. IV-C). After detection,
attack mitigation is launched.

A. Feature Extraction and Statistics Computation

As illustrated by Fig. 1, our method is designed to process a
raw network data stream. However, instead of processing every
packet within the attack discriminator, we extract relevant
packet features and compute communication statistics for each
source IP address using summarized sliding windows for
attack detection. This process is divided into several steps:

1) Packet Feature Extraction: We utilize only packet
headers (Tab. I) instead of payloads, making the method
application-level independent and unaffected by encryption.
Features can characterize various DDoS attacks with temporal
and packet sizing patterns different from benign traffic.

2) Sliding Window Per-Source Aggregation: We aggregate
packet features by their source IP address inside a sliding
window of ¢ seconds. Aggregation per source IP creates a
natural communication context, providing rigorous patterns of
a single host across multiple network flows. No additional
correlation between network flows is hence required.

Aggregation within the current window is done by counts,
sums, averages, standard deviations, minimums, maximums,
unique counts, and an entropy estimation for every unique
IP in the window (Tab. II). As the mechanism might need to
process dozens of gigabits per second, it would be infeasible to
store extracted features from all packets within each window.

Counts, sums, minimums, and maximums can be computed
on the go by a simple update. However, computations of
regular average and variance assume that all the samples are
available at the time of the computation. For this reason,
we utilize data stream (running) algorithms to compute such
statistics without storing samples. The streaming mean is
computed using Eq. 1, and we use Welford’s algorithm [32]
for variance. It maintains an auxiliary value s; updated for
every element (Eq.2) along with running mean z; (Eq.1). As
the window finishes, the variance estimate is computed using
Eq. 3, and the standard deviation then simply as o=Vs2.

Tp — Tp—1

Tp=2Tp—1+ - (1)
n

Sn
Sn= Sn71+ (ZE"—EH)'(I”—EH,1) (2) 82: n—1 (3)

Computing the unique source port count would normally be
trivial via the cardinality of a set. Nevertheless, sets require

TABLE I: List of all extracted packet features.

# Packet Features (I=Integer, S=String, B=Boolean)

1. Timestamp (I) 5. Destination IP (S) 7. Headers length (I)
2. Source IP (S) 6. Destination port (I) 8. Payload length (I)
3. Source port (I) 4. L4 protocol (I) 9. TP fragmented (B)




TABLE 1I: List of all intra- and inter-window statistics.

# Intra-Window Statistics

1. src_ip IP address for the corresponding statistics
2. window_count Number of summarized windows

3. window_span The first and the last window ID difference
4. pkts_total Total number of packets

5. bytes_total Sum of bytes of all packets

6. pkt_rate Estimate of a packets per second (pps) value
7. byte_rate Estimate of a bytes per second (bps) value
8. pkt_arrivals_avg Average time between packet arrivals

9. pkt_arrivals_std Standard deviation between packet arrivals
10. pkt_size_min Overall minimum packet size

11. pkt_size_max Overall maximum packet size

12. pkt_size_avg Average of packet sizes

13. pkt_size_std Standard deviation of packet sizes

14. proto_tcp_share TCP traffic share

15. proto_udp_share UDP traffic share

16. proto_icmp_share ~ ICMP traffic share

17. port_src_unique Number of unique source ports

18. port_src_entropy Source port entropy

19. conn_pkts_avg Average number of socket-to-socket transfers
20. pkts_frag_share Fragmented packets share

21. hdrpkt_ratio_avg ~ Average of header to packet size ratio

# Inter-Window Statistics (Std=Standard Deviation)

22. pkts_total_std Std of a total number of packets

23. bytes_total_std Std of a total number of bytes

24. pkt_size_avg_std Std of packet size averages

25. pkt_size_std_std Std of packet size stds

26. pkt_arrivals_avg_std Std of average time between packet arrivals
27. port_src_unique_std Std of number of unique source ports

28. port_src_entropy_std Std of source port entropy values

29. conn_pkts_avg_std Std of packet count per connection averages
30. pkts_frag_share_std Std of fragmented packets share

31. hdrpkt_ratio_avg_std Std of header to whole packet ratios

32. main_proto_ratio_std Std of ratio of the dominant L4 protocol
33. intrawin_activity_ratio 1P estimate within the windows

34. interwin_activity_ratio 1P estimate during the period

saving every unique element in the memory. Instead, we rely
on HyperLoglog (HLL) [33], a probabilistic structure for
reducing space demands. It cannot give a definite answer
but provides an approximation within some maximum error
range [34]. Using HLL, we achieve a standard error of 4.6%
with less than 1kB of memory per single window entry.

Lastly, we compute the client’s source port entropy (the
amount of randomness). Although several techniques for cal-
culating streaming entropy exist [35], [36], we opted for reg-
ular Shannon Entropy [37] computed from a sample of n=40
observed source ports obtained by Reservoir sampling [38].

3) Intra-Window Statistics: After the current window fin-
ishes, a new one is started. However, some information is not
used as collected, but additional (intra-window) statistics are
computed (Tab. II). Windows are considered valid when they
contain at least p packets. Such a restriction aims to reduce
statistical noise introduced by small sample sizes. This phase
also computes running variances and other statistics, like the
average number of packets per connection.

4) Window Summarization and Inter-Window Statistics:
Using only one window might not properly capture the vari-
ability of communication over time. For instance, flash events
resemble identical characteristics to a DDoS [39]. When a
flash event is captured by a single window, its features might
look similar to an attack. To make Windower more robust, we

utilize multiple windows to describe communication patterns
more reliably. The functionality is achieved by 1) summarizing
multiple windows and 2) computing additional inter-window
statistics (Tab. II). Similarly to the minimum packet limit, we
set the minimum window count w for noise reduction.

After collecting w windows, the features are summarized
via arithmetic means over available per-IP window statistics.
We compute TCP, UDP, and ICMP traffic shares, as well as
the header-to-payload length ratio. For specific attacks, e.g.,
SYN flood, the attacker sends packets without payload. These
features can thus help to reveal noticeable attack patterns.

Inter-window statistics are computed as standard deviations
of corresponding statistics across windows. Their rationale
is that regular benign traffic would likely have a substantial
variance over machine-generated attacks. Attack tools usually
limit an attack to a specific bitrate, achieving high uniformity,
thus leading to low variance across multiple time windows.
The premise might be incorrect for pulsing DDoS [40] or
benign streaming services. Nevertheless, we compensate for it
with other features (packet size analysis and packet/byte rates).

We also estimate the client’s intra- and inter-window activity
during the analyzed period. Intra-window activity is based on a
communication gap at the start and end of the window (Eq. 4).
Inter-window activity is given as a ratio of the summarized
window count to all possible windows within the range (Eq. 5).
Due to the p packets window validity requirement, a client
might not produce enough data to fill in the window, whereas
a flooding attack should have both values close to 1.

- tlast-pkt _tﬁrsl»pkl
Qintra=

#windows-summarized
@ dner=——~——— (5)

IDlast-win _IDﬁrst»win

5) Statistics Preprocessing: Statistics computed in the pre-
vious phase require preprocessing before being fed into the
attack discriminator. Although the source IP is important
for alerting and mitigation, we drop it before classification
to prevent evaluation bias [41]. We further drop features
window_count and window_span, which can be useful during
postprocessing to adjust the decision confidence but are not
helpful during the classification itself. Therefore, 31 features
to process within the detection model are left. Since all are
numerical, no encoding is required. Nevertheless, we rescale
them with z-score normalization to maximize the performance.

twin-len

B. Hyperparameters Summary

In summary, we can tune the following parameters influencing
the method’s performance:

o Window length (t): Length of a sliding window in seconds.
o Packet count (p): We consider a window valid only if a
certain source host sent at least p packets within it.
o Window count (w): The feature vector is finalized once at
least w windows are collected in the last v seconds.
o Window validity (v): Windows older than v seconds are
outdated and not considered for statistics computation.
As a consequence of our design, an attack can only be
detected in ¢ - w seconds, supposing that each window has at
least p packets and no window got invalidated due to exceeding
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Fig. 2: KitNet [9] architecture, the ensemble of autoencoders.

maximum validity time v. Longer windows are considered
more reliable (decreasing false positives), while shorter allow
faster detection. Packet count p assures reliable intra-window,
while window count w ensures reliable inter-window statistics.

C. Attack Detection

For a demonstration of the attack-detection capabilities, we
employed KitNet [9]. However, the extracted features can be
utilized by both misuse- and anomaly-based detectors.

KitNet (Fig.2) is an ensemble of k three-layer autoencoders
(AEs). It is a part of Kitsune [9], a state-of-the-art anomaly-
based NIDS for online attack detection. Each ensemble AE
measures the abnormality of its respective subspace v;, given
by input & mapping f into k — 1 subspaces, producing a Root
Mean Squared Error (RMSE) value. RMSEs are then led to
the autoencoder at the output layer, giving a final RMSE value.

During training (with benign only), the model first learns the
feature mapping function f using agglomerative hierarchical
clustering. In our case, ¥ is a vector of 31 elements. Indi-
vidual autoencoders then learn distributions of their respective
subspaces ¥;, and the output layer AE learns the relationship
between subspace abnormalities and naturally occurring noise.

The evaluation phase uses learned mapping f and individual
autoencoder distributions to produce the final RMSE score.
We compare it with the predefined threshold 7, RMSE > 7
representing an anomaly. During mitigation, we correlate
anomalies with the acting source IP to drop its packets. Further
KitNet details can be found in the original Kitsune paper [9].

V. EVALUATION

We evaluate Windower using four packet-based datasets.
This section describes our setup and analyzes the performance
compared with Kitsune [9]. We also analyze the performance
by varying windowing configurations and discuss the detection
speed, KitNET’s complexity, and the runtime performance.

A. Utilized Datasets

The selection of a suitable dataset was non-trivial as the
NIDS domain suffers from a long-term shortage of standard-
ized quality datasets [6], [42], [43]. Although various datasets
were released recently [44], none cover a wide variety of
DDoS attacks and provide packet-based data suitable for our
purposes. Datasets are very limited in the attack scope or the
number of attacking hosts. For instance, CIC-DD0S2019 [14]
provides various DDoS attacks, but all its attack traffic comes

from a single IP address. Since we perform aggregation based
on source IPs, we could not use it because it produced too few
aggregated window entries, insufficient for reliable evaluation.
As no dataset is perfect [45], we used multiple ones to
evaluate our work in different scenarios and thus strengthen
the achieved results and stated claims. When discussing the
CAIDA dataset, we refer to a custom mix of the CAIDA DDoS
Attack 2007 dataset [46] and the CAIDA Anonymized Internet
Traces [47]. Since the DDoS dataset contains only attack
traffic, we mixed it with benign traffic from CAIDA Traces.
CTU-13 [48] is a dataset of real botnet traffic. We extracted
only DDoS from the scenario 45, excluding any C&C traffic.
Similarly, we extracted only packets corresponding to the DoS
traffic class along with a subset of normal traffic from UNSW-
NB15 [49]. Former datasets consist primarily of flood attacks.
In order to test the performance against slow DoS attacks as
well, we used the SUEES variant of the SUEE-2017 [50].
For our purposes, we extracted only the forward direction
(targeting the protected network) without responses and cre-
ated a train set (only benign) and a test set (both benign and
malicious traffic) for each dataset, assuming distinct attacking
and legitimate IP addresses. We thus label the datasets via
attackers’ IPs. The number of packets, along with their class
affiliation, is given in Tab. IV. Full details about the dataset
compilation process are provided on our GitHub (Sec. I).

B. Experiments Setup

We implemented Windower in Python to process the dis-
cussed datasets. The evaluation utilized a full feature set — 31
features after preprocessing (Sec. IV-A). A fair comparison
with Kitsune was achieved using the same attack detector —
KitNET, with equal parameters, i.e., m=10 (the maximum
number of inputs for each AE) and the same feature map-
ping procedure. Performance comparisons of our system with
Kitsune are based on its original Python implementation [9].
During training, we always use 10% of the training set for
feature mapping. Unless stated otherwise, we set the Win-
dower’s parameters as follows: t=1, p=10, w=6, and v=120,
i.e., aggregate features across six 1-second long windows.

We executed the experiments on a single CPU core (Intel
Xeon E5-2630v3) and 64 GB of RAM. Given modern NICs
support of distributing packets into multiple receive queues
processed by separate cores, the implementation can be easily
parallelized and accelerated in the future.

C. Per-Packet Mitigation Analysis

We evaluate detection capabilities using a simulated mitiga-
tion process based on RMSE scores. Fig. 3 shows the RMSE
scores assigned to each packet in the CAIDA dataset for both
Kitsune and Windower. We use different colors to distinguish
scores of benign (green) and attack (red) packets. Each data
point in the figure represents a single packet classification.

For Kitsune (Fig. 3a), the output layer produces the RMSE
score for each packet as an implicit result of the per-packet
processing approach. We can compare this score with a prede-
fined threshold 7 to decide whether to drop or pass the packet.



TABLE II: Comparison of mitigation performance using TPR for FPR={0.002, 0.005, 0.01, 0.02, 0.05}.

Dataset ) FPR:O.QOZ ) FPR:O.QOS ) FPR:O.(?] ) FPR:O.(')Z ) FPR:O.QS
Kitsune | Windower || Kitsune | Windower Kitsune | Windower Kitsune | Windower || Kitsune | Windower
CAIDA 0.00000 0.98964 0.00000 0.98964 0.00000 0.98964 0.00000 0.98964 0.00000 0.98964
CTU-13 0.00000 0.99859 0.00000 0.99859 0.00000 0.99859 0.00000 0.99859 0.00000 0.99859
UNSW-NB15 0.54952 0.57073 0.60907 0.66585 0.73372 0.73230 0.81191 0.86095 0.85211 0.97638
SUEE-2017 0.07270 0.22996 0.23747 0.36122 0.33350 0.91729 0.48011 0.91729 0.92678 0.91729

(a) Kitsune

(a) CAIDA dataset (b) CTU-13 dataset
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Fig. 3: Visualization of the per-packet Root Mean Square Error
(RMSE) values evaluated using the CAIDA dataset.

Unlike Kitsune, Windower (Fig. 3b) always produces an
RMSE score for a specific source IP address and its corre-
sponding feature vector based on an aggregated set of time
window statistics. To plot Fig. 3b and to fairly compare both
solutions, we thus assign RMSE scores to packets during
postprocessing according to the latest source IP address clas-
sification. In practice, we would directly compare the score
of each source IP address classification with 7 to immediately
decide whether to drop or allow all its packets. For this reason,
in Fig. 3b, the RMSE values for individual packets create 6-
second segments (lines) as we are dealing with the time-based
source IP aggregated windows.

The approach using source IP window-based classification
will always introduce a small number of false negatives by
design. In the first 50 seconds of CAIDA, in Fig. 3b, one can
see several packets assigned zero RMSE score. These packets
will be allowed due to not having enough collected data (at
least six 1-second time windows) to classify their source IP
address, so their RMSE value is undefined. Unless stated
otherwise, we always include such false negatives caused by
detection delays in the performance evaluation metrics.

As evident from Fig. 3, Windower outperforms Kitsune
on the CAIDA dataset. For Windower, we can easily find a
threshold, e.g., 7=10, that ideally separates legitimate (green)
and attack (red) traffic using the RMSE scores. In contrast
to Kitsune, we can only find such 7 by introducing a non-
negligible number of false positives or negatives.
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Fig. 4: Mitigation performance depicted using ROC curves.

D. Mitigation Performance

We investigate the method’s performance regardless of a
specific 7 using an ROC (Receiver Operating Characteristics)
curve. It plots true (TPR) versus false positive rates (FPR) with
regard to increasing threshold. The numerical representation
of the classifier’s performance is given by the Area Under the
ROC Curve (AUC), i.e., AUC=1.0 being a perfect score.

Fig. 4 compares Windower (orange) against Kitsune (red) in
terms of mitigation performance using ROC curves. In cases
of CAIDA and CTU-13, Windower significantly outperforms
Kitsune. For both datasets, Kitsune introduces a substantial
amount of false positives (above 30%) to detect a similar num-
ber of malicious packets as Windower. From the AUC score
perspective, Windower achieves AUC=0.99 for CAIDA and
AUC=1.00 for CTU-13, respectively, while Kitsune reaches
only AUC=0.84 for CAIDA and AUC=0.70 for CTU-13.

In contrast, the mitigation performance is more or less
comparable for UNSW-NB15 and SUEE-2017. Regarding the
AUC score, both methods achieved AUC=0.98 for UNSW-
NB15, and Kitsune (AUC=0.98) even outperformed Win-
dower (AUC=0.92) for SUEE-2017. However, Windower still
introduces fewer false positives with significantly fewer com-
putational requirements (Sec. V-F). We give detailed TPR/FPR
results in Tab. III. In the DDoS mitigation case, we are more
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Fig. 5: Windows count (w) analysis using AUC.

concerned with false positives than false negatives. We thus
claim that Windower still achieves decent performance for
slow attacks with meaningful benefits over Kitsune.

Analysis of CTU-13 revealed that a significant portion of
attack traffic is fragmented. For this reason, we analyzed
Windower’s performance with and without two fragmentation-
related features. As seen in Fig. 4b, the performance without
fragmentation (green) achieves an AUC of 0.96. With frag-
mentation, even AUC=1.00 is achieved. Nevertheless, both
variants significantly outperform Kitsune (AUC=0.70).

E. Window Count Impact: Detection Delay vs. Accuracy

Fig. 5 investigates the impact of the number of collected
windows on the Windower’s performance. It shows the AUC
score (y-axis) for the UNSW-NB15 and CTU-13 datasets with
the varying parameter w — the minimum number of collected
windows. We present the score from two different viewpoints:

1) Window-based classification (orange) shows the perfor-
mance without the impact of false negative packet classifica-
tion (discussed in Sec. V-C) caused by the delay in collecting
the minimum number of windows. It reveals the pure success
rate of source IP address classifications (benign vs. attack
source). The more windows we use (the more statistics we
have collected), the higher the classification accuracy.

2) Packet-based classification perspective (red) considers
the impact of the delay in collecting the specified number of
windows. For instance, Windower performs best if w=>5 for
UNSW-NB15 and w=6 for CTU-13, respectively. Indeed, the
more windows we use (the more time we need for collection),
the higher the false negative rate effect. The parameter w
generally enables fine-tuning the trade-off between detection
accuracy and its delay in real-time mitigation.

F. Runtime Performance

Tab. IV shows the runtime performance and compares Win-
dower with Kitsune for all datasets. As apparent, Windower
outperforms Kitsune in both training and evaluation runtimes.
For illustration, Kitsune needs 83.1 min. for training, while the
Windower needs only 14.1 min. (~6x faster) using CAIDA. In
some cases, the speed-up is even more significant (an order of
magnitude) for the CTU-13 and SUEE-2017 datasets.

Although Kitsune relies on the ensemble of small autoen-
coders to increase its speed, it must still evaluate each incom-
ing packet. In addition, the computational complexity of the

ensemble itself grows with the number of features. Kitsune’s
feature extractor derives more than a hundred features for each
packet to maintain its context aggregated based on source IP
address, as well as channel and socket perspectives.

In contrast, Windower reduces the feature count (only 31) by
using statistical features computed across multiple windows.
A smaller feature set results in fewer ensemble autoencoders
to train and evaluate. Tab. IV also presents the number of
autoencoders for individual datasets (#AEs). As demonstrated,
Windower requires up to 2-3x less AEs.

More importantly, we substantially lower the number of
ensemble evaluations (AE evals). For Kitsune, it coincides with
the packet count as it works on a per-packet basis, e.g., ~3M
AE evaluations using CAIDA. On the other hand, Windower
classifies window-based feature aggregates and blocks packets
based on source IP addresses. Using the same dataset, it needs
no more than 3k evaluations (three orders of magnitude less).
For this reason, Windower is fundamentally faster and still
offers similar, or even better, mitigation performance.

VI. DISCUSSION

In this section, we discuss possibilities of advanced miti-
gation, elaborate on real-time operation, and outline probable
adversarial behavior and attacks against the system itself.

A. Intelligent Mitigation

In the previous section, we demonstrated the mitigation
capabilities using an Access Control List (ACL) mechanism.
If an anomalous IP is determined, it is denylisted, and all its
consequent traffic is explicitly dropped. We further suggest
performing ACL filtering before the Windower processing
itself. This can save resources by discarding data from poten-
tially malicious clients using hardware, hence not analyzing
the traffic of denylisted hosts. After a certain period, the
denylist entry expires, and the host’s traffic is allowed again.

More advanced mitigation can be achieved by signature or
rule derivation. For instance, if Windower detects a host acting
anomalously, it could sample its future traffic. Afterward,
algorithms based on string matching [51], state machines [52],
string patterns or semantic conditions [53], or Al [54] can be
applied to fill up the database of mitigation rules.

Assuming that the same malicious tool generated the attack,
there should be similarities in its traffic. If an attacker had not
utilized any obfuscation (discussed in Sec. VI-C), the created
rules should generalize and block the traffic even from clients
not analyzed by the attack detection mechanism.

B. Real-Time Performance

Windower aims to provide reliable real-time DDoS attack
detection — a trade-off between detection performance and
delay. Per-packet methods (hypothetically) offer the best time-
liness, as we know whether to drop or pass a packet instantly.
However, deep ML models are too complex to process every
packet and meet throughput demands. We thus investigated
how to remove the model evaluation from the data path and



TABLE IV: Comparison of Windower’s and Kitsune’s runtime performance.

Dataset # packets Kitsune runtime performance Windower runtime performance
trainset ‘ evalset (attack/all) train [min] ‘ eval [min] ‘ # AEs ‘ AE evals train [min] ‘ eval [min] ‘ #AEs | AE evals
CAIDA 2003716 | 944764 3067177 83.1 76.4 31 3067177 14.1 23.6 9 2789
CTU-13 21498729 | 190859 | 18807679 2464.9 6538.8 16 | 18807679 197.4 178.6 8 2675
UNSW-NB15 3179605 | 140360 | 10126614 80.1 150.7 15 | 10126614 26.8 90.5 13 15182
SUEE-2017 104313 15694 291384 22.6 148.9 22 291384 1.2 32 14 6812

limit the number of its evaluations to allow for high packet
processing speeds and keep up with the incoming traffic.

Our current Windower’s implementation as a single Python
process achieves a throughput of ~2kpps. However, our de-
sign enables almost linear parallelization via source IP hashing
along with separating windowing and attack detection. In such
a scheme, the data plane handles feature extraction and intra-
window statistics computation. In contrast, the control plane
finalizes the streaming and inter-window statistics and runs
the attack discriminator upon finishing the window. The model
evaluation is thus removed from the data path, speeding up the
overall throughput, while the detection delay is controlled via
windowing parameters — the window length and the minimum
number of summarized windows.

We highlight that Windower’s deployment cost is also
significantly lower by not evaluating every packet in the attack
discriminator. The proposal thus brings a suitable practical
trade-off for precise attack detection with regard to computing
resources by redesigning only the data preprocessing.

C. Adversarial Considerations

While Windower achieves promising results and has several
strengths, it is still not entirely foolproof to various adversarial
techniques — most notably, source IP randomization. Below,
we examine variants depending on the adversary’s knowledge.

Black-box adversaries lack the system knowledge and thus
cannot tailor attacks to overcome the detection mechanism.
This is a common assumption for DDoS, which relies on an
overwhelming traffic volume rather than attack sophistication.
Adversaries often use well-known flooding or slow DoS [55].
Despite being designed against flooding attacks, our method
shows potential in detecting slow DoS attacks as well.

Our experiments demonstrate the effectiveness against
flooding, sharing common characteristics like increased re-
quest rates, specific packet timing, or sizing. Since we do
not analyze upper protocol headers, this also applies to multi-
vector attacks. Adaptive adversaries may use obfuscation like
varying packet sizes, inter-packet timings, or payload random-
ization. Although it could degrade detection capabilities, we
argue that normal behavior could hardly be simulated so that
some attack patterns would remain visible. Additionally, the
need for obfuscation techniques increases the attacker’s cost.

A significant threat to our method is source IP random-
ization. While the method can efficiently handle common
source address spoofing (unless the IP stays the same), it
struggles when each packet’s source IP is randomized, leading
to increased memory consumption and statistics computation
issues. We address the memory concerns by limiting stored
historical windows and by dropping inactive ones with little

traffic. However, the computation issue cannot be handled at
the method’s level. No statistics can be computed if a per-
source [P window contains only one packet. It needs to be
tackled outside, e.g., by reverse path forwarding [56], [57] or
a specific NAT setup to mitigate IP spoofing. Another way of
solving the issue is by detecting an attack via correlation [58]
or by dropping spoofed packets via derived rules (Sec. VI-A).
Grey-box adversaries possess some system knowledge. Al-
though not typically considered for NIDS [59], we theorize
that such adversaries might predict the usage of anomaly-based
NIDS and windowing (common for real-time systems). They
may then employ adversarial learning, i.e., gradually retrain
the system by low amounts of attack traffic to decrease attack
sensitivity [60], supposing used incremental learning to tackle
concept drift [61]. The windowing can be challenged by puls-
ing DDoS, reducing efficiency for most systems with only a
single window. Nevertheless, our mechanism utilizes multiple
ones. Therefore, despite the pulsing effectively lowering the
averages, the inter-window variance would stay higher and
rather consistent, providing clues about anomalous activity.
White-box (full knowledge) scenarios are less likely as
details of NIDSs are typically well protected [62], and much
more devastating attacks such as data theft, malware, or
ransomware would become more attractive options instead [6].

VII. CONCLUSIONS

This work has presented Windower, a feature extraction
mechanism based on sliding window and stream data mining.
The windowing mechanism first collects per-source IP statis-
tics within a short time frame. They are further summarized
with several previous windows to determine more reliable
hosts’ communication patterns and temporal variability.

Windower achieved promising results, mitigating 99% of
malicious DDoS flooding traffic on two public datasets with
only 0.2% of false positives. With 1% of false positives, it
also successfully filtered 92% of low-rate DoS traffic. Our
solution outperforms Kitsune [9] while improving the runtime
performance by more than an order of magnitude, making our
method more suitable for real-world scenarios.

Windower currently treats statistics from different IPs in-
dependently. Our future plans involve exploring correlations
between statistics from various hosts, aiming to reduce false
positives and enhance flash crowd events resistance. Addition-
ally, enriching the feature set with application-level features
might help to characterize modern L7 (D)DoS attacks better.
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