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Abstract

This bachelor’s thesis deals with the design and implementation of a method for solving
string constraints with string-float conversion. Solving logical formulae containing strings is
a key area used in program verification, security analysis of software applications, including
web and blockchain solutions, or in automatic test generation. However, current SMT-
solvers mainly support only conversions between strings and integers.

Therefore, this work extends the stabilization approach of the Z3-Noodler solver to
include conversions between real numbers and strings, thus generalizing algorithms origi-
nally designed only for integers. The newly implemented extension is integrated into the
Z3-Noodler solver and uses iterative refinement of regular constraints represented by au-
tomata until a stable solution satisfying the given constraints is found. Experimental results
show that this new functionality solves problems with real numbers efficiently and achieves
performance comparable to existing methods for integer inputs.

Abstrakt

Tato bakaldrska prace se zabyva nadvrhem a implementaci metody pro feseni retézcovych
omezeni s konverzemi mezi fetézci a redlnymi ¢isly. ReSeni logickych formuli obsahujicich
fetézce je klicovou oblasti vyuzivanou pri verifikaci programt, analyze bezpecnosti soft-
warovych aplikaci, véetné webovych a blockchainovych feseni nebo pfi automatickém gen-
erovani testi. Soucasné SMT-solvery ovsem prevazné podporuji pouze konverze mezi fetézci
a celymi Cisly.

Tato prace proto rozsituje stabiliza¢ni pristup solveru Z3-Noodler o prevody mezi redl-
nymi cCisly a Tetézci, ¢imz zobecniuje algoritmy puvodné navrzené pouze pro cisla cela.
Nové implementované rozsifeni je integrovano do solveru Z3-Noodler a vyuziva iterativni
zpresnovani regularnich omezeni reprezentovanych automaty, dokud neni nalezeno stabilni
feseni splnujici dand omezeni. Experimentalni vysledky ukazuji, ze tato nova funkcionalita
tesi tlohy s redlnymi cisly efektivné a dosahuje vykonu srovnatelného s existujicimi meto-
dami pro celociselné vstupy.
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Chapter 1

Introduction

String constraint solving has become a crucial aspect of formal verification and software
analysis, particularly as modern software systems grow increasingly string-intensive. Many
security vulnerabilities, most notably SQL injection and Cross-Site Scripting (XSS)[15] —
stem from improper manipulation of string data in web applications, scripting environments
(e.g., JavaScript, PHP, Python), and even smart contracts. Given the high stakes of securing
these applications, the ability to accurately and efficiently solve string constraints, including
those imposed by regular expressions, word equations, and length constraints, has never
been more important.

The task of solving formulae with string constraints is typically delegated to specialized
tools, often known as string solvers. These tools may stand on their own or be integrated
into widely used SMT (Satisfiability Modulo Theories) solvers such as Z3 and CVC5 [12].
By treating strings as first-class entities subject to logical operations, string solvers allow
developers and researchers to systematically reason about string-related properties in code,
detect potential flaws, and apply corrective measures or formal proofs of correctness [18].

Among these tools is Z3-NOODLER, a module designed to extend the Microsoft 73
solver [13] with an efficient approach to solving string constraints based on what is often
referred to as a ,stabilization procedure®. This procedure refines the regular constraints
of individual variables by representing possible solutions as finite automata, iteratively
narrowing down the automata until reaching a stable state. A key feature of Z3-NOODLER
is its support for conversions between strings and integers, providing a broader range of
applications such as verifying the correctness of numerical inputs.

Although previous research has focused mainly on integer-string conversions, practical
applications, particularly those in industry, frequently require the ability to handle decimal
numbers. Converting between strings and floating-point numbers becomes essential in con-
texts where data inputs or intermediate results contain decimal values, which is prevalent
in automated testing and verification systems that handle complex numerical operations.
However, this added capability poses challenges due to the intricacies of decimal represen-
tation, precision, and rounding.

The primary goal of this work is therefore to generalize existing algorithms in Z3-
NOODLER to include conversions between strings and decimal (float) numbers. This in-
volves extending and adapting the stabilization procedure to account for decimal formats,
addressing potential precision and rounding concerns, and implementing these enhance-
ments within the Z3-NOODLER tool. The proposed solutions were being systematically
tested on changed public sets of benchmarks. The proposed sets of benchmarks from Hon-
eywell Aerospace were not provided.



The structure of this thesis reflects the multifaceted nature of the problem. In Chapter
2, we outline key theoretical foundations, providing formal definitions of string constraints,
regular expressions, and finite automata. Chapter 3 presents the current state of the art in
string constraint solving, detailing the roles of tools such as OSTRICH, Z3, or Z3-NOODLER.
Chapter 4 describes our core contributions, focusing on the technical and theoretical adap-
tations needed to handle decimal float conversions. Chapter 5 offers a detailed overview
of the implementation of these adaptations in Z3-NOODLER, addressing both algorithmic
choices and practical engineering considerations. Finally, in Chapter 6, we discuss the ex-
perimental evaluation of the modified solver on a suite of benchmarks, analyze the results,
and highlight avenues for further optimization and research. Chapter 7 concludes this
work by summarizing the main contributions and proposing future directions for advancing
string-to-float conversions and related techniques in automated verification.



Chapter 2

Preliminaries

In this chapter, we introduce the problems of string-constraint solving and theories of
linear arithmetic within the broader context of satisfiability modulo theories (SMT') solving
and first-order theories. Then we highlight their significance for reliable string-to-float
conversions.

String solving refers to the process of taking a set of logical constraints on string variables
and looking for specific assignments (i.e. specific strings) that satisfy all the constraints, or
proving that such an assignment does not exist.

SMT extends classical Boolean satisfiability (SAT) by allowing atoms in a logical formula
to belong to a particular theory (e.g. linear arithmetic, data structures, bit vectors, string
theory). The SMT solver typically uses a SAT solver for the Boolean layer and modularly
connects a specialized theory solver (T-solver) for the relevant theory. These components
iteratively communicate with each other until they reach a conclusion about the existence
or non-existence of the model.

In the case where the internal SAT solver uses the classical DPLL [13] algorithm (Davis-
Putnam-Logemann-Loveland), we speak of the DPLL(T) algorithm.

2.1 Automata Theory

Finite automata provide a compact, algorithmically convenient representation of regular
languages [9] and are therefore one of the ways to implement modern SMT string solvers.
By associating each string variable with an automaton that recognizes all of its currently
admissible values, the solver can encode constraints as standard automata operations. The
remainder of this section recalls the formal definition of a finite automaton and the deter-
ministic and nondeterministic variants used throughout the thesis.

2.1.1 Language Theory

Given the strong connection between formal languages (which this chapter will discuss), we
must first define several important concepts from the theory of formal languages.

Definition 1 (Alphabet) An alphabet is any finite, nonempty set of symbols. We typi-
cally denote an alphabet by 3.

Definition 2 (String) Given an alphabet 3, a string over ¥ is a finite sequence of symbols

s=ajas---ay,, a; € 2.



We write |s| = n for its length.

Definition 3 (Concatenation of Strings) If s and t are strings over X, their concate-
nation s -t is the string obtained by appending t to s:

st = ajaz---a blbg-"bm,
where s = ay - -ajg, t =01 by.

Definition 4 (Empty String) The empty string, denoted by €, is the unique string of
length zero. It satisfies
lef]=0 and a=ac=ca, a€X

Definition 5 (Power and Kleene Star) Given an alphabet ¥, we define:
YW=}, =% ¥?=23x% ..

and in general
=333
| ——

n times

o=z

n>0

The Kleene star of ¥ is

that is, the set of all finite strings (including the empty string €) over X.
Definition 6 (Language) A language over an alphabet ¥ is any subset of ¥*. That is,
LY.

Definition 7 (Concatenation of Languages) If L1 and Lo are languages over ¥, their
concatenation L£1L is

L1Ly = {S't’SE,Cl, teﬁg} C x*.

Definition 8 (Union of Languages) Let L1 and Ly be languages over an alphabet X.
Their union is

L1 ULy = {wEE*|w€£1 \/’weﬁz}.

Definition 9 (Intersection of Languages) Let L1 and Lo be languages over an alphabet
>.. Their intersection is

L1 N Ly = {w62*|w€£1 /\’U)GLQ}.

Definition 10 (Complement of a Language) Let L be a language over an alphabet X.
The complement of L (with respect to ¥*) is

L=\L={wex|wéeCl}



2.1.2 Finite Automata

A finite automaton (FA) is a device that has a finite number of states and, when reading
an input string, transitions between states according to a transition function [9].

Definition 11 (Nondeterministic Finite Automaton) A nondeterministic finite au-
tomaton is a quintuple

A=(Q, %, 9, q, F)
where
e (@ is a finite set of states,
e X is the input alphabet,
o §:0Q x X — 29 is the transition function,
e qo € Q is the initial state,
o F CQ is the set of accepting (final) states.

We say A accepts a string w € 3* if, when processing w from qq, it ends in a state of F.
The language of A is L(A) = {w | A accepts w}.

Definition 12 (Deterministic Finite Automaton (DFA)) A DFA is a finite automa-
ton A= (Q,%,0,q0, F) that satisfies

VgeQ,aeX: d(g,a)CQ
In other words, for each (q,a) there is exactly one defined transition.

From classical automata theory, DFAs and NFAs recognize exactly the same class of
languages (the regular languages) [19]. In practice, NFAs are often used directly in SMT
string solvers, despite the existence of the powerset construction [17] to convert an NFA into
an equivalent DFA, because they tend to be more compact for many practical problems.

2.1.3 Automata Operations

Now we define automata operations which are equivalent to language operations, and we
use them for language operation representation.

Definition 13 (Intersection of NFAs) Let A= (Qa,%, A, qa, Fa) and
B =(Qp,%,AB,q5, F5) be NFAs with As, Agp C Q x (XU{e}) x Q. WE define the product
NFA

ANB=(Qax Qs %, A, (q4,98), Fa x Fg),

where, for every a € X U {e} and (p,q) € Q4 X Qp,
A((p,9),a) ={(,d) | (b,a,0') € AuA(g,0,d) € Ag}.
Language L(ANB) = L(A) N L(B).
Definition 14 (Union of NFAs) With A and B as above, we construct the NFA
AUB = (QaU QU {gnew}, X, A, qnew, FAUFg),
where A" = A4 U AR U {(Gnew €,94)s (news €, q8)}. Language L(AUB) = L(A) U L(B).



Definition 15 (Complement of an NFA) Let A= (Q,X, A, qo, F) be a non-deterministic
finite automaton (NFA). An NFA for the complement language L(A) can be obtained as
follows:

1. Determinisation and completion.

o Apply the subset construction to turn A into an equivalent DFA
Det(A) = (29 %, ¢, {q}, F'),
where

7(8.a) = U{d | (ga.d) €A}, F'={SCQ|SNF#0}

q€eS

o To ensure the DFA is complete (every state has a defined transition for each
a € X), add a fresh sink state L. Redirect any undefined 6'(S,a) to L, and add
self-loops '(L,a) = L for alla € X.

2. Swap accepting and non-accepting states.
A= (290{L}, %, ¢, {q}, CYU{L})\F).

In this machine, every state that was accepting in Det(A) becomes non-accepting, and
every non-accepting state becomes accepting. The resulting DFA accepts exactly those
strings over % that A does not accept.

Definition 16 (Concatenation of NFAs) For NFAs A and B over ¥, we define

A-B=(QaUQg, X, AyUAgU{(p,e,q8) | p € Fa}, qa, F5).

Language L(A-B) = L(A) - L(B).

2.1.4 Regular Expressions

Regular expressions provide an algebraic way to describe regular languages.

Definition 17 (Regular Expression) Let ¥ be a finite alphabet. The set of regqular ex-
pressions over % is generated by the grammar [11]

R u=0]e|la] R+R|R-R|R"
where
o () denotes the empty language,
o ¢ denotes the language {€} containing only the empty string,
e a € Y denotes the language {a},
e Ri+ Ry is union, Ry - Ry is concatenation of languages,

o R* is Kleene star (zero or more repetitions of strings from L(R)).



Definition 18 (Language of a Regular Expression) FEach reqular expression R denotes
a language L(R) C ¥* defined inductively:

L0) =
L(e) ={ }
L(a) ={a} (a€X),
L(R1 4+ Ra) = L(R1) U L(R2),
,C('Rq 2) = ,C( ) (Rg) = {uv ‘ u € E(Rl) (ORS E('Rg)},
LR)"=LR-...-R)
= Jcmr)"
n>0

Equivalence to Automata. For every regular expression R there exists an NFA A such
that L(R) = L(A) [1], and conversely, every NFA (or DFA) admits an equivalent regular
expression. Hence, regular expressions, DFAs, and NFAs all characterize the class of regular
languages.

2.2 First Order Logic and Theories

In this section, we will introduce the concept of many-sorted first-order theories in general
[10], and then we will also introduce specific theories used in this thesis.

Definition 19 (Many-Sorted First-Order Logic) Many-sorted first-order logic gener-
alizes classical first-order logic [5] by assigning each variable, function symbol, and predicate
symbol a specific sort. Formally, a many-sorted signature is a triple

r = (S, F,P),
where
o S is a non-empty (typically finite) set of sorts.

o F is a set of function symbols. FEach f € F has type s;1 X -+ X s, — s written
fsl,...,sn—>s where s1,...,8, € S.

o P is a set of predicate symbols. Each P € P has type s1 X --- X s, written Py, s,
where S;,...,8, €S.

Definition 20 (Variable Set) For each sort s € S, let Vs be a countable set of variables
of sort s, and let
= Y.

SES

Definition 21 (Arity) For each predicate symbol P € P of type s1 X ... X sy, or function
symbol f € F of type s1 X ... X s, — s, respectively, we define the arity as n and denote
Py, or f,, respectively.

Constants are simply O-ary function symbols ¢ € F of type — s.



Definition 22 (Term) A term of sort s is defined by the following Backus—Naur Form:
ts = w5 | cs | fsl,...,sn—>s(t517 e 7tsn)
where
e x5 € Vs is a variable of sort s,
e ¢s € F is a constant of sort s,

o fo1,..snms € F is an n-ary function symbol mapping sorts (si,...,s,) to s, and each
ts, is a term of sort s;.

Definition 23 (Many-Sorted First-Order Formula) MSFO Formulae are then built
from Boolean connectives and quantifiers in the following way:

p u=ti=ty | Poysa(tsrreotsn) |29 [ (@A) [(pVe) | (p—¢) | Vos.p | Tzs. g
where Py, . s, € P is a predicate symbol of type s1 X --- X s, and xs € Vs.

Depending on whether quantifiers V or 3 occur in ¢, we distinguish between quantified
and quantifier-free formulae.

Definition 24 (Structure) Given a signature I' = (S, F,P), a I-structure M consists
of:
e For each sort s € S, a nonempty set Dy, called the domain of s.

o For each function symbol fs, . s.—s € F, a concrete function

fM: Dy x---x Dy, — Ds.

o For each predicate symbol Ps, . 5. € P, a relation

PM C D, x---xD,,.

We denote the collection of all domains by Dom(M) = {D; | s € S}.

Definition 25 (Variable Assignment) Let M be a I'-structure and let Vs be the set of
variables of sort s. A wariable assignment is a function

o UVS — UDS
seS seS

such that a(z) € Dg whenever x € V.

Definition 26 (Satisfaction) Given a X-structure M and a variable assignment «, the
satisfaction relation M, o |= ¢ (“p holds in M under o”) is defined inductively:

Mot =t iff #%(a)=1"a),
M,a = P(ty,... . ty) iff (B ),...,t0(a)) € PM,
M,al=-p iff not (M,a k=),
M,alE @1 ANps iff M,a g and M, a = g,
M,a =3z, iff Id € Ds: M, alxs — d] E o,
and analogously for V,—,¥. If ¢ has no free variables, we simply write M |= .

Notation. For any term t, the expression t™ () denotes the value obtained by:

10



1. evaluating each variable x in t as a(x) € Ds where s is sort of v (x € Vs), and

2. applying the function interpretations f™ according to the syntax of t.

M M

In particular, if t is a constant symbol ¢ then tM(a) = M where ¢

function.

is some nullary

Definition 27 (Model) A model of a closed formula ¢ is a T'-structure M such that
M= .

Definition 28 (Satisfiability) A closed formula ¢ is satisfiable if there exists a T'-structure
M with M |= ¢. Otherwise, ¢ is unsatisfiable.

Definition 29 (Theory) A theory T over T is a set of closed formulas. A structure M
is a model of T (written M = T ) if M = ¢ for every »p € T. T is satisfiable if it has
at least one model. T entails a sentence ¢ (written T = @) if every model of T is also a
model of .

2.2.1 Theories of Linear Arithmetic

Let ¥ = (S, F,P) be a many-sorted signature as in definition 19. We now isolate two
important subsignatures and their corresponding theories.

Definition 30 (Signature of Linear Integer Arithmetic) The signature
YA = (Sua, Fuia, Pria)
1s defined by
o Suia ={Z}.

o FliA={+:ZXZ—>Z, —7Z —Z, up: Z -7 |k € Z\{0}}. Here ui(x) denotes
scalar multiplication by the integer k.

o Pua=A{=1ZX7Z, <ZXZLy <:LXZL, >:LXZL, >:7xZL. The predicate =, (z,y)
holds iff x and y are congruent modulo k.

Definition 31 (Theory of Linear Integer Arithmetic) The theory of linear integer
arithmetic, denoted Tria, is the set of all quantifier-free 3yia-formulae that are true in
the standard structure Z (with the usual interpretation of 0,4+, —, pg, =, <, <,...).

Definition 32 (Signature of Linear Real Arithmetic) The signature
YLrA = (SLRA, FLRA; PLRA)
is defined by
» Stra = {R}.
e Fira ={¢ =R |¢eQt U{+:RxR->R, —:R—>R, g R=>R|reQ}.
Here q is a 0-ary symbol for the rational constant q, and p,(x) =r- .
o Pira={=RxR, <:RxR, <:RxR, >:RxR, >:RxR, is_int: R}.

Predicates from = to > have usual semantics, is_int holds iff the real number has its
decimal part equal to 0.

Definition 33 (Theory of Linear Real Arithmetic) The theory of linear real arith-
metic, denoted Tira, s the set of all quantifier-free Y1 ra-formulae that are true in the
standard structure R (or equivalently Q when restricted to rational coefficients).

11



Remark. Both 714 and Trra are decidable [6]: Tr1a is essentially Presburger arithmetic
[16] (complexity doubly-exponential in the worst case), and 7rra admits polynomial-time
decision procedures via the simplex algorithm [4] or Fourier-Motzkin elimination [7]. In
SMT practice, these theories are central:

o Tr1a models discrete program quantities (loop counters, array indices, string lengths).

o TiLra captures real-valued constraints (timing, physical measurements, floating-point
error estimates).

2.2.2 Theory of Strings

Let X be a finite alphabet, and >* the set of all finite strings over X. We formalize the
theory of strings as follows.

Definition 34 (Signature of the Theory of Strings) The many-sorted signature

EStr = (SStra ]:Stn PStr)

is given by
Sew = {Str, Z, REGEX},
Fser = { € :— Str, concat : Str x Str — Str, || : Str — Z,
substr : Str X Z x Z — Str, indexOf : Str x Str — Z,
replace : Str x Str x Str — Str},
Pstr = { =: Str x Str} U { €: Str x REGEX},
Semantics

e ¢ is the empty string,
o concat(z,y) = x - y (associative, with ¢ as identity),
o |z| returns the length of  (a bridge to Tria from definition 31),

e each x € R tests membership of a string in a regular language represented by regular
expression R.

Definition 35 (Theory of Strings) The theory of strings, Tsy, is the set of all quantifier-
free Yy -formulae that are true in the standard structure

(¥, e, concat, |- |, substr, indexOf, replace, €.).

2.2.3 Combining Arithmetic Theories with String Theories

When an SMT problem involves both arithmetic constraints (e.g., over integers or reals)
and string constraints, solvers must combine the theory of strings with the theory of lin-
ear arithmetic [2]. This is often done following the Nelson-Oppen framework [14] for the
combination of decision procedures, provided the theories satisfy the convexity and other
conditions required for the framework’s smooth operation.

Length constraints linking to arithmetic: A crucial link between string and arithmetic
theories is the | - | function, which maps string variables to integer variables representing

12



their length. For instance, a constraint |z| + |y| = 10 is interpreted in the linear integer
arithmetic (LTA) domain, while 2 and y remain strings over ¥*. Whenever the string
solver reasons about z and y being concatenated or matched against patterns, it sends
derived length constraints (like |z - y| = |z| + |y|) to the arithmetic solver. Conversely,
the arithmetic solver might deduce bounds on |z|) or prove certain numeric constraints
unsatisfiable, which in turn prunes the search space for string assignments. In chapter 4
we will introduce additional function symbols that convert between the string/sequence
theories and Tira, making these theories interoperable in a combined SMT setting.
At first, we define the many-sorted first-order theory as follows:

Definition 36 (Combined Signature) Let

Ycomb = (Scombs FCombs Pcomb)

where
Scomb = {Str, Z, R, REGEX},

Fcomb = Fstr U Fria U FLra
U {toﬁint : Str — Z, from__int : Z — Str,
to_real : Str — R, from__real : R — Str, }
Pcomb = Pstr U PrLia U PLra-

Here Fstr, Psye are from definition 3/, Fria, Puia from definition 30, and Fira, PLRA
from definition 32. The conversion function will be discussed in section 2.2.5.

Definition 37 (Combined Theory) The combined theory Tcompb S the set of all
quantifier-free Ycomp-formulae true in the standard structure (E*, Z, R, )

Definition 38 (Assignment) Let Vs, be a finite set of string variables and ¥ a finite
alphabet. An assignment (or valuation) is a total function

|78 VStI’ — 2*
that maps every variable x € Vs, to a concrete string v(x) over the alphabet 3.

Definition 39 (Language Assignment) Let Vsi, = {w,x,y,2,...} be a finite set of
string variables. To each variable x € Vsi,, we assign a reqular language

Lang(xz) C X%,
which describes the set of admissible string values for x. This function
Lang : Vs — 2>

serves as the symbolic domain definition for each variable, typically represented by a reqular
expression or NFA.

Definition 40 (Substitution Mapping) Let o : Vsi, — V&, be a substitution mapping
each string variable to a finite sequence of other variables. That is, o(x) = x122...2Tp,
where x; € Vsir, and V¢,, is the free monoid over Vsy,.

We interpret o with respect to a concrete assignment v : Vs, — 2% such that:

v(z) =v(z1) -v(ze) - v(zn),
where - denotes string concatenation. If o(x) = x, then the variable is atomic and not

further expanded.
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Definition 41 (Normal Form of String Constraint Formula) A combined constraint
formula ¢ is any quantifier-free Ycomp-formula that can be written as a conjunction

w=EANRANLADC,

where

€ is a Boolean combination of word equations s1 = So;
e R is a Boolean combination of reqular-language memberships x € L with £ € LReg;

o L is a Boolean combination of length constraints from Tsy,, interpreted in Tiia (mean-
ing any linear arithmetics formulae containing lengths of strings as variables);

e C is a Boolean combination of conversion constraints using to_int, from_int, to_real,
from_real, to_code or/and from_code.

Although each category can be solved in isolation, real formulas almost always mix
them, which quickly raises the complexity of the decision problem. Solvers therefore support
various restricted fragments (e.g. acyclic, flat, or bounded-occurrence).

Stable solution

Because, as it will be described in another chapter, Z3-NOODLER uses a stabilisation pro-
cedure for searching so-called ,stable solution,” which we will define right here. First we
have to define three key properties: nonemptiness of Lang, flatness of ¢ and model
completeness.

Definition 42 (Nonemptiness of Lang) Lang is nonempty < Vz € Vsy : Lang(z) # 0

Definition 43 (Flatness of o) o is flat & Va; € o(x) : o(x;) = x;, i e. variables
representing parts of the string are atomic (not composed of other parts).

Definition 44 (Model Completeness) If assignment v : Vsy, — X* satisfies:
e v(x) € Lang(x) and

o v(z)=v(o(x)) for each x € Vsy,

Regular Constraints

Regular constraints are a way to impose linguistic constraints on string variables expressed
in a regular language. In other words, each variable is understood as an element of a
language defined by a regular expression or finite automaton, and its specific assignment is
required to respect that language.

Definition 45 (Regular Constraint) Letx € Vs, be a string variable and R be a regular
language over the alphabet X. The reqular constraint has the form:

T ER

The assignment v(x) € ¥* is a model if and only if v(x) € L(R), i.e., the string x belongs
to the language R.
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R can be represented by a regular expression, a finite-state automaton, or a recursive
function, depending on the solver.

We also need to apply logical operations to regular expressions, in such cases, operations
are performed inside the solvers that facilitate the solution of the formula. If the conjunction
x € R1 ANx € Ry occurs in the formula, the intersection of languages (e.g. automata) is
performed, and the language of the string is restricted to L(z) = L(R1) N L(R2) > =.
Similarly, for the disjunction x € Ry V 2 € Rgy or the negation = ¢ R, we modify the
language L(x) to L(x) = L(R1) U L(R2) or L(x) = L(Rq) respectively.

Conversion constraints

Many modern string solvers (as defined in the SMT-LIB [2] standard’s String theory
extensions) support conversion functions between strings and numeric domains [8] [3] (as
well as between integer and real arithmetics). These conversions are especially relevant
in program analysis tasks, where textual inputs are parsed into numbers, or numbers are
serialized into textual forms (e.g. printing integers as ASCII digits). Below are some of the
most common conversion functions:

to_int(z) Interprets the string x as a decimal integer. If z is a valid positive decimal
representation, the function yields the corresponding integer. For example, to_int('123') =
123, to_int('0003') = 3. If 2 does not represent a valid integer, to_int(z) is often defined
to return some error code or a special ,undefined“ value (some solvers represent this as —1
or throw a constraint violation).

from_int(n) Converts the integer n (an element of Z) into its canonical decimal string
representation (e.g., from_int(42) =’ 42/, from_int(—7) = ¢). Negative numbers are
converted to an empty string.

to_real(x) and from_real(r) Until recently, most SMT or string solvers did not support
direct parsing of real-valued strings. Common conversions, like to_int or from_int, were
usually the farthest extent to which numeric/string integration was addressed. However,
in our latest extension to Z3-Noodler, we introduce string-real conversions: to_real(x)
interprets a string x as a decimal real, while from_real (r) serializes a rational value r into
a decimal string.

Semantics

1. to_real(z) attempts to parse the string x € ¥* as a floating-point decimal, i.e., a
mandatory integer part, a decimal point, and a fractional part. For example, ,,3.14
or ,,0.001“. If = does not meet the required decimal pattern, the conversion is regarded
as ,failed,” returning —1 as a special marker.

2. from_real(r) produces a (finite) decimal string. Crucially, if r is negative or is an
irrational or periodic real that would require infinite decimal expansion, the empty
string (¢) is returned. In other words, if r is out of scope (e.g. negative, or not
representable in a straightforward decimal form), from_real(r) becomes e.
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Chapter 3

Tools and State of the Art

In the context of software verification and in general formal program verification, a number
of solvers have appeared in recent years that try to cover the area of string constraints.
These include, for example, OSTRICH, cvcd /5, Z3, Z3-TRAU or Z3-NOODLER. Some solvers
function as completely independent string solvers, while others are parts of larger SMT
solvers that support other theories, such as linear arithmetic, bit vectors, and others.

3.1 Ostrich

The string solver OSTRICH is classified as a specialized string solver, as it concentrates on
equations and constraints over strings, including extended operations such as concatenation,
substrings or substring replacement. However, OSTRICH can be integrated into a wider SMT
context, when we integrate it as a module for wider SMT solvers, which only solve string
subproblems for it.

In addition, OSTRICH can also work with so-called ,straight-line* constraints. This
usually means constraints like ,string x consists of a concatenation of symbolic variables
and constant fragments“, ,z is a substring of y“, ,,o = Replace(y, ... )", etc. For many such
operations, it is important that the solver understands not only logical equality (z = y), but
also other predicates (for example, x contained in a regular language, x starts with a prefix,
x ends with a suffix, etc.). OSTRICH solves this flexibility largely by combining so-called
derivational techniques for regular expressions and other automaton transformations.

OSTRICH can basically deal with linear (or simple) length constraints: it represents
the variable length of a string as an integer variable and creates the corresponding linear
conditions. If we limit ourselves mainly to relatively simple length constraints, they can
be solved in combination with its internal representation of strings. In case more advanced
arithmetic is needed (for example, non-linear constraints or complex modules), OSTRICH
can cooperate with other tools, or for such demanding features, a solver that supports
multiple theories can be used (for example, some version of Z3 or CVC4 with modules
for strings and arithmetic). In practice, OSTRICH is often either deployed as a standalone
solver (if the task is well covered by its capabilities), or integrated into SMT solvers as a
partial ,backend“ for the string part.

One of the key advantages of OSTRICH-type solvers is rich support for regular expres-
sions. Many string solvers offer the operation ,x belongs to a regular language £“, but their
internal mechanics may differ. In the case of OSTRICH, the basis is in automata represen-
tation and the application of so-called antichain techniques, deterministic algorithms or
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derivatives for regular expressions. This means that when the predicate ,x € R“ appears,
where R is a regular expression (for example, [a-zA-Z0-9]* or a more complex combina-
tion), OSTRICH creates the appropriate finite automaton and gradually narrows it down
according to other conditions, until it either finds a satisfactory assignment of symbolic
string variables or proves that none exists. From the user’s point of view, very detailed
conditions can be expressed in the form of strings, and the solver then tries to combine
them with other equalities, substrings, substitutions, and the like.

Because string theories are generally computationally demanding, since they work with
potentially infinite languages (a string can have any length). OSTRICH uses optimiza-
tions such as CEGAR (Counterexample-Guided Abstraction Refinement), specialized data
structures for representing and reducing automata, and also a number of heuristics that are
intended to speed up the solution.

3.2 CVCs

CVC5 is a modern SMT solver (Satisfiability Modulo Theories) following the CVC (Co-
operating Validity Checker) solver line, CVC Lite, CVC3 and subsequently CVC4. The
latest development resulted in the CVC5 version (released in 2021), which serves as a suc-
cessor and continues the development of functionalities started in CVC4. Both solvers are
open-source and developed by teams mainly from universities (Stanford, University of Iowa,
University of Waterloo) and industrial partners.

CVC5 supports a number of theories: from linear and nonlinear arithmetic (including
real and integer number theory) to bit vectors, arrays and data types, to string theory,
which is essential for many modern applications. In the area of string solving (i.e. solving
constraints over strings), CVC5 is among the most advanced tools.

CVC4 (released around 2011) was designed as a completely new implementation of the
solver, following on from the older CVC3. During development, it gradually acquired spe-
cialized modules (T-solvers) for an increasingly wider range of theories, including advanced
string functions.

CVC5 (released in 2021) is a logical successor, created with the aim of improving
the architecture, performance, and maintainability of the code. It contains a completely
redesigned core for some theories (including strings). While many features of CVC4 are
preserved in CVC5, many optimizations, new heuristics, and a cleaner implementation have
been made.

In the context of string solving, it is significant that the string module has evolved
continuously — from the initial implementation of basic string operations to support for
more advanced functions such as indexOf, replace, substring, regex membership (RegexIn)
and, last but not least, more robust combinations with linear arithmetic.

CVC series solvers are among the general SMT solvers using the DPLL(T) approach.
For strings, it knows formulations like: z = Concat(y, z), Length(z) = Length(y) + 3 ¢i
RegexIn(z, [0 — 9]+).

From a string theory perspective, it implements concatenation, length, substring, in-
dexof, replace, regex (RegexIn, RegexConcat, RegexUnion, RegexStar).

Regarding the combination of string solving with arithmetic theory solving, CVC5 sup-
ports length constraints and ensures higher efficiency and code modularity (than previous
CVC solvers). Various subsystems were unified and the integration of new theories was
simplified.
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CVC5 also supports direct conversions between integers and strings using the function
symbols str.to_int and int.to_str. In CVC5, support for these conversion functions
is implemented through a decision procedure for converting between strings and character
code points. This procedure allows for efficient processing of operations such as case conver-
sions and is integrated into the string solver. It is important to note that the str.to_int
function is partial and is not defined for strings that do not correspond to a valid numeric
notation. This means that when attempting to convert a non-numeric string to an integer,
the solver will return an undefined value or an error status.

3.3 Kaluza

KALuzA stands out as one of the earliest specialized string solvers, widely recognized as
a pioneering effort in tackling constraints over unbounded strings. Developed at Stanford
University between 2010 and 2012, KALUZA heavily influenced subsequent work in soft-
ware verification, security analysis, and various forms of static analysis focused on string-
manipulating programs. Despite its discontinuation, it still holds historical importance due
to the conceptual groundwork it laid and its lasting impact on how string constraints are
approached today.

In essence, KALUZA works by translating string constraints into a combination of integer
and bit-level constraints. For each string variable x, the solver maintains an integer variable
that represents |z|, the string’s length. This mapping facilitates handling length-based
conditions, such as |z| > 5 or |z| = |y|. The actual content of x is then represented as
a fixed-size array of 8-bit (ASCII) characters with a length that matches |z|. Operations
like equality, concatenation, or substring are thus captured through constraints on these
character arrays. For instance, if x is defined as Concat(y, z), KALUZA enforces |z| =
ly| + |2| and partitions the array for z into segments that come from y and z respectively.
Meanwhile, more specialized functions like substring(z, i, ) or index0f (z, y) are expanded
symbolically so that the resulting relationships can be processed as bitwise constraints and
integer inequalities (e.g., valid index ranges).

KALUZA ’s arrival in the field was significant because it addressed nontrivial string op-
erations such as substringsubstring, indexOfindexOf, and replacereplace, along with regular
expression constraints, at a time when the main SMT solvers mostly lacked native support
for strings. The solver’s public benchmark suite, which included cases from JavaScript pro-
grams, HTML form validation routines, and other web-application settings, soon became
a standard reference for newer string solvers (such as Z3-STR, S3, or CVC5) to measure
their performance and coverage. Furthermore, the fundamental idea of pairing each string
variable with a length variable and a bit-vector array has been adopted and refined by many
later tools, forming a conceptual backbone for modern string constraint solving.

Nonetheless, KALUZA faces several limitations in practice. Because each character in a
string is modeled as an 8-bit element, the solver can encounter serious scalability issues, es-
pecially for problems involving large or unbounded string lengths. This bit-vector approach
often leads to an exponential blow-up in array constraints, which can exhaust memory and
computational resources. Its arithmetic integration is likewise relatively simplistic, relying
on manual bindings between array indices and integer variables; in comparison, current
SMT solvers such as CVC5 or Z3 variants have more cohesive frameworks where string
constraints and integer (or even non-linear) constraints can interact more fluidly through
techniques like DPLL(T). Another drawback is that KALUZA is no longer under active
development, leaving certain features—like advanced string functions or more comprehen-
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sive handling of edge cases—incomplete. Its partial support for regular expressions, which
sometimes depends on enumerating potential matches, can also lead to timeouts with more
complex patterns or very large input sizes. By contrast, solvers like OSTRICH or Z3-
NOODLER employ automata-based algorithms and derivatives, handling regex constraints
more efficiently.

Despite these drawbacks, the role of KALUZA in shaping the trajectory of string solver
research is undeniable. It demonstrated early on that symbolic reasoning about strings
could be incorporated into automated program analysis, which paved the way for the more
robust and specialized tools we see today. Even though new solvers have surpassed KALUZA
in terms of performance and feature sets, the historical and conceptual influence of KALUZA
continues to resonate within the string constraint solving community.

3.4 Z3

The basic string solver in Z3 is part of its standard theory library and is designed as a
modular component that allows solving equations and constraints over strings within the
broader SMT architecture. The string module fits into the classic DPLL(T") framework,
so it can be freely combined with theories such as linear arithmetic, bit-vectors, arrays, or
other custom theories.

73 offers built-in support for string constants and dedicated solving of constraints using
strings, sequences, and regular expressions. In particular, it implements the following core
operations:

» Concatenation (Concat(x,y)): Joins two strings by appending y to the end of x,
yielding a new string x || y.

o Equality / Inequality (z =y,  # y): Tests whether two strings have exactly the
same sequence of characters (or not).

o Length (Length(x)): Returns the number of characters in x as an integer.

o Substring (Substring(x, start, len)): Extracts the contiguous substring of x
beginning at index start (0-based) of exactly len characters.

o IndexOf (Index0f(x,y)): Returns the first position (0 based) where the substring
y appears in x or —1 if y is not found.

» Replace (Replace(x,y,z)): Produces a new string where every (nonoverlapping)
occurrence of y in x is replaced by z.

o Regular-language membership (RegexIn(x,R)): Checks whether x belongs to the
regular language described by R, with full support for the union, concatenation, and
Kleene-star operators.

Unlike some external solvers (e.g. KALUZA), Z3 uses an internal representation of
strings and their operations, without conversion to bit-vectors. This allows for efficient
combination with the rest of SMT theory, but at the same time it means that its default
string solver is strictly focused on deterministic solutions of common string operations, not
e.g. advanced techniques over automata or transducers.
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3.4.1 String-Number Conversions

7.3 supports the basic conversions str.to_int(s) in its default implementation it attempts
to convert the string s to an integer (in decimal) and int.to_str(i) it converts the integer
i to a string. The function str.to_int is partial, which means that it is defined only for
strings corresponding to a valid number, e.g. ,123%, -45“. In other cases, it returns an
undefined value (in practice usually -1 or a special notation for ,undef*).

73 supports combinations of theories (strings + arithmetic), but in the basic string
solver there is a weaker interaction between theories — for example, information about string
lengths is not always efficiently propagated back from arithmetic to the string module. This
can lead to inefficient solutions or the need for a lot of backtracking.

These limitations are attempted to be removed by specialized extensions such as Z3-
NOODLER or Z3-TRAU, which integrate more advanced string techniques into Z3 (e.g.
working with automata representations or stabilization procedures).

3.5 S3

Solver S3 (Symbolic String Solver) is a specialized SMT solver focused on vulnerability
analysis in web applications. It was designed primarily for use in the context of dynamic
symbolic execution (DSE), where it is necessary to solve complex combinations of string
and arithmetic constraints, even in the presence of regular expressions.

One of the main features of S3 is the ability to work with unbounded strings, i.e.,
without a predetermined upper limit on their length, while supporting advanced string op-
erations such as replaceAll, substring, index0f, length, and especially membership in
regular languages (RegexIn). These capabilities are essential when analyzing web applica-
tions (e.g. in JavaScript), where regular expressions and length conditions are common.

Unlike some previous approaches (e.g., the KALUZA solver), S3 does not convert string
variables to bit arrays or enumerate all possible lengths. Instead, it uses the so-called
recursively defined functions that represent repetition (e.g. Kleene'’s star) and complex
operations such as replaceAll. These functions are evaluated lazily (lazy unfolding), i.e.
only when necessary to proceed with the calculation.

Internally, S3 is built as an extension of the Z3 solver and specifically its Z3-STR com-
ponent. It uses the same basic SMT framework as Z3, but extends it with the Z3-STR-?
module, which, unlike the original Z3-STR, supports the interaction between string theory
and arithmetic theory (including direct feedback between string lengths and arithmetic con-
straints), handles membership in regular languages even with unlimited repetition (Kleene
star), and allows the expression and solution of operations such as replaceAll or match
using custom recursive rules. Thanks to this expressiveness, S3 is significantly more robust
and efficient than previous approaches — when tested on real benchmark sets from the field
of web applications, it was able to provide a definitive answer in a much larger number of
cases (99.6% compared to about 30% for KALUZA), be up to 20x faster than KALUZA in
satisfiable cases, and compared to Z3-str, provide correct models where Z3-str fails due to
the lack of propagation of length information back to string theory.

S3 Thus brings a new level of combined support for string and arithmetic theories, with
an emphasis on practical use in finding security flaws in web application code.

S3 also supports basic conversion functions between strings and integer values. Specifi-
cally, these are the str.to_int and int.to_str functions, which are essential in analyzing
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web applications, where input data is often converted between text and numeric represen-
tation (e.g. in forms, parsing parameters from URLs, etc.).

The function str.to_int, which is used to convert a string to an integer, is defined
in the S3 solver only if the input string corresponds to a valid integer representation (e.g.
5123, -45“). If the input string does not correspond to any valid number, the result is
undefined, so S3 respects this partiality. The solver can thus detect not only cases where
the conversion is possible, but also situations where the conversion fails, which is crucial,
for example, when detecting insufficient input processing.

Unlike some other solvers, S3 handles this combination incrementally and stably, i.e.,
the individual components (string theory, arithmetic, conversion) exchange information so
that conflicts or satisfiability can be detected as early as possible, without the need to fix
the lengths or domains of variables in advance.

3.6 Z3-Trau

7Z3-TRAU is an extension of the Z3 SMT solver, focused on efficient string constraint solving
with an emphasis on realism and stability when processing operations commonly used in
practice — such as various variants of replace, the index0f, lastIndex0f, substring
functions or regular expressions. Compared to the basic string solver in Z3, Z3-TRAU
brings an improved architecture with a richer set of heuristics, deeper integration between
string theory and arithmetic and, above all, a stabilization mechanism that helps to find
consistent solutions even for complex combinations of conditions.

7Z3-TRAU is built on the principle of string solving with theory support and works
within the standard DPLL(T) framework, so it can solve combined formulas containing
both string and numeric or Boolean parts. Its key benefit, however, is the way it handles
specific string operations that are either not supported at all or supported to a very limited
extent in classic solvers (for example, replaceAll, or more complex variants of indexOf
with repetition and indentation).

7Z3-TRAU uses so-called pattern-aware unrolling — a technique that enables efficient
unrolling and evaluation of string operations where patterns in data are worked on. For
example, in the operation replace(x, y, z) it is important not only to find the occurrence
of the substring y in x, but also to correctly replace this occurrence and update the related
arithmetic and logical conditions. Unrolling is performed adaptively here — that is, only to
the extent that is necessary to detect conflicts or find a satisfactory assignment. Thanks to
this, there is no unnecessary explosion of possible combinations.

One of the important features of Z3-TRAU is also the stabilization of the solution.
When working with symbolic strings, fluctuations can occur during the evaluation because
new information (e.g. about the length of the strings or their positions) can retroactively
affect previously created models. Therefore, Z3-TRAU uses its own stabilization mechanism,
where the representation of individual string variables and their relationships to other parts
of the formula is iteratively refined until consistency is achieved. This significantly reduces
the need for backtracking, and the solver can reach a decision on satisfiability more quickly.

The solver works with so-called flat string constraints (or with a limited form of straight-
line programs), but its strength is in handling real-world cases, for example, from the web
application environment or input validation testing. It can also handle combinations of
multiple occurrences of the same pattern, partial overlaps and string transformations, which
makes it suitable for static analysis, fuzzing or automatic test generation.

21



7Z3-TRAU also supports limited work with regular expressions, although in this respect
it relies more on syntactic manipulation than on explicit work with automata such as Z3-
NOODLER. In the case of more complex regex operations, it is recommended to combine
the solver with tools that have a more robust infrastructure for working with automata.

Regarding the support of conversions between strings and numbers, Z3-TRAU follows
the basic implementation of Z3: it has the functions str.to_int and int.to_str, while
respecting their partial definition — i.e., that for example str.to_int is not defined for
strings that do not correspond to a numerical representation. This feature is reflected in
the analysis of conditions, where it may be important to detect invalid conversions as input
processing errors.

In benchmark tests where string operations are a key element (e.g., input validation,
regex and indexOf combinations, or replaceAll in iterated structures), Z3-TRAU outper-
forms the basic Z3 string solver — both in terms of computation time and solution com-
pleteness. It is therefore suitable for use in scenarios where practical cases with realistic
patterns need to be handled and where classical models fail due to a lack of interaction
between theories.

3.7 Z3-Noodler

7Z3-NOODLER is a specialized string solver built on top of the Z3 SMT framework. Although
it remains compatible with the standard DPLL(T) architecture of Z3, it substantially ex-
tends native string theory with advanced algorithms for handling regular constraints, string-
integer conversions, and an iterative stabilization-based procedure designed to solve even
complex string constraints efficiently. The name ,Noodler” alludes to its internal opera-
tion of noodlification [8], which systematically aligns or ,noodles through“ equations and
intersections of regular languages. Z3-NOODLER’s approach draws on powerful automata
representations while still leveraging Z3’s core capabilities for linear arithmetic and Boolean
reasoning.

3.7.1 Motivation and History

Although Z3 has long provided a string theory module, the default implementation is
relatively basic; it does not always handle advanced operations (e.g., certain replace modes,
tricky combinations of index0f, or robust finite-automaton-based membership constraints)
as efficiently as specialized solvers. Moreover, while Z3 supports linear arithmetic over
string lengths and partial string-integer conversions (e.g., str.to_int), those features can
be incomplete or slow in the presence of large or unbounded strings.

7Z3-NOODLER arose in response to these limitations. By tightly integrating a well-
studied automata-based methodology and an iterative procedure known as stabilization,
it strengthens Z3 ’s ability to handle equations, inequalities, and membership constraints
over strings.

3.7.2 Automata-Centric Architecture

Like OSTRICH and other automaton-based string solvers, Z3-NOODLER represents each
string variable by a finite automaton (NFA) (potentially nondeterministic). These NFAs
capture the language of possible strings for each variable, which can be intersected with
regular expressions of constraints such as x in [a-z]* or RegexIn(x, R). Furthermore, it
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systematically refines these NFAs during the solving process, discarding infeasible paths or
states whenever a contradiction is found in the higher-level logic.

3.7.3 Stabilization-Based Solving

A major hallmark of Z3-NOODLER is its stabilization-based procedure for word equations.
This procedure operates under the idea that each string variable can be systematically
split or concatenated in ways consistent with the constraints until a fixed point (or ,stable
solution“) is reached. Once no further refinement is possible, the solver extracts a final
integer arithmetic formula that captures the lengths of each variable and the numeric rela-
tions induced by the string constraints. There are two important concepts we are going to
describe now: noodlification and stability.

Noodlification. When Z3-NOODLER encounters a string equation, such as = -y = z, it
attempts to find valid alignments (also called ,splits“) between these variables that do not
produce empty languages in their corresponding automata. This process is referred to as
noodlification: the solver enumerates ways to partition x and y so that it can match them
with the partitioned form of z. Each consistent alignment refines the automata involved,
possibly introducing new fresh variables for partial segments.

Stable Solutions. Over multiple alignments and intersections, the automaton of each
variable becomes more precise, which is done by removing words that are not allowed by
the constraints and merging or rewriting the states for feasible paths. Eventually, if the
formula is satisfiable, the solver reaches a point where no new conflicts or refinements
appear, meaning that the language assignments for each variable have ,stabilized“. This
stable arrangement effectively encapsulates all feasible string assignments that satisfy the
equation-level constraints (and any membership constraints in the form z € R).

At stability, the solver translates all the discovered constraints into a linear arithmetic
formula (LIA for integer-string conversions) that relates string lengths, indexing positions,
or offset constraints. This formula is then passed on to the arithmetic engine of Z3 for the
final verification of satisfiability. If the arithmetic formula is satisfiable, Z3 can produce
numeric assignments of lengths, and the solver can back out a consistent mapping from
variables to concrete strings. If it is unsatisfiable, Z3-NOODLER must backtrack and try
different alignments.

3.7.4 Advanced String Operations and Conversions

Although the stabilization-based procedure was originally designed for word equations plus
regular constraints, Z3-NOODLER extends it to handle the complex operations that fre-
quently arise in code:

e index0f, substring, replace: In real programs, substring manipulations or the
search for partial patterns are common. Z3-NOODLER can reason about them by
introducing constraints on lengths and positions and ensuring that the relevant au-
tomata reflect these cuts or merges.

¢ RegexIn with intersection of the greater expressions: Because the solver is automaton-
based, it can handle the intersection of Lang(z) with any user-provided regular ex-
pression. Using partial determinization or antichain methods, it can mitigate the
state explosion that naive expansions might cause.
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e String-Integer Conversions: Many verification problems revolve around user input
that is textual but interpreted numerically (e.g., form fields that must be numeric).
By introducing constraints such as k = to_int(z), one can unify the arithmetic
conditions (k > 100) with the string domain (2 being purely digits). Z3-NOODLER
systematically handles such conversions once the stable solution is found, mapping
them into a linear arithmetic formula that enumerates possible digit-based intervals.

o Integer-String Conversions: Similarly, constraints such as © = from_int(k) are
handled. If k is negative, the string is empty or undefined; if k£ is non-negative, the
solver enumerates which digit strings in Lang(z) can represent k. To avoid enumerat-
ing huge swaths of numbers (such as a million-digit string), it uses an underapprox-
imation parameter or merges digits into intervals for large sets of possible numeric
values.

Handling Conversions in Detail

Recent work [8] extends Z3-NOODLER by embedding the conversions to_int and from_int
into its stabilization framework. The high-level workflow is the following.

1. Solve the equation and membership constraints first via noodlification until a stable
solution emerges. This produces a map Lang(v) for each variable v.

2. For each conversion, carefully build a linear arithmetic subformula describing the
numeric relationships implied by that conversion. Z3-NOODLER merges large sets of
strings into intervals to keep the size of the formula tractable. For instance, if Lang(x)
has all 2- and 3-digit decimal strings, that covers the intervals (0,99) and (100, 999).

3. Combine these sub-formulas with the length constraints gleaned from the stable solu-
tion. The resulting LIA formula is typically efficient for Z3’s integer solver to decide.

4. Backtrack if unsatisfiable. If no arithmetic assignment satisfies the subformula, the
solver tries alternative splits or merges from the noodlification stage or eventually
reports unsatisfiable.

In practical cases, enumerating intervals or rewriting partial numeric constraints is usu-
ally enough to represent complex numeric conversions. If, however, Lang(x) is infinite in
the digit dimension, Z3-NOODLER can underapproximate (e.g., bounding |z| by some small
integer) and possibly declare ,,unknown* if no assignment is found within that bound.
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Chapter 4

Solving String-Float Conversions

String-float conversions (sometimes referred to as ,parsing real numbers® from text, or
conversely “stringifying” real numbers) are crucial in many real-world verification tasks. In
typical program code, strings derived from user input may represent decimal numbers with
fractional parts (e.g., “3.14” or “42.0”). Symbolic constraints arise when an analyzer (like
a symbolic execution engine or an SMT-based static checker) needs to track both:

1. Textual properties of the string (its characters, length, match to a numeric regular
expression, etc.), and

2. Arithmetic properties of the interpreted numeric value, e.g., bounding real vari-
ables by intervals or imposing comparison constraints.

This chapter formalizes in detail the conversion of strings representing numeric literals to
real values in the context of string constraint solving. We assume that each string variable is
constrained by a regular expression and the conversion function to_real must be converted
to a pure linear-arithmetic (LRA) formulation in order to use modern SMT solvers. We
also assume, every language is finite, and in case of need, we force it to be finite.

The goal is to replace each atom k = to_real(z) (or x = from_real(k)) in the initial
mixed formula with an equivalent pure LRA formula ¢p—to rea1(z) (Pr—trom_real(k) T€SPeC-
tively). Below, we first introduce the detailed notation and motivation, then describe the
decomposition procedure into valid and invalid inputs, and finally define interval encoding.

When we start solving for conversion atoms, Z3-NOODLER pre-solves the conjunction
R A E from definition 41, which results in the pair (Lang, o) (definitions 39 and 40) that is
a stable solution section 2.2.3.

4.1 Basic Notation

In this section, we will introduce some basic symbols/predicates/functions used throughout
this section.

4.1.1 Solving Basics

Conversion atom. Let us assume that in the formula ¢y =& A R A L A C thereis a
conversion atom in the C part:
r = to_real(x)
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or
x = from_real(r)

where k is an arithmetic (real) variable and the atom converts the string x to the corre-
sponding real value or vice versa.

We are going to show how, after solving the £€ A R A L part, we can construct the
Ph—to_real(zx) / Pa—trom_real(r) formula encoding the conversion atom given. We assume
that the languages with which we work are all finite.

Encoding String Parts Properties. We have to define whether parts of the string
being converted are decimal or whole, but also whether they are empty or invalid. To
encode this, we define the function dot_position as follows:

Definition 46 (Dot Position Function) Let x; € Vs, be a string variable that satisfies
o(x;) = x; (i.e., atomic). We define the function

dot_position: Vs, — {—3,-2,—1,0,1,2,...}

by
Ly  when x; is a valid string with a dot
o —1  when x; is a valid string without a dot
dot_position(x;) = ; o ]
—2  when x; is an invalid string
-3 whenx;=c¢
where £q represents the position of the dot from the right side (starting with zero — zero
means the string ends with a dot). By valid strings, we mean strings containing only digits,
and at most one dot (including the empty string).

4.1.2 Valid and Nonvalid Inputs

To cover all possible values of € Vs, we divide the language Lang(x) into two disjoint
components:

Langvalid = Lang(z) N ({’O'7 I S L L U [ S U 1 S 9/}*)

x
Langnon—valid — Lang(x) \ ({/0/, o ’/ 9/}*{1'/}{/0/’ o ’/ 9/}* U {10/’ o ’/ 9/}*)

T

e The valid part contains strings that actually represent a positive whole or decimal
number (more general than the to_int conversion), but also the empty string e.

e The invalid part includes the remaining strings — e.g. ,,+3%, ,,12a4“.

Then these two parts are composed of a logical disjunction, so that the resulting encod-
ing is complete.

Definition 47 (Length Set) For a string variable x € Vs, let
Ly, = {|v] } w E Lang;“lid},

be the finite set (because the language itself is finite) of all the word lengths that can occur

in Lang¥®d,
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In the following text, we also use symbols Ly} = { |w| | w € (Lang®dn {'0/,.../9'}*)}
and Ldmal = L] | w e (Lang?idn {'0/,...) 9P {/3{0,...)9})}.

Definition 48 (Interval Set) Let © € Vs, m € Ly, and {g € {—1,0,...,m — 1}. We
define _ _
1,(m, €a) = {(low, high) € (Lang™) x (Lang™) | P(low, high)}.

where low, high € N. P(low, high) holds exactly if:
1. [low| = |high| = m.

2. The decimal point in low and high occurs at position by (and if {4 = —1 they do not
contain a point).

3. to_real(low) < to_real(high).

4. Maximality: Let
1, 0y =—1,
| 10-(m=ta=b) g, > 0.

Then neither to_real(low)—3§ nor to_real(high)+¢ is in the set {to_real(w) | w €

Lan.g;alida |U}‘ = m, Wy, =’ ',}'

5. Continuity: For every w € X* with |w| = m and dot at {g, if to_real(low) <
to_real(w) < to_real(high) then w € Lang®d.

Thus, each (low, high) encodes a mazimal continuous numeric interval [to_real(low),
to_real(high)] for words of length m with the specified dot position.

Because we need to have a set of all string intervals regardless of the position of a dot, we
also need the concept of composed interval set, which is defined as follows:

Definition 49 (Composed Interval Set I,(m)) Let x € Vsi,, m € L,. We define

I.(m) = U L(m, £q)

£4€{-1,0,....m—1}

In the following sections, we also use symbols I''°!¢(m), which is derived from L¥"° and
Idecimal(m) from Ldecimal
x x °
4.1.3 Special Notation
Number of String Variable Parts. Because the string variable x contained in the
conversion atom is divided into parts by o(x) = x1,...,2,, we use n as a symbol for the
number of its parts throughout the text.
New Variables Symbols. In this section, we also use two key symbols:

e whole_var

e decimal_var

They are fresh variables that represent the whole and the decimal parts as integer numbers
(although they are of real type). So, for example, whole_var(z;) = 12Adecimal_var(z;) =
345 < to_real(w;) = 12.345.
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Divided Interval Sets. For each interval (low, high) € I;(m,¢) containing a dot (that
is, {qg # —1), we divide it into integers (or whole parts, not to be confused with whole
variant) and decimal parts without a dot. Putting in sets, we get Iy P**(¢) for the whole
part and Igpart(ﬁ) for the decimal part. Given sets are ordered (any ordering, which gives
us a bijection between the two sets), so we do not get invalid combinations of the whole
and decimal parts.

4.2 Formulae for Conversion

At first, we have to define help formulae for encoding certain properties of string parts,
which we do in this section.
4.2.1 Substring Formula for Valid Integer Cases

For encoding parts z; of the string variable x € Vs, from the conversion atom, given by
o(x) =x1...xy,, we use the disjunction shown and explained below:

valid whole def . .
Pto_real (x;) = \/ |$2| =1IA \/ X(l’i, low, hlgh)
ZEL‘I"’Z_}‘Ole (Iow,high)e];"ihOle(K)

x (24, low, high) Eto_real(low) < to_real(z;) A
to_real(x;) < to_real(high) A
is_int(x;) A
dot_position(z;) = —1
does three things:

1. Length refinement. Every admissible length ¢ taken from the precalculated set

L;"ih‘)le is considered separately. Because regular languages are closed under the left

quotient, the projection on a fixed length preserves regularity and can be computed
once in a preprocessing step [9] [19].

2. Interval enumeration. For this length, the finite family Izh"le(ﬁ) partitions the
language into interval words: each pair (low, high) gives the lexicographically small-
est and largest word of the same length, producing a closed numeric interval after
conversion.

3. Linear guard. Inside x we assert:

e The arithmetic bounds to xz;,
o the predicate is_int(z;) excluding any embedded dot and

o dot_position(z;) = —1 which distinguishes plain-integer strings from the deci-
mal and error cases.

4.2.2 Substring Formula for Valid Decimal Cases

The outer disjunction iterates over all possible total lengths ¢ € Lgfdmal. For each length,
we split the word at an implicit dot position:
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e {,, characters on the whole side,
e one literal dot,

o {=/{—1/, — 1 characters on the fractional side.

Two interval families: IyP*" and ISP*" are consulted independently, but due to their or-

dering, we get the original combinations of the decimal strings, so they cover the same set
of intervals.

The subformula x(x;, Ly, huw, la, ha, £q) asserts the integerness of both substrings, clamps
them to their respective interval limits, forces the recorded dot position to exactly £4, and
finally defines the real composite value to_real(z;) = whole_var(z;) + %}Z“w

All arithmetic remains linear because £4 is a compile time constant inside the branch.

valid decimal def o
(pto_real(xi) <:>< \/ |xl| =LA

A= Lgicimal

< \V  la=tl—tly—1n
£, €(0,0—1)
\/ X(@4 L, hw,ld,hd,ﬂd)>>>

(L ) €L (L) (L, ha) €150 (£4)

X(Ziy Ly Pawy Lgy Py £a) gis_int(whole_var(mi)) A
is_int(decimal_var(z;)) A
ly < whole_var(z;) A
whole_var(z;) < hy A
lg < decimal_var(z;) A
decimal_var(z;) < hg A
decimal_var(z;)

10t

to_real(z;) = whole_var(x;) +

dot_position(z;) = {4

The part z; = whole_var(x;)+ %}ZH(%) cannot be encoded directly in the resulting

formula due to its excessive complexity (since it is syntactically nonlinear and cannot be
expressed in LRA). This is not a real problem, since the value of [ is known to us. We can
therefore calculate the value of 107 during solving and multiply decimal_var(z;) by the
resulting constant. The product decimal_var(z;)-10~% is now linear and accepted by the
73 solver.
Equivalently, we have to also define cases for non-valid and empty (containing ¢) string:
prortl, | E1en(|ai], Langlo™ ) A

to_real(x;) = —1 A

contains epsilon def

to_real(z;)
to_real(x;) = —1 A
dot_position(z;) = —3
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4.2.3 Formulae Encoding Number Properties

Dot position function contains not only information about the position of the dot within
the string, but also possibly additional knowledge about the validity or emptiness of the
string, which is why we encode the variable properties as follows: The formulae operating
with dot position:
©dot_exists (T) & \/ dot_position(z;) > 0
zi€o(x)

The formula pgot, exists guarantees that at least one segment xi in the decomposition o(z) =
Zi, ..., %, includes a decimal point. In many real-number grammars (including our one),
the overall string must contain exactly one dot, so this constraint enforces the ,at least one*
aspect of that rule and eliminates trivial all-integer concatenations. Because the converted
number doesn’t have to contain any dot, we will use this one in another section for dividing

cases.
def

Spexistsinoniepsilon(x) ~ \/ dOt_pOSitiOH(.ﬁL‘i) 7é -3
z;€0(x)

The formula @exists non_epsilon forces the overall string not to collapse to the empty word.
Combined with length constraints per variable, it prunes an otherwise large class of spurious
models where every component is €.

n n
(Pjustioneidot(x) gze; ( /\ (dot_position(mi) >0 =
i=1 Nj=it1

dot_position(xz;) = —1V dot_position(z,;) = —3
p j p J

Qjust_one_dot encodes the uniqueness condition. It is a pairwise implication: once some x;
advertises a non-negative dot position, every later z; must either be an integer (dot_position
(xj) = —1) or be empty (dot_position(z;) = —3). Asymmetric ordering avoids redundant
symmetrical cases and reduces the search space.

def

©no_invalid (T) & /\ dot_position(z;) # —2

zi€o(x)

The formula ¢, invalia guarantees the absence of syntactically corrupted components as
soon as the ,one-dot*“ protocol is in effect. It is useful for applications that reject mixed
strings such as '12a.4’ early, avoiding expensive arithmetic reasoning on obviously invalid
data.

def
©Pdot_ constraints (33 ) é)’ (Pexistsinoniepsilon (x ) A (Pjustioneidot (.T,' ) A $no_invalid (.%‘ )

The @dot constraints consolidates three dot-related predicates into a single, unified con-
straint.

4.2.4 Formulae Encoding to_real

After defining the helping formulae, we are going to use them to build the final converting
formulae.
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Valid Case formulae

lid def
(p:i_lreal(x) <@dot_ constraints A

\/ n(xa Elv ce ,En) A ((_‘Wdotiexists(x)) - (to_real(x) = 7_integer))
zleLzl

ln€Ly,,
?:1 £7#0

valid
to_real(

nating |n| words. Each branch fixes concrete lengths ¢1, ..., ¢, such that the total length
is non-zero. In addition, if no segment contains a point (that is, “@dot exists(z)), then the
entire string is interpreted as a pure integer by Tigteger, matching to_real(x). The helper

The large disjunction in ¢ 2) models a multisegment number obtained by concate-

n
n(x,l1,. .., 4n) & /\ (dot_position(:ni) >0 =
i=1
to_real(x) = Twhole T to_real(:vi) + Tdecimal)

then stipulates that the unique segment with a dot (say x;) splits the concatenation into
;"’h‘)le, and a fractional suffix, x?ec - Xixl...Tn. BEquation
to_real(x) = Tywhole + to_real(x;) + Tdecimal adds the numeric value of the ,pivot* z; to

two weighted sums that represent the surrounding segments.

an integer prefix, x1...z;_1 - @

Sum Formulae

The term 7yp0le aggregates every x; to the left of the dot. Each of these words contributes its
numeric value, multiplied by a power of ten whose exponent is the number of still unknown
digits on its right, namely all lengths £;,1,...,¢;_1 and the integer part of z;. The factor

0 otherwise,
thus seamlessly skips optional segments without branching.

1—1
def . . L it4 ) —
Twhole = Zto_real(xj) . 1OZJ+1+ +4;_1+(¢;—dot_position(x;)—1) | sgn(éj)

j=1
The term Tgecimal plays the symmetric role for the right side of the dot:

n
def — (¢ . iti .
Tdecimal = E to_real(z;) - 10 (fit1+;+dot_position(z;)) -sgn(f;).
j=it1

Finally, the pure-integer case is handled by

n
Tinteger o Zto_real(mj) -10% T gon (45)
7j=1
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Invalid Case Formulae

invalid
to_real(z)
satisfy the dot protocol. Instead of enumerating all concrete reasons (multiple dots, mal-

formed digit groups, etc.), we conjoin the simple test —@dot constraints With the sentinel
assignment to_real(z;) = —1. This keeps the Boolean structure shallow and delegates the
real work to the already computed regular languages of the components.

The formula ¢ captures the complementary case where the joint string does not

invalid
Soto_rea]_(g;) = TPdot_ constraints /\ to_real(xi) =-1

Final Formulae
Finally
def li invali
Pk=to_real(z) <k = to_real(z) A (szi_geal(x) Vv SDto\:a;:eil(x)> A

n
non-valid contains_epsilon)

lid
/\ (Sozi_lreal(a:i) v tpto_real(cci) Vv (Ipto_real(xi)
i=1

replaces the single mixed-theory atom k = to_real(x) by a purely arithmetic skeleton while
preserving soundness (no spurious solutions) and completeness (every genuine solution has
a match). The outer equality merely aliases the new arithmetic variable k with the value
obtained from the reduction, allowing the rest of the verification condition to refer to &k in
a theory-uniform way.

4.2.5 Formulae Encoding x = from_real(r)

The encoding of the from_real atom directly mirrors the to_real formula. Rather than
constructing a separate conversion logic, we simply reuse the valid and invalid case defini-
tions from ¢g—to_rea1(s) and reverse the roles of the string and the real variable. Specifically,
we replace the arithmetic variable k£ with the known real value r and solve for the structure
of x. This yields the following.

def lid invalid
¥Pr=tfrom_real(r) = (J" = from—real(T)) A ((pza:lto_real(x) [k = T] v So}cn;i;_real(x) [k = T})
This formulation keeps both cases consistent with the structure of to_real, ensuring
that the round-trip transformation is sound and complete. All constraints remain in pure
linear arithmetic, and no additional logic is required to explicitly filter periodic reals — the
decomposition on the string side ensures that only finite decimal encodings are considered.
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Chapter 5

Implementation

The algorithm 1 is the main entry point for the overall conversion of all to_real and
from_real atoms to the pure linear arithmetic (LRA) form and informing the caller what
kind of precision was used (if the formula cannot be solved precisely, it can underapproxi-
mate the result). At the very beginning, it initializes the accumulated formula result to the
value ,true“ and sets the global variable resPrecision to the highest precision level (PRE-
CISE). It then calls the helper function GETVARSSUBSTITUTEDINCONVERSIONS, which
prints the exact set of REALSUBSTVARS variables from the existing partial solution that
are actually replaced by real values in string conversions. To make the algorithm work effi-
ciently, it also creates an empty table tblValidLen, in which it will store the allowed lengths
of individual substrings. The main part then consists of a single call GETFORMULAFOR-
REALSUBSTVARS(realSubstVars, tblValidLen), which returns the pair (F,p) — where F
is the LRA formula containing all the required conversions and p indicates whether it is an
exact or approximate version. If F is indeed a nonzero formula, the algorithm conjunctively
appends it to the result and, if p indicates a worse than exact approximation, rewrites
resPrecision to this lower level. This single call produces a complete formal description of
all conversions, with no remaining mixed atoms, which is eventually returned in the pair
(result, resPrecision) to the calling SMT solver.

The algorithm 2 iterates through all the to_real and from_real conversions stored
in the conversions data structure. For each conversion, it takes the corresponding string
variable and calls the SOLUTION.GETSUBSTITUTED VARS helper function to find out what
basic terms (subvariables) are being substituted into this string. Then each variable found is
added to the realSubstVars set. After this phase is complete, realSubst Vars contains exactly
all the variables that the next step (i.e., the call to GETFORMULAFORREALSUBSTVARS)
will actually need when generating the LRA formulae and returning them to the caller.

The algorithm 3 takes care of the conversion of ,,small“ conversions (conversion of atomic
substrings) that arise by dividing a string variable into several smaller ones into a purely
arithmetic formula. It accepts as input a set V of real variables for which the substitution
is performed, and an empty map tbl to store the allowed string lengths. First, it prepares
two deterministic automata: a DECIMALNUMBERAUTOMATON given by algorithm 4, which
accepts all correct decimal notations, and its counterpart, which recognizes invalid (incom-
plete or incorrect) representations. For each variable v € V it then loads its current regular
language A = Solution.Aut(v) and counts the intersections with both automata. If the
intersection with the invalid automaton is not empty, it adds a clause to the resulting for-
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Algorithm 1: GETFORMULAFORCONVERSIONS
Output: (result, resPrecision)

1 result <+ T
2 resPrecision +— PRECISE

3 realSubstVars <+~ GETVARSSUBSTITUTEDINCONVERSIONS()

4 tblValidLen «+ {}

(F, p) < GETFORMULAFORREALSUBSTVARS(realSubstVars, tblValidLen)
5 if I'# & then

L result <— result \ F

7 if p # PRECISE then
L resPrecision <— p

9 foreach conv € conversions do

10 if conv.type € {TO_REAL, FROM_REAL} then
11 result <— result N\ (
12 GETFORMULAFORREALCONVERSION(conv.STRINGVAR(), conv. REALVAR()))

13 return (result, resPrecision)

Algorithm 2: GETVARSSUBSTITUTEDINCONVERSIONS
Output: realSubstVars — set of basic terms that substitute a string variable inside
any real conversion

1 realSubstVars < &
// initialise empty set
2 foreach conv € conversions do
3 foreach v € SOLUTION. GETSUBSTITUTED VARS( conv.string_var) do
4 L realSubstVars <— realSubst Vars U {v}

5 return realSubstVars

mula that prohibits these incorrect notations. Next, it sorts the valid part of the language
by the individual lengths of the string: for each length ¢ that the automaton accepts, it
stores ¢ in tbl[v]. Subsequently, for each word interval determined in this way, it creates a
set of ,interval words® using GETINTERVALWORDS(Ay) and calls ENCODEREALINTERVAL-
WORDS to convert them to a disjunction of precise LRA-constraints (i.e., to a set of linear
clauses describing what numerical values these text entries can have). It combines these
partial formulas into a single ¢, using logical disjunction. It conjunctively adds each ¢, to
the global variable result and monitors whether any automatic steps during processing led
to under- or overprecision (done via intersection of possibly infinite language with finite of
any legal sign — algorithm 5 removes loops from automata, and encodes length as a state
chain); in such a case, it updates the variable precision. In the end, the method returns the
pair (result, precision), which no longer contains any mixed atoms, but only pure arith-
metic clauses describing all valid and invalid (forbidden) cases of text conversions.
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The algorithm 6 takes as input a regular automaton and the word length for a specific
real variable v and returns two key things:

1. A list of interval words — each ,interval word* is represented as a vector of pairs [a;, b;],
where a; and b; determine the allowed range of the digit at the i-th position of the
string. In total, a vector of vectors of pairs is created that covers all combinations of
possible character ranges determined by the automaton.

2. LRA formula for interval restrictions — in parallel with generating vectors of pairs,
the method constructs a linear-arithmetic disjunction or conjunction of clauses like:
a; < to_int(s[i]) < b; for each character s[i]. Thanks to this, the resulting formula
reflects exactly in which numeric intervals each substring can move, without having
to work with full textual restrictions.

Both parts — the interval word vector and the corresponding arithmetic formula — are
returned by the method to the caller, so that they can be added to the main conversion
procedures and used to accurately encode all possible values of text variables.

The original Noodler implementation, designed for the to_int and from_int conver-
sions, used the ENCODEINTERVALWORDS method to directly generate the LIA formula
from interval words. In our extended version, this method is overloaded (in algorithm 7) as
follows: instead of generating a formula, it now just constructs and returns a list of closed
integer intervals (L, H) corresponding to the input vector of pairs [a;,b;]. The algorithm
starts with a single interval (0,0) and a variable 7 that specifies the order of the number,
initially with the value 7 = 1. Then, for each pair of ranges [a;, b;] in the current vector,
it creates new intervals (a; - m + L,b; - m + H) for each [L, H] from the previous iteration
and then multiplies m by ten. By iterating over all positions, a complete list of intervals is
eventually created that covers exactly and only the numbers corresponding to the original
text interval. This clean list serves as a foundation for ENCODEREALINTERVALWORDS,
which builds the final LRA formula for real numbers on top of it.

The algorithm 8 creates a purely arithmetic condition that uses the dot_position
attribute to check the correctness of the text form of all string variables in the set V.
First, it constructs the clause dotExists by going through all variables and accumulating
the disjunction of the statement dot_position(z) > 0, so the result is a test of whether a
decimal point actually occurs in any string. This is followed by the clause ezxistsNonEps,
which similarly verifies that at least one string is not empty: An empty word has a special
code —3 in its internal representation.

In the third step, the clause justOneDot is constructed. The algorithm traverses all pairs
of strings (x;,x;) with ¢ < j. If the first contains a dot, the second is forced to be either
an integer (dot_position = —1) or empty (dot_position = —3). This globally prohibits
the occurrence of the second or additional dot. The fourth clause nolnvalid finally prevents
error states by adding a requirement for each variable dot_position(x) # —2, which is an
internal sentinel for invalid parsing.

The resulting formula ¢ is a simple conjunction dotEzists A existsNonEpsA justOneDot A\
nolnvalid. By adding this single condition to the other conversion constraints, the solver is
ensured that exactly one string with a dot will appear in the model, no invalid states will
arise, and the entire string set will not be emptied.

The algorithm 9 creates the final LRA formula, which fully replaces the original atoms
to_real and from_real. It first handles the invalid case; it passes this through a separate
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clause. Then it uses algorithm 10, which returns all possible vectors of substring lengths
(that is, all the ways in which the text can be decomposed into parts of different lengths).
For each such combination, first the conjunction of the conditions |s;| = length_caseli] is
added to ensure the exact dimensions of each section of the string. Then it inserts two
conditional subformulas: one using REALPARTSSUM, which encodes the real value for all
possible dot positions, and the other using INTPARTSSUM, which covers the case where no
decimal point appears in any substring. These two constraints are guarded by conditions
over the dot positions and combined into the overall formula. All these sub-blocks (cases)
are then combined by disjunction into the variable ¢yaq. Because ¢yaliq is combined with
the result of REALCONVERSIONSDOT (which enforces exactly one dot and prohibits invalid
states), the result is returned as the complete formula ®. This sequence creates a single
LRA disjunction, covering all length and text variants of the input, without any remaining
mixed atoms.

The algorithm 11 now receives a fixed dot position from its caller and builds the arith-
metic term only for that position. Beginning with the substring that actually contains the
dot, it multiplies every block to the left by a positive power of ten that reflects the total
length of the blocks already processed, and multiplies every block to the right by the match-
ing negative powers so that those digits contribute fractional values. All such products are
summed into one expression, and the algorithm simply returns the equality r = sum. The
guard dot_position(s;) = k is attached by the surrounding procedure, allowing this single
core calculation to be reused for every admissible dot position.
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Algorithm 3: GETFORMULAFORREALSUBSTVARS

Input: V — set of real substituted variables
tbl — map (to be filled) : variable — admissible lengths
Output: (result, precision)

1 result < T

2 precision < PRECISE

3 A, < DECIMALNUMBERAUTOMATON()

4 Ay + COMPLEMENT(A,)

5 foreach v € V do

thl[v] + @

b, +— L

A < SOLUTION.AUT(v)

AY + REDUCE((AN A, ). TRM())

10 | Af < REDUCE((AN Ay). TRIM())

/* -- non-valid branch -- */
11 if A # @ then

12 L ®, < ®,V (GETLENCTHS(A,v) A real_ver(v) = —1A dot_pos(v) = —2)
13 | if AY = @ then

14 L result < result A ®,; continue

/* —-— ¢ branch (length 0) -- x/
15 if e € £L(AY) then

16 L ®, <+ @,V (Jlv] =0A real_ver(v) # —1 A dot_pos(v) = —3)

© N o

17 tbl[v].push(0)

/* —-- determine length bound -- x/
18 if AY is acyclic then
19 | lmax < STATES(AY) — 1
20 else
21 lrax < m_underapprox_length
22 precision < UNDERAPPROX

/* —— iterate concrete lengths 1..lpax —— x/
23 for / < 1 to {.x do
24 Ay + MINIMISE((AY N DIGITORDOTAUT(¢)). TRIM())
25 if Ay = @ then
26 L continue
27
28 tbl[v].push(¥)
29 Py Dy V (Jv] =LA

ENCODEREALINTERVALWORDS(real_ver(v), v, GETINTERVALWORDS(Ay)))

30 result + result A ®,,

31 return (result, precision)
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Algorithm 4: DECIMALNUMBERAUTOMATON

Output: (Q, 3,0, qo, F)) — the NFA quintuple for decimal numbers

1 Q « {q,q} // qo: 1integer-part state; ¢;: fractional-part state
2 Y < UNICODE

30 « 0

4 forde{’0°,...,°9’} do

5 | 0« 6 U {(ed ) (0.da)}

6 0 <« 0 U {(QQ,’.’,ql)}
7 qo is the start state

8 F < {qo, a1} // both states accept
9 return (Q, X, 4, qo, F)

Algorithm 5: DiGiTORDOTAUT

Input: n — target string length
Output: (Q, >, 0, qo, F') — NFA quintuple accepting all strings of length n over
digits and ¢

1Q « {q,q1,---,an}

2 Y <~ UNICODE

30 « 0 // no transitions initially
4 fori+<0ton—1do

5 | foreachde {’0’,...,79°} do

6 | 6 < 6 U {(gid,qis1)}

7 6« d U {(qi,’.’,qu)}

8qy «— O

9 F «+ {n} // only the final state accepts

10 return (Q, 3,0, qo, F)
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Algorithm 6: ENCODEREALINTERVALWORDS

AW N =

10
11
12
13

14
15

16
17

18
19

20
21
22
23
24

Input: v — arithmetic variable storing the real value

o — original string variable

T — list of interval words

Output: ® — disjunction of LRA clauses encoding all words in Z

d < L

foreach w € 7 do
dot <+~ FIND(’ ., w) // index or |w|
if dot = |w| then

// no decimal point = integer case
J < ENCODEINTERVALWORDS(w)
foreach (I,h) € J do
L P« ®V(I<v<hA is_int(v) A dot_pos(o) = —1)

else

// decimal case

Wyhole < w0 ... dot — 1]
Wecimal < w[dot+1...]
d <+ ‘wdecimal|
A< 107¢ // multiplier for fractional part
if Wayhole = € then

L jwhole — {<0;0>}
else

L Jwhole < ENCODEINTERVALWORDS(wWsyhole)

if Wyecimal = € then
L jdec < {(03())}
else
| Jaee < ENCODEINTERVALWORDS (Wdecimal)

(vw, vp) <= PARTSOFREALNUMBER(v) // fresh int vars
for i < 1 to |Juhote| do
<ZW7 hW> — jwhole[i]
<ZD7 hD) — jdec[i]
b« PV (is_int(vw) Ais_int(vp) Alw < vw < hw Alp <wvp <
hp Av =vw + Avp A dot_pos(o) = dot)

25 return
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Algorithm 7: ENCODEINTERVALWORDS

Input: w — interval word (array of digit-interval pairs, most — least significant)
Output: I" — list of closed numeric intervals (low, high)
1 T« [(0,0)]
// start with interval [0,0]
2 assert |w| >0

3T+ 1 // current place value 10*
4 split +— L
5 for i < |w| — 1 to 0 step —1 do // scan least — most significant

6 (a,b) « wli]
7 a < a —DIGIT_START; b < b—DIGIT_START

8 if split = L then // no branching so far
9 Lol.low+=a-7

10 I'[0].high +=b- 7

11 if a %0 or b +# 9 then

12 L split <+ T
13 else

// branch on every possible digit

14 Thew <[]

15 foreach (L,H) € T do

16 for d < a to b do

17 | Tuew ¢ [Tnew | (d-7+ L, d- 7+ H)]
18 I+ Thew
19 T+ 10-7

20 return I'
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Algorithm 8: REALCONVERSIONSDOT

Input: V — set of real-substitution variables
Output: ® — conjunction of dot-protocol constraints

N =

3 L existsNonEps < existsNonEpsV dot_position(z) # —3

4 justOneDot + T

5 for i < 1 to |V| do

6 for j«+i+1to V| do

// if z; has a dot, z; must be —1 (int) or —3 (&)
7 justOneDot < justOneDot A ((dot_position(z;) >0 =
[dot_position(z;) = —1 V dot_position(z;) = —3]))

8 nolnvalid < T

9 foreach z € V do
10 L nolnvalid < nolnvalid A dot_position(x) # —2
11 ® + existsNonEps A\ justOneDot A nolnvalid
12 return ¢

existsNonEps <+ L
foreach x € V do

Algorithm 9: GETFORMULAFORREALCONVERSION

[< NN B NI R

®

Input: s — string variable
r — real variable

Output: ® — formula encoding conversion of s into real r

d + REALCONVERSIONSDOT(conv)
invalid <— (=6) A\ (r = —1)
valid < (0 < r)Ad
P +— invalid V valid
if |o(s)| = 0 then
L return ¢

lengthCases < ALLLENGTHCOMBINATIONS (o (s))

U |

9 foreach L € lengthCases do

10
11
12
13
14
15

16
17
18

19
20
21

v T

O+ L

for j + 0 to |o(s)|— 1 do
v v A (Isl = Lij)
for k< 0 to L[j] — 1 do

© < O V INTPARTSSUM(S, 1, L)
vvAO
| V¥V

valid < valid A ¥
® +— inwvalid V valid
return ®

L © <+ O©V((dot_position(s;) = k) = REALPARTSSUM(0($),J, k,L,7))
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Algorithm 10: ALLLENGTHCOMBINATIONS

Input: substVars — sequence of substituted variables
Output: lengthCases — list of length vectors for each substitution

1 lengthCases < {[]} // initialize with one empty vector
2 foreach v € substVars do

3 possibleLengths < v.POSSIBLELENGTHS() // retrieve lengths for v
4 newCases < ()

5 foreach ¢ € possibleLengths do

6 foreach case € lengthCases do

7 newCase < case

8 newCase <— [newCase | (]

9 newCases < newCases U {newCase}
10 lengthCases + newCases

11 return lengthCases

Algorithm 11: REALPARTSSUM

Input: subst wvars — vector of string variables
index — index of the variable containing the dot
dp — position of the dot within that variable
one__case — vector of the lengths of each string part
r — real variable
Output: ® — formula encoding the sum of real-part contributions at the given dot
position

1 sum < to_real(subst_vars[index])

2 place < 10%

3 for j < index— 1 to 0 step —1 do

4 if one_case[j] =0 then

5 continue

6 sum <— sum + to_real(subst_wvars[j]) - place
7 place + place - 10°me—caselj]

8 place + lof(one_case[inde:r}fdpfl)

9 for j < index+ 1 to |one_case| — 1 do

10 if one_case[j] = 0 then

11 L continue
12 place <+ place - 10~ 0ne—casels]
13 sum <— sum + to_real(subst_wvars[j]) - place

14 ® « (r = sum)
15 return ¢
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Algorithm 12: INTPARTSSUM

Input: s — string variable

r — real variable

one__case — vector of the lengths of the string parts
Output: ® — formula encoding sum of integer parts

O +— - @dot_exists(s)

sum < 0

place +— 1

for i < |o(s)|— 1 to 0 step —1 do
var <— S;

len < one__case]i]
if len > 0 then

sum <— sum + to_real(var) - place
L place + place - 10"

© 00 N O Utk W N

10 ® «— & A (r=sum)
11 return ¢

// s; € 0(s)
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Chapter 6

Experimental Evaluation

In this chapter, we present a comprehensive empirical evaluation of our extended Z3-
NOODLER implementation that supports string-float conversions.

6.1 Experimental Setup

We compare three solver configurations on five benchmark suites drawn from the smt-bench
repository’. The first configuration is the unmodified Z3 solver with built-in string-to-
integer conversion support. The second configuration uses the original version of Z3-
NOODLER, which is based on string-integer conversion procedures. The third and final
configuration is our enhanced version of Z3-NOODLER, which includes native support for
string-to-float conversions.

The benchmark suites were selected to cover a representative mix of real-world string
processing problems with numeric semantics. In the following, we describe the five suites
used (denoted B-F, since suite A contains our own test instances):

B Numeric Decodings: decoding a string of digits as letters — 3 instances.

C [Pvj Generation: enumerate all valid IPv4 addresses from strings — 594 instances.
D Abbreviations Expansion: validate a compressed word — 1 instance.

E Email Date Parsing: parse dates in RFC 2822 headers — 21 instances.

F IP String-to-Numeric: convert IPv4/IPv6 string representations to internal numeric form
— 132 instances.

The experiments were carried out on a machine with an Intel Core i7-10700K CPU
running at 3.8 GHz and 16 GB of RAM. All tests were performed on Ubuntu 24.04 using 73
version 4.8.12 and Z3-NOODLER 1.3.0, with Python 3.12.3 orchestrating the benchmarks.
We set a timeout of 60 seconds per instance. For each run, we recorded the result (sat,
unsat, or timeout) and the total time taken (including timeout cases).

6.2 Results

The table 6.1 summarizes, for each suite and each solver configuration, the counts of sat,
unsat, and timeout (TO) outcomes.

https://github.com/VeriFIT/smt-bench
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Table 6.1: Outcome counts (sat/unsat/timeout)

Z3 (int) Z3-Noodler (int) | Z3-Noodler (float)
Suite | sat unsat TO | sat unsat TO | sat unsat TO
B 2 1 0 2 1 0 2 1 0
C 24 562 8 31 563 0 31 563 0
D 1 0 0 1 0 0 1 0 0
E 18 0 3 18 0 3 18 0
F 93 37 2 94 37 1 94 37 1

Detailed timing results are given in table 6.2.

Table 6.2: Total solving time (s) across all configurations
Suite ‘ Z3 (string-int) Z3-Noodler (string-int) Z3-Noodler (string-float)

B 0.51 0.76 2.67
C 825.25 45.09 34.86
D 0.03 0.06 0.06
E 0.74 0.83 0.67
F 343.88 173.15 143.99

Our extended string—float conversion yields substantial performance improvements in
most benchmarks while preserving full correctness even in actual sat cases. In the IPv4
Generation suite (C), for example, our solver completes all 594 instances in just 34.86 s,
95.8 % faster than Z3’s 825.25 s and 22.7 % faster than the original Z3-NOODLER 45.09 s,
demonstrating that native floating support not only scales, but can outperform the highly
optimized string—int pipeline.

In suites where some instances are sat, we likewise see clear wins over the int version.
Email Date Parsing (E) finishes in 0.67 s versus 0.83 s (19.3 %), and IP string-to-numerical
(F) in 143.99 s versus 173.15 s (16.8 %) in 132 instances (including 94 sat). Suite D
(Abbreviations Expansion) is effectively identical (0.06 s each).

Beyond raw throughput, every sat/unsat classification perfectly matches the integer
baselines: our strict finite-decimal semantics never introduce spurious solutions on B-D
and maintain full agreement elsewhere. By combining formal soundness, robust scalability
(minimal timeouts), and double-digit speedups against the int converter, our augmented
7Z3-NOODLER proves to be correct and highly performant. These results make a compelling
case for integrating string—float conversion support into real-world SMT-based verification
and analysis pipelines.

Accounting for the timeout answers. Only suites C and F produced any timeout
results:

o Z3-Noodler (string—int) recorded no timeouts in C and one in F; substituting for its
isolated solve time yields the total of 173.15 s reported for suite F.

e Z3 (string—int) timed out on eight cases in C and two in F; replacing each placeholder
with its actual solve time produces 825.25 s for C and 343.88 s for F.
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Figure 6.1: Log-log comparison of solving times between Z3-NOODLER (string-float) and
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Figure 6.2: Log-log comparison of solving times between Z3-NOODLER (string-float) and
Z3-NOODLER (string-int).
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e Z3-Noodler (string—float) recorded a single timeout in F; using its isolated 143.99 s
solution time gives the final figure for suite F.

No other suites contain timeouts, so their reported times already reflect the full solver
effort.
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Chapter 7

Conclusion

This work is the first to systematically address the precise support of string-to-real con-
versions in SMT solvers. While previous tools only applied integer conversions, in the real
world, decimal notations are an integral part of validators, parsers, and security checks.
By extending Z3-NOODLER with to_real/from_real, we have therefore opened up the
formal verification of a completely new class of program behaviors, previously covered only
by rough approximations or manual interventions.

At the theoretical level, we have moved from pure integer linear arithmetic (LIA) to
linear real arithmetic (LRA), thereby obtaining direct support for decimal shifts as constant
coefficients (e.g. 107%) without the need for nonlinear expressions. However, at the same
time, we have retained the discrete validation of integer parts using the is_int predicate,
which combines the greatest advantages of both theories. Although this approach requires
special treatment of the two modes, ,,without dot“ and ,,with dot“, and generates a slightly
larger number of disjunctions for all length vectors, the result is still a purely linear, de-
cidable LRA formula. Thanks to the modular design, we have thus achieved a compromise
between formalism and efficiency.

The implementation was seamlessly integrated into the Z3-NOODLER module and was
evaluated in five public benchmark suites (751 SMT instances in total). Despite the inherent
higher combinatorial complexity introduced by native string-to-real conversions, we actually
reduced the average solving time compared to the original integer-only conversions of Z3-
NOODLER or Z3.

Despite these achievements, there are limitations: we do not support scientific notation
(exponential notation), the special values NaN/Inf, or infinite or periodic decimal expan-
sions (except for special edge treatment). Therefore, in the future, the agenda is to add
support for syntaxes such as 1.23e-5, further optimization of length vector generation,
and exploration of quasilinear techniques that would limit the number of disjunctions and
contribute to scalability for very long strings.

In conclusion, it can be stated that accurate yet powerful support for string-to-real
conversions is, in principle, achievable without major intervention in the solver core. Our
solution brings new quality to the area of formal verification, where text and decimal
numbers are commonly intertwined, and opens up space for practical verification of critical
systems from web applications to embedded devices with strict numerical validation.
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