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Abstract:

For nearly two decades, a substantial part of developed anti-abuse and anti-spam systems for web
applications called CAPTCHA is based on imperfections in OCR (Optical Character Recognition)
algorithms. But with improvements in Deep Learning in OCR, these systems are now obsolete. More
and more systems can now break various text Captchas with great accuracy. Now with sufficient
training dataset, almost every text-based Captcha scheme can be broken.

The focus of this work is to present an idea of a semi-supervised method for reading text-based
Captcha which needs only a small initial dataset. The main part of this article is dealing with the
problem of training a deep learning system with only a small sample of target Captcha scheme via
transfer learning.
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INTRODUCTION

Common most used approach to Captcha (Completely Automated Public Turing Test to tell Com-
puters and Humans Apart) implementation for web services is based on OCR (Optical Character
Recognition) problem. Current OCR algorithms can be very robust, but they have some weaknesses.
This imperfection limits the usage of these algorithms but can be utilized for Captcha purposes with
great advantage. The server sends an image with a sequence of characters to the client-side. This
image is prepared in a way that uses known OCR issues against the artificial solver (computer). At
the same time, as the Captchas become more and more robust, people who try algorithmically solve
this kind of Captcha challenge helps to improve the OCR algorithm [1].

This kind an iteration process helps both sides, but development advanced so far, that current Captcha
schemes are very complex for humans and the computers have a significantly higher success rate than
humans. Many current Captcha challenges are so complicated, that humans cannot solve them, but
machines can. Automated versatile systems for cracking Captcha can beat many schemes without
any kind of human interaction. Some of these systems can be tweaked to learn new unknown Captcha
challenge. As previous research has shown, this kind of system can overcome almost any possible
Captcha scheme with a high success rate [2, 3, 4].

Most recent attacks use convolutional neural networks (CNN) in combination with other techniques.
For example in [5] Gao et al utilized CNNs in the first phase for feature extraction and Long short-
term memory for actual recognition. Another similar work was presented in [6], where 2 deep nets
were used, one estimating the length of the text, the other using this information to get the supposed
correct answer. The disadvantage in both works are in the need to build a large annotated dataset for
initial system learning.

166



This disadvantage is bypassed by the system in [7]. The system use a small annotated sample (about
500pcs) to learn the generator of synthetic Captcha codes of the same style. The generator is based on
a Generative adversarial network. The generated data is then used to train the basic version of CNN
and the original data is used to fine-tune the network.

PROPOSED SOLUTION

The main idea of this paper is to use the target web-page for generating sufficient enough dataset
without annotation a huge number of data. The process benefits from the fact, that the target web-
page uses the Captcha to validate the input data. The target web-page needs to generate a Captcha
image for every request and validate data received from the user. The attacker can easily make an
autonomous system, which downloads the Captcha image, tries to guess the answer (with a random
answer or with a Captcha breaking system) and send it to the server. The attacker is automatically
notified by the server, whether the sent answer is correct or not. With the use of distributed attacks
and the great number of attempts, the attacker can obtain a great number of testing samples without
annotating a single Captcha image.

In this paper, the method will be tested on the annotated dataset, rather than the online test to lower
the network traffic. To speed the initial phase up, the small sample of 30 images was used to pre-train
the classification network as a starting point for this experiment.

2.1 INPUT DATASET

The dataset used in this experiment was created by downloading 16731 Captcha images from the
page http://geocheck.org via Selenium Webdriver. This Captcha scheme used on this page
consists only of numbers of the constant length of 5 digits. The implementation has a great weakness.
The verification process is located at the client-side, e.g. the correct answer is present on the web
page send to a user computer. The only security measure used is insecure MDS5 hash. The automated
Python script can download the Captcha image and break MDS5 hash to obtain the right answer in less
than 0.25s. This makes this Captcha scheme perfect for rapid dataset creation. The sample image
from the dataset is presented in figure 1.
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Figure 1: Sample of input dataset used for the experiments

2.2 IMPLEMENTATION

The entire experiment was done in MATLAB computational environment using Deep Learning Tool-
box and Computer Vision Toolbox. Experiment setup and data flow is described on figure 2.

In the first stage, the 30 Captcha images was labeled via Image Labeler to create precise annotation
of character location. Extracted regions was then used to train segmentation deep neural network
[8] with layers shown on table 1. Training used algorithm called stochastic gradient descent with
momentum [9], initial learning rate set to 0.001 and mini batch size of 10 for total number of 100
epochs. The class weights were set according the ratio of the classes in training data.

With this segmentation network, the initial batch of learning images was created. This RGB image
contains one letter each and each was resized to 28x28px size and saved to disk with the correct label.
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Figure 2: Experiment setup diagram
Layer type Layer description
1 | Image Input 60x213x3 images with ’zerocenter’ normalization
2 | Convolution 32pcs 3x3x3 convolutions with stride 1 and padding 1
3 | ReLU ReLU
4 | Max Pooling 2x2 max pooling with stride 2 and padding 0
5 | Convolution 32pcs 3x3x32 convolutions with stride 1 and padding 1
6 | RelLLU ReLU
7 | Max Pooling 2x2 max pooling with stride 2 and padding 0
8 | Transposed Convolution | 32pcs 4x4x32 transposed convolutions with stride 2 and cropping 1
9 | ReLU ReLU
10 | Transposed Convolution | 32pcs 4x4x32 transposed convolutions with stride 2 and cropping 1
11 | ReLU ReLU
12 | Convolution 2pcs 1x1x32 convolutions with stride 1 and padding 0
13 | Softmax Soft-max
14 | Pixel Classification Layer | Class weighted cross-entropy loss with 2 classes

Table 1: Segmentation deep network used to classify pixels between background and foreground

The classification network was pre-train on 10000 handwritten digits dataset (1000 per digit) from
Matlab demo datasets, 7500 images were used for training, 2500 for validation. The original dataset
contains binary images, but for the test purposes, random color for character and background was
selected and every image was colored. The structure of the network is shown in table 2. Training also
uses an algorithm called stochastic gradient descent with momentum [9], an initial learning rate set
to 0.01 for the total number of 4 epochs. This pre-trained network was saved as a starting point for
further fine-tuning.

The pre-trained classification network was then fine-tuned using a labeled segment from the seg-
mentation network. During the first stage of fine-tuning, 100 segments (10 per digit) were used for
training, 50 for validation. The training uses the same parameters, but the number of epochs was set
to 20 to make more emphasis on real data.

With both deep neural networks learned, the whole system was tested on the dataset of 16731 images.
As can be seen in figure 2, every input image was segmented using the first network, preprocessed
and every segment was classified. The resulted digits were compared with the ground truth. To make
proper simulation of server response, the simulation only outputs true or false for the entire response,
not for each digit. The correctly answered Captchas are then used to create a new dataset for next
stage fine-tuning. The classification network fine-tuned on the new data and the process is repeated.
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Layer type Layer description
1 | Image Input 28x28x3 images with ’zerocenter’ normalization
2 | Convolution 8pcs 3x3x3 convolutions with stride 1 and padding ’same’
3 | Batch Normalization | Batch normalization with 8 channels
4 | ReLU ReLU
5 | Max Pooling 2x2 max pooling with stride 2 and padding 0
6 | Convolution 16pcs 3x3x8 convolutions with stride 1 and padding ’same’
7 | Batch Normalization | Batch normalization with 16 channels
8 | ReLU ReLU
9 | Max Pooling 2x2 max pooling with stride 2 and padding 1
10 | Convolution 32pcs 3x3x16 convolutions with stride 1 and padding *same’
11 | Batch Normalization | Batch normalization with 32 channels
12 | ReLU ReLU
13 | Fully Connected 10 fully connected layer
14 | Softmax Soft-max
15 | Classification Output | crossentropyex with ’0’ and 9 other classes

Table 2: Classification deep network used to translate image regions into corresponding characters

RESULTS OF EXPERIMENT

All experiments was realised on a laptop computer with Intel Core 15-6300HQ with 4 cores and
2.3GHz frequency. The graphic card used was NVIDIA GeForce GTX 950M. The segmentation
network was trained on 30 images for 300 iterations divided into 100 epochs. The entire training time
was 1 minute and 50 seconds and resulted accuracy was 94.61%.

Training of the classification net was done in iterations. The statistics of the whole process is in table
3. In the pre-training phase, the dataset was trained on a different dataset to prepare the network
working on similar image data. Then the pre-trained network was saved and then the learning contin-
ues on a tiny sample of annotated data (Iteration 1). Then the correctly classified images were used
to enlarge the training data and were fine-tuned the network again twice. It is depicted in the table 3,
that the number of epochs was updated in every iteration to prevent over-learning.

Iteration Training count | Test count | Test accuracy | Total epochs | Total time

Pre-training 7500 2500 92.16 4 Im 26s

Iteration 1 100 50 78.00 20 S5s

Iteration 2 1190 1380 95.93 10 35s

Iteration 3 15530 5635 99.61 4 2m 55s
Table 3: Training results per iteration

After each training iteration, the validation accuracy was evaluated to see the progress and to enlarge
the training dataset. The main parameter in the table 4 is image accuracy. With every phase (and with
more train data) the success rate per image rises significantly.

CONCLUSION

This paper presents an idea of a semi-supervised method for text-based Captcha which needs only
a very small initial dataset. Previous works need thousands of samples to learn the target scheme
and break it. The presented experiment presents a semi-supervised method for training the Captcha
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Iteration Image | Segment Image Successfully Total

count | accuracy | accuracy | classified images time
Iteration 1 | 16 731 | 48.62% 3.07% 514 | 15m 40s
Iteration2 | 16 731 | 74.58% | 25.30% 4233 | 20m 21s
Iteration 3 | 16 731 | 83.15% | 43.71% 7313 | 25m 12s

Table 4:  Validation results per iteration

breaking algorithm with only 30 annotated images.

The following work will focus on a more general method to break Captcha schemes with more secu-
rity measures, like a wider character set and various lengths.
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