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Nazev zavérecné prace: Navrh laboratorni Glohy k Utoku na autentizaci otiskem prstu
Néazev zavérecné prace ENG: Design of the laboratory task for attack on fingerprint authentication
Anotace zavéreCné prace:  Tato prace pojednava o autentizaci osob prostfednictvim otisku

prstu. Obsahuje zakladni typy snimac( otisku prstu a jejich principy
fungovani. V praci jsou shromazdény publikované utoky na tento druh
biometrické autentizace a detailné popsany zplsoby realizace téchto
Gtoka.

Na zakladé shromazdénych a vyhodnocenych informaci je v
praktické ¢asti navrZen zpisob realizace laboratorni Glohy.

PFi samotné realizaci byla snaha pouZit takové materialy a postupy
, které jsou dosazitelné v bézné siti prodejen a pouzit dnes bézného
vybaveni vypocetni technikou . Byl tedy kladen ddraz na realizaci
laboratorni tlohy bez specialnich nastrojd a pristrojd. Prakticka ¢ast
detailné popisuje postupy ziskani a elektronické Upravy obrazce
papilarnich linii a zplsob pfekonani optického snimace otisku prstu.

Pro samotné ovéreni postupu vyroby umélého prstu bylo
realizovano celkem 12 kust odlitk(i z hmoty Lukopren, které byly
pouzity k Utoku na opticky snimac¢ Microsoft Fingerprint Reader se
100% Uspésnosti. Na zakladé realizovanych pokusl s vyrobou
umélych odlitkd byl navrZen postup realizace laboratorni tlohy , ktery
je hlavni Casti této prace.

Navrzeny postup byl prakticky ovéren v ¢asovém limitu 90 min, kdy
je nutno dodrzZeni uvedené doby na realizaci celé tlohy s ohledem na
vyucovaci dobu.

Anotace zavérecné prace ENG: This thesis deal with personal fingerprint authentication and
contains basic types of fingerprint readers included their principles of

working. In this thesis are collected published attempts to this type of
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biometric authentication and in detail described way, how these
attempts were realized . Realization of lab measurement is mentioned
in practical part of thesis, is designed based on collected and evaluated
information.

Tendency for realization was to use materials and procedures which
are available on market as well as computer technology. So no special
equipment is needed for realization.

Practical part describes in detail procedures for papillary lines
capturing and their electronic processing. Described is also way to
break through optical finger print sensor.

For confirmation of procedure was made 12 artificial finger casts
from Lukopren material. There casts were used to attempt on optical
sensor Microsoft Fingerprint Reader with 100% success. Based on
realized tests to produce artificial casts was proposed procedure for
realization of laboratory measurement. This procedure is described in
main part of this thesis.

Proposed procedure has been confirmed in 90 minutes time limit,
based on requirement to achieve time limit of school training session.
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