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Abstract

The master’s thesis deals with the basic notion of chaotic dynamical systems with the spe-
cial focus on their synchronization. The process of synchronization is then applied using
two different methods: complete synchronization on two Lorenz systems and negative-
feedback method on two Rossler systems. The possible application of synchronization of

chaotic systems on the field of private communication is investigated and it is comple-
mented by the algorithms in MATLAB.

keywords
chaotic dynamical systems, Lyapunov exponents, complete synchronization, negative-
feedback synchronization, private communication, signal encryption

Abstrakt

Diplomova prace pojednava o chaotickych dynamickych systémech se zvlastnim zamérenim
na jejich synchronizaci. Proces synchronizace je aplikovan pouzitim dvou ruznych metod,
a to - metodou uplné synchronizace na dva Lorenzovy systémy a metodou negativni
zpétné vazby na dva Rosslerovy systémy. Déle je prozkoumana moznd aplikace synchro-
nizace chaotickych systému v oblasti soukromé komunikace, ktera je doplnénd algoritmy
v prostiedi MATLAB.
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chaotické dynamické systémy, Ljapunovovy exponenty, uplna synchronizace, synchro-
nizace negativni zpétnou vazbou, Sifrovani signalu
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Introduction

Dynamics is a part of physics that deals with the change of objects evolving in time. First
work in this field began in 16th century by the Isaac Newton, who defined laws of motion
and invented the calculus along with the differential equations. In general, dynamical
system is a differential equation or a system of them, describing a motion of a point in a
geometrical space. It is prescribing rules under which the system behaves in time.

Nowadays we use the dynamical systems for modelling the phenomena in various fields
including physics, biology, chemistry or economics. In the nature, most of the systems
are non-linear and they are very difficult or nearly impossible to solve analytically. It
is then no surprise that the era of deeper investigations has raised with the progress
in computing technology. On top of that, it has been discovered that some systems
possessed an unpredictable chaotic behaviour, when the initial data for the system have
been changed.

Lorenz, in 1963, was the first who presented a model that exhibited this behaviour
along with some possible explanations and also showed the existence of a strange attractor
- a complicated set of solutions of the model with unexpected properties. This discovery
then became quickly well known. Among other things, its popularity raised also because
of the characteristic shape of the strange attractor that looks like a wings of a butterfly.
Since then, the study of chaos theory attracted many scientists to explore and brought
interesting results.

The idea of synchronization of the dynamical systems does not have to be strictly
bounded to chaos. In fact many mathematicians believed that due to the nature of the
system, it internally defies the synchronization. In the 90’s, multiple mathematicians
in different parts of the world independently published papers, where they showed that
two chaotic systems starting from different initial conditions can be synchronized. Their
methods were often using different approaches. Further investigations on this topic con-
tinue even nowadays. Many methods of the synchronization of chaotic dynamical systems
and the potential usage of it have been found. However, in the chaos theory there are still
phenomena that have not been fully understood and the explanations for their occurrence
are yet to be discovered.

The goal of the first part of this work is to bring a brief outline for the theory of
dynamical systems and discuss their chaotic behaviour, together with several examples.
The goal of the second part is to investigate the methods of synchronization for two
specific chaotic dynamical systems both theoretically and numerically. Moreover, it is
desired to create an algorithm in MATLAB environment for that synchronization and
show some possible application of this phenomena on the field of private communications.
The work is organised as follows:

Chapter 1 presents an overview of basic notions and properties related to dynamical
systems and their qualitative description.

Chapter 2 deals with the introduction to chaos theory and the methods of measurement
of chaos such as the notion of the Lyapunov exponents. Then a concrete examples of
chaotic dynamical systems with their attractors are showed, particularly and the Lorenz
system, the Rossler system.

Chapter 3 is devoted to the basic overview of methods of synchronization of chaotic
dynamical system. The acquired knowledge in the chapter is then applied to the synchro-
nization of two Lorenz systems and two Rossler systems via presented methods.

Finally, chapter 4 discusses possible applications of synchronization of chaotic dy-
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namical systems. The specific type of encryption of data with the chaotic signal and
the decryption using the synchronization is presented. Then the theoretical results are
demonstrated on examples of encryption and decryption on two types of data, e. g. digital
binary valued bit-streams and analog waveform signal such as an image.
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1 Dynamical systems

The study of dynamical systems can be divided into two groups with respect to the
perception of time. If it is discrete, therefore it attains only integer values, we call it
discrete dynamical system. This can be referred to the change of cattle population in
the herd, where each month we count the pieces and we observe how the value changes
over these periods. If we measure the time continuously, meaning that ¢ € R, we call the
system a continuous dynamical system.

Our work will be focused on continuous autonomous dynamical systems, which means
that they are time-invariant. These systems do not explicitly depend on time and they
have a property that the current state of the system is fully determined by its previous
state. From a mathematical point of view, our subject of work will be a dynamical system
of dimension n given by the ordinary differential equation

&= f(x),

2(0) = o, (1.1)

where f : R” — R is continuously differentiable function not depending on ¢.

Our aim is now to define more precisely the theory of dynamical systems, which will
support the conclusions later in this work. This chapter is mainly consisted from the
definitions and theorems in [1, [2], [3], [4].

1.1 Rigorous definition of a dynamical system

In this section we define the most important concepts, which we discuss in the next
chapters.

The definition comes intuitively from our interpretation of a point & moving in time.
A map &, : R" — R" takes a point  into x; and is defined for all ¢, it is also reasonable
to expect that &, has &_; as its inverse. Then, & should be the identity function and
O, (Dy(x)) = Pyps(x) is also a natural condition. We formalize all of this in the following
definition

Definition 1.1. Dynamical system on 2 is a continuously differentiable function
P:RxO—Q,

where () is an open subset of R" called phase space and a function ® satisfies
1. &g(x) = x for all x € Q,
2. &0 () = Dyys(x) for all ¢, s € R and for all x € Q.

If the condition of continuous differentiability holds, we call the system smooth.

As we see in the next section, this condition guarantees us the existence and uniqueness
of the initial value problem for most of the dynamical systems.

1.2 The Existence and Uniqueness theorem

Let us consider the system of differential equations
x = f(x),
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where f : R™ — R"™. Solution of this system is a function « : J — R" defined on some
interval J C R, such that, for all t € J,

o(t) = f(x(t)).

If we look at the system geometrically, then x(t) is a curve in R” with a tangent vector
@(t) that exists for all ¢ € J and equals f(x(t)). We think of this vector as being based
at x(t) so the map f defines a vector field on R™. We add an initial condition « : J — R"
which is in the form x(ty) = xo, where ¢y € J and &y € R". Now the main task is to find
the solution of any initial value problem, but unfortunately some non-linear differential
equations may have no solutions that satisfy certain initial condition.

Consider first-order differential equation

: 1 ifx <0,
Tr =
-1 ifz>0.
The vector field in the phase portrait on R points to the left when x > 0 and to the right
of z < 0. Consequently, there is no such solution that would satisfy the initial condition

x(0) = 0 due to discontinuity of the vector field at 0. Another problem arises when there
are more solutions for one initial condition. The differential equation

. 2
u = 3us

for an initial condition u(0) = 0 has as a solution a zero function u : R — R given by
u(t) = 0, but also ug(t) = ¢ is a solution satisfying this initial condition. These problems
are caused because the function wu(t) is not differentiable at point u(0) = 0.

Therefore we must apply a condition of continuous differentiability on the function
f(x) so we would guarantee both existence and solution. Following theorem summarizes
knowledge we acquired so far.

Theorem 1.1 (Existence and Uniqueness). Consider initial value problem
z = f(z), z(ty) = o,

where £y € R™. Suppose that f : R® — R" is C*. Then there exists a solution of this
wnitial value problem and it is the only such solution. More precisely, there exists an a > 0
and a unique solution

x:(ty—a,tg+a) — R",

of this differential equation satisfying the initial condition x(ty) = .

Proof. The proof of this theorem can be found in [2]. O

1.3 Geometrical point of view on dynamical systems
We now look at the system from a geometrical view point.

Definition 1.2. A phase portrait of a system of differential equations such as (1.1 with
x € R" is the set of all solution curves of (1.1)) in the phase space R™.

Definition 1.3. Let the initial point @, be fixed and let J = J(xy), then the mapping
O(-,x0) : J — Q defines a solution curve or trajectory of the system (1.1)) through the
point @y € Q2.

15



Geometrically, the dynamical system describes the motion of the points in phase space
along the solution curves defined by the system of differential equations. From algebraic
point of view, the system of differential equations represents the vector field. It dictates
the velocity vector @ at each @ and the vector of directions is called the flow. We give
more precise definition.

Definition 1.4. Let Q € R" and f € C'(Q). Let ®(¢, ) be the solution of (1.1)) defined
on its maximal interval J(xy), z9 € §2. Then for t € J(x,), the family of evolution
operators ®; defined by

Oy (xg) = P(t, x0),

is called the flow of the system (|1.1)).

The fact that initial value problem has a solution defined for each xy € 2 on
the maximal interval J = (o, 3) is a conclusion of a theorem that can be found in [I]. It
is important to say that the theorem has an important corollary: solution curves in
the phase space never intersect each other. The visual appearance of the phase portrait
is controlled by the fixed points which we also call the equilibria.

Definition 1.5 (Fixed point). A point &* €  is called a fized point (equilibrium point,
critical point) of the system (1.1) if

f(@*) = 0.

Moreover, for any trajectory starting in «*, i. e. x(0) = x*, is x(t) = &;(x*) = x* for
any t € R.

In general, trajectories of the solution x(¢) can be divided into 3 main categories:
1. Fixed point - the solution x(t¢) is constant, i. e. trajectory stays in the fixed point
for all time.
2. Cycle, periodic orbit - the solution «(t) is periodic, i. e. the trajectory forms a
closed curve and stays on this curve for all time.
3. Open curve - the trajectory is an injective map never intersecting itself.
The equilibria then can be distinguished in terms of stability, which is discussed later.

1.4 Linear system

A special case of (|1.1)) is when it is linear, i. e. the function f : R" — R" consists of only
linear terms. Then we can express the dynamical system in the form

T = Ax
2(0) = a0, (1.2)

where x is a a vector in R™ and A is n X n matrix. The name linear system comes from
the sense, that if &; and x5 are solutions, then also their linear combination ¢y + coxo
is a solution. Also & = 0 when @ = 0, therefore * = 0 is always a fixed point for linear
system for any regular matrix A.

It can be shown that the following theorem holds:

16



Theorem 1.2 (The Fundamental theorem for linear systems). Let A be n x n matriz.
Then for given xg € R™ the initial value problem has a unique solution for all t € R
gien by

x(t) = ey, (1.3)

where the exponential of A is defined as

o k
PRV,
k-
k=0

Proof. See [1]. O

This theorem gives us an elegant way how to to deal with the solution of the linear
system. The version of the theorem for non-autonomous systems, where A = A(t) and
its proof can be found in [2].

In theory of dynamical systems, we are often interested in qualitative analysis. We
restrict our attention to the planar linear systems and discuss their behaviour. The
analysis of n-dimensional linear systems is thoroughly studied in [1] or [2].

Classification of fixed points in the plane The planar linear system is defined as

follows:
. f(a D
T = (C d) x. (1.4)

The planar systems are then divided into two main categories: hyperbolic and non-
hyperbolic.

Definition 1.6. A planar linear system ([1.4)) is called hyperbolic if no eigenvalues of
matrix A have 0 real part. In the opposite case it is called non-hyperbolic.

In the next part, the qualitative behaviour of planar systems will be discussed.

Definition 1.7. Suppose that matrix A has two real eigenvalues A\; < Ay. Then the fixed
point is called:
(i) Saddle if A} <0 < Ao,
(i) Sink if Ay < A2 <0,
(ili) Source if 0 < Ay < Aq.
Furthermore, suppose that matrix A has two complex eigenvalues \; » = a &= ib Then the
fixed point is called:
(i) Center if a =0,b%# 0,
(ii) Spiral sink if a < 0,b # 0,
(iii) Spiral source if a > 0,b # 0.

If one or both eigenvalues of A are zero, i. e. detA = 0, the fixed point is called de-
generate. These points appear in non-hyperbolic systems. In literature the sinks, sources
sometimes are called stable and unstable nodes and their spiral versions are stable and
unstable foci respectively. There is an elegant method on categorizing the systems by its
behaviours.

From the characteristic equation

N — (a+d)\+ (ad — be) = 0,

17



it is easy to see that the coefficient by the linear term is the trace of A denoted trA and
the latter term is the determinant detA. Then the eigenvalues satisfy

A% — (trA)X + detA = 0,

and are given by

Ao = % (trA + /(trA)? — 4 detA> .

The trace and the determinant tells us everything about the geometry of solutions of the
planar system. We can then visualize the behaviour of the system in trace-determinant
plane (fig. . In the picture, the matrix with trace TrA and determinant DetA corre-
sponds to the point with coordinates (trA, detA). The location of the point in this plane
then determines the geometry of the phase portrait. The regions are bounded by the two
lines and a parabola that corresponds to the case when the term in square root is equal

2N\ Q| 9 /=

spiral sink spiral source
degenerate sink degenerate source

@ W

center
source

saddle

det A=1(Tr )2 debia

Bl

sink

Figure 1: trace-determinant plane [17]

1.5 Non-linear systems

In previous section we summarized basics of the linear systems. If the function f(x)
of has besides the linear part one or more non-linear terms, the behaviour of the
system may change rapidly. Unfortunately, the analytical tools for the non-linear systems
are limited. For solving most of the non-linear systems, we have to use the numerical
methods. It is then no surprise that the biggest progress in studying these systems came
with the invention of computers. In following section we show one of the techniques on
how to analyse these systems.

Linearisation of non-linear systems Suppose we have system (1.1)). A good place to
start in analysing this non-linear system is to determine its equilibrium points and then
describe the behaviour in their neighbourhood.

18



Consider the system (|1.1)) and suppose that x* is its fixed point, i. e. f(x*) = 0. Let
us a denote small disturbance around the fixed point as

u=x—x".

We are now interested whether the disturbance with time decays or grows. We examine
the derivative:

U= ... since x* is constant,
= f(@" +u) . by substitution,
e 2@
= f(z") +u 9z (u”) ... Tayor series expansion,
—u of(z*) +O(u?) ... since f(x*) = 0.

ox

Note, that the partial derivative in the last term is being evaluated in the fixed point,
therefore it is a number and not a function. By O(u?) we denote quadratic and higher
order terms in w. If we consider small perturbations, this remainder will be extremely
small and we neglect it. Hence the disturbance evolves by the equation

(4 df1(z*) 91 (") Uy
: o te Oxn,

Ug Uz
: Ofn(a*) oot | |

Up, Oz T Oxn U,

The matrix of partial derivatives is a Jacobian and we denote it by J = D f(x*).
Combined with the classification of the fixed points in previous section, the equation
gives us as a good approximation of the system. It is natural question to ask how
much accurate it is. The next theorem gives us a connection between the equilibrium of
non-linear system and its linearised version. We first state few preliminaries and then the
theorem.

Definition 1.8. An equilibrium point x* of the system (1.1]) is called hyperbolic if none
of the eigenvalues of the Jacobian matrix J = D f(x*) has zero real part. Otherwise, the
equilibrium point is called non-hyperbolic.

Definition 1.9. Let

T = f(w)a (16>

T =Jx, (1.7)

be systems of differential equations. The systems are said to be topologically equivalent
in a neighbourhood of the origin if there is a homeomorphism H mapping the open set
U containing the origin onto an open set V' containing the origin and maps trajectories
of in U onto trajectories of in V' and preserves their orientation by time.
Moreover, if the homeomorphism H also preserves the parametrization by time, then the
systems and are said to be topologically conjugate in a neighbourhood of the

origin.
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Theorem 1.3 (Hartman-Grobman). Let Q be open subset of R™ containing the origin.
Let f € CY(Q). Suppose that f(0) = 0 and that the matriz J = D f(0) has no eigenvalue
with zero real part. Then there exists a homeomorphism H that maps trajectories of
near the origin onto trajectories of near the origin and preserves the parametrization
by time.

Proof. See [1]. O

The corollary of this theorem is that in a close neighbourhood of hyperbolic fixed point
(1.6) it qualitatively acts as its linearised version (1.7]). For the cases of non-hyperbolic
fixed points see [3].

Closed orbits and limit sets Unlike their linear counterpart, non-linear systems
posses also other type of solution such as closed orbits or periodic solution. A peri-
odic solution occurs for if we have a non-equilibrium point « and time 7 > 0 for
which @, (x) = x. It follows that &, (x) = ®.(x) for all ¢, so @, is a periodic function.

Definition 1.10. A point p € 2 C R" is called an w-limit point for the solution through
x if there is a sequence of times t,, — oo such that

lim ¢, (x) = p.

n—oo

Similarly, if there is a sequence of times t,, — —oco such that

n—oo

then p is called a-limit point. By a limit set we mean a set of the form w(x) or a(x).

Following theorem gives us an important corollary about all the possible limiting
behaviours in planar systems.

Theorem 1.4 (Poincaré-Bendixon). Suppose that ) is a non-empty, closed and bounded
limit set of planar system of differential equations that contains no equilibrium point.
Then €2 is closed orbit.

Proof. See [2]. O

The theorem is one of the crucial assertions of non-linear dynamics. It says that the
dynamical possibilities in phase plane are very limited: if a trajectory is confined to a
closed, bounded region that contains no fixed points, then the trajectory must eventually
approach the closed orbit. Nothing more complicated is possible. In the dimension n > 2
this theorem is no longer valid and the trajectories may also wander around forever in
closed region without settling down into a fixed point or a closed orbit. That allows the
existence of strange attractors and chaotic behaviour of dynamical systems, which we
discuss in the following sections.
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1.6 Stability

A study of equilibria plays a central role in ordinary differential equations and their
applications. An equilibrium point, however, must satisfy a certain stability criterion to
be physically significant. From this point of view, we divide the equilibria into three
categories with respect to the sensitivity to initial data perturbation. Intuitively, an
equilibrium point is stable, if nearby solutions stay nearby for all future time. We now
give more precise definition.

Definition 1.11. Suppose * € R" is an equilibrium point for (I.I)). Then x* is stable, if
for every neighbourhood O of * there is a neighbourhood O; of * in N, such that every
solution x(t) with x(0) = x( in O, is defined and remains in O for all ¢ > 0. Moreover,
if O; can be chosen so that x* is stable and we have

tll%ow@) B

then it is asymptotically stable. An equilibrium is unstable if it is not stable.

Sources and saddles are examples of unstable equilibria. An example of fixed point
that is stable, but not asymptotically stable, is center. Also, w-limit set is asymptotically
stable and a-limit set is unstable. The basic tool for stability analysis of equilibrium points
is provided by the linearisation method. The stability of a fixed point can be determined
from the sign of real parts of eigenvalues A of the Jacobian matrix. The following theorem
holds.

Theorem 1.5. Let J = Df(x*) be the Jacobian matriz for the system evaluated at
the fixed point x* and let \; be its eigenvalues.
(i) If Re(\;) <O for all \; then a fized point x* is asymptotically stable.
(ii) If Re(\;) > 0 at least for one \; then a fized point x* is unstable.
(ii) If Re(X\;) = 0 at least for one X\; then a fixed point non-hyperbolic and its stability
cannot be determined by the linearisation method.

Proof. See [1]. O

Unfortunately, many important equilibrium points that arise in applications are non-
hyperbolic. There are no universal global techniques on determining the stability except
by actually finding all solutions of the system, which is usually difficult if not impossible.
Nevertheless, there are some techniques that allow us to determine stability in certain
special cases. One of them is determination of stability by Lyapunov theorem.

Theorem 1.6. (Lyapunov Function). Suppose the non-linear system with an equi-
librium point x*, x* € Q, where 0 is an open subset in R™. Suppose that there exists a
function V€ CY(Q) satisfying V(z*) = 0 and V(x*) > 0 if © # x*. Then

a) if V(e < for all & € Q, then x* is stable.

b) if V(x <0 for all & € Q\{x*}, then x* is asymptotically stable.

¢) if V(x>0 for all ¢ € Q\{z*}, then x* unstable.

The function V' is called the Lyapunov function and the term V(a:) = DV(x)f(x), where
DV = (4, 2%)

oz’ ) Oxp

Proof. See [2]. O
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1.7 Attractors

Besides equilibrium points and periodic orbits, a dynamical system can have other attrac-
tors. Intuitively, by the term attractor we mean a set to which all the trajectories of the
dynamical system converge, e. g. stable fixed points and stable limit cycles. So far the
mathematicians have not been able to agree on what the exact definition should be. For
the purposes of this work we define strange attractor as in [3].

Definition 1.12. An attractor is a closed set A with the following properties:

e A is an invariant set, i. e. any trajectory x(t) that starts in A stays in A.

e A attracts an open set of initial conditions, i. e. there is an open set U containing
As. t. if £(0) € U, then the distance from x(t) to A tends to 0 as t — oo. That
means that A attracts all trajectories that start sufficiently close to it. The largest
U is called basin of attraction of A

e A is minimal, i. e. there is no proper subset of A that satisfies previous two
conditions.

There are three types of so-called non-strange attractors, namely fixed point attractor,
limit cycle attractor and torus attractor. A particular attractor, which was observed in
chaotic systems is called a strange attractor and its definition leads to fractal theory. For
the purposes of this work it is enough to say that a strange attractor is an attractor that
also exhibits a sensitive dependence on initial conditions.
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2 Chaotic dynamical systems

The theorem [1.4]in previous chapter clearly determined the behaviour of planar dynamical
systems. In higher dimension the situation is not that clear. One of the most astonishing
observations in this field of study was that there are systems, which are under some
conditions extremely sensible towards the change of the initial data. First work on this
topic was the formulation of a system done by E. N. Lorenz in 1963. The system was
derived from a vastly oversimplified model of atmospheric convection.

This sensitivity makes the system act chaotic, because even the slight change in the
initial condition can make the solution follow completely different trajectory. No definition
of the term chaos has been widely agreed on yet, but in the literature there are some
matching concepts which we now state.

Definition 2.1. Chaos is aperiodic long-term behaviour in a deterministic system, that
exhibits sensitive dependence on initial conditions.

Aperiodic long-term behaviour means, that there are which do not settle down to
fixed points, or periodic orbits as ¢t — oo. In this context, deterministic means that the
system has no noisy inputs or parameters. Its irregular behaviour follows strictly from
the non-linearity, rather from the noisy driving forces. A sensitive dependence on initial
conditions means that the trajectories separate separate exponentially fast. Naturally,
a tool for measuring the sensitivity is desired. We introduce the notion o Lyapunov
exponents.

2.1 Lyapunov exponents

The Lyapunov exponent is a measure of the sensitivity to a small changes in initial
conditions and it is primarily used for identifying chaos. Suppose x(t) is a point on the
solution curve at time t and consider a nearby point x(t)+d(t), where d is tiny separation
vector of the initial length dy. We want to compare the distances of these two points at
times ¢, and ¢, possibly on the logarithmic scale. The sketch is in fig. 2] Then the idea

x(t)

)

x(1) +d@)

Figure 2: scheme for Lyapunov exponents

can be written as
d(t) _ Ali—t0) (2.1)
do

The variable A is the Lyapunov exponent. We can see that if A > 0, then %) STOWS

exponentially with the passage of time; if A < 0 then the fraction shrinks to zero. If
A = 0, then the time change in displacement over time is non-exponential. Note that
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if the system is continuous, we use base e. If the system is a discrete mapping, we use
base 2. Solving the equation (2.1)) for A we obtain

1

_ d(t)
==

A
do

ln’

This equation only provides a means for calculating the exponent for two specific neigh-
bouring points over a specific interval of time. The approximation for the entire dynamical
system is then the average of many different neighbourhoods.

Definition 2.2. If the displacement between the i-th point and a neighbouring point at
time ¢; is d;, and the initial displacement between the two points is dy; at time ty;, then
the Lyapunov exponent is defined as

n

A = lim lz L In

n—oo N~ t; — lo;
i=1

d;

)

do;

This definition gives us a convenient formula to approximate A for any dynamical
system using computer. By randomly choosing a large number of neighbouring pairs of
points and observing their relative movement to one another, the value A can be easily
calculated. However there also other definitions, varying on the literature.

Most dynamical systems have more than one Lyapunov exponent. If a system is n-
dimensional, then it has n Lyapunov exponents, one for each dimension. All combined,
the set of exponents make up Lyapunov spectrum. In order to find if, we must calculate
A; for small displacements in the i-th dimension for each 1 < i < n.

Definition 2.3. If A; > Ay > ... > A, are Lyapunov exponents for dynamical system
in R" then the Lyapunov spectrum is the set {A, Ag, ..., Ay}

Thanks to the definition, we can now identify chaos with following criterion:

Ay > 0 <= system is chaotic,
A1 <0 <= system is non-chaotic.

When the system has a positive maximal Lyapunov exponent, then there is a time
horizon, beyond which the prediction breaks down, as shown schematically in fig. 3

prediction fails out here

two indistinguishable
initial conditions

t=0

t = thorizon

Figure 3: scheme for time horizon

Suppose that we measure initial conditions of experimental system very accurately.
Because no measurement is perfect, there is always a some error ||do|| between our estimate
and true initial state. After a time ¢, the discrepancy grows to ||0(¢)]| = ||0o/|e*. Let a be
a measure of our tolerance, hence the prediction is tolerable if evolved state is within the
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distance a of the true state. The value a becomes intolerable if ||0(¢)]|> a. That occurs

after the time
1 a
thorizon ~ O <_ h’l ) .
A 1ol

The logarithmic dependence on |§y| makes the system so much unpredictable. No matter
how small the initial measurement error is, we cant predict longer than few multiples of
%. It is easy to make a calculation that if we reduced our initial measurement error for
given tolerance a = 1073 from 10~7 to 1073, we would be able to predict the behaviour
for only 2,5 times longer. More examples can be found in [3].

2.2 Examples of chaotic systems

In this section a brief background to several chaotic dynamical systems will be given.
Remark, that just the fact that we call a system chaotic does not mean, that it exhibits
chaotic behaviour at all times. The solution curves of the dynamical systems depend on
the parameters and chaos occurs for a special choice of them. The progress in investigat-
ing these systems dramatically increased with the invention of computers, however the
analysis of the chaotic behaviour of particular systems such as Lorenz system is usually
extremely difficult. There are some methods, that are based on the geometric models for
particular differential equations, rather than on studying the equations themselves. This
approach was used for example in [2]. In this work we will not give a very detailed anal-
ysis of dynamical systems but we focus on preparing an outline for the following chapter
which is devoted to applications. For details one can study [2], [3] or [4].

2.2.1 The Lorenz system

In 1963, Edward Norton Lorenz attempted to set up a system of differential equations
that would explain some unpredictable behaviour of the weather. Most viable models
for weather prediction involve partial differential equations, but Lorenz sought a much
simpler and system that could be easier to analyse.

Basic idea for the model is as follows. Imagine a planet with an atmosphere as a
single layer composed of only one type of fluid particle. As on earth, this particle is
heated from below and rises. When it gets high enough it gets cooled and then falls back
down. It is natural to ask whether it is possible to predict a weather on such planet.
The answer is no, but this model still gives us at least a basic handle for it. Lorenz
looked at two-dimensional fluid cell that was heated and cooled as described above. The
fluid motion can be described by infinitely many variables. One of the most drastic
approximations Lorenz made was the assumption, that all but three of those variables
remained constant. The remaining independent variables were transferred as convective
“overturning” and then the horizontal and vertical temperature variation. The three-
dimensional model then involved three parameters: the Prandtl number o, the Rayleigh
number p and another parameter § that is related to the physical size of the system. After
all these simplifications the model was represented by the system of differential equation
given by:

t=o(y—x),
y=ux(p—2z)—vy,
Z:a?y—ﬁz,
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where all three parameters are positive and also 0 > 3 + 1. Lorenz then discovered that
this simple-looking deterministic system could have extremely erratic dynamics: over a
wide range of parameters, the solutions oscillate irregularly, never exactly repeating but
always remaining in a bounded region of phase space, which we now called the strange
attractor. From this observation, the name The Butterfly Effect came from, because of
attractors shape. The most famous phase portrait corresponds to the choice of parameters
o = 10,p = 28 and § = 8/3. Figure {4| corresponds to the phase portrait for these
parameters.

Figure 4: the Lorenz model

One of the iconic properties that the system has high sensitivity towards the small
change of the initial condition is shown in the following pictures [l For acquiring the
pictures an algorithm [6.3] was used.

We can see in [pa] and [5b that even though the change of initial condition is minimal,
the trajectories approximately after time ¢ = 15 start diverge from each other. The
pictures [5c and [5d| confirm that the trajectories are trapped inside the strange attractor.
For thorough analysis of the system one can study [5] or [6], where the behaviour for
various coefficients is examined.

In reality, the Lorenz system does not describe the weather, however it has still some
applications. Same equations appear in models for lasers, electric circuits or dynamos.

2.2.2 The Rossler system

In the 1970’s a german biochemist Otto Rossler published a series of papers in which he
studied prototype systems of ordinary differential equations in three-dimensional phase
spaces. Among them was today’s most famous one, called Rossler system. It was a suc-
cessful attempt to find a system that is qualitatively similar, but is not that complicated.
This system is in comparison to Lorenz system simpler, because it contains only one non-
linearity in the form of quadratic term. Furthermore, the solvability is its big advantage.
It is also considered as minimal among all the chaotic dynamical systems, because of its
form. The applications of the model are in the field of chemistry. The system in its
original form is given by the equations:

T =y -z,
Y=z + ay, (2.2)
Z=b+ z(x —c).
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(a) the difference in y variable

(c) the distance of trajectories in y variable (d) 3D phase portrait of the systems

Figure 5: the trajectories for two nearby IC: P, = [1,2,1] and P, = [1.01,2, 1]

The original coefficients have values a = 0.2, b = 0.2 and ¢ = 5.7. The phase portrait is
shown in figure [0}

(a) The variable x(t) (b) phase portrait on xy-plane

L

(c) phase portrait on xy-plane (d) 3D phase portrait

Figure 6: the Rossler system for a = 0.2,b = 0.2 and ¢ = 5.7
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As we can see, the phase portrait consisted of only one blob, unlike from the previous
Lorenz system that had two. For given choice of parameters the system acts chaotic.
Roughly speaking, the point on the trajectory of Rossler system spirals in the xy-plane
and once a while it enters the third dimension to perform a movement in the shape of
a handle and then returns back to the plane. It can be shown that the linear terms
in first two equations of the system create an oscillation. If we increase the value of
parameter a, these oscillation will get amplified. The motion is then ruled by third
equation, containing the non-linear term which makes reinjection back to the beginning
of the spiraling-out motion. Precise analysis of the system including the numerical analysis
for varying coefficient ¢ can be found in [4]. For acquiring the pictures an algorithm
was used.

2.2.3 Dynamical system of Chua’s circuit

Among the many fields of science where the chaotic dynamical systems can be applied is
the category of non-linear electronic circuits. In 1983, Leon O. Chua invented a simple
electronic circuit whose dynamics exhibited a chaotic behaviour. It is a non-periodic
oscillator and the the strange attractor is widely know as ”the double scroll”. The RLC
circuit consists of four linear elements (two capacitors, inductor and linear resistor) and
one non-linear element (non-linear resistor N,). The scheme is in fig. [T} The model for

R
NV

L G =+C; NR

Figure 7: the scheme of the Chua’s circuit

the system can be acquired by applying Kirchhoff’s laws on the circuit:

dv
O dfl =G (ve, —vey) — [ (vey),
dv )
Cy d§2 =G (Ucl - ng) + 1z, (23)
dig,
[ —= —
ar o

where i is a current, G = 1/R is conductance of the resistor, C, Cy are the capacity and
finally L is inductance. The non-linear term is given by the function f (v¢,)given by:

1
[ (ve,) = move, + 5 (m1 —mo) [Jve, + Byl — |ve, — Byll] .-

From a mathematical point of view, this form of the system is not suitable for analysis,
therefore it is often showed in the form:

o =aly —z— f(2)],
v =x—y+z, (2.4)
Z/ = _597
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where © = vo1 /By, Yy = ve,/Bp, 2 = i/By,G, a = Cy/Cy, f = Cy/G*L and f(z) =
br + (a —b)[|lz + 1| — |z — 1|]| with a =m,/G, b= my/G.

In previous cases we experienced one type of strange attractor in the system for given
all sets of parameters. Dynamical system of Chua’s circuit produces different kinds of
attractors for various combinations of parameters, namely simple attractor (fig. and
double-scroll attractor (fig. E[) One of the implementations of the Chua’s circuit in
applications can be as a generator of pseudo-random signals, since the chaotic behaviour
causes non-periodic of the outputs. The analysis of the system can be found in [7]. For
acquiring the pictures an algorithm was used.

XY plane
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(a) phase portrait on zy-plane

YZ plane

-0.4 -0.3 -0.2 -0.1 0 0.1 0.2 0.3 0.4

(c) phase portrait on yz-plane (d) 3D phase portrait

Figure 8: Chua’s circuit system for « = 9.4, § = 16, m; = —1.14, mg = —0.71
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(b) phase portrait on zz-plane

(a) phase portrait on zy-plane

YZ plane
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3D phase portrait
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(c) phase portrait on yz-plane

= —1.27,mp = —0.68

10, 8 =15, my

Figure 9: Chua’s circuit system for «
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3 Synchronization of chaos

In previous chapters we mentioned that the sensitivity towards the change of initial condi-
tions is crucial in terms of behaviour of some systems. The two points will separate from
each other exponentially fast, but remain trapped in the complicated structure called the
strange attractor. The phase portraits then cover wide range of extraordinary shapes.

By synchronization we mean agreement or correlation of distinct processes in time.
Historically, the analysis of synchronization phenomena in the evolution of dynamical
systems has been a subject of active investigation since the earlier days of physics. In
the 17th century the Huygens found that two very weakly coupled pendulum clocks, that
were hanging at the same beam, became synchronized in phase. In the last century,
the search for synchronization has moved to chaotic dynamical systems. Due to the
nature of the system one would say that they intrinsically defy the synchronization. That
is because even two identical systems starting from slightly different initial conditions
would evolve in time in an unsynchronized manner, therefore there is no correlation. This
is a relevant practical problem. The initial conditions observed experimentally are never
known perfectly.

The definition of synchronization of chaos is slightly generalized. We will refer to syn-
chronization of chaos as a process where two (or many) chaotic systems (either equivalent
or non-equivalent) adjust a given property of their motion to a common behaviour, due
to coupling or forcing. This ranges from complete agreement of trajectories to locking of
phases.

There are differences in the process leading to synchronized states, depending upon
the particular coupling configuration. Namely, two main cases should be distinguished:
unidirectional coupling and bidirectional coupling.

In the former case, a global system is formed by two subsystems that realize a
drive-response (or master—slave) configuration. That results are that one subsystem
evolves freely and drives the evolution of the other. As a result, the response system
is slaved to follow the dynamics of the drive system, even though the drive systems is
acting chaotic. On the other hand, the bidirectional coupling involves subsystems being
coupled with each other, which induces a mutual synchronization behaviour. This situ-
ation typically occurs in physiology, e.g. between cardiac and respiratory systems or in
non-linear optics, e.g. coupled laser systems with feedback.

In the past few decades, many different synchronization states have been studied.
Namely: complete synchronization (CS), generalized synchronization (GS), phase and lag
synchronization and more.

Among all, the CS was the first one being discovered and it is the simplest form of
synchronization in chaotic systems. The main feature is the perfect hooking of the chaotic
trajectories of two systems which is achieved by means of a coupling signal, in such a way
that they remain in step with each other over the course of the time.

GS in the generalization of CS. Main goal is to synchronize completely different systems
and associating the output of one system to a given function of the output of the other
system.

The other ways of synchronization do not explicitly require the trajectories to converge
to each other completely but only to some certain level. They are also more suitable for
synchronization of arbitrary systems.

To achieve the phase synchronization, the weak coupling of systems is used. During
the process, the phases become locked on some value and provide the trajectories to be
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in phase with each other, while the amplitudes may differ completely.

In the case of lag synchronization, the states of the two systems become nearly identical
due to a stronger coupling, but the trajectories are shifted in time. For an extended
overview, one should study [§].

In the following part, deeper investigation of the unidirectional coupling method is
provided, namely: complete synchronization and synchronization using negative-feedback.
The results are then applied on the Lorenz system and the Rossler system, described in
previous chapter. At the end, both methods are compared.

3.1 Complete Synchronization

One of the first papers [10], in which the synchronization of two chaotic systems was inves-
tigated was published in 1990 by Louis Pecora and Thomas Carroll. They were working
in Naval Research Lab in Washington D. C. and they were asking a question, whether
it is possible to synchronize two chaotic systems in any way. From outer perspective it
would seem that chaotic behaviour cannot be tamed by any manner, but they discovered
that certain chaotic dynamical systems have a self-synchronization property. That means
that if we take two identical systems, both starting with different initial condition, after
some time they will synchronize and the trajectories will coincide.

The method belongs to the category of Drive-Response (”Master and Slave”) configu-
rations. First, a global system is formed and then it is divided into two subsystems. Next,
one of those is acting freely and the second one has no choice but following it’s " master’s”
evolution and synchronize itself with it. We now discuss this method more precisely.

Consider an autonomous n-dimensional dynamical system

&= f(x).
We arbitrarily divide the system into two subsystems x = (z1,...,z,) = (d,7),
d= fid,m),
* = f(d,7),
where
L1 fi(z) Tm+1 Jms1(x)
T e I e T R T R
Ty fnl() Tn fal@)

We now create a new subsystem 7/, which is identical to the system r. We replace
the set of variables in @ for the corresponding 7’ in the function f, and augment the the
previous equations. After this, we remain with two systems, one of them is the original
and the second is the induced one.

. d da )
d= fd(da T)7 T = ;jgda :;
T = fr(d,’r'), r = f (d T‘/)’

Our aim was to split the system into two types of variables, one of which will serve as
a drive and the other as a response.
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The systems synchronize completely, if we require that the difference in the response
variable Ar = r — v’/ goes to 0 as t — oo. In the infinitesimal limit this leads to the
variational equation for the subsystem

é = Dr.fr(d(t)v ’I‘(t))g,

where the D, f, is the Jacobian of the r subsystem vector field with respect to r. The
behaviour of this equation depends on the Lyapunov exponents of the response r subsys-
tem. If we assume, that the two systems have the same parameters, then the condition for
the two subsystems under which they synchronize is that the Lyapunov exponents of the
r subsystem are all negative. To see this, we show on a concrete example of the Lorenz
system that this phenomena of synchronization occurs.

3.1.1 Synchronization of the Lorenz system

We work with Lorenz equations given by:

T = U(y - J]),
y=x(p—2z)—y, (3.1)
z=uxy— fBz.

Using a procedure which we described above, we create two systems and examine
their synchronization. In the driving system, we choose d = x as our driving variable and
r = (y, z) is the response. The driving system is then given by and we obtain the
response system given by the equations:

x, = x(t),
Yr = 2(t)(p — 27) — Yr, (3.2)
Zr = x(t)y, — Bz,

We can think of the driving variable as a signal, which we put into the response
system. In this case the system is then formed by 5 equations (3 for drive and 2 for
response). We claim that the (y,z) and (y,, 2,) subsystems synchronize. Assume that
the parameters o, p, 8 match. Considering that the x variable remains unchanged, the
two systems will synchronize if |y —y,| — 0 and |z — 2, — 0 as ¢t — 0. In 1992, He and
Vaidya [12] published a paper with a simple proof of the synchronization. Moreover, the
two subsystems synchronize exponentially fast (see [15]). We present their method here.

Proof of synchronization for Lorenz system We create corresponding system of dif-
ferential equations that will represent the difference (error) between the pairs of variables.

Let
€x =T — Ty,

G.y - y - ym (33)
éz - Z - Z.Ta
then
e, =0
€=~y —v,) —2(t)(z = %) = —¢, — x{t)es, (34)

€. =x(t)(y —yr) — Bz — z) = x(t)ey — Pe.,
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There is no error in z variable because the exact signal z(t) is substituted into the response
system. We get linear two-dimensional non-autonomous system for the errors. Next it is
shown that e, and e, go to 0 as t — co. The goal is to eliminate the z(t) term, because
it is explicitly time dependent and it is possibly also the source of chaotic behaviour. To
achieve this, we multiply the second equation by e, and the third equation by e, and add
them together. We get this equation:

Eyly + €6, = —€

(3.5)

3 — z(t)eye, + z(t)eye. — Be,
2
y

= —e? — Be2.

Notice that on the left-hand side the equation is in the form of differential and it can be
rewritten in the form

d 1 2 271\ __ 2 2
%(5[61/ + ez]) = =€, — ﬁez'

We can take the term in the derivative as a candidate for Lyapunov function V' (t). Let

V(t) = 56+ )
This function is certainly positive definite since it is a sum of squares and its derivative,
which is given by ﬁ, is V(t) < 0 except at the origin (0,0), therefore it is negative
definite. By the Lyapunov theorem it is the Lyapunov function and V(¢) — 0 ast — 0
and e = (e;, ey, e,) = 0 is asymptotically stable. That implies that e, — 0 and e, — 0
as t — 0 and the system synchronizes with the drive. We now show that the errors decay
exponentially fast.
Let V(t) = §(e) +e2). Then V decays exponentially fast, because

V= _612/ — ﬁez < —kV,
for any k = min(2,2b). Integration then yields 0 < V (t) < Voe ™ so that e, (t) < (Vo)ze = .
Similarly, e.(t) < O(e2"), thus all components e = (e,, ey, e,) decay at least exponen-
tially fast.

Geometry of the phase-space attractor To give a geometrical perspective on the
synchronization, we describe the behaviour of the systems in so called synchronization
manifold. We work with the variables x,y and y,. Since after some time y = y,., we see
that the motion remains on the plane defined by this equality. Similarly, the motion must
remain on the plane defined by z = z,.. Such equalities define a hyperplane in the five-
dimensional state space. Its projection in three-dimensional space can be seen in figure
The constraint of motion to a hyperplane and the existence of complete synchronization
are really one and the same as it is shown below.

Pecora and Carrol in 1997 [I3] described that if the motion, given by the equations,
is continually confined to a hyperplane in phase space, then there is an identical syn-
chronization in any system, whether it is chaotic or not. If we change the coordinates
with a constant linear transformation, the geometry remains the same. This change just
represents a change of variables in the the equations of motion. Then we can assume, that
the hyperplane contains the origin of the coordinates since this is just a simple translation
that also maintains the geometry. These observations give the following result: the space
orthogonal to the synchronization manifold, called the transverse space, has coordinates
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Figure 10: the synchronization manifold for Lorenz system [13]

that will be zero when the motion is on the synchronization manifold. Also as it has been
described in [9], if the synchronization manifold is stable, the systems will synchronize.

We now apply this approach on example of two Lorenz systems. We showed that
the differences among v, v, and z, 2. tend to 0 as t — oo. This occurs because the
synchronization manifold is stable. To see this, we transform the system to a new set of
coordinates: x stays the same and we let

Yo =Y — Yrs
Y=Y+ Yr,
Zl =2z — Z,
2| =2z 2.

We have transformed the system to a new set of coordinates in which three coordinates
are on the synchronization manifold (z,yy, 2|) and two are on the transverse manifold
(y1,z1). Now, at the very least for the subsystems to synchronize, we need to have y,
and z, go to zero as t — 0. Thus, the zero point (0,0) in the transverse manifold must
be a fixed point within that manifold.

This requires the dynamical subsystem (y,,dz,) to be stable at the origin. In the
limit of small perturbations (represented by those variables y, and z,) we end up with
variational equations for the response. Next, we approximate the differences in the vector
fields by the Jacobian, the matrix of partial derivatives of the right-hand side of the
(y, z)-response system.

More precisely, let H be the two-dimensional function that is the right-hand side of
the response system . We assume small perturbations. Then we have:

(£) =y (1) = (1 5) (1) 69
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The solution of these equations tell us, whether the y, and z; on the transverse
manifold shrink and systems will synchronize or they grow and the opposite case will
happen. Pecora and Carroll showed that in general the minimal condition for stability
and for the systems to synchronize is to have the Lyapunov exponents, associated with
the equation , negative for the transverse subsystem. We observe that this is the
same as requiring the response subsystem (y,, z,) to have negative Lyapunov exponents.
That is, we treat the response as a separate dynamical system driven by variable x with
its own Lyapunov exponents. These exponents will depend on x and for that reason they
are referred as conditional Lyapunov exponents. The algorithms for numerical computing
the conditional Lyapunov exponents (CLE) are beyond the scope of this work. See [?] or
[?] for further information. We now show some concrete examples of synchronization.

3.1.2 Examples of complete synchronization

In this subsection we show that for certain choice of driving variable the Lorenz systems
will synchronize. The occurrence of complete synchronization depends on the conditional
Lyapunov exponents of the subsystem. We show a table|l| of the associated exponents for
various subsystems and demonstrate the trajectories in graphs.

Drive Response Conditional
System
signal system = Lyapunov exponents
X (v,2) (-1,81 ; -1,86)
Lorenz y (x,2) (-2,67 ; 9,99)
z (x,y) (0,0108 ; -11,01)
X (y,2) (0,2 ; -8,89)
Réssler y (x,2) (-0,056 ; -8,81)
2 (x.y) (0,15 0,1)

Table 1: CLE for Lorenz system (o = 10, p = 28, 8 = 8/3) and Rdssler system (a =b=0,2; ¢ =9)

For the computation in this work we used an approximated version of the differential
equations of the systems. We acquired the results using a procedure ode45 in software
MATLAB, which is based on an explicit Runge-Kutta (4,5) formula. In eligible cases
the Euler’s method with time step h = 0.01 was used. The phase portrait of the Lorenz
system is depicted in figure

y-drive As we can see in figure [12], for the y-drive the systems will completely synchro-
nize after few steps. The error e, is identically 0 since we are comparing the same data
set.
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Figure 11: the Lorenz system
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Figure 12: the Lorenz system with driving variable y

z-drive For our case of the Lorenz system, if z is taken as a driving variable, the
necessary condition for the conditional exponents to be negative is not satisfied. That
makes the two subsystems to not synchronize. In picture [I3d] we can see that even though
the trajectories are trapped inside the strange attractor, they will never synchronize with
each other like in previous example.
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Figure 13: the Lorenz system with driving variable z

For acquiring the pictures an algorithm [6.2] was used.

3.2 Negative-feedback control

Another approach, for which is the process of complete synchronization a special case,
is diffusive coupling of systems, often called negative-feedback control. It also belongs
to the group of ”drive-response” methods of synchronization. We describe the process
below.

Consider two autonomous n-dimensional dynamical systems with the same parameters

351 = f(ml)a

Xz = f(x2).

One of them is drive and the other is response. We connect these two systems by adding
a damping term to the response system, which consists of the difference between the drive
and response variables. We have:

Ty = f(m1)7
352 = f(al'z) + OéE(QZl — 332),

where « is a positive coefficient of coupling strength and FE is n-dimensional square matrix
that determines the linear combination of x components in the coupling. It was observed
in [I3] that to achieve the synchrony between the two systems, the parameter o must be
chosen in the way that the largest Lyapunov exponent (denoted A'7'**) of the response
system must be negative. We use this method to synchronize two Rossler systems.
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3.2.1 Example of negative-feedback synchronization

Consider two Rossler systems with parameters a = 0,2, b=0,2, ¢ =9,0:

T = —y1 — 21, Ty = —ys — 29 + a(z1 — T2),
Y1 = x1 + ayi, Y2 = To + ay,
21:b+Z1(1'1—C), 22:b+22(1'2—6).

In this case we have chosen

1
E=1|0
0

o O O
o O O

We now follow the similar procedure as in [3.1.1] We express the variational equation of
the system in the variables (x,,y,, 2, ) lying on the transverse manifold. From that it is
possible to estimate the Lyapunov exponents. In fact it is sufficient to compute only the
maximal Lyapunov exponent \T%*.

Ty —a —1 -1 T,
Zﬂ ~ 1 a 0 yJ_
ZL z 0 z—c zZ1

In this case, it is dependent on the value of a. It was shown in [14] that the function
expressing the dependency of \** on « can be estimated. It tells us if these perturbations
will damp out or not and, hence whether the synchronization state is stable or not.

Two Rosslers
x-coupling

0.2
0.1

}Lmax 0.01
-0.14

—0.2

—.34

04
0 1 2 3 4 b

Figure 14: The maximum transverse Lyapunov exponent A" as a function of coupling
strength a in the Rossler system.

As we can see in picture for the case of two Rossler systems, the systems start
being more connected and the A" is decreasing with increasing coupling strength a.. At
some intermediate value of o, we will synchronize the systems. For larger values of «
the desynchronization occurs. However, it was observed that at very large values of o we
slave the x5 to 1. We would achieve this enslavement, if we replaced all the x5 variables
in the response system to x;. The method of complete synchronization is then a limit
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case of negative-feedback control when o — oo. It is an open problem to find the value
of a for which the function N7 = A\'7"**(«) becomes negative again.

In pictures|15|and [16|there are two synchronized systems if coupled with the parameter
a =2 and a = 100. The pictures were acquired using algorithm 6.4}

20 60
—drive y(n) —drive z(n)
- -.response yr(n) - -.response zr(n)

” i
10+ 0r J
-200 20‘00 4000 6000 8000 10000 _200 2000 4000 6000 8000 10000
(a) difference in variable y (b) difference in variable z

—drive
——response
10 —&l 100

50

50 -
-5 20
20
0 10

0 2000 4000 6000 8000 10000 -20 -20

(c) errors in the system (d) drive and response system in 3D

Figure 15: synchronization using negative-feedback method with oo = 2, y-drive

Next we can see, that for large parameters « (chosen ov = 100), the negative-feedback
method and complete synchronization method coincide. Note, that in order for the sys-
tems to synchronize completely, the coupling must be added to those variables that can
serve as a drives, otherwise complete synchronization does not occur.

To demonstrate that for large o the methods start having the same effect, we can look
at graph [17] that shows us the difference between errors in synchronization by complete
synchronization (1) and by negative-feedback (2). For example, the difference in x variable
of the synchronization by CS e,, = |x — 25| and by NF e,, = |z — 2¥F| goes to zero as
t — 00. The comparison and the picture were done by algorithm
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Figure 16: Synchronization using negative-feedback method with o = 100, y-drive
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Figure 17: difference between NF and CS method

4 Applications of the synchronization

In control theory, or some other fields, we normally want to avoid chaotic behaviour of the
system. If possible, we try remove it by the change of the parameters etc. Since last forty
years, mathematicians and engineers have been thinking about the question, whether the
chaos can be useful in some way. One of the interesting applications of it involve private
communication. In 1992, Cuomo and Oppenheim [11] brought in a new view point on the
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applications of synchronization, expanding the work on Pecora and Carroll.

Suppose that you have an information in analog or digital form that is private and
you want to send it to through a public channel. Our desire is, when somebody intercepts
it, he will not be capable of extracting the information. For example in the early days of
cellphones, when the communication was not ciphered, there were cases, when the calls
have been intercepted by third parties and the information have been taken advantage of.
Naturally, you want to mask the information. In fact, you can use the self-synchronizing
property od chaotic dynamical systems for that purpose.

You can think of a the information as a signal function of ¢, which you mask into the
much louder chaotic signal and you send it via public channel. If someone intercepts it
and tries to read it or listen to it, he will recognize only the noise generated by the chaotic
system. If the receiver has a device, which is in sync with the sender’s transmitter, then it
is possible to filter the chaos away using synchronization and you are left with the original
message. In this chapter show two possible approaches on how to implement this idea.

For our experiment we use the Lorenz system

T = O-(y - I)?
y=uxlp—2)—y, (4.1)
z= Y — /BZ,

where 0 = 10, p = 28 and = 8/3. In this work, there were attempts to use also the
Rossler system described in chapter 2.2l Unfortunately it was much more difficult task
to perform the procedure of unmasking, due to the ”"stronger” chaotic behaviour. It is an
open problem to find an optimal way on how to implement Rossler system to serve this
purpose.

We will operate with two Lorenz systems, whose dynamics are prescribed by .
One of them will serve as a transmitter and the other as a receiver (we denote the variables
with the index r). Each will start from a different initial condition. We denote

d(t) = (x(t),y(t), 2(t)) ... state of the transmiter (drive),
r(t) = (z.(t), y: (1), z-(t)) ... state of the receiver (response),
e(t) =d(t) —r(t) ... error signal.

In chapter we showed that the system can be decomposed into two subsystems with
drive signals = or y and responses (y,z) or (zx,z) respectively, which will synchronize
exponentially fast. It is possible to use this property to regenerate two full-dimensional
systems that become synchronized.

We take the drive system with arbitrary initial condition and evolve its dynamics.
Then we use the signal x(t) to drive the response (y,, z.)-subsystem by substituting the
third variable z, with z(t). It was shown that this (y,, z,)-subsystem will be forced to
synchronize with the drive, so y. — y and 2z, — 2z with any initial conditions. Now,
take the signal y,.(f) and substitute it into the drive system. Because it can serve also as
a driving variable, this signal also makes the (x, z) subsystem to synchronize with (z,, z,.).
Therefore x — x, and the systems become synchronized. We have

=0y —x), i, = oy, — z,),

. x(t) .

y=x(p—2) -y, — gr =2(t)(p — 2) — yr, (4.2)
2:xy—ﬁz, Zr:$(t)y _Bzr-
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Figure 18: connection scheme for the Lorenz system for x-drive and y -drive

The scheme illustrating the nesting of the system is in picture

Similarly we could nest two systems using signal y(t). Note, that some systems cannot
be synchronized this way in all dimensions, e. g. in Rossler system presented in previ-
ous chapter there is only one possible driving variable, therefore two systems cannot be
connected in both directions and it will not synchronize in all three dimensions.

[i
],
i
W

(a) 3D phase portrait (b) errors

Figure 19: two full-dimensional Lorenz systems synchronized

The conclusion of the ability two systems being connected gives an interesting result.
Suppose that the sender and receiver both agree on the parameters of their systems. Then
in order for two systems to synchronize, only one piece of information is needed and that
is the driving signal. We are able to completely reconstruct the dynamics of the driving
system in the response system without the knowledge of the initial conditions. This gives
an interesting idea on how to use this property in the following applications.

4.1 Transmission and recovery of binary-valued bit streams

One of the potential applications is the ability to secretly send digital, binary valued
messages. We use the property that if for some short time the driving signal is slightly
changed and the response system desynchronizes, then the return back to the synchronous
state occurs exponentially fast. In this case the basic idea is to modulate one of the
transmitter coefficients in the driving system with the information-bearing waveform and
then to transmit this chaotic drive signal to the receiver. The coefficient modulation
then produces a synchronization error between the received signal and the signal that
the receiver regenerated in his own system. The amplitude of error will depend on the
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modulation, we choose. If we then look into the error, we can detect the original message.
We illustrate the process shown in the scheme [20| concretely below.

xp(0)
X Xp
y I yr
x=p(y—x)
z y=xp-2)-y — =z
z=xy - ft)z

Figure 20: scheme and the driving equations

Suppose that the parameter 3, which is normally a constant, is now time-dependent
function 3 = B(t). Let m(t) be a binary-valued bit stream (Fig. 21)). We embed it to the

2 T
15} 4
1+ 4
05— -

0 | | | | |
0 1 2 3 4 5 6 7 8 9 10
x10*

Figure 21: binary valued function m(t)

parameter function 5(t) and get a new function s(t) = 5(t) + km(t), where k is arbitrary
constant modulation parameter. Next, we evolve the transmitter system and generate
drive signal x4(t), which we send via possibly unsecured channel.

In the [22| we can see the comparison of signals x(t) and z3() created in the system
with the constant parameter and with time-dependent parameter that carries the message.
Notice, that in the moment of when the change occurred, the system completely changed
its behaviour. That is good for the purpose of masking. The interceptor can only see the
noise, but cannot read the values of the bit stream from it.

The receiver then evolves his system with the signal zg(t) as described in equa-
tion . We have

Ty = o (yr — x7)

Yr = $ﬁ<t>(p - z?”) —Yr

2 = x5(t)y, — Bz,
The receiver system evolved its own version of z,(t). We examine the error e,(t) =
xp(t) — x,(t). If there was no message modulated, the error would be equal to 0. This
would be the result of complete synchronization of the systems. However, at times ¢,
where the message is located, the receiver system desynchronizes, revealing the position
of the one-valued part of stream (fig. . Then, for the zero-valued part it synchronizes
again. It is then easy to apply a filter that transforms the square of the error function
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Figure 22: comparison of signal with and without message m(t)

e2(t) back to the bit stream m(t). Remark, that we are able to recover the position of
one-valued part exactly because the synchronization happens exponentially fast. If that
did not occur, we could not determine where that part ends. The algorithm for this
application can be found in section
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Figure 23: recovered bit stream

4.2 Using synchronized chaos to send secret messages

Another potential approach to communications applications is based on signal masking
and recovery. In signal masking, a noiselike masking signal is added at the transmitter to
the information-bearing signal m(t) and at the receiver the masking is removed.

In previous section we modulated one of the parameters in the driving system and then
we recovered the message from the position of the desynchronized part. The approach
enables us to send and recover whole waveforms with information. The basic idea is to
mask our message into a driving signal, send it via public channel and then use the signal
to regenerate the masking signal at the receiver and subtract it to recover m(t). All this
can be done with the synchronizing receiver circuit since the ability to synchronize is
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robust, i.e., not highly sensitive to perturbations in the drive signal (as shown in [16]) and
thus, can be done with the masked signal.

Suppose we have a waveform message m(t, f) that we want to transmit, where ¢ is
time and f is frequency. We calculate with this extra parameter, because it was observed
that it has direct impact on the ability to recover the signal. In transmitter we evolve
dynamics of a driving signal z(t) that will carry the message. We denote

s(t) = z(t) +m(t, f)

as the signal containing the information and we send it to the receiver.

We drive the response system by this signal in the (y,, z,.)-subsystem and obtain a
signal z,(t). As mentioned before, if the parameters of the message are well selected,
the receiver system recognizes it as a noise and it will not change the its behaviour and
synchronizes with the driver. Then the regenerated message is obtained by

m(t) = s(t) = x.(t) = m(t, f) + 2(t) — 2:(t) = m(t, f).

m(t,f) l
x(0) ;L/ s(6) 6@ AT
X Xp 4%)

y > ¥ 6]
x=py—x)

z y=xp-2-y —/ =z
i=xy—pz

Figure 24: scheme for the message masking and driving equations

Using this approach, we run several experiments using algorithm [6.7, which will be
now discussed. In the picture it is shown how the added information changes the
signal.

At time t = 10 the position of message in the signal can be observed, but the only
way for the interceptor to read the message is to know the exact initial conditions of the
drive system in order to reproduce uncorrupted signal and subtract the message. We have
observed how the value of frequency affects the reconstruction of the output signal.

As a model example was chosen the function of the form

m(t, f) = cos(2ntf).

We notice that the amplitude does not have much effect for this shape of message. It only
does when the frequency is not well chosen. The comparison of how does the frequency
f affects the reconstructibility of the original message is in the picture

It was demonstrated that the low frequencies on the interval (0, 2) give bad result. For
frequencies higher than 2 the ability to read the message rapidly increases and for very
high frequencies the messages are almost identical. In [15] it was shown that the power
spectrum of human speech is also overlapping with the chaotic masking spectrum of the
Lorenz system. Therefore it is possible to recover a message containing human speech in
reasonable quality.

Next attempt was to test this method to transmit a message containing an image. For
this purpose 8-bit grayscale picture was used (fig. . Each pixel of this figure represents
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Figure 25: signal s(t) carrying message
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Figure 26: comparison of effect of frequencies on unmasking

a value on the integer interval [0;255]. We obtained the wave-form of the picture by
concatenation of the columns into the string of values interpolated at time ¢ (fig. .
In this process, also the values of the pixels were downscaled and whole spectrum was
shifted down by its mean. This gives better quality on the output.

We then generate the mask using drive signal and encrypt the image by it. In the
picture it is clear that the information is hidden in the mask and it is completely
undetectable. Unlike from previous encryption with digital signal, if we look how the
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Figure 27: original 100x100 8-bit grayscale picture used in experiment
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Figure 28: image transformed into waveform

message encryption changed the carrying signal, we will not see any difference (fig.
In the picture [32] there is a recovered waveform. It can be observed that the values of the
pixels were stretched for about two times the distance between the maximal and minimal
value. Therefore the contrast of the recovered picture is higher than in the original. In
figure we can see the recovered image. It is quite an exciting result that even though
the recovered spectrum is corrupted, after its visualization it still bears the original piece
of information and the picture is recognizable. The stripes in the recovered image are the
side effect of the concatenation of the individual columns into one-dimensional array. One
can notice, that each ”local maximum” or "minimum” in the graph of recovered waveform
corresponds to the light or the dark stripe in the picture.

’l?!

Figure 29: message hidden in the chaotic mask
To increase the quality of the decrypted picture there were attempts to decrease scale
down the amplitude of the waveform, but as it was confirmed by the test with cos(t) func-

tion, it does not have much effect on it. Next step for obtaining better result could be
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Figure 32: waveform of recovered image

increasing or reducing the frequency of the original waveform by interpolating the pixel
values on a larger or a smaller time array. We leave this procedure as an open problem
for expanding this work.
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We discuss couple of remarks. It is important to say that this approach for masking the
messages is just a basic illustration. For broader usage of this method a more sophisticated
algorithm for encryption of the message into the mask needs to be used.

Next problem for this type of encryption is its speed. If the set of values we want
to encrypt is large, we have to evolve the system for sufficient amount of time, so the
drive signal could bear whole length of message. In our experiments, the computations
took quite long time due to required precision, therefore it is not usable for everyday
applications working real-time. On the other hand there were successful attempts by K.
Cuomo [11] to build this masking device using RLC circuit run by the Lorenz equations.

Last, but not least, it is good to realize that this type of encryption will never be fully
secure but only private. That means an interceptor can still decrypt the message if he is
somehow able to acquire the initial conditions and parameters of the transmitter system.
However, for less motivated interceptor the encryption is sufficient.
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5 Conclusion

The goal of this work was to give an introduction to the theory of dynamical systems, deal
with the notion of the chaotic behaviour and manifest it on specific examples of chaotic
dynamical systems. Then, to give a summary of possible methods of synchronization of
two chaotic dynamical systems and demonstrate it on concrete examples of two systems.
These theoretical results were then supposed to be numerically confirmed by the algorithm
created in MATLAB environment on the examples previously observed. The last goal was
to demonstrate the applications of synchronization of chaotic dynamical systems inspired
by the approach of Cuomo and Oppenheim in [I1].

In the first part of the work the fundamental theory of chaotic dynamical systems was
presented. The second part was devoted to the methods of synchronization of these types
of systems. It was given a basic outline and then the two of them, complete synchro-
nization and negative-feedback were deeper investigated. The complete synchronization
was numerically performed on two Lorenz systems. The behaviour of the systems under
this act was clarified and then the criteria for successful synchronization performance were
generalized for arbitrary couple of systems. The synchronization by negative-feedback was
applied and discussed on two Rossler systems. The conclusion of the chapter was that
under certain conditions the complete synchronization is a special case of the negative-
feedback synchronization.

In the last chapter, some possible applications of synchronization on the field of pri-
vate communications was shown. We showed that the chaotic signal can serve for the
encryption as a mask and then it is possible to use the properties of synchronized systems
to reverse the process of masking to acquire the message that was encrypted.

This demonstration was done using the synchronization of Lorenz system for two types
of data. Particularly we analysed the digital bit-stream and a grayscale picture. We
showed that the quality of results is significantly influenced by the frequency of the data
and we suggested possible approach to achieve better results. However, the observations
showed that even though these applications can be put in work, a wider usage of these
methods is not suitable due to the high computational demand and not being secure
enough.
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6 Apendix

The following sections contain the algorithms used for numerical computations created in

MATLAB environment.

6.1 Algorithm for the phase portrait of Chua’s circuit

function chua

%Function for the phase portairt of Chuas dynamical system

clear all
%constants

r=1;
ga = -1.14;
gb = -0.71;

cl = 10.0d-09;
c2 = 100.0d4-09;
bind = 20.04-03;
a = rxga; b = rxgb;
alpha = 9.4;
beta= 16;
%time step and initial condition
tspan = 0:0.01:100;
x10 = 0.11; x20 = 0.2; x30 = -0.3;
yo = [x10; x20; x30];

%computation

[t,y] = ode45(@(t,x) f(t,x,a,b,alpha,beta),tspan,y0);

x1=y(:,1); x2=y(:,2); x3=y(:,3);

%plots

plot (x1,x2)

title (’XY plane’)

figure

plot (x1,x3)

title (’XZ plane’)

figure

plot (x2,x3)

title(’YZ plane’)

figure

plot3(x1,x2,x3)

title(’3D’)

figure

plot (t,x1)

function dy = f(t,y,a,b,alpha,beta)
x1 = y(1); x2 = y(2); x3 = y(3);
hx=b*x1 + 0.5*(a-b)*(abs(x1+1.0)-abs(x1-1.0));
dxi=alpha*(x2-x1-hx);
dx2=x1-x2+x3;
dx3=-beta*x2;
dy = [dx1; dx2; dx3];

6.2 Algorithm for the synchronization of two Lorenz systems by

CS

function LorSYNC_test

%%input parameters and settings

tStart = 0;

tEnd = 40;

tStep=0.001;

PP1 = [1, 2, 1];

PP3 = [1.01, 2, 1];

PP2 = [-8, 2];

opts = odeset (’RelTol’,le-7,’AbsTol’,le-7);
%% DRIVE

[t,y] = ode45(Q@LorDRIVE,[tStart:tStep:tEnd],PP1,o0pts);

[t2,y2] = ode45(QLorDRIVE,[tStart:tStep:tEnd],PP3,0pts);

%graph of DRIVE system

figure
plot3(y(:,1),y(:,2),y(:,3),y(1,1),y(1,2),y(1,3),’07)
driveX=(y(:,1));

tl=t;

%% RESPONSE

[T,yy]l = ode45(@(tt,in) LorRESPONSE(tt,in,tl,driveX),[tStart:tStep:tEnd],PP2,0pts);

%graph of RESPONSE system
figure

plot3(y(:,1),yy(:,1),yy(:,2),’b-.7,y(:,1),y(:,2),y(:,3),

legend (’DRIVE’, ’RESPONSE’)

figure
plot(t,(y(:,2)-yy(C:,1)),t,(y(:,3)-yy(:,2)))
legend(’Ey’,’Ez’)

figure
plot(t,y(:,2),’b-?,t,y2(:,2),’r--?,’LineWidth’,1.5)
figure

plot(t,y(:,2)-y2(:,2),’b-",’LineWidth’,1.5)

figure

plot3(y(:,1),y(:,2),y(:,3),’b-.",y2(:,1),y2(:,2),y2(:,3),’r--",’LineWidth’,1.5)

legend (’system IC:[1, 2, 1]’,’system IC:[1.01, 2, 1]1°)



34 end

35

36 function [out] = LorDRIVE( t,in )

37

38 Jpocatecni podminky (ze syntaxu ODE45)
39 x = in(1);

40 y = in(2);

41 z = in(3);

42

43 Yparametry
44 sigma = 10;
45 ro = 28;
46 beta = 8/3;
47

48 Yrovnice

49 xdot = sigmax*(y-x);

50 ydot = x*(ro-z) - y;

51 zdot = x*y-betax*z;

52

53 %vystup

54 out = [xdot ydot zdot]’;

55

56 end

57

58 function [out] = LorRESPONSE( tt,in,tl,driveX)
59 driveX = interpl(tl,driveX,tt);
60 %ridici promena X

61

62 yr = in(1);

63 zr = in(2);

64
65
66 Jpuvodni nastavené hodnoty
67 sigma = 10;
68 ro = 28;
69 beta = 8/3;
70
71 Y%rovnice
72 ydot = driveX.x(ro-zr) - yr;
73 zdot = driveX.*yr-betaxzr;
74
76 out = [ydot zdot]’;
76
77 end
. . . .
6.3 Algorithm for the synchronization of two Rossler systems
1 function RosSYNC_test
2 Y%input parameters and settings
3 tStart = 0;
4 tEnd = 200;
5 tStep=0.001;
6 PP1 = [-5, 8];
7 PP3 = [-3, 2];
8 PP2 = [10, 13];

9 opts = odeset(’RelTol’,le-5,’AbsTol’,1e-5);

10 %% DRIVE

11 [t,y] = ode45(QRosDRIVE,[tStart:tStep:tEnd],PP1,o0pts);
12 [t,y2] = ode45(Q@RosDRIVE,[tStart:tStep:tEnd],PP3,0pts);
13 %graph of DRIVE system

14 figure

15 plot3(y(:,1),y(:,2),y(:,3),y(1,1),y(1,2),y(1,3),’07)
16 driveY=(y(:,2));

17 tl=t;

18 %% RESPONSE

19 [T,yy] = ode45(@(tt,in) RosRESPONSE(tt,in,t1,driveY),[tStart:tStep:tEnd],PP2,0pts);
20 Y%graph of RESPONSE system

21 figure

22 plot3(yy(:,1),y(:,2),yy(:,2),’°b-.7,y(:,1),y(:,2),y(:,3),’r--")
23 legend (’DRIVE’,’RESPONSE’)

24 figure

25 plot(t,(y(:,1)-yy(:,1)),t,(y(:,3)-yy(:,2)))

26 legend(’Ex’,’Ez’)

27 figure

28 plot3(y(:,1),y(:,2),y(:,3), LineWidth’,1.5)

29 figure

30 plot(y(:,1),y(:,2),’LineWidth’,1.5)

31 figure

32 plot(y(:,1),y(:,3), LineWidth’,1.5)

33 end

34 function [out] = RosDRIVE( t,in )

35 %Y DRIVE

36 %pocatecni podminky (ze syntaxu ODE45)

37 x = in(1);

38 y = in(2);

39 z = in(3);

41 Yparametry

H

43 a =
44 b =
45 ¢ = H

46 Y%soustava nelinedarnich ODR

.2
.23

H
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xdot = -y-z;

ydot = x+axy;
zdot = b+z*x(x-c);
%rovnice

%vystup

out = [xdot ydot zdot]’;

end

function [out] = RosRESPONSE( tt,in,tl,driveY)

driveY = interpl(tl,driveY,tt);
%ridici promena Y

xr = in(1);
zr = in(2);

%parametry

a =
b =
c =

H

.2
.2

© o o

H

%rovnice

xdot = -driveY-zr;
zdot = b+zr*(xr-c);
out = [xdot zdot]’;
end

6.4 Algorithm for the synchronization of two Rossler systems

by NF

function rossler_discrete_NF

%function for synchronizazion by Negative Feedback for Rossler system

PP=[10 -8 12 1 2 -1];

n=1;

N=10000;

format long

h=0.01;

ALPHA=4;

X=zeros (1,N)’;

Y=zeros(1,N)’;

Z=zeros (1,N)’;

Xr=zeros (1,N)’;

Yr=zeros (1,N)’;

Zr=zeros (1,N) ’;

SOL=zeros (N,7);

X(1)=PP(1);

Y(1)=PP(2);

Z(1)=PP(3);

Xr (1)=PP(4);

Yr (1)=PP(5);

Zr (1)=PP(6);

%systeml

for n=1:N
X(n+1)=X(n)+h*-(Y(n)+Z(n));
Y(n+1)=Y(n)+h*(X(n)+0.2*Y(n));
Z(n+1)=Z(n)+h*(0.2+Z(n)*(X(n)-9));

end;
for n=1:N
Xr(n+1)=Xr (n)+h*-(Yr(n)+Zr (n)+ALPHA* (Xr(n)-X(n)));
Yr(n+1)=Yr(n)+h*(Xr(n)+0.2*Yr(n));
Zr (n+1)=2Zr (n)+h*(0.2+Zr (n)*(Xr(n)-9));
end
for n=1:N
SOL(n,:)=[n X(n) Y(n) Z(n) Xr(n) Yr(an) Zr(m)];
end
figure ();
plot3(sOL(:,2),80L(:,3),S0L(:,4),’b-",80L(:,5),S0L(:,6),S80L(:,7),’r-.");
legend(’drive’,’response’)
end

6.5 Algorithm for the comparison of CS and NF method

function comparison_CS_NF
PP=[2 3 -1 -5 -1 2];
n=1;

N=10"5;

format long

h=0.01;

%coupling coefficient
ALPHA=100;

X=zeros (1,N)’;
Y=zeros(1,N)’;
Z=zeros (1,N)’;
Xr=zeros (1,N)’;
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Xr2=zeros (1,N)’;

Yr=zeros(1,N)’;

Zr=zeros (1,N)’;

Zr2=zeros (1,N)’;

SOL=zeros(N,10);

X(1)=PP(1);

Y(1)=PP(2);

Z(1)=PP(3);

Xr (1)=PP (4);

Yr (1)=PP(5);

Zr (1)=PP (6);

Xr2(1)=PP(4);

Zr2(1)=PP(6);

for n=1:N
X(n+1)=X(n)+h*-(Y(n)+Z(n));
Y(n+1)=Y(n)+h*(X(n)+0.2%Y(n));
Z(n+1)=Z(n)+h*(0.2+Z(n)*(X(n)-9));

end;
for n=1:N
Xr(n+1)=Xr(n)+h*-(Yr(n)+Zr(n));
Yr(n+1)=Yr (n)+h*(Xr(n)+0.2xYr (n)+ALPHA*(Y(n)-Yr(n)));
Zr (n+1)=Zr(n)+h*(0.2+Zr (n)*(Xr(n) -9));
end
for n=1:N
Xr2(n+1)=Xr2(n)+h*-(Y(n)+Zr2(n));
Zr2(n+1)=Zr2(n)+h*(0.2+Zr2 (n)*(Xr2(n)-9));
end
for n=1:N
SOL(n,:)=[n X(n) Y(n) Z(n) Xr(n) Yr(n) Zr(m) Xr2(m) Y(n) Zr2(n)l;
end
figure ()

plot(soL(:,1),80L(:,2),”->,80L(:,1),80L(:,5),”--?,’LineWidth’,2);
legend (’drive x(n)’,’response x_r(n)’),
set (gca,’FontSize’,30)

figure ()
plot(sOL(:,1),S80L(:,4),’->,80L(:,1),80L(:,7),’--",’LineWidth’,2);
legend(’drive z(n)’,’response z_r(n)’)

set (gca,’FontSize’,30)

figure ();

plot3(SOL(:,2),S0L(:,3),S0L(:,4),’b->,SO0L(:,5),SO0L(:,6),S0L(:,7), r~.
legend(’drive’,’response’)
set (gca,’FontSize ’,30)

figure ();
plot(soL(:,1),80L(:,2)-s0L(:,5),S0L(:,1),80L(:,3)-S0L(:,6),S0L(:,1),S80L(:,4)-S0L(:,7),’LineWidth’,2);
legend(’e_x’,’e_y’,’e_z’)

set (gca,’FontSize’,30)

figure ();

plot3(soOL(:,2),s80L(:,3),S0L(:,4),’b-",S0L(:,5),S80L(:,6),S0L(:,7),’r~
legend (’drive’,’response’)

figure ();

plot (SOL(:,1),abs(SOL(:,2)-SOL(:,5)),’LineWidth’,2)

figure();
plot3(sOL(:,2),S0L(:,3),S80L(:,4),’b-">,80L(:,8),S0L(:,9),S80L(:,10),’r-.’,’LineWidth’,2);

legend(’drive’,’response’)
figure ();

plot(sOL(:,1),(SOL(:,5)-SOL(:,8)),S80L(:,1),(sSOL(:,6)-SOL(:,9)),80L(:,1),(SOL(:,7)-S0L(:,10)),’LineWidth’,2)

legend(’e_{x_1}-e_x_2’,’e_y_l-e_y_2’,’e_z_1-e_z_2’)
set (gca,’FontSize’,30)
end

6.6 Algorithm for the transmission and recovery of a bit-stream

function bitstream_discrete

%function to generate bitstream, encrypt it to BETA(t)
%and decrypt to see the square error e_x

PP=[1 6 3];

format long

N=10"5;

h=0.001;

int=(linspace (0,N,N))’;

X=zeros (1,N)’;

Y=zeros (1,N)’;

Z=zeros (1,N)’;

X(1)=PP(1);

Y(1)=PP(2);

Z(1)=PP(3);

X2=zeros (1,N)’;

Y2=zeros (1,N)’;

Z2=zeros (1,N) ’;

X2(1)=PP(1);

Y2(1)=PP(2);

Z2(1)=PP(3);

n=500; %zeros after n digits

k=5; %repear k times

%%GENERATE THE STREAM
%stream=repmat (reshape ([ones(n,1) ones(n,1) zeros(n,1) zeros(n,1)
% zeros(n,1) ones(n,1) ones(n,1) zeros(m,1)
% zeros(n,1) zeros(n,1)],[10*n 1]1),k,1);
%Lstream=length(stream);
%Beta=[zeros(N/4,1);stream;zeros (N-Lstream-N/4,1)];
Beta=(8/3)*ones (N,1);

%plot the generated bit stream

figure

plot (int ,Beta,’LineWidth’,1.5)

legend (’Bit Stream m(t)’)

for n=1:N-1

57

’,’LineWidth’,2);

’LineWidth’,2);



35 X(n+1)=X(n)+h*(10*(Y(n)-X(n)));

36 Y(n+1)=Y(n)+h*(-X(n)*Z(n)+28*X(n)-Y(n));

37 Z(n+1)=Z(n)+h*(X(n)*Y(n)-Beta(n)*Z(n));

38 end

39 for n=1:N-1

40 X2(n+1)=X2(n)+h*(10*(¥Y2(n)-X2(n)));

41 Y2(n+1)=Y2(n)+h*(-X2(n)*Z2(n)+28*X2(n)-Y2(n));
42 Z2(n+1)=22(n)+h*(X2(n)*Y2(n) -(8/3)*22(n));
43 end

44 A=N/2;

45 Yplot difference of signals

46 figure

47 plot(int (1:(A)),X(1:(A)),’r’,int(1:(A)),X2(1:(A)),’b’,’LineWidth’,1)
48 legend (’s(t)’,’x(t)’);

49 %

50 PP2=[4 -8 -5];

51 Xr=zeros(1,N)’;

52 Yr=zeros(1,N)’;

53 Zr=zeros(1,N)’;

54 Xr(1)=PP2(1);

55 Yr(1)=PP2(2);

56 Zr (1)=PP2(3);

57 for n=1:N-1

58 Xr (n+1)=Xr(n)+h*(10*(Yr(n)-Xr(n)));

59 Yr(n+1)=Yr (n)+h*x(-X(n)*Zr (n)+28*X(n)-Yr(n));
60 Zr (n+1)=Zr (n)+h*(X(n)*Yr(n) -(8/3)*Zr(n));
61 end

62 figure();

63 plot3(Xr,Yr,Zr,Xr(1),Yr(1),Zr(1),’0’,X,Y,Z,’~-.”,X(1),Y(1),2(1),’0”)
64 JSquare Error

65 plot (int, (X-Xr)."2)

66 legend(’e_x"2(t)’);

67 end

6.7 Algorithm for the encryption and decryption of an image

function image_cypher

%%hinput parameters and settings

tStart = 0;

tEnd = 60; %delitelne 4

tStep=0.001;

PP1 = [-3, 5, 7];

PP2 = [1, 1, 1];

opts = odeset (’RelTol’,le-5,’AbsTol’,1e-5);

%% DRIVE GENERATION

10 [t,y] = ode45(@LorDRIVE,[tStart:tStep:tEnd],PP1,o0pts);
11 %graph of DRIVE system

12 %figure

13 %plot3(y(:,1),y(:,2),y(:,3),y(1,1),y(1,2),y(1,3),%07)
14 driveX=(y(:,1));

16 ti=t;

16 %% MESSAGE

17 %modulace

18 M = double(imread(’jested.bmp’));

19 figure

20 imshow (M, [0 255])

21 [p,ql=size(M);

22 M = reshape(M,[p*q 11);

23 prum=round(mean(M));

24 M=(M-prum)/10000;

25 Mask=driveX (6001:16000)+M;

26 Mask2=reshape (Mask, [100 100]);

27 figure

28 imshow (Mask2,[min(Mask) max(Mask)]);

29 Ypfridavani nul - NEFUNGUJE

30 m = 1; % po kolika ta nula

31 k = 0; %number of zeros

32 n = length(M);

33 QUTh = reshape([reshape(M,m,[]);zeros(k,n/m)],[],1);
34 0UT = [zeros(6000,1);0UTh;zeros(length(t)-length(0UTh)-6000,1)1;
356 J%test funkce

36 %fceE=Q@(t) .01*cos(20%(t)*pi); % FUNGUJE fceE=@(t) .0Ol*cos(10*(t)*pi) na poli o t=0..500
37 %tau=[tStart:tStep:tEnd];

38 YifceE=fceE(t);

39 Y%newTest=[zeros (10000,1);fceE(1:301);zeros (29700,1)1;
40 Y fceE=fceE’;

41 figure

42 plot(t,0UT,’b’,’LineWidth’,0.5)

43 ylim([-0.02 0.02])

44 xlim([6 16])

45 set(gca,’FontSize’,20)

46 Y informaci davam na k-tou pozici

47 YfceElong=zeros (param*xhust*k,1)

48 YfceElong=zeros(length (IMG)*k,1);

49 YfceElong(l:k:end,1)=fceE;

50 %% MESSAGE MASKING

61 K=(length(t)-1)/5; ’%position in mask

52 St=driveX+0UT; % [zeros(K,1);fceElong;zeros(length(driveX)-length(fceElong)-K,1)]; %message masked
53 Yfigure %graf jak vypada signal *x

54 plot(t,St)

55 figure Y%graf umisteni zpravy ve grafu *xx*

56 plot(t,St-driveX)

67 %% DECRYPTION

58 tiD=t;

59 [TD,yyD] = ode45(@(ttD,in) LorRESPONSE_St(ttD,in,t1D,St),[tStart:tStep:tEnd],PP2,0pts);

©O~NOD O WN
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61 Y%figure %errory

62 Yplot(t,y(:,1)-yyD(:,1),t,y(:,2)-yyD(:,2),t,y(:,3)-yyD(:,3))
63 %legend(’Ex’,’Ey’,’Ez’)

64

65 fceDhelp=St-yyD(:,1);

66 figure %graf po odecteni, chci dostat #*xx*

67 plot(t,fceDhelp)

68 mess=fceDhelp (6000:(6000+(length(0UTh)-1)));
69 mess=reshape(mess,[p ql);

70 mess2=mess*10000+prum;

71 figure

72 imshow(mess2,[0 255]1);

73

74 YfceD2=fceDhelp(K:k:(K+length(fceElong)-1));
75 Yfigure Y%graf zpravy, chci dostat x*x

76 %plot (tau,fceD2)

77 %fceD=St(K:k:K+length(tau)-1)-yyD(K:k:K+length(tau)-1,1);
78 Y%figure

79 %plot(tau,fceD)

80 end

81 function [out] = LorDRIVE( t,in )

82

83 Jpocatecni podminky (ze syntaxu ODE45)

84 x = in(1);

85 y = in(2);

86 z = in(3);

87

88 Jparametry
89 sigma = 10;
90 ro = 28;
91 beta = 8/3;
92

93 Yrovnice

94 xdot = sigma*(y-x);

95 ydot = x*(ro-z) - y;

96 zdot = x*y-betaxz;

97

98 Y%vystup

99 out = [xdot ydot zdotl’;
100

101 end

102

103 function [out] = LorRESPONSE_St(ttD,in,t1D,St)
104 Ymessage St

105 St= interp1(t1D,St,ttD);
106

107 xr = in(1);

108 yr = in(2);

109 zr = in(3);

110

111 Y%parametry

112 sigma = 103

113 ro = 28;

114 beta = 8/3;

115

116 Y%rovnice

117 xdot = sigma*(yr-xr);
118 ydot = St.*(ro-zr) - yr;
119 zdot = St.xyr-beta*zr;
120

121 Yvystup
122 out = [xdot ydot zdotl’;
123 end
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