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Anotace zavérecné prace: Tato bakalarska prace se zabyva problematikou bezpecnosti
poCitacovych siti. Zadanim prace jsou Utoky na aktivni sitové prvky s
cilem odchytu dat mezi dvéma uZivateli. Ve vytvorené siti s topologii
do hvézdy jsou pFipojené uzivatelské stanice na aktivni prvek (switch).
Déle jsou popsané jednotlivé zplsoby Gtokl a vyznam protokolu ARP
k MAC adresam. Je zde pouzitych nékolik program, které dokazi
ziskat a ovladnout kontrolu nad zafizenim. Kvuli velkému mnoZstvi
aktivnich prvk( musi byt upraven i zdrojovy kéd (GNU) téchto
programd. Programy ARPtool a ARPoison vyZaduji operacni systém
linux, konkrétné je zde pouzita distribuce Ubuntu. Program
WinArpAttacker Ize spustit i pod systémem Windows XP.V zavéru
jsou podrobné popsany a zhodnoceny vysledky odchytavani
komunikace pomoci programu WireShark.

Anotace zavérecné prace ENG: The bachelor thesis deals with the topic of the security of computer
networks. The tasks of the bachelor thesis are the attacks on active
network elements with the aim of the catching of data between two
users.

In the created structure with a stellate topology, the user stations have
connect to the active element (switch). In the thesis, the individual
ways of attacks and the significance of ARP proceedings to MAC
addresses have describ. Several programmes have use in order to take
control over the device. Due to a big amount of these active elements
the source code of the programmes had to be alter. The work with the
programmes ARPtool and ARPoison demanded the operational system

Linux, in our case the distribution of Ubunt. The programme
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WinArpAttacker could be set off under the system Windows XP as
well.

The achieved results and the description of the practical part are
discuss in detail in the summary of the thesis. The result is the catching
communication with the help of the programme WireShark.
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