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Abstract

The increasing use of encryption protocols like QUIC enhances Internet security but com-
plicates network traffic analysis by removing access to payload data. This thesis explores
unsupervised machine learning, focusing on clustering algorithms, to group encrypted net-
work flows using basic flow-level features exported via IPFIX. K-Means and HDBSCAN
are applied to the CESNET-QUIC22 dataset and evaluated using homogeneity and normal-
ized mutual information. The Bhattacharyya distance is used to assess class separability.
Results show that clustering can reveal meaningful traffic patterns and application groups,
offering practical methods for encrypted traffic classification and anomaly detection.

Abstrakt

Zvysujici se vyuzivani Sifrovacich protokolt, jako je QUIC, zlepSuje bezpecnost, ale ztézuje
analyzu sitového provozu kvili absenci datovych ndplni. Tato prace zkouma vyuziti metod
uceni bez ucitele, zejména shlukovacich algoritmi, k analyze Sifrovanych sitovych toka po-
moci zdkladnich atributid exportovanych pfes IPFIX. Algoritmy K-Means a HDBSCAN
jsou testovany na datasetu CESNET-QUIC22 a hodnoceny pomoci metrik homogenity a
normalizované vzajemné informace. Bhattacharyyova vzdédlenost slouzi k posouzeni odd-
élitelnosti trid. Vysledky ukazuji, ze shlukovani umoznuje identifikaci vzorcii provozu i v
sifrovaném prostredi a nabizi praktické vyuziti pro klasifikaci a detekci anomalii.
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Chapter 1

Introduction

The increasing adoption of encryption across Internet services has significantly enhanced the
security and privacy of network communication. However, this practice also introduced new
challenges for network analysis because prior to universal encryption of most connections,
classification often used inspection of packet payloads, which is not available. As a result, in
a network community, there is a growing need for alternative methods of encrypted traffic
analysis.

One of the possible alternative approaches is the use of machine learning techniques
and, in particular, unsupervised methods such as clustering. These techniques are usually
used to uncover hidden patterns in data without having knowledge of the samples’ true
labels. In the context of network traffic, clustering can be used to group flows that show
similar statistical characteristics, potentially enabling the identification of applications or
services even when the content of the communication is unavailable.

This thesis focuses on exploring the possibility of clustering encrypted network flows
using a set of basic flow-level features. These features, such as packet counts, byte volumes,
and flow durations, are readily available from most flow exporters and do not require access
to packet payloads. The analysis is performed on the CESNET-QUIC22 dataset, which
contains QUIC-encrypted traffic labeled by application, which can be useful for evaluating
clustering performance.

The structure of the thesis is as follows. Chapter 2 presents the theoretical background,
including clustering techniques and relevant evaluation metrics. Chapter 3 provides an
exploratory analysis of the dataset, highlighting key statistical properties and traffic pat-
terns that will be used during method design. Chapter 4 prepares the clustering method,
including preprocessing steps, the choice of clustering algorithms, and parameter selection.
Chapter 5 presents the results of the clustering experiments and discusses their implications.
Chapter 6 concludes with a summary of the findings and suggestions for future research
directions and practical usage.



Chapter 2

Theoretical background

For the purposes of this thesis, it is necessary to introduce and clarify several key concepts
that form the foundation for the subsequent analyses. Familiarity with these concepts will
facilitate a better understanding of the methods and experiments presented in the following
chapters.

2.1 Network

As this thesis focuses on flow-based clustering of network services, it is important to clarify
several fundamental terms related to networking. Understanding these concepts is essential
for correctly interpreting the methodology and results presented in the following sections.

2.1.1 Flow
A traffic flow, or simply a flow, according to RFC 7011 [1], is defined as a set of packets

or frames observed at a specific point in the network within a given time interval, sharing
a common set of properties. A packet is considered part of a flow if it satisfies all defined
criteria. This definition accommodates flows with zero or more packets and is compatible
with packet sampling mechanisms, since sampling is considered a part of packet treatment.

Flow properties

The properties may be derived from:
o Packet headers (e.g., destination IP address, port number),

o Intrinsic characteristics of the packet (e.g., Multiprotocol Label Switching label count),

o Fields resulting from packet treatment (e.g., next-hop IP, output interface).

2.1.2 IPFIX

The IP Flow Information Export (IPFIX) protocol, standardized in RFC 5101 [4],
provides a mechanism to export network flow information from routers, probes, or other
devices to a collector for further processing and analysis.



Export Process

The IPFIX export process consists of three key components:
o Exporter: the device that observes and collects flow information (e.g., a router).
e Collector: the system that receives, stores and processes exported flow records.

o Information Model: a set of predefined data types and fields (Information Ele-
ments) used to describe the contents of flow records.

Template-Based Structure

IPFIX uses a template-based approach to describe the structure of flow records. Templates
are transmitted periodically by the exporter and define which Information Elements appear
in subsequent data records. This approach allows flexibility and efficiency in describing
various types of flow data.

Transport and Encoding

IPFIX messages are typically transmitted over the Stream Control Transmission Protocol
(SCTP), but support also exists for TCP and UDP. Each message includes a header, one or
more sets of Template or Data Records, and is encoded in a binary format for compactness
and performance.

Applications

IPFIX is widely used for traffic monitoring, network security, and performance analysis.
It allows network operators and researchers to gain insights into network usage patterns,
detect anomalies, and support decision-making based on empirical flow data.

2.1.3 ipfixprobe

ipfixprobe is a high-performance network flow monitoring probe developed by CESNET [3].
It is designed to analyze packet-level network traffic and export enriched flow information
using the IPFIX protocol. The tool supports modular plugins that extract various features
from traffic, such as statistical metrics, protocol-specific attributes, and security-relevant
data.

ipfixprobe is optimized for high-throughput environments and is often used in conjunc-
tion with CESNET’s data acquisition and monitoring infrastructure. It enables detailed
flow-based analysis that is suitable for tasks such as anomaly detection, traffic classification,
and network forensics.

2.1.4 QUIC

QUIC (Quick UDP Internet Connections) is a transport-layer protocol standardized
in RFC 9000 [9]. It is designed to provide low-latency, reliable, and secure connections over
the User Datagram Protocol (UDP). QUIC is designed as a replacement for TCP and TLS
in a unified protocol, optimizing both connection setup and data transmission. QUIC is
popular in modern web services, forming the transport layer for HTTP /3.



Comparison to TCP and TLS

QUIC addresses several inherent limitations of the traditional TCP and TLS stack:

e Connection establishment latency: TCP requires a three-way handshake and,
when combined with TLS, an additional handshake is necessary before secure data
transmission can begin. QUIC integrates the transport and cryptographic handshakes
into a single process, often enabling data transfer within a single round-trip time
(RTT), or even 0-RTT when resuming a session.

« Head-of-Line blocking: TCP enforces in-order delivery at the connection level,
so when a packet is lost, all other packets in a sequence must be buffered until the
missing packet is retransmitted and received. In contrast, QUIC supports multiple
independent data streams within a single connection, allowing data on other streams
to be transmitted without problem even if one stream experiences packet loss.

o Integrated security: QUIC requires the use of TLS 1.3 for all connections, ensuring
end-to-end encryption, authentication, and integrity, unlike TCP, where encryption
is layered on top via TLS.

e Improved mobility support: QUIC connections use Connection ID for identifica-
tion instead of IP address and port pair, allowing seamless connection migration if
a client’s IP address changes. This cannot be natively supported by TCP due to its
design.

2.2 Clustering

Clustering [18] is an unsupervised machine learning technique that focuses on grouping
data objects based on the internal similarities found within the data itself, without the use of
predefined class labels. The objective is to maximize within-cluster similarity while ensuring
that outside-cluster differences are as distinct as possible. The difference is calculated using
the chosen distance metric, which can differ among algorithms. Clustering differs from
supervised classification, which relies on labeled data to build models for assigning class
labels to new instances. Due to its exploratory nature, clustering is also referred to as
unsupervised classification.
Distance metrics
A distance function d (z,y) should satisfy the following equations [13]:

o Law of indiscernability: D (z,y) > 0 with equality iff. = =y,

« Symmetry: D (z,y) = D (y,2),

o Triangular inequality: D (z,y) < D (x,z) + D (z,y).

The most popular ones to choose from are:

1. Euclidean distance (Equation 2.1)

(2.1)




2. Manhattan distance (Equation 2.2)
n
d(w,y) =Y |wi —yil (2:2)
i=1

3. Cosine similarity (Equation 2.3)

_ XYy
oY) = o (23)

2.2.1 K-Means

K-Means [12] is a centroid-based clustering algorithm whose core idea is to minimize the
within-cluster sum of squares between iterations. K-Means is one of the most popular
clustering algorithms due to its simplicity and performance. However, it does not produce
the same clustering for different initial points. As a consequence of this, some sets of initial
points might result in more efficient clustering; therefore, there are some techniques to
choose initial seeds that will produce better results.

Algorithm

1. Initialize n centroids cy, co, ..., ¢,, for example, using random points from the dataset
or any other initialization method.

2. Assign every point x € X, where X is the dataset, to a centroid ¢ with a minimal
value of the chosen distance function.

3. Recalculate centroids using their assigned points, as stated in 2.4.

Cn+1 = Z:]:)lﬂ(c") (24)

4. Return to Step 2 until any point did not change its cluster in this iteration.

2.2.2 DBSCAN

Ester & Krieger et al. proposed [6] a density-based clustering algorithm that can work
efficiently with large databases. The algorithm takes two parameters: a minimal number
of points (MinPts) required to form a cluster and an epsilon distance (Eps) threshold for a
record p to be seen as a neighbor for another point q.

Definition 1 (Eps-neighborhood): Eps-neighborhood of a point Ng,, (p) a set of the points
whose dist (p, q) <= Eps.

Definition 2 (Directly density-reachable points): point g is directly density-reachable from
point p if ¢ € Ngps (p) and |Ngps (¢) | >= MinPts.

Definition 3 (Density-reachable points): point ¢ is density-reachable from point p if there
is a chain of points p, p1, p2 ... pn, ¢, where p;;1 is directly density-reachable from p;.
Definition 4 (Density-connected points): point ¢ is density-connected to point p when
point r exists where both points p and g are density-reachable points from point 7.

From the algorithm’s point of view, cluster C is a set of mutually density-reachable and
density-connected points.



Algorithm

1. Select any unvisited point P.
2. Find all points within a specified distance Eps around P — neighbors P;... P,.

3. If |Py... P,| < minPts, then mark P as a noise. Otherwise, create a new cluster C
with points P, P...P,.

4. For every point I in Py ... Pp:

(a) Mark the point I as visited.

(b) Find all neighbors of I — I4...1I,. If |I1...I,| >= minPts, add them to cluster
C.

5. Repeat until there are no unvisited points in the dataset.

2.2.3 HDBSCAN

HDBSCAN (Hierarchical Density-Based Spatial Clustering of Applications with Noise),
which was proposed by Campello & Moulavi & Sander et al. [2], is an extension to the
classic DBSCAN algorithm. DBSCAN is effective for flat cluster structures but struggles
with varying density levels and nested clusters. HDBSCAN solves this problem by building
a complete hierarchical clustering and extracting a flat clustering through a stability-based
optimization.

HDBSCAN produces a hierarchy of clusters using density estimates and graph theory
constructs and extracts the most significant clusters through an optimization process based
on cluster stability. In the following, the theoretical definitions and algorithmic steps are
outlined that form the core of HDBSCAN.

Definition 1 (Core distance): The distance from a point to its mys-nearest neighbor.
Definition 2 (Mutual reachability distance): defined as seen in Equation 2.5.

dmreach (Tp; Tq) = max (deore (Tp) , deore (%q) , d (zp, 24)) (2.5)

Definition 3 (Mutual reachability graph): A complete graph where edge weights represent
mutual reachability distances.

Definition 4 (Minimum spanning tree): A subset of the edges of a connected, edge-
weighted undirected graph that connects all the vertices together, without any cycles, and
with the minimum possible total edge weight.

Algorithm

The HDBSCAN algorithm constructs a density-based cluster hierarchy and extracts the
most significant clusters as follows:

1. Compute the core distances for all data points based on mps.

2. Build the minimum spanning tree (MST) of the mutual reachability graph.

3. Extend the MST by adding self-edges with weights equal to each point’s core distance.
4. Process the MST:



(a) Set all objects to the same label for the root of the tree.

(b) With every iteration over the nodes, remove all edges of MST.,; in decreasing
order of weights.

This approach allows HDBSCAN to effectively identify clusters of varying densities and
shapes while minimizing sensitivity to parameter choices.

2.3 Clustering Evaluation

The clustering evaluation metrics, via Manning et al. [12], could be divided into two primary
categories: those that require a gold standard, the correct partition that is known or that
produced by human judges with a good level of inter-judge agreement; or the ones that
don’t rely on additional data to evaluate partitioning using its metrics, such as the variance
ratio criterion or the silhouette coefficient.

Criteria

There are several basic requirements for a partition to be considered well-performed:
e High intra-cluster similarity: documents within a cluster are similar.

¢ Low inter-cluster similarity: documents from different clusters are dissimilar.

2.3.1 Homogeneity (purity) score

Purity score [12] is a simple and intuitive metric that calculates the percentage of correctly
assigned records to appropriate clusters. Because the score represents a ratio, where in the
best case, all items are associated with the corresponding group, the score can range between
0 and 1, where incorrect groupings have a score close to 0, and a grouping score with correct
aggregation according to true labels is 1. However, the main drawback of this evaluation
criterion is that there is no penalty for a large number of subsets because partitioning where
every sample is nested in its cluster has a purity score of 1. In [15], Rosenberg and Hirschberg
introduce a criterion referred to as homogeneity, which corresponds conceptually to the
commonly used purity metric. Due to this equivalence, throughout this paper, the term
homogeneity will be used to refer to the purity score, as both metrics capture the same
aspect of cluster quality.

Calculation

1. Calculate the most frequently found true label for every cluster.

2. Divide the number of correctly assigned labels by the number of entries in the dataset.

2.3.2 Normalized Mutual Information (INMI)

Normalized Mutual Information [12] is an evaluation metric that uses the Mutual In-
formation index to analyze partitioning. Mutual Information (MI) measures the extent to
which a term affects the correct prediction of a label, and its calculation is shown on 2.7.
The reason why MI is not used in its original form is the absence of punishment for the
high number of clusters close to the number of records; therefore, NMI is freed from this

10



defect because it has a coefficient in the denominator that consists of the entropy of true
and predicted labels, which grows larger with the number of clusters, consequently lowering
the output value. Thus, NMI is always a number between 0 and 1, and is calculated as
shown in Equation 2.8.

Definition 1. (Entropy): FEntropy measures the uncertainty or randomness of a ran-

dom variable. In clustering, entropy helps quantify how spread out or mixed the true labels
or cluster assignments are. The formula for entropy is shown in Equation 2.6.

 Jwrl (ol
HOQ)=-Y Wk log <N’“) (2.6)
k=1

K J
|wi, N ¢ <N-\wkﬁcj|>
1(Q;C)= log 2.7
®O=2.2 75 el -Jes 27
NMI (Q, C) = L85 C) (2.8)

[H () + H (C)] /2

2.3.3 Contingency matrix

The contingency matrix is a commonly used tool to evaluate the agreement between
two clusterings [16]. Given a set of ground truth labels and predicted cluster labels, the
contingency matrix is a table where each element n;; represents the number of samples that
are in the true cluster ¢ and the predicted cluster j.

Formally, let U = {Uj,Us,...,Ur} be the set of ground truth clusters and V =
{V1,Va,...,Vo} be the set of predicted clusters. The contingency matrix M is defined
as 2.9.

M;; =\U; NV 2.9
J J

2.3.4 Pair confusion matrix

The pair confusion matrix [16] is a commonly used tool to evaluate the similarity between
two groupings. It summarizes the pairwise agreement and disagreement between predicted
and true cluster assignments by considering all possible pairs of samples.

The matrix consists of four components:

o True Positives (TP) Cj;: Pairs that are in the same cluster in both the true and
predicted clusterings.

o False Positives (FP) Cp;: Pairs that are in the same cluster in the predicted
clustering but not in the true clustering.

o False Negatives (FN) Cjo: Pairs that are in the same cluster in the true clustering
but not in the predicted clustering.

o True Negatives (TIN) Cyo: Pairs that are in different clusters in both the true and
predicted clusterings.

The matrix is a useful basis for several pairwise clustering evaluation metrics, such as
the Rand index, which will not be used, however, in this thesis.

11



2.4 Classification complexity

To select a smaller subset of applications, class separation metrics are used to identify a
diverse set of applications. This approach ensures that the unsupervised machine learning
techniques are evaluated across varying environments, progressively increasing the difficulty
of the clustering task as more diverse applications are included. This methodology allows
the assessment of the algorithms’ ability to handle increasingly complex and heterogeneous
application traffic.

2.4.1 Bhattacharyya distance

Bhattacharyya distance [17] is a parametric measure widely used to estimate class sep-
arability in classification problems.

The Bhattacharyya distance between two multivariate normal distributions with mean
vectors 4, up and covariance matrices Y4, X is defined as seen in Equation 2.10.

1 Sa+Np\ ! e
A B
Dp = - (pa— ,UB)T () (A —pB)+ sIn | ———= (2.10)
8 2 2\ VIZallZs]

Equation 2.10 consists of two terms: the first quantifies the separation due to the differ-
ence in class means, and the second captures the divergence due to covariance differences.
The Bhattacharyya coefficient, on which this distance is based, measures the amount of
overlap between two statistical distributions.

In empirical studies, Bhattacharyya distance has been shown to respond effectively to
the elimination of irrelevant features, indicating its utility as a class separability measure
in feature selection and dimensionality reduction tasks.

2.5 Development libraries and technologies

This thesis highly utilizes Python for implementation; however, standalone Python is not
a convenient environment for data science. For this, scientists and developers usually use a
wide range of libraries that implement the necessary instruments to be comfortable working
with data and machine learning.

2.5.1 Scikit-learn

Scikit-learn is an open-source Python library that provides a wide range of state-of-the-art
machine learning algorithms for both supervised and unsupervised tasks [14]. Developed
with the goal of making machine learning accessible to non-specialists, Scikit-learn offers an
easy-to-use interface built on top of the Python scientific ecosystem, particularly leveraging
NumPy, SciPy, and Cython, which also implies high performance for end users. The library
is distributed under the permissive BSD license, which enables its usage in both academic
and commercial settings.

One of the core strengths of Scikit-learn is its consistent and minimalist design. The
library exposes a simplistic API, which is defined by a standard interface with methods
such as fit, predict, and transform, depending on the type of problem. This design
simplifies the workflow for model development, evaluation, and deployment. Scikit-learn
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also provides utilities for model selection, such as cross-validation and hyperparameter opti-
mization through grid search, as well as pipelines that allow chaining of multiple processing
steps.

2.5.2 Matplotlib

Matplotlib is an open-source 2D graphics library for Python that provides a comfortable
environment for creating high-quality plots and visualizations [8]. Originally, it was devel-
oped to replicate the graphics capabilities of MATLAB within Python, but now Matplotlib
enables users to generate publication-quality figures in various formats, including raster
and vector outputs. It supports a wide range of plot types, such as line plots, scatter plots,
bar charts, contour plots, and more.

Matplotlib is popular due to its ease of use, rich functionality, and compatibility with
the Python scientific stack. Provides a Matlab-like procedural interface through the PyLab,
which is currently being replaced by the pyplot module. At the same time, it offers a
more Pythonic object-oriented API for advanced users and developers. Combined with its
support for LaTeX integration and color mapping, Matplotlib has become an essential tool
for scientific plotting and data visualization in Python.

2.6 Related work

Most current approaches to network traffic classification are based on supervised machine
learning methods, where labeled training data are required to learn models that classify
flows into specific application categories. Although these methods achieve high accuracy,
they are impractical in situations where labeled data is unavailable or where new applica-
tions frequently appear. In contrast, this thesis focuses on unsupervised clustering methods,
which allow classification and anomaly detection without the need for labeled data.

In [7], Gijén et al. proposed an unsupervised method for encrypted traffic classification
in cellular radio access networks. Their method utilizes radio connection trace descriptors
such as RRC connection time, uplink/downlink traffic volume, throughput, and activity
ratios. Agglomerative hierarchical clustering was applied to segment traffic into broad
service classes (e.g., messaging, browsing, streaming). Unlike the flow-based approach,
which is approached in this thesis, their method operates on data collected from LTE
base stations and is oriented toward coarse-grained classification for QoE management and
planning. Their features are specifically tailored to the mobile radio interface, while the
method uses per-packet flow-level features and applies to encrypted IP traffic in general-
purpose networks.

In [5], Erman et al. proposed using clustering algorithms, specifically K-Means and
DBSCAN, for traffic classification using only transport layer statistics such as connection
duration, packet size, and byte count in each direction. They demonstrated that unsuper-
vised methods could effectively cluster flows by application, even without payload inspec-
tion. DBSCAN, in particular, was able to detect noise points, highlighting its potential
for anomaly detection. The method developed in this thesis is similar in spirit. However,
their work uses flows’ protocols as labels, whereas this paper aims to prepare a method that
clusters flows based on their application.

In [19], Wang et al. introduced a novel unsupervised algorithm called Seed Expanding
(SE) to cluster malicious traffic into different attack phases. They extracted simple flow-
level features such as packet count, byte count, packet size statistics, and flag indicators,
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which were discretized and binarized prior to clustering. The SE algorithm relies on sim-
ilarity scores and weighted seeds to grow clusters iteratively. Their method is specifically
designed for malicious traffic analysis, whereas the focus of the method presented in this
paper is broader, covering general application classification in encrypted network flows.

14



Chapter 3

Exploratory statistical analysis

The experimental part of this thesis is based on the CESNET-QUIC22 dataset [11],
which is currently one of the largest publicly available datasets for QUIC traffic analysis.
It consists of real-world encrypted traffic collected from high-speed backbone links within
the CESNET2 network, which is the Czech national research and educational network that
serves half a million people. The dataset spans a one-month period, capturing more than
153 million QUIC flows. The flows were exported using ipfixprobe and enriched with
QUIC metadata.

Each record in the dataset represents a bidirectional QUIC flow and includes a compre-
hensive set of flow-level and packet-level features:

« Basic flow statistics: byte counts, packet counts, and flow duration in both direc-
tions.

« Packet sequence metadata: direction, payload sizes, and inter-packet times of up
to the first 30 packets.

« Histograms: packet size and inter-packet time distributions in both directions using
8 logarithmic bins.

o QUIC-specific fields: Server Name Indication (SNI), QUIC version, and user-agent
(where available).

e Labels: 102 service classes and 3 background classes were assigned based on SNI-
domain mappings.

The services were manually mapped from the SNI fields using public documentation,
Netify’s Application Lookup Tool, and expert verification. Background traffic was further
divided into Google, Facebook, and default classes to support open-world classification
scenarios. Dynamic sampling was used to reduce class imbalance: high-volume services
were downsampled up to a 1:15 ratio, while low-volume services were fully retained.

The dataset is designed to support tasks such as encrypted traffic classification, ser-
vice fingerprinting, out-of-distribution detection, and behavior analysis. Given its scale
and diversity, CESNET-QUIC22 allows robust evaluation of clustering and classification
models under realistic traffic conditions. Ethical data handling was prioritized, with strong
anonymization and no access to sensitive client identifiers.

For the experiments performed in this study, the CESNET DataZoo [10] is utilized,
a framework for working with large network traffic datasets and to facilitate research in
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the traffic classification area. The framework offers datasets in multiple predefined sizes:
XS (10 million samples), S (25 million), M (50 million), L (100 million), as well as the full
original dataset. For the purposes of this thesis, the XS version is chosen and a subset of
100,000 flows from the W-2022-44 period name is extracted to perform our clustering
experiments.

3.1 Chosen features

In this study, our analysis is restricted to a set of simple, precomputed features that
are directly available in the dataset, requiring no additional processing. The main idea
behind this choice is to ensure the practicality and reproducibility of the designed clustering
method in real-world scenarios. These features were selected to reflect characteristics that
any standard flow exporter can reliably extract during normal operation. By focusing on
universally accessible flow-level attributes, the method aims to maintain compatibility with
typical network monitoring systems and promote the broader applicability of our method.
Simple flow features include:

« DURATION: Duration of the flow in seconds.

e BYTES: Number of transmitted bytes from client to server.

e« BYTES__REV: Number of transmitted bytes from server to client.

e PACKETS: Number of packets transmitted from client to server.

« PACKETS__REV: Number of packets transmitted from server to client.

The per-packet information (PPI) sequence, which describes the first 30 packets of a flow.
The features it offers are also included in the simple features that the method uses.

e PPI__LEN: Number of packets in the PPI sequence.
e PPI_DURATION: Duration of the PPI sequence in seconds.

« PPI_ROUNDTRIPS: Number of round trips in the PPI sequence.

3.2 Dataset study

It is essential to thoroughly examine this dataset to gain a deeper understanding of its
structure, content, and statistical properties. This insight is crucial for informed decision-
making when clustering and other types of data manipulation.

By analyzing the characteristics of the dataset, such as flow volume, application di-
versity, traffic directionality, and temporal indicators, it is possible to better prepare the
preprocessing steps and interpret the results of the unsupervised learning methods. Further-
more, understanding the dataset’s traffic patterns allows us to evaluate the predictability
and flexibility of the clustering results more accurately.
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Table 3.1: Main statistical characteristics of the dataset.

PACKETS PACKETS_REV BYTES BYTES REV DURATION

mean 44.7 150.6  16399.3 169256.5 9.5
std 626.0 2088.7 688135.5 2636014.8 29.6
50% 12.0 13.0 4178.5 5257.0 0.2
99% 041.0 2628.0 133281.5 3132120.6 136.0

Table 3.1 presents the default statistical characteristics of the most relevant features in
the dataset. The data reveal that, on average, network flows are mostly download-oriented.
This is evidenced by a significantly higher number of packets and bytes transmitted from
the server to the client compared to those sent from the client to the server. This pattern
is typical in modern Internet usage, where clients frequently request and consume large
amounts of content hosted on remote servers.

Direction of the flow
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Figure 3.1: Number of flows with different data direction.

Figure 3.1 presents the number of flows grouped by their predominant data direction,
either upload or download. A flow was classified as a download if the client sent at least
1.5 times more bytes than it received, indicating a larger volume of outbound data than
inbound. In contrast, flows in which the client received significantly more data were marked
as uploads. This heuristic helps differentiate between typical client-server interactions, such
as web browsing or file transfers, and is particularly useful when explicit service labels are
unavailable.

Figure 3.2 shows the distribution of the most common applications found in the dataset.
As illustrated, most are API-based services and multimedia streaming platforms. These
applications are characterized by frequent, lightweight exchanges (as seen with RESTful
APIs or real-time updates) or sustained high-bandwidth flows (as with video or audio
streaming). The prevalence of such services suggests that the dataset contains a mix of
interactive and passive usage patterns, which can be valuable for identifying clusters based
on traffic behavior rather than application protocol alone.

Figure 3.3 presents the distribution of traffic categories within the dataset. As observed,
the most prevalent category is Streaming Media, indicating a significant proportion of
flows associated with multimedia content delivery. This is followed by a large category la-
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beled Other Services and APIs, suggesting that a substantial portion of the flows could
not be accurately categorized, and they could not be a part of category-based classifica-
tion. Additional prominent categories include Advertising, Games, and Authentication
Services, each representing a considerable share of total traffic.

3.3 Concrete apps study

In this section, a selection of applications from the dataset is examined to characterize
their traffic signatures using the defined set of features. Each application is compared
against either the overall dataset or other individual applications in order to identify unique
behavioral traits and determine the extent to which these traits differentiate them from
others.

This analysis serves as a foundational step in evaluating the feasibility of application-
level clustering based on the selected features. By identifying distinct patterns of behavior,
this section aims to understand whether these features provide sufficient discriminatory
power for unsupervised learning algorithms to reliably separate flows associated with dif-
ferent applications. Figures 3.4, 3.5, 3.6 show a comparison between percentiles of features
of different apps involved and analyzed in the section.

Client-to-server packets percentiles Server-to-client packets percentiles
105 —— facebook-media —— facebook-media
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Figure 3.4: Packets percentiles distribution.

3.3.1 Facebook Media

Firstly, Facebook Media is in focus as a typical example of the most prevalent category:
Streaming Media.

As expected, the data clearly reflects a dominant server-to-client communication pat-
tern, which is typical for multimedia streaming applications. The median number of bytes
sent from server to client is nearly ten times higher than that in the reverse direction, and
this difference grows significantly at the upper percentiles, reaching up to a 40x difference
at the 75th percentile. Although most of the data are sent to the client, there is still a
measurable amount of client-to-server communication, which is likely associated with tasks
such as control messages, metadata uploads, or low-resolution media synchronization, which
are crucial for every media streaming app.

In particular, both the mean and median values for the volume of bytes from server to
client exceed those of the overall dataset, indicating that a large volume of downloaded data
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Figure 3.5: Bytes percentiles distribution.

may be used to distinguish Facebook Media traffic from other types of applications. The
number of packets sent from server to client is also much higher than the dataset average,
showing signs of a download-heavy flow pattern, which also supports the previously stated
observation.

Regarding flow duration, Facebook Media sessions are relatively stable and moderately
long. The median duration is approximately twice that of the overall dataset, and the
mean is about 1.25 times higher. These data suggest that the connections are supported
for a sufficient period to execute the transfer of large multimedia payloads, rather than for
extended interactivity or session persistence.

With a median and mean of the PPI sequence length both approaching the upper
boundary of 30, it is evident that most flows contain at least 30 packets, which is consistent
with the assumption we made for large media file transfers or adaptive bitrate streaming.

Last but not least, the PPI sequence duration remains relatively low compared to the
dataset’s average, where the mean duration is 1.36 seconds. In comparison, the 90th per-
centile remains close at 1.11 seconds, suggesting limited variance and short-lived bursts of
high-volume traffic. This also supports our theory about the transmission model, which is
typical for media streaming, where data is sent in dense packets over brief intervals rather
than in a steady, continuous stream.

3.3.2 OpenX

Secondly, we examine a representative application from the second most common category
— Advertising — excluding the broad Other Services and APIs group. For this purpose, we
selected OpenX, an advertising exchange platform.

The traffic pattern reveals a relatively balanced, bidirectional communication. Both the
median and the 75th percentile values for bytes and packets transmitted in each direction
are nearly identical, with slightly higher values observed in the client-to-server direction.
However, certain edge cases demonstrate notable server-to-client dominance, indicating the
presence of occasional unidirectional data bursts — possibly related to ad content delivery.

Compared to the overall dataset, OpenX displays median values for bytes and packets
that are closely aligned with global statistics. However, its mean values are significantly
higher in both directions, which may indicate the presence of outliers or skewed distribu-
tions. These findings suggest that OpenX — and as a result, other Advertising applica-
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Figure 3.6: Duration and PPI sequence percentiles distribution.

tions — do not typically transmit large volumes of data. Instead, they expose moderate
throughput similar to applications that serve lightweight assets such as banner ads, embed-
ded trackers, and small media components, while also engaging in back-and-forth exchanges
for user interaction logging or behavioral tracking.

The average flow duration for OpenX is close to 10 seconds, while the median is 0.53

seconds—slightly higher than Facebook Media’s median duration, but with a 75th percentile
value approximately 33 % lower. Nevertheless, the median duration remains around 50 %
higher than the full dataset, suggesting that while OpenX connections are relatively brief,
they often persist long enough to support the underlying interaction model typical of ad
exchanges.
The PPI sequence length distribution is more closely aligned with the overall dataset than
with Facebook Media. The median value of 23 indicates that at least half of the OpenX
flows contain fewer than 30 packets, reinforcing the observation that advertising-related
communication tends to be low in volume.

Interestingly, OpenX exhibits a higher number of PPI round trips than both the dataset
average and Facebook Media. The median is elevated by approximately one unit, and the
75th percentile shows an even greater growth. This pattern could be an indicator for more
interactive and two-way communication— which is likely caused because of negotiation,
tracking, or verification mechanisms that require consistent client-server exchanges.
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Finally, PPI duration for OpenX is considerably longer than that observed in both the
overall dataset and Facebook Media. This extended duration may reflect the behavior of
Advertising applications, which often do not transfer large payloads but instead maintain
ongoing flows. At the same time, client-side data is being collected or computed.

3.3.3 Easybrain

Finally, we analyze a representative application from the last major category — Games.
The application with the highest number of flows in this category is Easybrain, a mobile
gaming platform.

The data reveals a generally bidirectional communication pattern between client and
server, as indicated by the close similarity in median and 75th percentile values for packet
counts in both directions. While this behavior mirrors the communication model seen in
OpenX, the overall number of packets in Easybrain flows is approximately ten packets
lower on average, and notably below the dataset mean, making packet volume a potentially
valuable feature for distinguishing game-related traffic from other categories.

With both median and 75th percentile values for BYTES_REV surpassing their client-
to-server counterparts, Easybrain shows a tiny advantage of server-based communication
regarding byte-level statistics. Nevertheless, the difference is rather small, implying a rather
equal data exchange. Easybrain manages lightweight data exchanges — probably related
to state synchronization, matchmaking, or event reporting in online games — as most
client-to-server flows remain under 7 kilobytes and 75 % of server-to-client flows fall below
4 kilobytes.

The flow duration for Easybrain is significantly shorter than that for OpenX and the
whole dataset averages. The median duration is more than 50 % lower than the same from
OpenX, while the 75th percentile is nearly 900 % shorter. This significant reduction in flow
lifetime reinforces the hypothesis that Easybrain performs brief, high-frequency interactions
rather than long-lived sessions, consistent with the behavior of casual or mobile games that
perform periodic updates rather than continuous data streams.

The PPI sequence length, which reflects the number of packets within the initial flow
segment (up to 30), further illustrates the lightweight nature of Easybrain’s traffic. The
mean value is approximately 20 packets, and the 75th percentile reaches only 25, suggesting
that a substantial portion of flows do not fully utilize the 30-packet window. This again
points toward a usage pattern dominated by short, bursty transmissions—typically for game
state updates or server synchronization, rather than sustained data transfer.

3.4 Category apps study

Next, we perform a statistical analysis of the aggregated app categories to compare their
average feature values with those of their corresponding representative applications. The
goal of this comparison is dual: first, to verify the internal consistency of each category by
checking whether the representative app exhibits typical behavior for its group; and second,
to evaluate the potential for clustering at the category level rather than at the individual
application level.

Such an approach can offer several advantages. If representative apps align well with
their respective categories in terms of statistical characteristics, such as flow duration,
packet size, or number of bytes sent in either direction, it would suggest that the current
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categorization is meaningful. This, in turn, can prove that we can treat app categories as
clusterable units in scenarios where app-level labeling is unavailable or incomplete.

On the other hand, if significant deviations are observed between a representative app
and its broader category, this may indicate misclassification or highlight outlier applications
with atypical traffic behavior, at least according to a given category. Identifying these
anomalies can be valuable for improving the dataset’s labeling accuracy, refining clustering
methods, or even detecting applications with unique network signatures that merit separate
analysis.

Overall, this analysis serves as an intermediate validation step, bridging low-level flow
statistics with higher-level semantic groupings and providing insight into the structure and
integrity of the dataset.

3.4.1 Streaming media

We begin our analysis with the most populated flow category in the dataset: Streaming
Media. and its comparison with the app we discussed earlier — Facebook Media
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Figure 3.7: Comparison of key features of Streaming media.

Figure 3.7 depicts a percentile distribution of the most different features between the
category and its according app. As expected, the communication pattern within this cate-
gory is predominantly server-to-client, reflecting the nature of media delivery. The volume
of data sent from the client to the server is closely aligned with the dataset’s average. In
contrast, the volume from the server to the client is significantly higher, which is typical
for content consumption scenarios.

This category shares several characteristics with its representative application, Facebook
Media, which was analyzed earlier. However, there are also significant differences, as, for
instance, the average number of bytes sent from servers to clients in the overall category
is approximately 10 times lower than that of Facebook Media. Similarly, there is almost a
five-fold difference in the number of packets exchanged in both directions. These disparities
suggest that Facebook Media represents a more data-intensive or ,volumetric“ example
within the category. Flow duration in the Streaming Media category is shorter than the
dataset average, whilst being slightly longer than Facebook Media’s. This indicates that
many streaming applications may establish shorter-lived connections optimized for rapid
media content delivery. Additionally, the PPI sequence length is close to the dataset mean
but remains significantly lower than that of Facebook Media, further confirming the idea
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that typical streaming flows are not sustained for long periods. The average number of PPI
round trips is also near the dataset mean and lower than Facebook Media’s, which implies
that while some bidirectional communication or synchronization from the client is required,
it is generally minimal. Interestingly, the PPI sequence duration for the category is 2.57
seconds—approximately one second shorter than the dataset mean, yet one second longer
than that of Facebook Media. This may indicate burst-like traffic behavior, which suggests
large volumes of data are exchanged quickly within short intervals. Overall, while the
representative application and its category share most core patterns, the difference between
several key indicators raises an important observation: the Streaming Media category may
include a range of applications with varying behaviors. This variability creates challenges
when attempting to cluster flows only based on category labels and suggests the possibility
of encountering problems with such a way of partitioning.

3.4.2 Advertising

Next, we examine the Advertising category and compare it with its representative from
the previous chapter: OpenX.
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Figure 3.8: Comparison of key features of Advertising.

Figure 3.8 depicts a percentile distribution of the most different features between the
category and its according app.

The 50th and 75th percentiles for packet counts in the Advertising category are quite
similar to those of the OpenX application, as well as to the corresponding percentiles in the
overall dataset. However, the server-to-client packet mean in the category is significantly
lower than the mean observed in the full dataset, which indicates relatively balanced, bidi-
rectional communication—a behavior typical of Advertising applications, which often de-
liver content and simultaneously collect analytical data. Interestingly, the category’s mean
is 33 % higher than OpenX’s, suggesting that other applications within the category may
transmit more data downstream than the OpenX application.

The byte indicators closely resemble those of OpenX, with only minor deviations across
percentiles. However, the server-to-client byte mean is again 33 % higher than OpenX’s,
reflecting a slightly increased downstream traffic load within the category. When compared
to the dataset’s statistics, the percentiles are relatively close. Still, the client-to-server byte
mean of the dataset is 60 % higher than the category’s, and the server-to-client byte mean
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is twice as high, indicating that the Advertising category typically occupies the lower to
mid-range in terms of data volume.

Flow duration statistics between the category and OpenX reveal some differences. The
50th percentile for duration in the category is 0.27 seconds, which is almost half of OpenX’s.
The 75th percentile of the category is approximately 15 % lower than OpenX’s, although
their mean durations are relatively close. The data suggests that apps from the Adver-
tising category establish relatively short-lived connections, with some of the applications
potentially requiring even less time to complete data transfer. This is also supported by the
slightly higher server-to-client mean in the category, indicating that some apps may focus
more on ad delivery than telemetry collection. While the mean values for PPI duration are
comparable between the categories and OpenX, the percentiles vary.

The PPI sequence length in the Advertising category is lower than that of both OpenX
and the dataset in terms of both median and mean. This implies that many flows in the
category do not reach the maximum 30-packet threshold, supporting the hypothesis of brief,
low-volume connections in this type of traffic.

The PPI roundtrip count in the Advertising category is higher than the dataset’s but
lower than OpenX’s, suggesting that while bidirectional communication is a common trait
among applications in this category, it may be less frequent than what is observed in
OpenX. This also supports the theory that certain applications in the category place greater
emphasis on server-to-client communication.

In summary, while OpenX provides a reasonable representation of the Advertising cat-
egory, there are measurable differences that point to variability in traffic patterns among
the applications within the category.

3.4.3 Games

We now turn to the final category under consideration: Games, and compare its aggregated
behavior to that of its representative application, Easybrain, analyzed previously.
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Figure 3.9: Comparison of key features of Games.

Figure 3.9 depicts a percentile distribution of the most different features between the
category and its according app.

The median number of packets in the Games category is comparable to that of Easy-
brain; however, differences emerge at higher percentiles and in the mean values. This is
particularly evident in the client-to-server direction, where the mean value for the cate-
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gory is three times higher than Easybrain’s. And also, the mean number of packets in the
client-to-server direction for the Games category is approximately 45 % higher than entire
dataset’s.

Flow duration metrics also show divergence between the category and Easybrain. For
example, the 75th percentile of the Games category is 2.5 times higher than the Easybrain
application indicator, while the mean duration is 0.4 seconds lower, indicating that although
many applications within the category establish longer-lived connections than Easybrain,
others may exhibit significantly shorter sessions.

The volume of bytes from client to server has a huge difference with the app. While
the mean and median values for server-to-client bytes in the category are relatively close
to Easybrain’s, the mean client-to-server byte volume in the category is nearly 15 times
greater, suggesting the presence of an outlier application with a substantially different traffic
signature.

Upon closer inspection, the Gamedock application was identified as this outlier. It
displays a markedly different traffic pattern from both the category and Easybrain. The
medians for packets sent in both directions are roughly twice as high as those in the category
and in Easybrain. Furthermore, the mean number of packets sent from client to server and
from server to client are approximately 24 times and 5 times higher than Easybrain’s,
respectively.

The byte-level analysis supports this distinction. While Gamedock’s mean server-to-
client byte volume is comparable to Easybrain’s, its median is three times higher. Most
notably, Gamedock’s mean client-to-server byte volume is approximately 2 MB, which is
about 500 times greater than Easybrain’s. These characteristics suggest that Easybrain
exhibits a notably distinct traffic profile, which is highly focused on high-volume client-to-
server with a bit of server-to-client interactions.

Flow duration for Gamedock also exceeds that of Easybrain, with a mean of 7.88 seconds
compared to Easybrain’s 4.38 seconds. This increased duration can be logically explained
as larger volume of data transferred, which requires longer connection times.

The PPl-level features further support this distinction. Gamedock’s PPI sequence
length has a mean of 27.48, compared to Easybrain’s 20, indicating that most flows contain
the maximum of 30 packets. Additionally, the PPI round-trip count is 50 % higher than
that of Easybrain.

These findings reinforce the conclusion that category-based classification or clustering is
not suitable, as categories often contain highly heterogeneous applications with significantly
different traffic signatures. Since categorization is based solely on SNI information, this pa-
per will focus instead on per-application clustering, avoiding category-level generalizations.
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Chapter 4

Method design

In this chapter, we develop a clustering methodology that will be used for flow-based iden-
tification of network services. The design of this approach is strongly influenced by the
structure and ideas derived from the dataset analysis presented in Chapter 3, and although
certain methodological choices are made with dataset-specific characteristics in mind, the
overall framework remains broadly applicable and would require minimal adaptation when
applied to other datasets.

A critical aspect of this process is the selection of an appropriate suite of clustering
algorithms capable of effectively partitioning network traffic. An equally important part is
the design of a preprocessing pipeline that will transform the dataset into a representation
suitable for use with the selected algorithms.

4.1 Preproccessing

The dataset is preprocessed using a standard scaler, which normalizes each feature by
subtracting the mean and scaling to unit variance. This standardization step is essential
to ensure that all features contribute equally to the distance metrics used by the clustering
algorithms, thereby preventing any single feature from disproportionately influencing the
clustering outcome.

4.2 Feature engineering

For this experiment, we introduce two additional features: BYTES_PER_ PACKET
and BYTES_PER__PACKET_REV, which are calculated as the ratio of BYTES to
PACKETS, and BYTES_REV to PACKETS_REV, respectively. These new features represent the
average size of transmitted packets in both communication directions. They are particu-
larly useful in distinguishing between application types: data-centric applications, such as
streaming media or download-oriented services, tend to show higher values for these fea-
tures, whereas applications characterized by frequent, but small exchanges, as signaling or
telemetry, etc., typically have lower values. Including these features enhances the method’s
ability to capture differences in traffic behavior beyond simple volume-based metrics.
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4.3 Clustering algorithms

In this thesis, we select several clustering algorithms to evaluate their effectiveness in flow-
based network traffic classification. The selection is motivated both by the distinct charac-
teristics of the algorithms, which offer different clustering paradigms, and by the need to
compare their performance in the task. Some choices are also informed by prior work, such
as the study presented in [5], which demonstrated the practical utility of certain methods
in this domain. The first algorithm selected is K-Means, which serves as a baseline due to
its simplicity, broad usage, and established effectiveness in numerous unsupervised learning
tasks, including network traffic analysis. Lastly, we include HDBSCAN, a state-of-the-
art clustering technique available in the Scikit-Learn ecosystem. Although HDBSCAN has
shown strong performance on complex and heterogeneous datasets, it has not yet been
specifically validated in the context of network traffic clustering, and including it in this
evaluation enables us to measure its potential applicability in the domain.

4.4 Parameter tuning

Parameter tuning is a critical aspect of clustering performance, and careful selection of these
parameters is essential to ensure the validity and reliability of the experimental outcomes.
In this study, we take deliberate steps to configure algorithm parameters appropriately in
order to prevent experimental contamination and bias.

For K-Means, the primary parameter is the number of clusters, K. Given that the
dataset includes labeled instances, we can directly bind K to the number of known classes.
However, to gain deeper insights into how clustering performance scales with increased
model complexity, we perform several K-Means runs using different multiples of the true
number of labels. This allows us to analyze the sensitivity of the clustering metrics to the
number of clusters.

Finally, HDBSCAN requires only one main parameter: the minimum cluster size.
The minimum cluster size parameter is set to 7, which is based on the smallest number of
samples associated with any single label in the dataset.

4.5 Evaluation metrics

The quality of the clustering results is evaluated using two principal metrics: homogeneity
score and Normalized Mutual Information (NMI), both of which were introduced
earlier. These metrics evaluate the extent to which the resulting clusters correspond to the
ground truth labels, either application-specific or category-based.

The homogeneity score measures whether each group contains only members of a
single class. Although it is an intuitive and interpretable metric, it has a known tendency
to increase with the number of clusters, potentially overestimating clustering quality in
over-partitioned scenarios. Despite this limitation, it remains useful due to its simplicity
and transparency.

As an addition, NMI is used as a secondary and more reliable metric. NMI quantifies
the mutual dependence between the predicted cluster assignments and the true labels,
normalized to ensure comparability across different clustering configurations. Importantly
for the method and the studies, it provides a penalty for large numbers of clusters, helping
to evade the problems seen in homogeneity and providing a more balanced view of clustering

28



performance. Therefore, while homogeneity offers initial insights, NMI is considered a more
reliable indicator for comparing clustering algorithms under varying conditions.

In addition to homogeneity and NMI, we employ two additional evaluation methods:
the contingency matrix and the pair confusion matrix. The contingency matrix is
primarily used for clustering scenarios involving a small number of applications, in the
experiment up to five, as it becomes increasingly difficult to interpret with a larger number
of labels or clusters. This matrix provides valuable information on which applications
are misclustered with others, allowing for a detailed analysis of clustering behavior at the
application level.

In reverse, the pair confusion matrix is much more useful for experiments involving a
larger number of applications, where the contingency matrix loses interpretability. Although
the contingency matrix provides the same information and more, the pair confusion matrix
offers a more scalable way to quantify clustering performance. Specifically, it reveals the
proportion of correctly clustered flow pairs and the types of misclassification errors (false
positives and false negatives), which makes it particularly useful for comparing clustering
algorithms across more complex scenarios.

4.6 Visualization

The results of clustering are projected using t-SNE on a two-dimensional plane, which is
available in the Scikit-Learn library.

4.7 Iterative refinement process

The primary approach used in this study is a progressive increase in the number of clustered
applications. Initially, we tried to cluster all applications simultaneously. If this approach
is classified as ineffective using the discussed metrics and due to high heterogeneity or
overlapping traffic patterns, we perform a stepwise strategy, starting with just two applica-
tions and incrementally increasing their number. This gradual expansion is also performed
with parameter tuning at each stage, allowing us to adapt the clustering configuration and
evaluate its effectiveness under varying levels of complexity.

Subsets of applications are selected using class separation metrics, specifically the
Bhattacharyya distance. The selection process follows a greedy strategy: initially, the
two applications with the highest pairwise separation score are selected. Subsequently,
additional applications are evaluated based on their minimum separation score, which is
based on each app in the set already selected. At each step, the application that maximizes
this minimum score is added to the subset. This approach guarantees that the chosen
applications have the highest possible degree of mutual separability, thereby facilitating
more meaningful clustering evaluations.

4.8 Practical implementation

All technologies, algorithms, and evaluation metrics discussed in this chapter are imple-
mented using the Scikit-Learn library for Python, which serves as the primary tool for
clustering algorithm development and evaluation. The CESNET DataZoo provides the
dataset in the form of a pandas' DataFrame, enabling efficient data manipulation and sta-

"https://pandas.pydata.org/
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tistical analysis. For visualization purposes, the matplotlib library is used, specifically its
pyplot submodule, which is popular to generate high-quality plots and graphical summaries.

4.9 Summary

Dataset Preprocessing en';‘ie:é:rr?ng Apps selection Clustering Evaluation Visualization
) “pair
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/Contingency,
matrix

Figure 4.1: Final method design.

Figure 4.1 shows the diagram of the final method design, steps marked with a dotted
line are optional and not featured in every experiment in this thesis. In summary, the
preprocessing stage includes a Standard Scaler to normalize feature distributions, ensuring
equal contribution of each feature during clustering. The selected clustering algorithms
include K-Means and HDBSCAN, chosen for their proven effectiveness in partitioning. For
evaluation, we utilize two well-established metrics: the Homogeneity Score, which measures
the consistency of labels within clusters, and Normalized Mutual Information (NMI), which
provides a balanced assessment accounting for both cluster quality and complexity. All
preprocessing, clustering, and evaluation tasks are implemented using Python, primarily
powered by the Scikit-Learn library. As a potential direction for future work, including
additional clustering algorithms, such as hierarchical or spectral clustering, could further
enhance the flexibility and effectiveness of the method.
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Chapter 5

Simple features clustering

In this experiment, we focus on clustering network flows using only the ’simple’ features
that were introduced in the previous chapter. The objective is to evaluate whether it is
possible to meaningfully partition the flows based only on these selected characteristics, or
at least to determine whether the resulting groupings have a degree of structure sufficient
for practical applications.

5.1 Initial clustering

We begin the clustering experiments by applying the K-Means algorithm to the whole
dataset, which contains 100,000 network flows corresponding to 101 unique application
labels, which were analyzed in the previous chapter. As K-Means requires only specification,
that is, the number of clusters K, we initially set this parameter to 101, corresponding to
the number of known labels, and subsequently explore its multiples.

NMI score of K-Means
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Figure 5.1: Homogeneity and NMI scores of whole dataset clustering using K-Means.

Figure 5.1 depicts the homogeneity and NMI scores achieved by K-Means using different
initial configurations. Although the homogeneity score improves as the number of clusters
increases, this rule works due to the nature of the metric itself. Even at its highest point,
the homogeneity score only slightly exceeds 40 %, indicating that the clustering quality
remains relatively low. A general upward trend is observed on the NMI graph, suggesting
that adding more clusters improves the clustering accuracy rather than decreasing the score.
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This is particularly notable because NMI penalizes large numbers of clusters. Nevertheless,
the overall NMI values remain unsatisfactory for practical use.

Table 5.1: Normalized pair confusion matrix of whole dataset K-Means and 101 K.

Predicted not paired Predicted paired

True not paired 0 0.33
True paired 0.62 0.05

The normalized confusion matrix for K-Means clustering with 101 clusters is shown in
Table 5.1. The matrix reveals that only approximately 5% of the flow pairs are correctly
clustered. In contrast, 33 % of pairs represent false positives, where flows from different
applications are assigned to the same cluster, and 62 % represent false negatives, where
flows belonging to the same application are split between different clusters.

HDBSCAN identified a total of 2,063 clusters when applied to the full dataset. With-
out removing noise-labeled points, the algorithm achieved a homogeneity score of 0.324 and
an NMI score of 0.307. After excluding noise points, the homogeneity score and the NMI
score improved significantly to 0.67 and 0.455, respectively. However, the algorithm labeled
51,786 of 100,000 flows, more than half of the dataset, as noise. Although HDBSCAN out-
performs K-Means in terms of cluster purity, its effectiveness comes at the cost of drastically
reducing the usable portion of the dataset. Consequently, although the remaining flows are
grouped with relatively high precision, this result severely limits the model’s applicability
for comprehensive classification, as a substantial portion of the traffic remains unclassified.

Table 5.2: Normalized pair confusion matrix of whole dataset HDBSCAN without noise.

Predicted not paired Predicted paired

True not paired 0 0.13
True paired 0.85 0.02

Table 5.2 presents the normalized confusion matrix for the HDBSCAN clustering results.
The matrix indicates that only 2% of flow pairs are correctly clustered. This suggests
that despite HDBSCAN achieving a higher homogeneity score than K-Means, its overall
clustering performance is not necessarily better, especially when considering the broader
classification objectives. The distribution of incorrect pairings shows that 13 % of flow pairs
are false positives and 85 % are false negatives. These findings highlight that HDBSCAN
may be more suitable in scenarios where minimizing inter-application overlap within clusters
is prioritized, even at the cost of fragmenting flows from the same application or reducing
the overall dataset size due to noise exclusion.

In conclusion, it is possible to state that it is hard to cluster the whole dataset using
only ,simple* features with our initial configuration. However, we can try to start with
successfully clustering two apps, adding new apps one by one, and if it is hard even with a
few apps, then we can state that it is impossible to cluster flows using only these features.
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5.2 Two apps

Due to the inability to effectively partition all application labels at once, we begin with
a smaller subset of applications and increase their number step by step. We started by
selecting the two most distinct applications, as indicated by the Bhattacharyya distance
distance metric: Alza Web API (ID 40) and MDPI (ID 81).
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Figure 5.2: t-SNE projection of 2 apps true labels.

Figure 5.2 presents the t-SNE projection of the ground-truth labels into two dimensions.
As observed, the applications form well-separated clusters, suggesting that the clustering
algorithms should be able to distinguish between them without difficulty.

Applying K-Means with K = 2 resulted in perfect clustering, resulting in homogeneity
and NMI scores of 1.0, indicating flawless alignment with the ground truth. Therefore, no
additional evaluation metrics are necessary.

In addition, HDBSCAN, with predefined parameters, produced perfect clustering re-
sults similar to K-Means, achieving both homogeneity and an NMI score of 1.0.

Given that most algorithms successfully clustered the two applications, we proceed to
the next step: clustering three applications.

5.3 Three apps

Now, we proceed to clustering three distinct applications. Once again, the indicator of
dissimilarity — the Bhattacharyya distance — identified the same set of applications. In
addition to Alza Web API and MDPI, the third application is Instagram (ID 34).
Figure 5.3 illustrates the t-SNE projection of the ground-truth labels in two dimensions.
As shown, Instagram flows form two separate clusters: one is located near MDPI and the
other near the Alza Web API. This fragmented location introduces complications, as clus-
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t-SNE visualization of the dataset
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Figure 5.3: t-SNE projection of 3 apps true labels.

tering algorithms may struggle to accurately separate flows. The existence of two distinct
Instagram clusters suggests either the existence of outliers or dual behavioral patterns in
its network signature, potentially corresponding to flows with significantly different data
volumes and durations.

Figure 5.4 presents the homogeneity and NMI scores for various K-Means runs using
different values of K. These results confirm our concerns regarding the clustering of Insta-
gram flows. The homogeneity score only reaches 1 when K = 9, which is notably high given
that only three applications are being clustered. Meanwhile, the NMI score decreases with
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Figure 5.4: Homogeneity and NMI scores of K-Means of 3 apps.
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larger K values, indicating that the initial clustering results are better in terms of mutual
information.

t-SNE visualization of K-Means (K = 3) t-SNE visualization of K-Means (K = 9)
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Figure 5.5: t-SNE projection of K-Means clustering of 3 apps with K =3 and K = 9.

The clustering results for K-Means with K = 3 and K = 9 are visualized in Figure 5.5.
For K = 3, the algorithm successfully separates MDPI and a subset of Instagram flows.
However, it groups Alza Web API with the remaining Instagram flows, resulting in a clus-
tering outcome that approximates the ground truth but does not achieve perfect separation.
For K =9, the algorithm achieves a homogeneity score of 1 by assigning the two distinct
Instagram flow groups into separate clusters, while also sub-clustering flows from the MDPI.
Notably, it still groups all the flows of the Alza Web API together.

t-SNE visualization of HDBSCAN
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Figure 5.6: t-SNE projection of HDBSCAN clustering of 3 apps.
HDBSCAN achieves a homogeneity score of approximately 0.9 and an NMI score of

around 0.92. Labeling one flow as noise does not significantly affect the homogeneity score.
Figure 5.6 shows the t-SNE projection of the HDBSCAN clustering results. As is evident,
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the algorithm correctly clusters the Alza Web API and one subset of Instagram flows, but
merges the remaining Instagram flows with MDPI. Additionally, one MDPI flow is marked
as noise.

5.4 Five apps

Up to this point, the clustering results have remained reasonably acceptable. In the next
step, we increase the complexity by clustering five applications simultaneously.

At this stage, two more applications are added, besides Alza Web API, MDPI and
Instagram: these are YouTube (ID 15) and Google Autofill (ID 23).
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Figure 5.7: t-SNE projection of 5 apps true labels.

Figure 5.7 displays the t-SNE projection of the flows with ground-truth labels. As
illustrated, the data becomes increasingly difficult to visually distinguish: for example, one
subset of YouTube flows is intermixed with Google Autofill, while another overlaps with
both Google Autofill and Instagram. The MDPI cluster remains relatively consistent but
contains a few misclassified flows, including some from YouTube and Google Autofill.

We first apply the K-Means algorithm to this dataset. Figure 5.8 shows the homogene-
ity and NMI scores as the number of clusters K increases. As observed, the homogeneity
score only reaches 1 when K = 55, which is eleven times the number of actual application
labels. The NMI score, on the other hand, is highest for lower K values and decreases with
increasing K, reflecting the metric’s penalization of over-partitioning despite acceptable
initial accuracy.
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Figure 5.8: Homogeneity and NMI scores of K-Means of 5 apps.

Table 5.3: Contingency matrix of K-Means with 5 apps chosen.

Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5

YouTube 0 199 0 1 0
Google Autofill 3 4 0 1 0
Instagram 0 2 0 0 7
Alza Web API 0 0 39 0 0
MDPI 0 0 0 45 0

Table 5.3 presents the contingency matrix for K-Means clustering with K = 5. The
results indicate that all Alza Web API flows are perfectly clustered, with no inclusion of
other applications and no Alza Web API flows found in other clusters. The main YouTube
cluster (Cluster 2) contains nearly all YouTube flows, with the exception of a single flow
assigned to the MDPI cluster (Cluster 4). However, Cluster 2 also includes four Google
Autofill and two Instagram flows. The Google Autofill flows are highly dispersed across
three clusters. One of these, Cluster 1, consists only of Autofill flows, but it is not the most
populated cluster for this application. The majority of Google Autofill flows are found
in a cluster shared with YouTube flows, while one flow is assigned to the MDPI cluster.
Most Instagram flows are grouped into Cluster 5 without contamination, though some are
included in the YouTube cluster (Cluster 2). All MDPI flows are assigned to Cluster 4, but
this cluster also includes one YouTube flow and one Google Autofill flow.

These results suggest that while K-Means achieves mostly correct groupings, it still has
limitations in multi-class clustering with overlapping flows represented by simple features.

Next, we examine the results of clustering using HDBSCAN. Without preprocessing,
the algorithm achieved a homogeneity score of 0.84 and a Normalized Mutual Information
(NMI) score of 0.52. HDBSCAN identified 11 clusters in addition to a noise cluster. No-
tably, the algorithm labeled 65 of 301 flows as noise, which corresponds to approximately
20 % of the data. These noisy points belong mainly to YouTube and Google Autofill.
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After filtering out the noise-labeled flows, the performance improved significantly, show-
ing a homogeneity score of 0.98 and an NMI score of 0.6. Among the remaining flows, only
one misclassification was observed: a single Google Autofill flow clustered with MDPI.

Despite the relatively high proportion of discarded flows and the detection of 11 distinct
clusters, HDBSCAN demonstrated strong clustering quality in the retained data. Therefore,
it may be considered a viable approach for application-level clustering in scenarios where a
high degree of cluster homogeneity is prioritized over complete data utilization.

As observed, despite certain limitations, clustering algorithms demonstrate satisfactory
performance on the subset of five applications, generating results that are both useful and
meaningful. Consequently, in the following section, the experimental setup will be extended
to include a significantly larger number of applications to evaluate whether the clustering
results remain acceptable under increased complexity.
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Chapter 6

Conclusion

This thesis explored the practicality of applying unsupervised clustering methods for flow-
based classification of encrypted network traffic. While initial experiments with the full
CESNET-QUIC22 dataset showed mediocre performance, with clustering metrics such
as Homogeneity and Normalized Mutual Information (NMI) remaining relatively low, fur-
ther experimentation on selected subsets of applications revealed better results, which re-
veals the main purpose of using such techniques.

The limitation of clustering the entire dataset exists due to its diversity and high class
imbalance, making it difficult for unsupervised methods like K-Means or HDBSCAN with
such a subset of features to produce clusters aligned properly with application labels. Nev-
ertheless, when the scope was narrowed to smaller subsets of highly distinct applications,
clustering performance improved significantly. For example, clustering just two or three
applications resulted in near-perfect or fully accurate groupings, demonstrating that mean-
ingful structure does exist in the selected flow-level features.

Among the algorithms tested, HDBSCAN showed particular promise due to its ability to
identify noise points. While it performed poorly on the complete dataset, its performance on
reduced subsets was much stronger, especially after excluding flows marked as noise. This
characteristic makes HDBSCAN a suitable tool not only for unsupervised classification in
labelless environments but also for anomaly detection, as flows designated as noise may
correspond to rare outliers or suspicious activity.

In practical scenarios where the labeled data is not complete or available, clustering
methods can provide basic knowledge by grouping similar traffic patterns and marking
records as anomalous behavior. This matches practical needs such as network monitoring,
service fingerprinting, or early detection of malicious traffic. However, the effectiveness of
such techniques strongly depends on the homogeneity of the analyzed traffic subset and the
availability of discriminative flow-level characteristics.

In summary, while clustering is not a perfect solution for flow classification at a large
scale, it is still a viable and useful tool in targeted applications, especially when applied to
small, well-defined subsets or in environments lacking ground-truth labels. Future work,
based on unsupervised learning algorithms, could explore hybrid methods combining unsu-
pervised clustering with lightweight supervised refinement or anomaly detection pipelines
to extend the practicality and flexibility of this approach.
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