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A deep learning approach for anomaly
detection in X-ray images of paintings
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The intersection of technological advancements and cultural heritage studies has intensified the
exploration of historical treasures, captivating historians and enthusiasts alike. Artificial intelligence
now plays a key role in forensic art investigations by uncovering hidden patterns to detect forgeries.
This study focuses on anomaly detection in X-ray images of paintings using the Ghent Altarpiece for
training and testing purposes. We propose a novel model combining a Discriminatively Trained
Reconstruction Anomaly Embedding Model (DRAEM), a Nested U-Net, and a new dataset derived
from the Altarpiece. The proposed architecture was benchmarked against several state-of-the-art
deep learning techniques in anomaly detection. Our model achieved an accuracy of 0.8399 and an F1
scoreof 0.7869, outperformingothermethods in both accuracyandcomputational efficiency. Results,
validated by a domain expert, show strong precision and computational efficiency through semi-
supervised learning.

Cultural Heritage (CH) is critical in epitomizing our collective past and
shaping our identity. Digitizing these artifacts enables a broader access to
museums and art galleries through virtual exhibitions. For example, sup-
porting the tourist journey1, augmented reality in museums2, classification
of large 3D CH3. However, not only this, various imaging techniques pro-
vide additional information about the artwork that cannot be observed by
the human eye and can help reveal additional important information.
Among others, this information can be used by experts to confirm origin-
ality or forgery4.

Currently, multiple methods are available. For example, chemical ana-
lysis stands out as one of the most trustworthy, but it is regrettably invasive5

and often damages valuable artwork.An automatedmethod for the detection
of cracks6, which is mainly for restoration purposes, was presented. Many
cutting-edge technologies like Artificial Intelligence (AI), especially Deep
Learning (DL) techniques, have recently demonstrated significant success.
These AI applications present many opportunities for researchers and
enthusiasts alike, with the added benefit of being non-invasive to the artwork
itself. The challenge of pinpointing an area of interest lies in discerning
unexpected patterns, especially those that have never been observed. This
point presents a significant hurdle forMachine Learning (ML) techniques, as
they face the challenge of detecting entirely novel patterns.

Anomaly detection in paintings is the process of identifying irregula-
rities or deviations from the expected norm within an artwork. These
anomalies may indicate underlying issues such as deterioration, unau-
thorized alterations, or the use of materials that do not match the artwork’s
historical period.

In art conservation and analysis, anomaly detection is frequently
performed using several imaging techniques, including X-ray radiography,
infrared reflectography, and ultraviolet fluorescence. Thesemethods enable
conservators and researchers to observe the underlying layers of a painting
and identify hidden layers, restorations, or materials that differ from the
original composition.

Anomaly detection can involve statistical models such as statistical
outliers, pattern recognition, spectral analysis, dimensionality reduction,
ML algorithms, and image processing techniques to analyze data. The
objective is to identify patterns that do not align with the painting’s known
characteristics or the artist’s typical style.

Here, unsupervised or semi-supervised anomaly detection algorithms
are pivotal in emphasizing suspicious areas that should be the subject of
further investigation. They can reveal hidden or altered features in his-
torical art, such as under-drawings, pigments, damages, and restorations,
and can be a basis to confirm or disprove the forgery. Unfortunately,
anomaly detection algorithms are primarily designed for industrial
applications, such as visual quality inspection, andmany fail when applied
to painting analysis. Another significant obstacle is the difficulty and
expense of data collection, the need for expert evaluation and consultation,
and the lack of publicly available data, which is vital forDLmethods. These
aforementioned challenges render the study of paintings nearly inacces-
sible to most researchers. Only well-equipped teams with access to spe-
cialized hardware can gather the necessary data and conduct experiments.

In recent years, rapidly developing information technologies have
elevated the analysis and investigation of paintings to a new level. It is
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possible to extract hidden features, automate labeling, detect objects, and
search for similarities. Crack detection is one of the most popular tasks in
this field of research, especially when AI algorithms are rapidly developed.

One of those works is introduced in the paper7. The authors adapted a
ConvolutionalNeuralNetwork (CNN) to detect cracks combining different
modalities. They created the data set by cutting images from themultimodal
Ghent Altarpiece dataset into patches of size 15 × 20 centimeters. The work
shows improvement in this task by extending the training dataset. The
achieved results are precision – 0.7964, and F1 – 0.8185.

Similar work is introduced in paper8. The authors utilize a pre-trained
U-Net model with dilated convolution to detect the painting loss in mul-
timodal data. Contrary to previous work, this approach solved the seg-
mentation task, and the main metric is Intersection over Union (IoU). The
best-achieved result is 0.213. The results were comparedwithmanual expert
annotations and also compared with actual physical restorations.

Another approach6 used CNN to register several modalities of the
image using cracks, considering that they are visible in all modalities.
Additionally, the data set consists of large German panel paintings from the
15 to 16th century and 16th century portraits by Lucas Cranach the Elder.

The authors of research9 discuss the problem of concealed earlier
designs that were painted over. The main challenge is that mixed X-Ray
(XR) image is the 2D representation of 3D dimensional work, whichmeans
theXR image contains the features of concealedpainting and the visible one.
Consequently, it is not very easy to separate these two different natures.
With this motivation, the authors proposed a separation network that uti-
lizes the XR image and the RGB image of the surface painting. It consists of
two parts: an analysis component and a synthesis component.

Another work of the same authors is in ref. 10. The authors used the
convolutional autoencoder to decompose the mixed XR images into two
individual images from double-sided paintings. The main advantage of it is
the self-supervised principle of work. It can reconstruct the original RGB
images, reproduce the respective XR images, and regenerate the mixed XR
images. The Ghent Altarpiece dataset was also used for this experiment.
Original images were divided into patches 64 × 64, and 9724 patch triplets
were generated with an overlap of 8 px. The result achieved by algorithms is
Mean Squared Error (MSE) – 0.00078, which is higher than the method11

used for comparison (0.0011).
There is an approach that focuses on defect detection12. The aim is to

reveal hidden details and damage in radiography images of paintings. The
proposed approach is based on an anisotropic diffusion method that
reconstructs imageswith sharper edges. In thisway, details, such as the effect
of brushstrokes, the different types of construction wood, etc., are more
visible than in the original image.

Approach13 uses the so-called height data to identify the artist. The
small patches are fed into pre-trained CNN backbones, and averaged pre-
dicted probabilities give the final decision regarding the author of the
painting. One of the conclusions of this work is that the division of images
into relatively small patches leads to the loss of the subject’s information and
the artist’s intended style.

Hyperspectral images, combined with hyperspectral metric data, can
also be utilized for pigment identification. This research is provided in the
paper14. The authors proposed a three-branch CNN, which is aimed at
visualizing and identifying pure pigments. The first branch focuses on
identifying feature maps with reflectance at different wavelengths. The
secondbranchanalyses thederivative of the smoothed reflectance. The third
branch aims to compute the error between the reflectance of the analyzed
pixels and spectral signatures from the reference pigment database. The
model output shows the probability that a given sample belongs to someone
in the database.

According to the literature studied, the summary of which is presented
in Table 1, no works focus on advanced DL anomaly detection methods in
XR images to detect damage or suspicious areas, which, consequently,
should be studied in more detail by experts. This work aims to detect and
visualize such areas using advanced approaches, such as Neural Network
(NN)s.

This study aims to bridge this gap by introducing a novel DL-based
framework specifically designed for anomaly detection in XR images of
paintings. We propose a novel NN architecture that integrates Dis-
criminatively trained Reconstruction Anomaly Embedding Model
(DRAEM) and Nested U-Net, tailored for detecting anomalies in XR
images. This approach enables themodel to detect and segment anomalous
areas with higher precision, making it more applicable to the nuanced
requirements of cultural heritage research. We developed a dataset of XR
images of the Ghent Altarpiece, a well-studied historical artwork, to train
and evaluate the model for anomaly detection and validation. The results
were compared with several other state-of-the-art anomaly detection
methods, such as CS-Flow15, FastFlow16, CFA17, DRAEM18, Reverse
Distillation19, and STFPM20.

Our work is unique and can be helpful for further study of paintings.
Themodels were evaluated on the testing set, whichwas not included in the
training phase. In addition, visual and quantitative comparisons are pro-
vided. Our findings may be useful for researchers, restorers, and forgery
investigations.

The main contributions of this paper are:
• Wedeveloped aNNarchitecture that combinesDRAEMwith a nested

U-Net structure. This integration leverages DRAEM strengths in
anomaly detectionwhile enhancing feature extraction capabilities. As a
result, it enables better segmentation and visualization of anomalous
regions in XR images of paintings.

• Leveraging high-resolution XR images of the Ghent Altarpiece, we
curated a specialized dataset of painting patches pre-processed for the
anomaly detection task. Each patch was labeled according to the
presence of abnormal parts.

• Our architecture was benchmarked against leadingmodels in anomaly
detection, including CS-Flow, FastFlow, CFA, and other architectures,
which are developed for industrial defect detection. Comparative
analysis demonstrated that our model exceeds others in accuracy and
computational efficiency, achieving an accuracy of 83.99% and an

Table 1 | Summary of related works

Ref. Solved problem Method Results

7 Crack detection CNN recall 0.6570, precision 0.5624, F1 0.6060

8 Paint loss detection Translation invariant UNet average IoU 0.213, average accuracy 0.838

6 Multimodal registration Fully Convolutional Neural Network (FCN) success rate of MSE 84.6, detector repeatability 43.6,
matching inlier score 68.5

9 Image separation Learned coupled iterative shrinkage thresholding algorithms, several
linear convolutional mapping

MSE 0.0032 and 0.0052

10 Image separation ‘Connected’ auto-encoders MSE 0.00078

12 Defect detection Anisotropic diffusion method result of opinions experts are presented

13 Artist identification An ensemble of CNNs 60-96% accurate

14 Pure pigments identification CNNs training accuracy 99.93%
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F1 score of 0.7869, indicating its robustness in identifying anomalies
specific to XR paintings.

• Through both quantitative and qualitative assessments, our model has
shown practical potential for real-world applications in art conservation
and forensic analysis. Its effective performance in detecting anomalies,
validated by expert visual inspections, suggests that it is a suitable
assistive tool for professionals in art restoration and historical research.

The rest of this paper is structured as follows. Section “Methods”,
describes NNmodels used for the experiment. Section “Results”, shows the
results of the experiments and provides visualization of detected anomalies.
Section “Discussion”, discusses the results and provides conclusions.

Methods
Thiswork is conducted in three steps:first, the dataset is prepared. Secondly,
the selected methods and the proposed model are trained on the created
dataset, and finally, evaluation is performed. The whole experiment is
introduced in Fig. 1. Section “Dataset description”, describes the dataset and
its preparation. Methods and evaluation metrics are introduced in the
“Baseline” section. The newly designed and developedmodel is presented in
the “Proposed architecture” section.

Dataset description
The original data used for the experiments is collected from ref.21. One of the
advantages of this virtual gallery is that thepaintings are presented indifferent

modalities: macrophotography, XR, and infrared macrophotography. These
modalitieswere collected before, during, and after restoration. This collection
provides a unique opportunity to analyze the progression of restoration and
examine areas with potential anomalies, such as material inconsistencies or
hidden layers, which are of particular interest to conservators and heritage
scientists. Another advantage is that the modalities are co-registered. It is
possible to get a painting of some size usingmacrophotography and XR, and
they do not need any co-registration or any other processing.

For the experiment, 19XR images before restoration and 12XR images
after restoration were collected. All images were of high resolution.

This selection serves multiple purposes. Firstly, processing high-
resolution images is necessary due to the Institute of Criminalistics’s real-
world application requirements.

Secondly, data is needed for reparations to enhance the dataset by
including this specific anomaly, which is visible in X-rays but not in mac-
rophotography (commonly referred to as RGB) images).

Processing full-size images with the algorithm is computationally
intensive, as a single PNG file can reach around 100MB and have dimen-
sions in thousands of pixels. Given the relatively limited GPU memory,
conducting NN training and testing with full-sized images is nearly
impossible in a given environment. Therefore, it was decided to split the
images into smaller patches of size 512 × 512 pixels. This approach not only
increases the number of samples available for training and testing, but also
alleviates the hardware demands, allowing the experiment to run on stan-
dard equipment hardware.

Fig. 1 | The overall scheme of experiment.
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Furthermore, this segmentation enables more precise identification of
anomalies and allows deep learningmodels to process datamore efficiently.
Each patch is carefully labeled on the basis of expert evaluations, categor-
izing regions as either “normal” or “anomalous”. Anomalies may include
irregularities such as paint loss, material degradation, foreign objects, and
underdrawings, elements that are vital in the analysis of cultural heritage,
but often go unnoticed.

As a result, there are 1372anomalous samples and11, 988normal ones.
The example of patches is shown in Fig. 2.

Baseline
This section describes the methods that were used for comparison. Those
methods are initially aimed at detecting visual defects in the industrial
environment. Since anomalous samples containdamagedor foreignobjects,
painting loss, which is seen as a very dark place, or, on the contrary, some
white spots appeared inXR in unexpected places, the closest researchfield is
anomaly detection in the industry.

For this experiment, the following models were selected: CS-
Flow15, FastFlow16, CFA17, DRAEM18, Reverse Distillation19, and
STFPM20. The reason for this choice is the possibility of executing the
code without a memory capacity problem and adequate time for the
training process.

Themain limitation during the attempt to evaluate the othermodels in
thisfield of research, such as PatchCore22 or PaDiM23, is the lack ofmemory.
This complication comes from the principle of work of these models: they
use and keep information from normal samples and compute over them.
Consequently, the memory complexity depends on the number of normal
samples. Their number is much larger than the usually used MVTec AD
Dataset24 size. With this limitation, the possible models that can be applied
to this task should be carefully selected. A brief description of selected
models is given below.

CS-Flow. This approach belongs to the family of models based on the
normalization flow. Generally, this model transforms the data into a
tractable distribution. Themain idea of CS-Flow is to process the features
of images at different scales. It allows themodel to utilize information and
correlations in local and global contexts and precisely learn distribution
to identify defective samples.

FastFlow. FastFlow has a similar principle to CS-Flow. This model also
considers local and global features, which can be extracted with the
ResNet or Vision Transformer (ViT) model. During the training phase,
only normal images are used. FastFlow learns to map the feature dis-
tribution of normal images to a standard normal distribution. Prob-
abilities are used as an anomaly score in the testing phase. The main
advantage of this architecture is the end-to-end inference phase, which is

performed faster than other models such as PatchCore or CFlow. The
used backbone is ResNet-18.

CFA. Another way to detect abnormal parts in the image is to extract
features using somemodel and apply the patch descriptor with amemory
bank to distinguish the anomalous samples. One of the advantages of this
model is the proposed Coupled-hyper-sphere-based feature Adaptation,
which adjusts to a target dataset. Another advantage is the memory bank,
which is compressed independently of the target dataset size. Conse-
quently, the complexity is decreased and the problems mentioned for
PaDiM and PatchCore are solved.

DRAEM. DRAEM18 is the approach that is based on the principle of
Generative Adversarial Network (GAN). The architecture consists of
the reconstructive sub-network, which learns to detect and reconstruct
anomaly-free content, preserving the non-anomalous part, and the
discriminative sub-network, which aims to learn the original and
reconstructed images, producing an anomaly detection map. Since the
approach simulates the anomaly on anomaly-free samples and it is not
necessary to have the anomalous one during training, it is one of the
suitable methods for the problem where there are no anomaly samples.

Reversedistillation. This approach is basedon the teacher-studentmodel,
where the teacher is represented with an encoder – ResNet, which is pre-
trained on ImageNet, and the student is with the decoder. The student part
processes the one-class embedding produced with the teacher’s network to
restore the multiscale representation. In this approach, the one-class bot-
tleneck embedding was proposed, effectively preserving the important
information fromnormal samples and ignoring the anomaly perturbations.

STFPM. STFPM has the same principle as the reverse distillation
approach, it is a teacher-student model. Both parts, teacher and student,
have identical architecture. The teacher is a pre-trained network, distil-
ling knowledge into the student network. The last one is aimed at learning
the distribution of non-anomalous images. One of the specific points of
this model is the multiscale feature matching, which is supposed to
enhance the robustness, allowing the student network to receive multi-
level knowledge, detect anomalies of various sizes, andmatch the features
with counterpart features in the teacher network.

Proposed architecture
In addition to the architectures used for comparison, this paper also
introduces a novel model of a NNbased on theDRAEMarchitecture. The
DRAEM architecture has been described in Section 2, detailed informa-
tion can be found in the original paper18, and also, in brief, it is described in
this section. The main difference between the proposed model and the

Fig. 2 | Examples of patches in the used dataset.
a Patch with the anomalous part (labelled as
“Anomaly”). b Patch without anomalous part
(labelled as “Normal”).
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original one is the employment of Nested U-Net (U-Net++)25 in the
reconstruction sub-network. The proposed model also consists of an
anomaly generator and reconstructive and discriminative sub-networks.
The first sub-network is aimed at detecting and reconstructing anomalies
with anomaly-free content. The second sub-network learns
reconstruction-anomaly embedding and produces the anomaly segmen-
tationmap. This architecturemodification is unique in anomaly detection
tasks and is applied for the first time to painting analysis. The overall
scheme of the proposed model is shown in Fig. 3, and the pseudocode is
also presented in Algorithm 1.

The main workflow consists of several steps. Firstly, the anomaly
generator provides the anomaly imageA containing texture andmaskM for
this image.After that, both images aremergedwith normal image I, and this
step is formulated as follows:

Ia ¼ I � ð1�MÞ þ β � Aþ ð1� βÞ � I �M; ð1Þ

where β regulates the opacity of merge and is selected randomly from the
range between 0.2 and 1.

The next step is to reconstruct the original image I from an image of
artificial anomalies Ia. This step allows to learn the patterns of anomaly-free
samples. This part is performed with a reconstructive sub-network. Here,
the training of the model is evaluated using the loss function Lrec, which is
based on Structural Similarity Index Measure (SSIM) value and l2 and is
defined as follows18:

LrecðI; IrÞ ¼ λ
1
Np

XH
i¼1

XW
j¼1

1� SSIMðI; IrÞði;jÞ þ l2ðI; IrÞ; ð2Þ

where H – height of the image, W – width of the image, Np – number of
pixels in the image, Ir – reconstructed image, SSIMðI; IrÞði;jÞ – SSIM value of
the I and Ir, centered at (i, j) image coordinates,λ– loss balancing parameter,
which is equal to 2.

The definitions of SSIM and l2 are formulated as follows:

SSIMðI; IrÞ ¼
ð2μIμIr þ C1Þ þ ð2σIIr þ C2Þ
ðμ2I þ μ2Ir þ C1Þðσ2I þ σ2Ir þ C2Þ

; ð3Þ

l2 ¼ ðI � IrÞ2; ð4Þ

where μ is the mean, σ2 is the variance, σ is the covariance of I and Ir and C1

and C2 are constants.
Finally, the reconstructed image Ir and the image with anomaly I are

processed with a discriminative sub-network, which is presented with a
U-Netmodel to generate an anomalymapMa. Considering that I and Ir are
significantly different (in the case of abnormal images), there is enough
information for a segmentation map.

To increase the accuracy of the segmentation capability of the sub-
network, the focal loss function26 is applied in this part:

Lseg ¼ �αtð1� ptÞγ logðptÞ; ð5Þ

wherept– themodel’s estimatedprobability for the classwith label y=1,αt=
1 – balancing factor, γ = 2 –modulating factor.

The total loss function of the model is computed as follows:

L ¼ LrecðI; IrÞ þ Lseg ðMa;MÞ; ð6Þ

where Ma – ground truth of anomaly segmentation mask, M –
predicted one.

Algorithm 1. Proposed Model for Anomaly Detection
Require: Training dataset (Xtrain, Mtrain) with normal images I and

anomaly masksM
Require: Hyperparameters: α, β, γ, λ
1: Training
2: Initialize anomaly generator Agen

3: Initialize reconstructive sub-network (Nested U-Net)
4: Initialize discriminative sub-network (U-Net)
5: for each epoch in 1,…, max_epochs do
6: for each batch (I,M) in Xtrain do
7: Step 1: Generate Synthetic Anomalies
8: Generate anomaly texture A ← Agen(I,M)
9: Create anomalous image Ia← I ⋅ (1−M)+β ⋅A+ (1−β) ⋅ I ⋅M
10: Step 2: Reconstruct Original Image
11: Reconstructed image Ir ← Nested_UNet(Ia)
12: Compute reconstruction loss:

Lrec λ � 1� SSIM ðI; IrÞþ k I � Irk22
� �

13: Step 3: Segment Anomalies
14: Predicted anomaly maskMpred ← U_Net(Ir, Ia)
15: Compute segmentation loss (focal loss):

Fig. 3 | Proposed model.
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Lseg �αt � ð1� ptÞγ � logðptÞ
16: Step 4: Compute Total Loss and Update Weights
17: Ltotal ← Lrec + Lseg
18: Backpropagate Ltotal and update weights
19: end for
20: end for
21: Evaluation:
22: for each test image Itest in Xtest do
23: Reconstruct image: Ir ← Nested_UNet(Itest)
24: Predict anomaly mask:Mpred ← U_Net(Ir, Itest)
25: end for
26: Compute performance metrics: Accuracy, Precision, Recall, F1,

ROC-AUC, create heatmaps
27: Output: Trained model, computed metrics, generated heatmaps

Reconstructive sub-network. The reconstructive sub-network consists
of the so-called Nested U-Net, which is an extended version of the ori-
ginal U-Net model.

The basic encoder-decoder parts of U-Net model can be mathemati-
cally formulated as:

Encoder:

Xl ¼ σðWl � Xl�1 þ blÞ ð7Þ

whereWl represents the learned weights for the l-th layer, bl represents the
bias terms for the l-th layer, * represents the convolution operation, σ is a
non-linear activation function Rectified Linear Unit (ReLU).

Decoder:

Yl ¼ σðW0l �0 Xl þ b0lÞ ð8Þ

where, *′ represents the transposed convolution (up-sampling) operation,
W0l and b0l are the weights and bias for the decoder layer.

Themain advantage of theNestedU-Netmodel is the ability to learn a
representation of input data in different levels of abstraction and connect
them through skip-connection paths. Additionally, low-level representa-
tions are tuned to the higher levels, which allows to fill the semantic gap
between different levels. It can improve the reconstruction capabilities of the
model. The detailed architecture scheme is introduced in Fig. 4.

Mathematically, the skip pathway can be formulated as25:

xi;j ¼
Hðxi�1;jÞ; j ¼ 0

H ½xi;k� j�1k¼0;Uðxiþ1;j�1Þ
h i� �

j > 0

(
ð9Þ

where xi,j – output of node Xi,j, i – index of s the down-sampling layer, j –
index of the convolutional layer within the dense block along the skip
connection, H – an activation function applied after a convolution
operation, U – an up-sampling layer, [] – the concatenation layer. This
structure allows the nested U-Net to have multiple levels of skip
connections, leading to a richer set of features.

Each cell is represented by the so-calledVGGblock, which consists of a
convolutional layer with a kernel size of 3 and a number of filters in each
level (from 1 to 5): 32, 64, 128, 256, and 512, batch normalization and leaky
ReLU activation function with a negative slope of 0.2. Increasing tensor
dimensions between different layers is performed with the Upsampling
layer with the bilinear algorithm.

Discriminative sub-network. The discriminative network is represented
with the original U-Net model27. The overall scheme is depicted in Fig. 5.
The advantage of this model is the application of the skip connections,
which allow the transfer of the semantic information from the encoder
part to the decoder:

Yl ¼ ConcatenateðUpsample ðYlþ1Þ;ZlÞ; ð10Þ

whereYl is the output featuremap after the convolution and upsampling,Zl
is the feature map from the encoder, used in the skip connection.

Each level in the encoder part consists of 2 convolutional blocks (a
convolutional layer, batch normalization, and ReLU activation function)
and a max pooling layer to reduce the dimensions of the input tensor and
preserve only significant information.

Generally, the encoder path can be formulated as

Zl ¼ gðWl � Zl�1 þ blÞ; ð11Þ

where Zl−1 – Input feature map from the previous layer, � – convolution
operation,Wl and bl –weights and biases of the convolutional layer at level l.
g() – activation function.

In the decoder part, the level contains the Upsample layer and three
convolutional blocks, concatenated with blocks from the respective level in
the encoder part. The numbers of feature maps in the levels are 64, 128, 256

Fig. 4 | Nested U-Net.
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and 512, and the input tensor size is gradually reduced from 512 × 512 to
32 × 32 (see Fig. 5). Upsampling is also performed using a bilinear
algorithm.

The mathematical formulation is the following:

Yl ¼ gðWd
l � Upsample ðYlþ1Þ þWs

l � Zl þ bdl Þ; ð12Þ

where Wd
l are the weights of the decoder convolutional layer, Ws

l are the
weights for the skip connection,Zl is the featuremap from the encoder, used
in the skip connection,Yl is the output featuremapafter the convolutionand
upsampling.

Results
This section represents the results obtained from the mentioned anomaly
detection methods and compares them.

Metrics
Considering that the created dataset contains only labels if an anomaly is
presented, the task to be solved is binary classification. Except for the sub-
jective evaluation of generated heatmapswith abnormal areas, the following
objective metrics were used to evaluate and compare the trained models28:

Accuracy ¼ TNþ TP
TPþ TNþ FPþ FN

; ð13Þ

Precision ¼ TP
TPþ FP

; ð14Þ

Recall ¼ TP
TPþ FN

; ð15Þ

F1 ¼ 2 � Precision � Recall
Precisionþ Recall

; ð16Þ

where TN – True Negatives, TP –True Positives, FP – False Positives, FN –
False Negatives.

Objective evaluation results
The results are shown in Table 2, where the best results are shown in a bold.
Based on the objective parameters, the best-performing model is our pro-
posed model: accuracy 0.8399, F1 0.7869, precision 0.8383, DRAEMmodel
is better regarding ROC-AUC 0.9024. Reverse Distillation has the highest
value of recall – 0.9836. On the other hand, thismodel achieved an accuracy
of 0.4935 and aprecision 0.4396.This indicates that themodel just labeled all
samples as positive (anomalous). The second best approach is DRAEM:

accuracy 0.8192, F1 0.7773, precision 0.7636, which is worse for 1 – 7% than
our model. The third best approach is CFA: accuracy 0.7422, F1 0.6784,
precision 0.6748, ROC-AUC 0.7951.

Theworst results are obtainedby STFPM:ROC-AUC0.4273, accuracy
0.4125, F1 0.5608, precision 0.3994, and however, recall 0.9408. The reason
for this is similar to reverse distillation – major samples are labeled as
anomalous.

Table 2 also provides the time in seconds to predict one patch. The
fastest is FastFlow– 0.0425 s. The second is the proposedmodel – 0.0824 s.
On the other hand, reverse distillation is the most time consuming in
predicting 0.1594 s. DRAEM is also relatively time-consuming – 0.1402 s.
However, this method gives the best results according to the rest of the
metrics. Here, it can be concluded that the choice ofmodel to be used for a
real-world application depends on the system’s priority where it will be
integrated: if time processing is essential or if precious results are required.
In the first case, the proposed model can be the most suitable, since it
provides relatively accurate results and is one of the fastest algorithms
among the tested ones. In another case, if the processing time for the input
image is not important but accuracy is a crucial metric, the DRAEM can
provide more accurate results, but with time-consuming computing. It
can be seen that the proposed model is worse only for 3% considering
accuracy, but according to other metrics, it is better and faster than the
original DRAEM, which makes the model more suitable for real-world
applications.

Subjective evaluation results
Figure 6 provides the results of generated heatmaps, which indicate the
anomalous parts of patches. The results of each method are shown in an
individual row.Thefirst three samples in a roware supposed tobe abnormal,
and the last two are normal. As can be seen, the most significant detections
are provided by CFA,DRAEM, and proposedmodels. These threemethods
found thepins and identified thewhite areaswhere theywerenot expected to
appear. Notably, the results correspond with the objective evaluation, and
theyachievedbetter results thanothers. Inaddition, comparable results from
FastFlow can be considered. The interesting point is that the heatmaps
produced by CFA, DRAEM, and proposed models indicate more details,
which can be abnormal. At the same time, normal samples are left without
highlighted areas, which admits that models can differentiate anomalous
parts from normal ones. Additionally, the proposed model shows more
confident highlights of anomalous areas, with more precision edges of
anomaly and more differing in contrast to the background.

CS-Flow, STFPM, and Reverse Distillation provide the worst results.
CSflowand reverse distillationdidnot evendiffer in anomalous andnormal
parts in the XR, however, STFPM, as can be seen, detects at least edges for
abnormal parts.

Fig. 5 | U-Net.
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On the other hand, CFA and FastFlow show the anomaly parts lightly
in normal samples (see the last two columns).

Tomake the results clearer andmore reasonable, the first row contains
the macrophotography, which corresponds to the evaluated XR and pre-
sents the results in the rest of the rows. From the givenmacrophotographies,
it is obvious that columns1-3 contain anomalousparts,while columns4and
5 do not. It can also be seen that DRAEM and the proposed model suc-
cessfully detected suspicious areas. In contrast, CS-Flow and Reverse Dis-
tillation failed.

Discussion
This work compares well-known anomaly detection approaches, which are
used mainly in industry, for anomaly detection in XR images of paintings.
Theobjective results aremuchworse than those achievedon theMVTecAD
dataset. The main point is that most implementations and papers provide
comparisons only on that dataset and focus only on the industrial field of
research. Consequently, these methods can achieve success on benchmarks
or on some limited datasets. It is also essential to note that the results of such
methods in real-world applications can be worse since there are more
complicated conditions, and how they will deal with them is an open
question.

Despite that, these approaches can also be used for purposes other than
industrial anomaly detection, for example, analysis of XR images or mac-
rophotography of CH, as was applied in this work. This work identified
several challenges.

First, there is a lack of publicly available data. It can be described as the
investigation of CH is a narrow specialty and is not so popular amongmost
researchers, such asmedicine. Another problem is that fewer people can get
the original paintings and,more importantly, get very specific and expensive
hardware, which can provide an XR of the painting. Consequently, most
works related to the processing of XR of paintings focus on the limited
number of samples and do not provide these data, which makes them
valuable.

Secondly, an expert in this field is required to label these data. It is not
easy to determine if any weird area is anomalous or normal. For this aim,
modifying the models to correspond to this problem will probably be
necessary. In this work, such abnormal patches were manually identified.
After such labeling, the solution to the problem is becoming similar to the
problem of anomaly detection in the industry.

Third, not all state-of-the-art approaches can process the dataset after
creating it due to limited hardware abilities. Severalmodels, which are based
on memorizing the features from normal patches and have a great com-
plexity, failed because of that. This problem leads to the conclusion that it is
necessary to develop a model that is independent of the size of the dataset
and that can process many samples.

The objective and subjective evaluations correspond to each other
in terms of the results achieved. An interesting point is that CFA,
which is based on a memory bank, and DRAEM and the proposed
model, which has the principle of GAN, are more successful than
others. Worse results are achieved by normalization flow-based
models (CS-Flow and FastFlow). The models, based on the teacher-
student principle, failed to detect any anomaly in the given samples.

Here, the trend can be seen: the memory bank principle and the GAN-
based model are the more suitable options for this problem. Here, it is
essential to note that CFA has the same principle as PatchCore.
However, thanks to the reduced complexity of the model, it is possible
to conduct experiments and train the model. On the other hand,
normalization flow-based models should be used with caution: some
of them can detect some anomalies, but others fail, such as CS-Flow.
The last category used is teacher-student-based architectures. As can
be seen, objectively and subjectively, they cannot learn the abnorm-
alities from a given data set.

The proposed methodology has the potential to be applied in real-
world applications. In this work, the images were also reconstructed
frompatches to see how they look in the whole image. Since the original
image has several thousand dimensions, the cropped part of the
example is introduced in Fig. 7. As can be seen, the XR image contains
several white areas that have not appeared in some way in macro-
photography. Figures 7c, d and e are the results of the three most
successful methods: CFA, DRAEM and proposed one. As can be seen,
they detected those anomalous parts mentioned above. In particular,
despite the white areas in the eyes in the image, the methods paid less
attention to them and did not identify them as anomalous. This
example shows that the tested models can be used for real-world
applications as the assistant tool for anomaly detection in XR of
paintings.

The effectiveness of the proposed model illustrates how DL can be
applied beyond just the detection of industrial anomalies, addressing the
advanced requirements of heritage science. Unlike standard industrial uses,
cultural heritage analysis requires non-invasive techniques to maintain the
artifact’s structural integrity. Our method meets this criterion, enabling
conservators to detect hidden damages or modifications within paintings
without direct contact. The effectiveness of the proposed method was
evaluated using Ghent Altarpiece data, which proves that the method is
suitable for analyzing fragile and valuable work of art. Additionally, the
model’s capability to function with minimal labeled data is especially ben-
eficial in heritage science, where obtaining annotated data can be costly and
labor-intensive.

Here, this work can be summed up as follows. This work aims to
develop an approach and compare it with several methods for anomaly
detection for the processing of XR images of paintings and to show the
potential of their application to this field of research. First, a dataset
based on images of Ghent Altarpiece paintings is created and pre-
processed for the experiments. Secondly, the followingmodels: CS-Flow,
FastFlow, CFA, DRAEM, Reverse Distillation, and STFPMwere trained
and tested on the created dataset. Third, a novel architecture based on
theDRAEMandNestedU-Net is proposed. According to the results, the
best performing is DRAEM, which is better than others, at least for 15%.
However, our proposedmodel is faster and has objectivemetrics that are
very close to the original DRAEM, which makes this model accurate and
less time-consuming. Subjectively, this architecture successfully detects
anomalous parts in images. Also, the CFA model can be considered a
suitable one for this task. During experiments, several complications are
encountered, such as a lack of publicly available data, a lack of previous

Table 2 | Results for all tested models

Method ROC-AUC Accuracy F1 Precision Recall Time, sec per patch

CFA 0.7951 0.7422 0.6784 0.6748 0.6821 0.0991

CS-Flow 0.7021 0.6126 0.6370 0.5084 0.8525 0.1213

DRAEM 0.9024 0.8192 0.7773 0.7636 0.7914 0.1402

FastFlow 0.7853 0.7153 0.6567 0.6324 0.6831 0.0425

STFPM 0.4273 0.4125 0.5608 0.3994 0.9409 0.1180

Reverse Distillation 0.6746 0.4935 0.6076 0.4396 0.9836 0.1594

Proposed 0.8755 0.8399 0.7869 0.8383 0.7413 0.0824
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research on this type of problem in this field, limitations of hardware,
and so on.

As future work can collect data with the following labeling, a more
detailed investigation of methods can be applied to these data. It is possible
to modify existing approaches to focus more on XR images of painting, not
just defects on different things, as in the MVTec AD dataset.

Our findings indicate that DL models such as the proposed one have
the potential to revolutionize art conservation through the wide-scale
implementation of precise anomaly detection. Specifically, the model can
help recognize early signs of degradation, thus facilitating preventive con-
servationmeasures.With further advancements, this technologymight lead
to automatic monitoring systems that consistently evaluate state-of-the-art

Fig. 6 | Heatmaps with detected anomalous areas
for different trained models. Original macro-
photography: 1st row, original XR: 2nd row, CFA:
3rd row, CS-Flow: 4th row, DRAEM: 5th row,
FastFlow: 6th row, STFPM: 7th row, Reverse Dis-
tillation: 8th row, Proposed: 9th row.
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collections, promptly notifying conservators of developing issues before
they escalate.

Data availability
No datasets were generated or analysed during the current study.
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