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Abstract

In last years, we could see increase of internet frauds and forgeries. Starting with easier
detectable cases like phishing and fake ads, through social engeneering and disinformation
campaigns, and ending with attacks using artificial inteligence: Synthetics media, and es-
pecially deepfakes. These attacks are very effective because it’s difficult to validate authen-
ticity of deepfake media for basic user, and they are in rise in last few years with availability
and effectivity of creation tools for public. This thesis is focused on video deepfakes: What
methods are used for their creation, what are their weak points, and mainly, how to find
these weaknesses and decide, whenever media is deepfake or not. We will analyze state-
of-the-art methods of detecting deepfakes, what are their strengths and weaknesses, and
develop possible new methods of detection. In the end we will compare results with modern
solutions and evaluate result.

Abstrakt

V poslednich letech si mizeme vSimnout nartustu internetovych podvoda a podvrhia. Poci-
naje snadno odhalitelnymi pripady, jako je phishing a falesné reklamy, pres socidlni in-
zenyrstvi a dezinformac¢ni kampané a konce utoky pomoci umélé inteligence: Synteticka
media, a obzvlasté deepfakes. Tyto utoky jsou velmi efektivni, protoze je obtizné ovérit
pravost média pro bézného uzivatele, a také diky narustu dostupnosti a efektivity téchto
nastroju pro verejnost v poslednich letech. Tato bakalarska prace je zamérena na video
deepfakes: Jaké metody se pouzivaji k jejich tvorbé, jaké jsou jejich slabé stranky a hlavneé,
jak tyto slabé stranky najit a rozhodnout, zda je médium deepfake ¢i nikoli. Budeme an-
alyzovat aktualné nejmodernéjsi metody detekce deepfakes, jaké jsou jejich silné a slabé
stranky, a vyvineme mozné nové metody detekce. Nakonec porovnidme vysledky s aktudl-
nimi fesenimi a vyhodnotime vysledek.

Keywords

deepfake, neural networks, deepfake detection, detection in video

Klicova slova
deepfake, neuronové sité, detekce deepfake, detekce ve videu

Reference

KRUMPHOLC, Jan. Deepfake Detection in Video Samples. Brno, 2024. Bachelor’s thesis.
Brno University of Technology, Faculty of Information Technology. Supervisor Ing. Tom4s
Lapsansky,



Rozsireny abstrakt

Vytvareni a odhalovani deepfakes je nekoneény zavod. Kdyz se koncem devadesatych let
dvacatého stoleti zacaly objevovat prvni pokusy o deepfake, bylo jasné, ze bude potfebny
néjaky typ detekce deepfakes.

Prvni pokusy o deepfake byly bud snadno zjistitelné lidskym okem kvuli nedokonalosti
technologie vytvorit spolehlivy deepfake, nebo jejich vytvoreni trvalo dlouho, hlavné kvuli
nedostate¢nému vypocetnimu vykonu tehdejsi doby. Ale jak se objevuji nové technologie a
vypocetni vykon v prubéhu let roste, bylo mozné vytvorit vérohodnéjsi deepfakes. Zejména
diky prilomtm v neuronovych sitich v posledni dekddé nejenze dokazeme vytvaret stile
kazdy, kdo méa pristup k internetu, bez problému vytvaret deepfake obrazku, zvuku nebo
videa.

Diky tomu je detekce deepfakes potieba vice nez kdy jindy. Zejména v oblasti video
deepfakes, kde vétsina lidi predpokladé, ze video je tézsi zfalSovat nez obraz nebo zvuk, a
to predevsim z toho divodu, ze nedostate¢na synchronizace falesnych snimki videa a vznik
artefaktt usnadni detekci deepfake. Toto pravidlo bohuzel plati jen pro starsi deepfake
modely, kde bylo prioritou vytvoreni spolehlivého deepfake hlasu a prohozeni jen hlavnich
casti obliceje a 1st, zatimco ostatni ¢asti obliceje byly méalo synchronizované nebo dokonce
nebyly synchronizované viibec. Soucasné nejmodernéjsi modely vsak dokazou vytvafet
deepfakes s dokonale synchronizovanymi snimky zvuku a videa. Neékteré z nich dokonce
dokazou reprodukovat vétsinu biologickych signald, jako je mrkani oc¢i, synchronizace rt1,
mimika svali atd. PTi této trovni detailu je pro lidského pozorovatele nemozné rozlisit, zda
je video deepfake nebo ne.
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Chapter 1

Introduction

The creation and detection of deepfakes is a never-ending arms race. As soon as first
deepfake attempts began to appear in the late nineties of the twentieth century, it was
clear that some type of deepfake detection will be needed.

First attempts of deepfakes were either easily detectable by the human observer because
of impossibilities of technology to create a reliable deepfake, or took a long time to create,
mainly because of insufficient computational power. But as new technologies emerge and
computation power increases over the years, it was possible to create more believable deep-
fakes. Especially thanks to breakthroughs in neural networks in the last decade, not only
are we able to create more and more advanced deepfakes, but creation tools for deepfakes
have become more and more common. Today, anyone with access to the Internet can create
image, audio, or video deepfake without any problem.

Because of that, deepfake detection is now needed more than before. Especially in
the field of video deepfakes, where most people assume that video is harder to fake than
image or audio, mainly because of the fact that insufficient synchronization of fake video
frames and audio will make detection of deepfake easier. This was true for older deepfake
models, where the focus was on creating a reliable deepfake voice and swapping the main
parts of the face and mouth. However, current state-of-the-art models can create deepfakes
with perfectly synchronized audio and video frames. Some of them can even reproduce most
of biological signals, such as eye blinking, lip synchronization, muscle mimic, etc. With this
level of detail, it is impossible for a human observer to distinguish whether a video is
a deepfake or not.

In this thesis, we firstly look Chapter 2 for technical background. That should help us
to chose some of the best detection models and compared them with each other. Trying to
find out their strengths and weaknesses, in which situation are they best, and try to look
inside models and see how they were created and how the process of detection of deepfake
works. After understanding each detection model, we will try to modify these models to
increase their detection chances or improve their performance without significantly reducing
their detection effectiveness.



Chapter 2

Technical background

There are many methods to create or detect deepfake. This chapter will describe the concept
of neural networks and their variations. Some of these concepts are used later in later parts
of the thesis.

2.1 Neural network

A neural network (NN) is a model inspired by the structure and function of biological neu-
ral networks in the brain. It consists of connected units or nodes called artificial neurons,
which loosely model the neurons in a brain. By itself, a single neuron is not very powerful;
their advantage is in numbers and layers. These neurons are connected by edges, which
model the synapses in a brain. In an artificial neural network, a neuron processing unit can
represent different objects, such as features, letters, concepts, or some meaningful abstrac-
tion pattern. the type of processing unit in the network is divided into three categories:
input unit, output unit, and hidden unit [50]. Each artificial neuron receives signals from
connected neurons, then processes them, and sends a signal to other connected neurons.
the input unit accepts signals and data from the outside world. the output unit realizes
the output of the system processing result. the hidden unit is a unit that is located between
the input and output units and cannot be observed outside the system [11].
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Figure 2.1: Comparison of biological neurons and the artificial neural network [22]

The signal is a real number, and the output of each neuron is computed by using a non-
linear function of the sum of its inputs, called the activation function. the strength of
the signal at each connection is determined by a weight that adjusts during the learning
process [31].



Typically, neurons are aggregated into layers. Different layers may perform different
transformations on their inputs. Signals travel from the first layer (the input layer) to
the last layer (the output layer), possibly passing through multiple intermediate layers
(hidden layers). If the neural network has more than 2 hidden layers, we call it Deep neural
network|28].

2.1.1 Loss function

A loss function is a representation that compares the target and predicted output values.
It serves as a measure of how well the neural network performs a given task. It quantifies
the difference between the actual output of the network and the desired output, which is
typically provided during the training phase.

Loss functions are crucial in training neural networks because they guide the optimiza-
tion process. During training, the goal is to minimize this loss function, which essentially
means reducing the disparity between predicted outputs and true targets. This process is
usually done using optimization algorithms, which iteratively adjusts the network’s param-
eters to minimize the loss.

2.2 Convolutional neural network

Convolutional neural networks are a specific type of neural network primarily used in
the field of pattern recognition within images. the main difference is that neurons are
organized into three dimensions in each layer, each dimension representing width, height,
and depth [47].
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Figure 2.2: Schema of convolutional neural network [30]

CNN consists of an input layer, an output layer, and hidden layers. Each hidden layer
consists of several layers that perform operations on the input. These layers are: convolu-
tional layers, pooling layers and fully connected layer [8].

The convolutional layer is the core building block of a CNN, and it is where most
computation occurs. It contains a input data, kernel and activation maps. When the data
hits a convolutional layer, the layer convolves each kernel across the spatial dimensions of
the input to produce a 2D activation map. As the layer moves through the input, the scalar
product is calculated for each value in that kernel. From this, the network will learn kernels
that ’activate’ when they see a specific feature at a given spatial position of the input. These
are commonly known as activations [34].



The pooling layers aim to gradually reduce the dimensionality of the representation,
thus reducing the number of parameters and the computational complexity of the model.
the pooling operation is specified, rather than learned. Two common functions used in
the pooling operation are average pooling and maximum pooling. Average pooling calcu-
lates the average value for each patch on the feature map, while maximum pooling calculates
the maximum value for each patch of the feature map [5]. In two-dimensional feature maps,
pooling is typically applied in 2x2 patches of the feature map with a stride of 2. Average
pooling involves calculating the average for each patch of the feature map. This means that
each 2x2 square of the feature map is sampled down to the average value in the square.
In maximum pooling, the results are pooled feature maps that highlight the most present
feature in the patch, not the average presence of the feature in the case of average pooling.
This has been found to work better in practice than average pooling for computer vision

tasks such as image classification.
Max Pool
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Figure 2.3: Example of max pooling in CNN [20]

The fully-connected layer contains neurons of which are directly connected to the neu-
rons in the two adjacent layers, without being connected to any layers within them. This
is analogous to the way neurons are arranged in traditional forms of neural networks.

2.3 Generative adversarial network

A generative adversarial network (GAN) is a class of machine learning frameworks to ap-
proach generative Al. the concept was initially developed by lan Goodfellow and his col-
leagues in June 2014. In a GAN, two neural networks compete with each other in the form
of a zero-sum game, where one’s gain is the other’s loss.

As stated by Goodfellow et al. [16], the adversarial modeling framework is most straight-
forward to apply when the models are both multi-layer perceptrons.

The basic idea of GANS is to set up a game between two players. One of them is called
the generator. the generator creates samples that are intended to come from the same
distribution as the training data. the other player is the discriminator. the discriminator
examines the samples to determine whether they are real or fake. the discriminator learns
using traditional supervised learning techniques, dividing the inputs into two classes: real
or fake. the generator is trained to fool the discriminator. To succeed in this game, the gen-
erator network must learn to create samples that are drawn from the same distribution as
the training data.
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Figure 2.4: Example of GAN architecture [4]

The two players in the game are represented by two functions, each of which is differen-
tiable both with respect to its inputs and with respect to its parameters. the discriminator
is a function D that takes x as input and uses 0(P) as parameters. the generator is defined
by a function G that takes z as input and uses 8(%) as parameters [15].

Both players have cost functions that are defined in terms of the parameters of both
players. the discriminator wishes to minimize J(®)(8(®), 8(4)) and must do so while con-
trolling only 8(). the generator wishes to minimize J(&)(8(P), 8(5)) and must do so while
controlling only 0(G). Because each player’s cost depends on the other player’s parameters,
but each player cannot control the other player’s parameters, this scenario is most straight-
forward to describe as a game rather than as an optimization problem. the solution to an
optimization problem is a (local) minimum. the solution to a game is a Nash equilibrium. If
we use the terminology of local differential Nash equilibria as stated by Ratliff et al. [35], in
this context, a Nash equilibrium is a tuple (B(D), B(G)) that is a local minimum of J®®) with
respect to 8P) and a local minimum of J(©) with respect to 6(G). Some of the most popular
GAN-based deepfake generation methods include FaceSwap [26] and Face2Face [46].



2.4 Variational autoencoder

A variational autoencoder (VAE) is a generative model with a prior and a noise distribution,
respectively. It was introduced by Diederik P. Kingma and Max Welling [24]. VAE combine
two types of neural networks, much like GAN. However, they combine two distinct kinds
of neural networks that operate differently. In the case of VAE, one network finds better
ways to encode raw data in a latent space, while the second, the decoder, finds better ways
of transforming these latent representations into new content [27]. These encoder—decoder
pairs are used to decompose and recompose two distinct faces. By swapping the decoders,
it is possible to transform one face into the other, resulting in a credible output [10]. The
key innovation of VAE compared to the classical autoencoder is a new probabilistic model
that helps generate new content that is similar but different from the original content. In
VAE, the intermediate layer provides a way to represent the data in a probability field that
enables the layer to store more varieties and with greater precision. For example, it can
represent faces or images of numerical digits with smoother features [27].
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Figure 2.5: Example of VAE architecture [51]

2.5 Diffusion models

Diffusion models, also known as probabilistic diffusion models or score-based generative
models, are a class of latent variable generative models. a diffusion model consists of three
major components: the forward process, the reverse process, and the sampling procedure.
the goal of diffusion models is to learn a diffusion process that generates a probability
distribution for a given dataset from which we can then sample new images. They learn
the latent structure of a dataset by modeling the way in which data points diffuse through
their latent space [40]. Diffusion models can be applied to a variety of tasks, including image
noise reduction, in-painting, super-resolution, and image generation. This typically involves
training a neural network to sequentially reduce noise images blurred with Gaussian noise.
the model is trained to reverse the process of adding noise to an image. After training to
convergence, it can be used for image generation by starting with an image composed of
random noise for the network to iteratively reduce noise. Diffusion models are typically
formulated as Markov chains and trained using variational inference. Examples of generic
diffusion modeling frameworks used in computer vision are probabilistic diffusion denoising
models, noise-conditioned score networks, and stochastic differential equations [19].



Chapter 3

Deepfake

A deepfake is an audio-visual content, created by artificial intelligence with a neural net-
work, that is authentic to the human observer. It’s name is combination of deep learning,
which is class of machine-learning algorithm, and fake[33].

Deepfakes have many forms. Starting with simpler ones, like image deepfake and au-
dio deepfake, and continuing to more complex forms, like video deepfake and real-time
deepfakes.

3.1 Danger of video deepfakes

Several internet enthusiasts have posted several live performance films that replace the faces
of regular people with the faces of synthetic stars, which causes a topic to be debated.
There are raising concerns about video deepfakes because it was widely assumed that
videos were reliable and that they could even be used as video evidence in multimedia
forensics. In the digital age, deepfake video technology has posed a threat to public con-
fidence. Thanks to the rapid rise in the availability of open-source datasets, significant
advancements in the study of topics like GAN and VAE, and significant technological de-
velopments in the field of high-speed computing, creating and manipulating fake videos has
become a relatively simple task in terms of the cost of creating a manipulated sequence.
By superimposing a politician’s face over the face of a target actor, a deepfake film might
be used to promote false political propaganda. In addition, it could be used to embarrass,
shame, or cause a schism among major political institutions, jeopardizing national peace by
disrupting the delicate balance of peace between people, governments and nations around
the world [18].

3.2 Creation of deepfake

As stated above in Chapter 3 , deepfakes are created by a neural network. They are usually
created with specialized types of neural network, especially a convolutional neural network
(CNN), variational autoencoders (VAE), or a generative adversarial network (GAN). Most
state-of-the-art models for creating deepfakes don’t use just basic properties of listed neural
types of neural networks, but they incorporate additional layers or even whole additional
neural networks to help with authenticity, realism etc.

10



3.3 State-of-the-art models for creation of video deepfake

There are countless models for creating deepfakes on the Internet. But many of them (espe-
cially the ones available as web pages) are flawed. the most common problem is the creation
of artifacts. Artifacts are flaws of the deepfake model created due to lack of information or
context. In image deepfakes, this can show as distorted or even missing parts of face, wrong
color tone. In video deepfakes, artifacts are mostly shown as flickering and jitters. There
are many causes why artifacts are created. Common reason is usually insufficiently trained
model, bad model architecture, lack of training data, insufficient context from original image
etc.

But there are exceptions. Some of the models are so well trained, so well fine-tuned
that it is almost impossible for human observer to detect whenever image or video is fake
or not. Some of these state-of-the-art models are FaceSwap, Face2Face and DeepFaceLab.

3.3.1 FaceSwap

FaceSwap is a deepfake model that was developed by Iryna Korshunova et al. [26] from
TDLab at Ghent University. This model specializes in preserving lighting conditions during
face swapping by introducing an additional term to the objective function, which penalizes
changes in illumination. Additionally, unlike previous approaches that typically use a single
style image, this model employs a multi-image style loss. This allows the model to capture
a broader range of describing a style rather than relying on a single reference point, leading
to more flexible and nuanced style transfer.

The model computes the style loss by extracting patches from both the input image
and multiple style images. Instead of using a single style image for comparison, the model
considers a set of style images. These style images describe the identity the model aims
to match during face swapping. the selection of style images is customized for each input
image based on factors such as pose and expression similarity.

For every patch from the input image, the model finds the best matching patch among
all patches extracted from multiple style images. This is achieved by selecting the nearest
neighbor patch from each style image using a distance metric, such as the cosine distance,
and considering factors like pose and expression similarity.

The model then aggregates the style loss contributions from all selected style images
using an aggregation method. the weights may be determined based on factors like the sim-
ilarity between the input image and each style image.

Another improvement of this model is the solution to the challenge of preserving light-
ing conditions during face swapping. This is done by introducing an additional term to
the objective function, which penalizes changes in illumination.

The model employs a separate Siamese CNN [9] to handle lighting sensitivity. This CNN
is trained to discriminate between pairs of images with either equal or different illumination
conditions, assuming equal poses. the network learns to distinguish between images based
on their lighting characteristics. the siamese CNN is trained using pairs of images from
the Extended Yale Face Database B [14], which contains grayscale portraits of subjects in
various poses and lighting conditions. By providing pairs of images with different lighting
conditions but similar poses, the separate network learns to differentiate between images
based on their illumination.
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The separate CNN extracts feature representations from the images in its last layer.
These feature representations capture information about lighting conditions, allowing the net-
work to discriminate between images with different illumination.

The feature representation extracted by the Siamese CNN serves as a basis for comparing
illumination conditions between images. the model compares feature representations of
the input and generated images to determine if there are significant changes in lighting,
and adjusts the generated images accordingly.

In result, by integrating the Siamese CNN and the light loss term into the training
process, the model learns to preserve lighting conditions during face swapping.

The model introduces an additional loss term, called light loss [26], to the overall
objective function. This loss penalizes changes in illumination between the input image
and the generated image. By incorporating this loss term into the optimization process,
the model encourages the generated images to maintain consistent lighting conditions with
the input images.

/'

Figure 3.1: a) the input image. b) face swapped using FaceSwap. ¢) manual face swap [26]

3.3.2 Face2Face

Face2Face is a deepfake model developed by a team of researchers primarily from Stanford
University and the University of Erlangen-Nuremberg. It represents an advancement in
the synthesis of facial expressions and movements in target video footage.

At its core, Face2Face employs a technique known as facial reenactment [7], where it
transfers the facial expressions of a source actor to a target actor in a given video. Unlike
traditional deep-fake methods that rely solely on static images or limited video sequences,
Face2Face analyzes and manipulates facial movements in real-time, resulting in deepfake
videos in seconds instead of minutes or hours for other deep-fake models [46].

The process of real-time facial reenactment begins with reconstructing the shape identity
of the target actor using a global non-rigid model-based bundling approach. This approach
resolves geometric ambiguities common to monocular reconstruction by performing a global
preprocess on a set of training frames. By capturing the identity of the target actor,
the system is prepared to transfer facial expressions accurately.

At runtime, both the expressions of the source and target actor’s video are tracked using
a dense analysis-by-synthesis approach based on a statistical facial prior. This tracking
ensures that the system can accurately capture the facial expressions of both actors in
real-time, even without relying on depth data.

To transfer expressions from the source to the target actor in real-time, the system uses
a transfer function that applies deformation transfer directly in the used low-dimensional
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expression space. This process ensures that the facial expressions captured from the source
actor are seamlessly transferred to the target actor’s video.

After transferring the expressions, the system re-renders the target’s face with the trans-
ferred expression coefficients. This step involves compositing the re-rendered face with
the target’s video background, taking into consideration the estimated environment light-
ing. the goal is to generate a realistic image of the target actor with the transferred facial
expressions.

For mouth synthesis, a new image-based mouth synthesis approach is introduced to gen-
erate a realistic mouth interior for the target actor. This involves retrieving and warping
the best matching mouth shapes from the sample sequence of the target actor. the system
maintains the appearance of the target mouth shape, leading to more realistic results com-
pared to methods that directly copy the source mouth region or use generic proxies.The
similarity metric is based on geometric and photometric features [46].

One of the primary focuses of Face2Face is its ability to transfer facial expressions from
a source to a target with high realism. While other deepfake models primarily focus on
identity swapping or face reenactment, Face2Face excels at replicating nuanced expressions
with high accuracy.

RGB-Input

Transfer

Source

Figure 3.2: Proposed online reenactment setup [46]

3.3.3 DeepFacelLab

The success of DeepFaceLab (DFL) is created by incorporating ideas from previous models
into a design that balances speed and ease of use and improvements in computer vision in
face recognition, alignment, reconstruction, segmentation, etc.

DFL provides a set of workflow which form the flexible pipeline. DFL can abstract
the pipeline into three main phases: extraction, alignment, and merging. These three parts
are presented sequentially. In addition, it should be noted that DFL falls into a typical
one-to-one face-swapping paradigm, which means that there are only two kinds of data:
source and destination.

Face detection is the first step in extraction, which is to find the target face in the given
data. DFL regards S3FD as its default face detector. The second step is face alignment.
DFL provides two canonical types of facial landmark extraction algorithms to solve this:
2DFAN [6]: Heatmap-based facial landmark algorithm for faces with standard pose and
PRNet [13]: With 3D face prior information for faces with large Euler angle (yaw, pitch,
roll). After face alignment, a data folder with standard front/side-view faces is obtained.
Then TernausNet [21], fine-grained face segmentation network, is used, through which a face
could be segmented exactly [29].
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Chapter 4

Detection of video deepfake

One of the most difficult problems is detecting video deepfakes. To create a very advanced
face-swap movie using deepfake, only one GPU and a vast amount of training data are
required. Deep learning approaches, as opposed to standard picture forensic techniques,
incorporate feature extraction and feature classification into a network structure and achieve
an end-to-end effective automatic feature learning classification methodology.

There are multiple methods of detecting video deepfakes. Some of the detection methods
are as follows. Biological signals (such as monitoring eye blinking, lip sync detection), de-
tection of face warping artifacts, facial expression-based detection, etc. [37]. Most detection
methods are based on the detection of imperfections in created media.

In video deepfake detection, traditional techniques and approaches, like deep learning,
have been the most widely used. In addition, living-body recognition in face recognition
and multimedia forensics can provide options. Deep learning is currently thought to be
capable of building realistic phony faces, detect and investigate invisible forgery traces,
and recognize forgery films. Deep learning approaches, in contrast to standard picture
forensic techniques, incorporate feature extraction and feature classification into a net-
work structure and achieve an end-to-end effective automatic feature learning classification
methodology [53].

4.1 State-of-the-art models for the detection of deepfake

In this chapter we will study the insides of deepfake detection models. We will look inside
various models to see how they were created, what are their improvements over previous
models, and try to find out if they can be further improved.

4.1.1 Inception

The Inception model is one of the main milestones in the development of CNN classifiers.
Before its creation, most popular CNNs just stacked convolution layers deeper and deeper,
hoping to get better performance. Because of that, they are computationally expensive and
they are prone to over-fitting. Another problem was that the important parts in the image
can have extreme variations in size. To mitigate these problems, Szegedy et al. [41] decided
to change this approach, and instead of using one ,universal kernel“, they decided to use
multiple kernels with different sizes of filters. the result of this is changes is Inception
module. It performs convolution on an input with 3 different sizes of filters: 1x1, 3x3,
5x5. Additionally, max-pooling is also performed. the outputs are concatenated and sent
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to the next inception module. This change made the network a bit 'wider’ rather than
"deeper’.

Filter
concatenation

| T

1x1 convolutions 3x3 convolutions 5x5 convolutions 3x3 max pooling

Previous layer

Figure 4.1: ’Naive’ Inception module [41]

As stated earlier, deep neural networks are computationally expensive. To make it
cheaper, the authors limit the number of input channels by adding an extra 1x1 convolu-
tion before the 3x3 and 5x5 convolutions. Although adding an extra operation may seem
counterintuitive, 1x1 convolutions are much cheaper than 5x5 convolutions, and the re-
duced number of input channels also helps. However, the 1x1 convolution is introduced
after the max pooling layer, rather than before.

Filter
concatenation
3x3 convolutions 5x5 convolutions 1x1 convolutions
1x1 convolutions [} [) }

Qtions 1x1 convolutions 3x3 max pooling

Previous layer

Figure 4.2: Inception module with dimension reduction [41]

Using the dimension-reduced inception module, a neural network architecture was built.
Thus Inception v1 was created, or more commonly known as Googl.eNet. the architecture
is shown below:

15



Figure 4.3: Inception v1 architecture [41]

GoogLeNet has 9 such inception modules stacked linearly. It is 22 layers deep (27,
including the pooling layers). Because of it’s depth, it is subject to the vanishing gradient
problem.

The vanishing gradient problem is encountered when training neural networks with
gradient-based learning methods and backpropagation. In such methods, during each it-
eration of training, each of the neural network weights receives an update proportional to
the partial derivative of the error function with respect to the current weight [3]. the prob-
lem is that as the sequence length increases, the magnitude of the gradient is typically
expected to decrease, slowing down the training process. In the worst case, this may com-
pletely stop the neural network from further training.

To prevent the middle part of the network from “dying out”, the authors introduced two
auxiliary classifiers. They applied softmax function to the outputs of two of the inception
modules and computed an auxiliary loss over the same labels. the total loss function is
a weighted sum of the auxiliary loss and the real loss. However, auxiliary loss is purely
used for training purposes and is ignored during inference. the function of total loss used
during training is the following:

total loss = real loss + 0.3%aux loss(1) + 0.3%auzx loss(2)

Inception v2 and Inception v3 were presented in the same paper [43]. the authors
proposed a number of improvements that increased accuracy and reduced computational
complexity. Inception v2 utilizes the factorization of the 5x5 convolution to two 3x3 con-
volution operations to improve the computational speed. Although this may seem counter-
intuitive, a 5x5 convolution is more than 2.5 times more expensive than a 3x3 convolution.
So stacking two 3x3 convolutions leads to a boost in performance. In addition, they factor-
ize the convolutions of the filter size NxN to a combination of 1xN and Nx1 convolutions.
For example, a 3x3 convolution is equivalent to first performing a 1x3 convolution and
then performing a 3x1 convolution on its output. They found this method to be 33% less
computationally expensive than a single 3x3 convolution.
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Figure 4.4: Inception v2 module architecture [43]

Inception v3 refers to the last experiment, where Szegedy et al. [43] used the auxiliary
component for batch normalization, a type of regularization that aims to reduce the inter-
nal covariate shift and, in doing so, aims to accelerate the training of deep neural nets. In
Inception v3, the fully connected layer of the auxiliary classifier is also batch normalized,
not just the convolutions.

Inception v4 and Inception-ResNet are explained in another paper by Szegedy et al.
[42]. Inception v4 focuses on making the modules more uniform. the authors noticed
that some of the modules were more complicated than necessary. This enabled a boost
to performance by adding more uniform modules. Because of that, the 'stem’,which is an
initial set of operations performed before introducing the Inception blocks, was modified.
Instead of using one linear branch, Inception v4 uses in some parts of stem parallel branches
which are joined using filter concatenation.
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Figure 4.5: Inception v4 modules A, B and C [42]

In each type of Inception module (specified as module A, B, and C), the Inception block
is followed by a filter-expansion layer (1 x 1 convolution without activation), which is used
to scale the dimensionality of the filter bank before addition to match the depth of the input.
This is needed to compensate for the reduction in dimensionality induced by the Inception
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block [42]. Additionally, Inception v4 introduced specialized Reduction blocks, which are
placed between each type of Inception module group. They are used to change the width
and height of the grid. the earlier versions of Inception had this functionality implemented,
but they did not explicitly have reduction blocks.

Inception-ResNet, which is a combination of recent Inception models and discovery of
Residual Learning by Kaiming He et al. [17], a hybrid Inception module was proposed.
There are two sub-versions of Inception-ResNet, namely vl and v2. Although they have
the same structure for modules A, B, C, and the reduction blocks, they have different stems.
This is because Inception-ResNet v1 is based on older Inception v3, while Inception-ResNet
v2 is based on newer Inception v4.

The premise was to introduce residual connections that add the output of the convo-
lution operation of the inception module to the input. However, for residual addition to
work, the input and output after convolution must have the same dimensions. Hence, 1x1
convolutions were used after the original convolutions, to match the depth sizes. In addi-
tion, the pooling operations within the main inception modules were replaced in favor of
residual connections. However, these operations can still be found in the Reduction blocks.
Interestingly, Reduction block a is the same as in Inception v4.

4.1.2 EfficientNet

EfficientNet is another milestone in the field of deep learning, representing a paradigm shift
in the approach to neural network architectures. Developed by Mingxing Tan and Quoc V.
Le at Google Research [44], EfficientNet addresses the growing demand for computationally
efficient models without compromising performance.

As the scale of deep learning models has increased over the years, so has the compu-
tational cost associated with training and deploying these models. This burst in compu-
tational demand has posed significant challenges in terms of resource utilization, energy
consumption, and deployment on devices with limited processing capabilities. In response
to these challenges, EfficientNet emerged as a solution to achieve optimal model efficiency.
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Figure 4.6: Comparision of accurancy and complexity of various detection models [32]
EfficientNet achieves its efficiency through a novel method, called compound scaling,

which uniformly scales the depth, width, and resolution of the network [45]. This approach
allows for a balanced allocation of resources, ensuring that the model is efficient across
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various computational aspects. By optimizing these three dimensions jointly, EfficientNet
achieves superior performance compared to traditional scaling methods. But EfficientNet’s
architecture is not solely the result of compound scaling, but it also involves the use of
Neural Architecture Search. This technique is used to design networks that are on par
or outperform hand-designed architectures in terms of performance, losses, and overall
efficiency.Neural Architecture Search has three main building blocks that can be categorized
in terms of search space, search strategy/algorithm, and performance evaluation strategy
[12].

The search space defines what type of architecture can be discovered by the NAS algo-
rithm. It is defined by a set of operations that specify the overall structure of the network,
the type of units or blocks that define the layers, and the possible connectivity between
layers to create architectures. the more elements the search space has, the more complex
and versatile it becomes. But naturally, as the search space expands, the costs of finding
the best architecture also increase. Types of operations used in defining the search space
include sequential layer-wise operations, cell-based representation, hierarchical structure,
etc.

The search strategy determines how the algorithm experiments with different neural
networks. In general, the algorithm optimizes the child model performance metrics from
a sample of the population of network candidates as rewards to create the output of high-
performance architecture candidates.

There are various methods that optimize search strategies to deliver better results
faster and with consistency. Types of search algorithms include random search, neuro-
evolutionary methods [12], Bayesian approaches [49], and reinforcement learning [54].

Some recent evidence suggests that evolutionary techniques perform just as well as re-
inforcement learning [36]. Moreover, evolutionary methods tend to have a better "anytime
performance’ and settle for smaller models. Although earlier NAS techniques were based on
discrete search spaces, a continuous formulation of the architecture search space has intro-
duced differentiable search methods, which opened the way for gradient-based optimization
[23].

4.1.3 MesoNet

The MesoNet model is one of the first models dedicated to the detection of the Deepfake
video falsification technique. Presented by Afchar et al. [1], this model detects forged faces
in videos by using a mesoscopic level of analysis, hence its name.

Because microscopic analyses based on image noise cannot be applied in a compressed
video context where image noise is strongly degraded and at a higher semantic level, human
eyes struggle to distinguish forged images, especially when the image depicts a human face,
a mesoscopic approach is used. Predictions are made for each face image extracted from
video using the Viola-Jones detector [48] on a frame-by-frame basis aligned using a trained
neural network for facial landmark detection.

The two variants of MesoNet purposed in the paper are Meso-4 and Mesolnception-
4. With Meso-4, there are 4 convolutional layers, each followed by ReLU activation [2].
the first convolutional layer uses kernels of size 3x3, while the following convolutional layers
use kernels of size 5x5. Each convolutional layer is followed by a batch normalization layer
and a pooling layer. the last convolutional layer is connected to a fully-connected layer with
16 neurons and then the output layer. the architecture is similar to classical CNN, but has
a surprisingly good performance.

19



Input 256x256x3 —l

l Convolutional 16x(5x5) + ReLU
Convolutional 8x(3x3) + ReLU Batch normalisation
Batch normalisation Max pooling 4x4
Max pooling 2x2 8x8x16 l 1024 features
128x128x8 l Dropout 0.5
Convolutional 8x(5x5) + ReLU Fully-connected 16
Batch normalisation l 16 features
Max pooling 2x2 Dropout 0.5
B4x64x8 l Fully-connected 1
Convolutional 16x(5x5) + ReLU l 1 feature
Batch normalisation ‘ Sigmoid ‘
Max pooling 2x2 l

32x32x16 I— Classification Result

Figure 4.7: Meso-4 architecture [1]

A more advanced variant of MesoNet is Mesolnception-4, published in the same paper
[1]. In this variant, the convolutional layers are changed to inception modules based on
the inception module in GoogleNet, described in Section 4.1.1. Inside each inception mod-
ule, there are four parallel branches of convolutional layers (two of them dilated), each with
a different reception field. However, instead of increasing the filter size, the inception mod-
ule here increases the reception field by using the dilated convolutional layers with different
factors. the feature maps from each branch are then concatenated to form the output of
the module.
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Figure 4.8: Mesolnception-4 architecture [1]
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Chapter 5

Experiment design proposal

In this chapter, we create design proposals for experiments. We will design models based on
the architectures described above. Then we compare these models with their original archi-
tecture to see, if these changes increased some of the specs. Model’s architectures we used
are Inception-v4, Inception-ResNet-v2, EfficientNet-v2-B0, Meso-/ and Mesolnception-4.

Fach model was trained for 10 epochs with datasets described in Chapter 6. The batch
size was selected for all models as 128. However, input dimensions vary between models.
Models based on MesoNet architecture, which are Meso-4 and Mesolnception-4, have input
dimensions 256, 256 and 3 for height, width and depth respectively. For Inception-v4
and Inception-ResNet-v2, which have their stem from Inception architecture, have input
dimensions 299, 299 and 3 for height, width and depth respectively. Last input dimension
size is based on EfficientNet architecture, with it’s width, height and depth of 224, 224 and
3 respectively.

After training a neural network, we compare their parameters. The parameters we’ll be
comparing are accuracy and loss function during training, accuracy and loss function during
validation, testing accuracy, time to train the model, number of trainable parameters and
memory requirements’.

!Code used for calculating memory requirements: https://github.com/tensorflow/tensorflow/
issues/36327#issuecomment-708571992
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Chapter 6

Dataset

Neural network datasets serve as a foundation for training and evaluating machine learning
models. There are tens or hundreds of video deepfake datasets varying in length, number
of videos, quality, etc. Although common practice is to divide all prepared datasets into
training, validation, and testing groups, we decided to use entirely different dataset purely
for testing to bring the results closer to real-life situation, when model is challenged in
facing data that are different from training and validating set.

6.1 Training dataset

For the training dataset, we used Celeb-DF-v2 presented in the article by Yuezun Li
et al. [52]. This huge dataset created in 2019 is made of 590 real videos and 5, 639 deepfake
videos, corresponding to more than two million frames.

=

Figure 6.1: Green box: Real images, Red box: Corresponding DeepFake images [52].

The average length of all videos is approximately 13 seconds with the standard frame
rate of 30 frames per second. the real YouTube videos are chosen from publicly available
videos, corresponding to interviews of 59 celebrities with a diverse distribution in their
genders, ages, and ethnic groups. 56.8% subjects in the real videos are male, and 43.2%
are female. 8. 5% are 60 years or older, 30. 5% are between 50 - 60, 26. 6% are 40 years,
28. 0% are 30 years old and 6. 4% are younger than 30. 5. 1% are Asian, 6. 8% are
African Americans, and 88. 1% are Caucasian. In addition, real videos exhibit a wide
range of changes in aspects such as the subjects’ face sizes (in pixels), orientations, lighting



conditions, and backgrounds. the deepfake videos are generated by swapping faces for each
pair of the 59 subjects. the final videos are in MPEGA4.0 format [52].

6.2 Validating dataset

For the validation of the model, we used an older version of the previously mentioned
dataset, Celeb-DF. the Celeb-DF dataset is made up of 158 videos and 795 deepfake videos,
corresponding to almost five hundred thousand frames. Because this dataset is part of
Celeb-DF-v2 mentioned in Section 6.1, the videos that are shared between both datasets
are removed from the training dataset. With this change, we can reduce the likelihood of
overfitting by ensuring that the training and validation datasets are different.

6.3 Testing dataset

For our test dataset, we choose a combination of the DF-TIMIT [25] and VID-TIMIT [38]
datasets. This combination was done due to the lack of real videos in the DF-TIMIT dataset
and vice versa. In result, we get 640 deepfake videos and 559 real videos in a combined
dataset.

DF-TIMIT dataset published by Pavel Korshunov and Sebastien Marcel [25] consists of
640 DeepFake videos generated with faceswap-GAN [39]. the videos are divided into two
subsets of equal size: DF-TIMIT-LQ and DF-TIMIT-HQ, with synthesized faces of size 64
x 64 and 128x128 pixels, respectively.

Figure 6.3: a) Original donor b) Original target c¢) Face swapped [25].

VID-TIMIT dataset published by Conrad Sanderson and Brian Lovell [38] consists of 559
real videos split into frames. In these videos, people read specific sentences. This dataset
is usually used for image recognition, but when used in combination with DFTIMIT, it can
be part of a valid deepfake dataset.

23



Chapter 7

Results of experiments

In this chapter, we evaluate the results of the models described in Chapter 5 and compare
their results with other models of different architectures.

During the training phase, we can see an expected increase in training accuracy over
the epochs and a continuous decrease in loss function. This can be observed for all trained
models. The models managed to achieve approximately eighty percent accuracy after ten
epochs. However, we can already see huge differences in training times. Surprisingly, the
fastest model to train was based on the EfficientNet-v2 architecture with a training time of
about an hour, although it has about a hundred times more trainable parameters than the
Meso architecture models Meso-4 and Mesolnception-4, which take one and a half hours to
train. The slowest models to train were Inception-v4 and Inception-ResNet-v2, which was
expected considering the number of trainable parameters. The training time for Inception-
v4 was ten times longer than the Meso architecture with sixteen hours to train, and the
training time for Inception-ResNet-v2 was more than three times longer with more than
fifty hours of training.

7.1 Experiment 1: Inception-v4

Inception-v4 was one of the more complex models we created. We expected that increased
complexity and more trainable parameters could mean better accuracy at the cost of
increased memory requirements and training time. Despite that, Inception-v4 achieved
mediocre results. Compared to the Meso or EfficientNet architecture, this model achieved
the same or even slightly worse accuracy in training, validating, and testing datasets com-
pared to other models.

Total number of parameters: 41 177 474

Trainable parameters: 41 114 306

Non-trainable parameters: 63 168

Total train time: 16 h

Memory requirements: 27.444 GB

24



Epoch | Time | Steps | sec/step | Loss Accuracy | Valid_ Loss | Valid_ Acc
1 5472 | 1327 | 4 0.5685 | 0.7504 0.4857 0.7485
2 5805 | 1327 | 4 0.5452 | 0.7544 2.8394 0.7583
3 5745 | 1327 | 4 0.5466 | 0.7520 0.8345 0.7256
4 5545 | 1327 | 4 0.5095 | 0.7659 0.4267 0.7517
5 5756 | 1327 | 4 0.4924 | 0.7757 0.7648 0.7719
6 5634 | 1327 | 4 0.4849 | 0.7794 0.7584 0.7768
7 5591 | 1327 | 4 0.4807 | 0.7793 0.7587 0.8026
8 5627 | 1327 | 4 0.4786 | 0.7864 0.7531 0.7897
9 5568 | 1327 | 4 0.4745 | 0.7916 0.7486 0.8049
10 5701 | 1327 | 4 0.4703 | 0.8006 0.7425 0.8035

Table 7.1: Training of Inception-v4 model

7.2 Experiment 2: Inception-ResNet-v2

Inception-ResNet-v2 was an interesting concept of a heavy-weight model with huge memory
and train time requirements, but with increased accuracy over light-weight models. How-
ever, the opposite is true. Inception-ResNet-v2 managed to barely achieve eighty percent
in training accuracy, but it did not manage to reach this milestone in validation accuracy.
This is unimpressive result considering its enormous memory and train time requirements.
Total number of parameters: 75 259 042

Trainable parameters: 75 231 522

Non-trainable parameters: 27 520

Total train time: 52 h

Memory requirements: 51.855 GB

Epoch | Time | Steps | sec/step | Loss Accuracy | Valid_ Loss | Valid_ Acc
1 19400 | 1327 | 14 1.0338 | 0.5647 1.0638 0.6178
2 19387 | 1327 | 14 1.1589 | 0.6651 0.9634 0.6238
3 19274 | 1327 | 14 1.1755 | 0.7184 0.931 0.6439
4 18963 | 1327 | 14 0.9064 | 0.7349 0.9257 0.6622
5 19002 | 1327 | 14 0.9518 | 0.7457 0.8398 0.6978
6 18430 | 1327 | 14 1.0604 | 0.7568 0.7828 0.7139
7 19110 | 1327 | 14 1.0136 | 0.7706 0.836 0.7350
8 19353 | 1327 | 14 0.825 | 0.7704 0.8518 0.7504
9 18752 | 1327 | 14 0.98 0.7864 0.6767 0.7751
10 18914 | 1327 | 14 0.6779 | 0.8034 0.7368 0.7867

Table 7.2: Training of Inception-ResNet-v2 model

7.3 Experiment 3: EfficientNet-v2-B0

EfficientNet-v2-B0 was an unexpected surprise during the comparison of the models. Even
though its memory requirements were number of times higher than for Meso architecture,
training time for this model was fastest. It also managed to gain the same level of accuracy
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as other models, which were trained for longer time. Only possible negative could be higher
memory requirements compared to Meso models.

Total number of parameters: 5 921 874

Trainable parameters: 5 861 266

Non-trainable parameters: 60 608

Total train time: 1 h

Memory requirements: 14.398 GB

Epoch | Time | Steps | sec/step | Loss Accuracy | Valid_ Loss | Valid_ Acc
1 351 1327 | 0.264 0.8678 | 0.7290 1.1584 0.7361
2 341 1327 | 0.273 0.6541 | 0.7441 0.9763 0.7492
3 335 1327 | 0.274 0.6109 | 0.7439 0.8761 0.7490
4 342 1327 | 0.276 0.5980 | 0.7471 0.8957 0.7486
5 348 1327 | 0.278 0.5793 | 0.7457 0.8537 0.7397
6 331 1327 | 0.270 0.5813 | 0.7442 0.8367 0.7418
7 330 1327 | 0.269 0.5534 | 0.7532 0.8298 0.7534
8 337 1327 | 0.272 0.5086 | 0.7805 0.8345 0.7698
9 341 1327 | 0.271 0.4635 | 0.8028 0.8202 0.7761
10 328 1327 | 0.273 0.4158 | 0.8248 0.7997 0.7934

Table 7.3: Training of EfficientNet-v2-B0 model

7.4 Experiment 4: Meso-4

Meso-4 is a great example of a lightweight model. Compared to Inception and EfficientNet
architecture, Meso can achieve very similar results in therms of accuracy as EfficientNet
with approximately same training time, but with much lower number of parameters and
memory requirements.

Total number of parameters: 44 522

Trainable parameters: 44 426

Non-trainable parameters: 55

Total train time: 1 h and 20 min

Memory requirements: 0.884 GB
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Epoch | Time | Steps | sec/step | Loss Accuracy | Valid_ Loss | Valid_ Acc
1 583 1327 | 0.437 0.6868 | 0.7296 0.7348 0.6843
2 527 1327 | 0.397 0.5267 | 0.7581 0.7164 0.7168
3 496 1327 | 0.374 0.5139 | 0.7609 0.7091 0.7249
4 472 1327 | 0.356 0.5074 | 0.7627 0.7001 0.7461
5 454 1327 | 0.342 0.4878 | 0.7739 0.6924 0.7435
6 437 1327 | 0.329 0.4643 | 0.7879 0.6885 0.7610
7 431 1327 | 0.325 0.4437 | 0.7983 0.6723 0.7753
8 423 1327 | 0.319 0.4252 | 0.8067 0.6767 0.7812
9 414 1327 | 0.312 0.4066 | 0.8162 0.6532 0.7924
10 409 1327 | 0.308 0.4000 | 0.8201 0.6264 0.7942

Table 7.4: Training of Meso-4 model

7.5 Experiment 5: Mesolnception-4

Mesolnception-4 is supposed to be a join of the best of both the Meso and Inception archi-
tectures. However, the results of this model are nearly identical to the results of Meso-4,
only with higher memory requirements. Total number of parameters: 44 711

Trainable parameters: 44 605

Non-trainable parameters: 106

Total train time: 1 h and 25 min

Memory requirements: 2.234 GB

Epoch | Time | Steps | sec/step | Loss Accuracy | Valid_Loss | Valid Acc
1 552 1327 | 0.413 0.9008 | 0.7049 0.8947 0.6848
2 513 1327 | 0.387 0.5321 | 0.7557 0.7167 0.7467
3 486 1327 | 0.366 0.5089 | 0.7693 0.6837 0.7673
4 485 1327 | 0.365 0.4869 | 0.7808 0.6634 0.7591
5 483 1327 | 0.364 0.4643 | 0.7911 0.6471 0.7658
6 481 1327 | 0.362 0.4462 | 0.8011 0.6386 0.7709
7 479 1327 | 0.361 0.4306 | 0.8066 0.6196 0.7762
8 474 1327 | 0.357 0.4180 | 0.8120 0.6072 0.7833
9 475 1327 | 0.358 0.4053 | 0.8188 0.5805 0.7898
10 473 1327 | 0.356 0.3846 | 0.8277 0.5437 0.7958

Table 7.5: Training of Mesolnception-4 model

7.6 Accuracy against new testing dataset

However, during the testing of models with an entirely new type of dataset, the models
did not maintain the previous level of precision achieved during the training and validation
phase. We can see heavy shifts of accuracy and loss function between training and testing
datasets. The results can be seen in Table 7.6.
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Model name Testing_accurancy | Testing_ loss
EfficientNet_v2_ B0 0.43378 1.34676
Meso_ 4 0.33933 1.18363
Meso__Inception_ 4 0.39824 0.95373
Inception_ v4 0.38676 0.98176
Inception_ ResNet_ v2 | 0.36046 1.05375

Table 7.6: Results of testing of models on TIMID dataset
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Chapter 8

Conclusions

The requirement of models for detecting video deepfakes is becoming more and more vital,
as the spread and availability of deepfakes is increasing every day.

In this thesis, we have learned what deepfakes are, how they can be dangerous to our
daily lives, and how they are created. We looked into many creation methods to understand
the process of creating video deepfake and what are modern state-of-the-art tools to create
them. Then we looked at the other side: the detection of video deepfakes. We found
out how we can detect deepfakes, and what current models and solutions are. Then we
tried to create our own deepfake detection models and tried to compare them to see, what
are strong and weak points of each architecture. Although the results of the training and
testing datasets were vastly different, we can see on this how specific are deepfake detection
models and how big difference can change of dataset to entirely different type make with
model accurancy.
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Appendix A

Contents of the included storage
media

e Storage media
L dataset/ o e Root dir of all datasets
Celeb—DF ..ttt i e e e Root dir of Celeb-DF dataset
Celeb-DF-V2. .. ittt ittt Root dir of Celeb-DF-v2 dataset

) 01 Root dir of DFTIMIT dataset

LT 0 AP Root dir of VidTIMIT dataset

L 1ateX/ et e Source code of this thesis in XTEXformat
o =1 < Results of experiments
tdata ........................................... Data of models in .csv format
BTaphs « o Graphs of models parameters

=5 o o3 Source code root dir
dataset_processing............. Dir with source codes for processing datasets
11T L= 1= P Root dir for source code of models
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