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Abstract

The thesis explores the topic of security and privacy within the context of the Internet of
Things. It particularly focuses on wireless networks designed for IoT devices, specifically
LoRaWAN, Zigbee and Bluetooth Low Energy. The security weaknesses and vulnerabilities
of these networks are analysed in detail and a security monitoring based on the NEMEA
framework is proposed. A novel approach for monitoring Bluetooth networks is introduced.
This approach is discussed in detail from theoretical design to experimental validation and
eventual enhancement to production level.

Furthermore, the thesis outlines the security design of the proprietary IQRF network,
which is part of its new standard. This design is based on the aforementioned security
weakness analysis and significantly improves the security of this globally used network.

Finally, the thesis addresses privacy concerns by analysing the data transmission of four
IoT gateways designed for home use. It also explores potential methods for anonymising
IoT devices in various network types, identifying challenges and suggesting future research
directions.

Abstrakt

Prace se zabyva tématem bezpecnosti a soukromi v kontextu internetu véci. Zaméruje se
zejména na bezdratové sité uréené pro zarizeni internetu véci, konkrétné LoRaWAN, Zigbee
a Bluetooth Low Energy. Bezpec¢nostni slabiny a zranitelnosti téchto siti jsou podrobné
analyzovany a je navrzen bezpecnostni monitoring na zdkladé frameworku NEMEA. Pro
monitorovani siti Bluetooth je predstaven novy princip, ktery je podrobné rozebran od
teoretického navrhu az po experimentalni ovéreni a pripadné vylepseni na produkéni troven.

Dale je v praci predstaven navrh zabezpeceni proprietarni sité IQRF, ktery je soucasti
jejiho nového standardu. Tento ndvrh vychézi z vyse uvedené analyzy bezpec¢nostnich slabin
a vyrazné zvysuje bezpecnost této celosvétové pouzivané site.

V neposledni fadé se prace zabyvé otdzkami ochrany soukromi analyzou prenosu dat étyt
bran internetu véci urc¢enych pro doméci pouziti. Zkouma také mozné metody anonymizace
zatizeni [oT v riznych typech siti, identifikuje problémy a navrhuje budouci sméry vyzkumu.
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Rozsireny abstrakt

Mnozstvi komunikace v rdmci Internetu véci (IoT) jiz globéalné prekonalo tradi¢ni datovy
provoz a tento trend stale vice ovliviiuje nase kazdodenni zZivoty. Senzory i jiné IoT zarizeni
pronikly nejen do verejnych, ale uz i soukromych prostor, které propojuji do celosvétové
internetové sité s cilem zvysit pohodli a automatizaci. Tato vzdjemna propojenost vsak
prinasi i vyznamné vyzvy v oblasti bezpec¢nosti a ochrany soukromi, kterym je tato prace
vénovana.

Tato prace se zaméruje na bezdratové sité, které byly vyvinuty s ohledem na specifické
potfeby a omezeni zafizeni internetu véci. Tyto sité studuje z hlediska bezpecnosti a uvadi
zranitelnosti, které v nich byly nalezeny. Do detailu jsou rozebrany specifika a bezpecnostni
slabiny tf{ vybranych siti - LoRaWAN, Zigbee a Bluetooth Low Energy (LE).

Protoze aktualizace firmware zarizeni je v prostiedi IoT casto nedostupnd, zamérujeme
se v praci na bezpecnostni monitorovani za ucelem odhaleni pripadnych utokt na sit. Za
timto ucelem predstavujeme modularni reseni postavené nad frameworkem NEMEA a de-
tailné se zabyvame moznostmi takového monitorovani v sitich Bluetooth LE. Pro tyto sité
v praci predstavujeme zcela novy princip, zalozeny na nepiimém sledovani spojeni mezi za-
fizenimi. Na tomto principu demonstrujeme cely vyvojovy cyklus od teoretického navrhu,
pres experimentalni ovéfeni az po vylepseni detekénich schopnosti na produkéni troven.

Kromé zvyseni bezpecnosti pomoci monitorovani se vénujeme také problematice ochrany
soukromi, kterou povazujeme za nedilnou soucast sirsi bezpecnosti. Zde provadime analyzu
¢tyr IoT bran urcenych pro domaci pouziti a sledujeme mnozstvi dat kterd tato zarizeni
odesilaji, stejné jako jejich strukturu a vzory. Déle se v oblasti soukromi vénujeme moznos-
tem zajisténi anonymizace IoT zafizeni v rtiznych typech siti a identifikujeme jejich tskali
a mozné dalsi vyzkumné smeéry.

Tyto vyzkumné aktivity nakonec doplnujeme aplika¢nim vystupem, ktery je predstaven
novym standardem pro celosvétové pouzivanou proprietarni IoT sit IQRF. Na zdkladé zran-
itelnosti identifikovanych v ostatnich sitich byly v rdmci této prace vyvinuty bezpec¢nosti
prvky pro tento standard, které vyrazné zlepsuji bezpecnost budoucich IQRF siti.
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Chapter 1

Introduction

With the rapid development of information technology, computing devices have changed
significantly, evolving from massive mainframes to compact laptops and embedded systems.
In today’s era of ubiquitous connectivity, these devices are increasingly connected by various
networks that together form the Internet. The relatively recent integration of embedded
systems into these global networks is often referred to as the Internet of Things (IoT).
The limitations and specific requirements of some embedded systems prevent the use of
traditional network approaches. Therefore, new connectivity methods are being developed,
which brings new challenges, including guaranteeing security.

The Internet of Things (IoT) refers to a network of physical objects (Things) equipped
with sensors, software, and other technologies, enabling them to connect and share data
with other devices and systems via the Internet. IoT has significantly advanced several
vital areas, including smart cities, Industry 4.0 with Industrial IoT (IToT), smart trans-
portation, smart buildings, and healthcare. These applications enhance efficiency, safety,
and convenience by enabling data-driven decision-making and automation. The Things
vary from robust systems utilising a full TCP /IP stack to constrained devices with limited
CPU, memory, and power resources.

This work focuses on the constrained devices running specialised firmware and networks
designed specifically for IoT applications because their needs and characteristics fundamen-
tally differ from those of workstations and TCP/IP communications. These differences make
applying the techniques developed for traditional computing systems directly impractical.
Consequently, we will restrict the term IoT to refer to these constrained devices.

The continued growth of IoT networks, particularly wireless networks, is focused on
providing connectivity for resource-constrained embedded devices. Due to the emphasis
on minimizing power and processing requirements, security measures are often reduced or
optimized. For devices for home use, this can lead to the absence of some basic security
features for some vendors [98, 65].

IoT network security focuses primarily on three objectives: confidentiality, integrity
and availability. Confidentiality aims to ensure that sensitive information that is being
transmitted is not accessed by unauthorised parties. Integrity ensures that the information
delivered is complete and has not been tampered with. Availability ensures that resources
remain accessible to legitimate users.

As ToT networks evolve, security flaws in their protocols or use by vendors are emerg-
ing [97, 104]. Applying security patches to deployed IoT devices is significantly more chal-
lenging than for traditional devices due to the limitations of embedded systems and the
low throughput of these networks. Consequently, vulnerabilities remain exploitable for ex-
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tended time periods. For this reason, it is essential to be able to detect attacks in the IoT
environment in order to act accordingly.

1.1 Motivation

Main motivation behind this work is the spread of IoT. According to multiple estimates
the number of IoT devices will grow rapidly and affect every industry, e.g. IoT Analytics
presumes that there will be over 29.7 billion IoT devices in the world by the year 2027 [107]
(see the graph in Figure 1.1). The amount of IoT communication in global connectivity
already surpassed the traditional traffic and this expansion of IoT devices is increasingly
impacting our daily lives at every corner. Beyond industry and public spaces, it also pen-
etrates the home environment with smart sensors, locks, and assistants. This connectivity
interconnects private spaces with the global internet network, increasing convenience and
automation but also raising concerns about security and privacy.

Number of global active loT connections (installed base) in billions

30 - 297 connectivity type CAGR 21-22 CAGR 22-27

Actuals until Q4/2022 |

8
g

Wireless Neighborhood
Area Networks (WNAN)

M Cellular 56 loT

15 Wired loT
LPWA 38%

“ B Cellular loT (excl 56, LPWA)  (22%)
5 et
Area Networks (WPAR]

0
2015a 2016a 2017a 2018a 2019a 2020a 2021a 2022a 2023f 2024f 2025f 2026f 2027f

oot =cac
Figure 1.1: Global IoT market forecast (in billions of connected IoT devices) [107]

Wireless connections, in particular, have been shown to suffer from security problems
similar to those of the first computer networks (see Chapter 3). Ensuring reliable security
for these devices, which often have limited resources, is non-trivial and error-prone. In
addition, manufacturers of household and consumer-oriented products tend to disregard
security measures to reduce production costs and not take advantage of all available security
features [65, 98]. But even when manufacturers adhere to security standards, the level of
assurance and the ability to detect breaches are not always perfected, as illustrated by the
following case study.

1.1.1 Smart lock example

Take the Danalock V3 smart lock [37] as an example. This IoT device is designed for wireless
intelligent monitoring and control of rental homes and resorts in the sharing economy.
The main advantage over traditional locks is the ability to control access by creating and
removing digital keys for guests as needed. Guests can then unlock the property with
any Bluetooth Low Energy (Bluetooth LE) enabled smartphone running the companion
app. In addition to Bluetooth LE, the Danalock integrates with various other wireless IoT
networks, increasing its compatibility within the smart home ecosystem.

11
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E xolexaO3@vutbr.cz
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xolexa03@vutbr.cz

Figure 1.2: Danalock V3 with the Lock History log

As a home security device, the lock uses all the security features the communication
protocols provide. However, our testing revealed monitoring limitations. The device pro-
vides the owner a Lock History log containing an audit trail of lock and unlock events. This
log is stored exclusively in the cloud, and the responsibility for recording these events lies
with the control application. Therefore, if the user is offline when unlocking the device,
this action is not recorded in the log. This omission could be exploited by adversaries who
would leave no trace of unauthorised access attempts in the log.

In addition, the Lock History log records only successful lock and unlock events without
including any information about failed attempts, which allows an adversary to perform
a covert attack. In addition, we found that when a guest is denied access, its identifying
information is deleted from the log, complicating later analysis.

It is important to note that our testing did not extend to scenarios involving complex
smart home integration. It is possible that better monitoring could be achieved by con-
necting the lock to a ZigBee/Z-Wave network. However, an attacker could always reduce
such a scenario to ours by making the connection impossible, e.g., by jamming.

This case study illustrates that even IoT devices that are designed for object security
often do not have all security aspects well covered. In particular, the area of monitoring or
auditing is often omitted.

1.1.2 Privacy

In addition to security issues, the IoT also raises significant privacy concerns due to the vast
amount of data collected by these devices. Analysing this big data can reveal previously
undetectable patterns [78]. With the penetration of IoT into the home environment, these
patterns can reveal information about users’ private behaviour.

Currently, most home IoT ecosystems operate within a cloud infrastructure, which
means that service providers always have access to at least some telemetry data or metadata.
Ensuring user privacy is then mainly up to the service provider, and users have limited
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options to minimise data tracking. Legislation such as the EU GDPR [5] seeks to address
these privacy concerns. For this reason, in this paper, we also address the issue of privacy
assurance and analyse the behaviour of home IoT gateways in terms of the data sent and
the potential use of anonymisation in IoT networks.

1.2 Dissertation focus and contributions

The number of devices connected by IoT networks is growing rapidly, and this is expected
to continue'. Given the growing popularity and the number of security incidents revealed
in these networks [69], we consider it essential to improve the security level of these devices.

Based on the motivation presented, we decided to focus primarily on the smart home
environment, given the growing popularity of smart home features. In addition, we take into
account the rise of the sharing economy, such as peer-to-peer rentals (e.g. AirBnB), and
Small Office/Home Office (SOHO) environments, which share many features with smart
homes and often use the same technologies.

The work builds on these four main points that motivates us in the upcoming research:

o Wireless communication for IoT is known to be insecure.
e Security patches in IoT environment are very rarely applied.

e IoT devices often do not pose the computational power for proper security hardening
based on complex schemes.

e To reveal security breaches in a wireless IoT environment without increasing the
burden on battery-powered IoT devices, we need to be able to monitor the network
from a mains-powered device.

There are two ways to improve the security of wireless IoT networks. The first ap-
proach involves enhancing the security features of IoT networks themselves. While this is
a standard practice for all networks, it primarily addresses security for the future. Devices
that are currently deployed may not support these updates, leaving them vulnerable until
they are replaced. We demonstrate the process of developing such security mechanisms for
a wireless IoT network in Chapter 6, where we discuss the security design of a proprietary
IQRF network.

The second approach is through security monitoring, which enables users to detect
incidents on networks or devices even if they are not up-to-date. This type of monitoring
is not generally available in IoT networks, and our work aims to address this deficiency. In
Chapter 4 we introduce an architecture of Secure gateway for IoT (SIoT), which provides
such monitoring capabilities. Our goal is to provide consumers with a security mechanism
that will enhance the security of their IoT environment and provide end-users with a secure,
privacy-preserving platform.

Our work is providing significant contributions in the following areas:

o Development of an innovative monitoring technique for Bluetooth Low Energy (Blue-
tooth LE) networks. The full development cycle is shown, starting with initial concept
design and ending with laboratory testing. For the testing phase, we have collected
and published a dataset that includes a range of Bluetooth LE devices.

"https://iot-analytics.com/number-connected-iot-devices/
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e Design of security features for an upcoming version of a proprietary IoT network used
in real-world applications.

Other contributions of this work can be summarised as follows:

e We provide an overview of the security issues of selected contemporary wireless com-
munication technologies.

e We performed analysis of network communication of home IoT gateways with focus
on privacy leaks. We compare the amount of telemetry data and identify patterns,
which can be used for fingerprinting or reveal dubious behaviour.

o We provide strategies for anonymising IoT devices in different types of networks.

The work presented in this dissertation is based on the following publications of the
thesis author that have been accepted and published at international conferences:

o Indirect Bluetooth Low Energy Connection Detection [57]

Proposal of a novel monitoring method in Bluetooth Low Energy networks, which is
based on indirect monitoring of the device connections by listening to its advertise-
ments. Validation of the proposed method on a proof-of-concept implementation.

Author contribution: All parts of the process, from conceptualisation to writing.
Published in: 2023 International Conference on Information Networking (ICOIN).
2023, p. 328-333

o Security survey of the IoT wireless protocols [69]

Discussion of security issues of four currently used IoT network protocols - LoRaWAN,
ZigBee, Z-Wave and Bluetooth LE. Also includes the evolution of security for these
networks.

Author contribution: Bluetooth and Zigbee network analysis, writing and presenting
the paper.

Published in: 2017 25th Telecommunication Forum (TELFOR). 2017, p. 1-4

o Security Framework for loT and Fog Computing Networks [108]

A security framework proposal for intrusion detection in IoT networks. The frame-
work incorporates the principle of fog computing by enabling distributed execution
with separate (pre-)processing.

Author contribution: BeeeOn System and Bluetooth LE use-cases, writing and pre-
senting the paper.

Published in: 2019 Third International conference on I-SMAC (IoT in Social, Mobile,
Analytics and Cloud) (I-SMAC). 2019, p. 87-92

o IoT Gateways Network Communication Analysis [121]

Analysis of the communication patterns of four commercially available IoT gateways
designed for home use. Comparison with similar studies highlighting differences indi-
cating rapid evolution in device behaviour. Includes a dataset of measured data.
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Author contribution: Conceptualisation, supervision of the experiment, results eval-
uation and publication preparation.

Published in: 2023 International Conference on Information Networking (ICOIN).
2023, p. 334-339

o Survey of Privacy Enabling Strategies in IoT Networks [55]

This study explores the anonymization possibilities for IoT devices, focusing on both
IP and non-IP networks. Two different strategies are proposed for IP devices based on
the device capabilities. In the context of non-IP devices, the study explores LoRaWAN
and proposes anonymization strategies for both devices and gateways. In the case of
ZigBee, privacy issues are reduced to those of IP devices, with an emphasis on the
problems associated with using public networks for Internet connectivity.

Author contribution: IoT networks analysis and expertise, co-authoring the ideas and
writing the publication.

Published in: Proceedings of the 2017 International Conference on Computer Science
and Artificial Intelligence (CSAI). 2017, p. 216-221.

Except for the academic publications at international conferences, the thesis author
participated on the following technical paper from the practice:

e IQRF Communication Standard

The new IQRF Communication Standard Specification that is an evolutionary step
from the IQRF OS 4.06 specification. The author was responsible for the Security
services (SES) layer.

Author contribution: Chapter 10 — Security specification

In addition, this dissertation includes original research that is currently undergoing
peer-review or publication. This includes the following publications:

e Parallel BLE Advertising Monitoring

In this work we developed an advanced monitoring probe capable of simultaneously
capturing data from all three primary advertising channels. The main contribution
of this paper is a comprehensive dataset involving nine different devices, with a total
of 510 samples captured by both the newly developed probe and a common controller.
Upon comparing the data, we concluded that while the advanced capture technique
slightly improves data quality, it does not substantially enhance connection detection
capabilities.

Author contribution: All parts of the process. Conceptualisation, probe development,
dataset measurement and writing.

Submitted to: The 57th International Carnahan Conference on Security Technology
(ICCST), 2024.

e Machine Learning Supported Bluetooth Low Energy Connection Monitoring

The paper contains a comprehensive evaluation of several detection methods, includ-
ing statistical methods (ARIMA, GMM), outlier detection methods (LOF, iForest,
and OCSVM), and a MLP classifier. For each method, we identified the universally
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best performing parameters and compared the achieved results using the F1-Score as
the primary metric. We can conclude, that the MLP classifier demonstrated excep-
tional ability to differentiate between Bluetooth connections and normal traffic.

Author contribution: All parts of the process. Conceptualisation, methods implemen-
tation, investigation and writing.

Submitted to: IEEE Consumer Communications and Networking Conference (CCNC),
2025.

1.3 Thesis structure

Following this introduction, Chapter 2 focus on presenting wireless networks within the
context of IoT. It outlines the fundamental characteristics of these networks and categorises
them based on area coverage and technology. Three selected networks — LoRaWAN, Zigbee,
and Bluetooth — are then examined in detail.

After an initial introduction to networks, Chapter 3 provides an overview of the security
issues identified in IoT networks. To aid comprehension, these issues are categorised within
a taxonomy. The chapter first addresses general attacks that can impact multiple wireless
networks, and subsequently focuses on specific vulnerabilities within the selected networks
in individual sections.

In Chapter 4, we focus on the issue of monitoring for the purpose of intrusion detection.
We introduce the basic concepts of intrusion detection in IoT networks and the challenges
associated with fog computing. Additionally, we propose a security monitoring architecture
based on the NEMEA system, a platform designed for real-time traffic analysis and anomaly
detection.

Chapter 5 is the core of the dissertation, focusing on the security monitoring of a spe-
cific IoT network—Bluetooth. This chapter begins with an introduction to the issue and
a discussion of the approaches chosen by other researchers. In Section 5.2, we explain in
detail the necessary Bluetooth LE operations and the principles on which our monitoring
approach is based. This is followed by a description of the development process, starting
with proof-of-concept validation in Section 5.4, then the development of a specialised hard-
ware tool in Section 5.5, and finally, the identification of a suitable detection method in
Section 5.7.

The following chapter, Chapter 6, focuses on designing security features for a selected
proprietary network, specifically IQRF, for its new standardised version. We begin by
describing the specifics of the IQRF network as it existed prior to the establishment of the
standard, which we will refer to as ,JQRF Legacy.“ Section 6.2 then introduces the new
IQRF Communication Standard and discusses the security features that were designed as
part of this work. An evaluation of the impact of these security features is provided in
section 6.3.

Although the main focus of the thesis is the security of IoT, we believe that the issue
of privacy is inherently connected, and we address it in Chapter 7. To assess privacy leaks,
we conduct an analysis of the communication of home IoT gateways, the description and
results of which are presented in Section 7.1. We also delve into the area of anonymisation,
where in Section 7.2, we propose various options for integrating IoT with anonymisation
networks, highlighting potential issues and consequences.

Finally, in Chapter 8, we provide a comprehensive conclusion to the study by revisiting
the main objectives and summarising the key findings and contributions made to the field.
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Chapter 2

Wireless networks for Internet of
Things (IoT)

To integrate various devices into the IoT ecosystem, some form of communication tech-
nology is imperative. This chapter discusses the different types of IoT networks and their
unique characteristics. The primary distinction between IoT and traditional Internet com-
munication is the prevalence of Machine-to-Machine (M2M) communication. Unlike human-
centric communication, M2M communication typically comprises regular communication
patterns with sparse connections in which only small amounts of data are exchanged.

A considerable number of IoT applications require the devices to be mobile or located in
places that may be difficult to access, which requires the use of wireless networks. The con-
cept of using wireless networks to connect sensors is not new; loT wireless networks can be
considered an evolution of wireless sensor networks (WSN) that have evolved and integrated
with the Internet. However, nowadays, even static devices that could use wired connections
often use wireless because of the convenience and lower cost of building a network. As
a result, wireless networks represent the fastest-growing segment of IoT networks [107].

Unlike the traditional Internet, which uses a relatively small number of globally ac-
cepted connectivity technologies, wireless IoT networks represent a wide range of available
solutions [87]. These networks are usually developed for narrowly focused applications, and
their features are tailored to their use case. Even for similar use cases, there are often sev-
eral different technologies available that use slightly different approaches. Until the different
networks are unified into one or a few dominant ones, the effort to optimise them and solve
security problems is split between them. Today, consumers who want to use IoT devices
are faced with the choice of choosing a specific network, thereby limiting the number of
compatible devices or creating a multi-network solution.

Because IoT-specific networks are designed to meet the needs of connected devices, they
typically prioritise low power consumption and often include on-chip radio implementations
with low data rates. Standard techniques also include a variety of battery-saving modes,
such as extended hibernation between transmissions. Many of these networks operate in
unlicensed frequency bands to ease market penetration, often using the ISM (Industrial,
Scientific, and Medical) radio spectrum, which is subject to restrictions on the medium
access control.

Below, we present two classifications of IoT wireless networks based on different criteria:
the area of coverage and the technology used. We have chosen three representatives of
ToT networks — LoRaWAN, Zigbee, and Bluetooth. For each representative, we provide
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an overview of its basic characteristics and operation, with a particular emphasis on security
measures. This detailed security information is vital for the subsequent chapters as the
thesis focuses on security.

2.1 Division by area coverage

Computer networks are commonly classified based on their coverage area. Traditionally,
this includes Wide Area Networks (WAN) that cover large geographical areas, such as
countries. Metropolitan Area Networks (MAN) span cities or campuses, while Local Area
Networks (LAN) typically cover a single building or office. The term Personal Area Network
(PAN) is used for networks that connect devices within a short range.

In wireless IoT, networks are generally divided into two main groups: Low-Power Wide
Area Network (LPWAN) and Low-Power Wireless Personal Area Network (LoWPAN) [16,
95]. The meaning of LPWAN in IoT is similar to the concept of WAN, while the definition
of LoOWPAN has strayed from PAN. The term ,personal“ only remains due to historical
reasons within the IEEE 802 task group naming, rather than indicating that LoWPANs are
designed for personal use within a short range [24]. LoWPAN networks are often capable of
covering much larger areas, similar to traditional LANs. Additionally, with the widespread
use of mesh topologies, these networks can now span entire streets or neighbourhoods.
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Traditional Personal Area Network Local Area Network Metropolitan Area Network Wide Area Network
classification ' H MAN !
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Figure 2.1: IoT Networks classification by area coverage

This discrepancy in using the term ,personal® in LoWPAN often causes confusion
and inconsistencies. This is particularly noticeable in a smart grid environment, where
the network architecture is structured from Home Area Networks (HAN) through Neigh-
borhood Area Networks (NAN) to WAN [71], intentionally avoiding the term ,personal®.
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An overview of IoT network classifications is provided in Figure 2.1, along with the IEEE
802 task force standards for illustration.

2.1.1 Low-Power Wide Area Network

LPWANSs are infrastructure networks with regional to global coverage that enables long-
range communication at a low bit rate among connected devices, which can move freely in
the network. In terrestrial networks, powerful base stations are spread throughout a locality
and connect to a concentrating cloud that provides access to network services. In satellite
networks, these base stations are substituted with satellites, resulting in higher latency
and power consumption but extending coverage to remote areas. The infrastructure for
LPWANS is usually owned by a service provider, which offers connectivity as a service.
Examples of LPWAN technologies include LoRaWAN [21], SigFox [125], Narrowband-
IoT (LTE Cat NB1) [93], and LTE Cat M1 [54]. While these networks are primarily
terrestrial, Narrowband-IoT and LoRa are also utilised for satellite connections [32, 117].

2.1.2 Low-Power Wireless Personal Area Network

LoWPAN encompasses a variety of different networks, from those that cover factories and
households to those that connect just a few devices. The user typically owns and manages
the network infrastructure, consisting of several nodes and a gateway (often called a hub).
This gateway administers the network and provides connectivity between the specific IoT
network and the wider LAN or Internet. Although the gateway can be connected to a cloud
service for a better user experience, such a connection is generally not necessary for network
operation. This category also includes ad-hoc networks temporarily created to connect
nearby devices.

Many different networks are used in this IoT segment, the most widely used being
Bluetooth [7], Zigbee [123] and Z-Wave [87, 45]. The most common standard many of these
networks are based on is LR-WPAN [6].

2.2 Division by the technology

As the term IoT is very broad, it includes both devices using the same technologies as
the traditional Internet, i.e. Internet Protocol (IP), and devices using protocols developed
specifically for IoT. Such specialised protocols then require a translation layer for connec-
tivity; otherwise, the devices within the network will not be accessible from the outside
world.

2.2.1 Internet Protocol

If the Thing is powerful enough or provides a service that requires a direct user connection
(e.g. webcams), it facilitates an IP network interface. Such a device can be directly con-
nected to the traditional Internet via Ethernet, IEEE 802.11 (WiF1i) or any other connection
(see Figure 2.2). Communication with such devices is no different from regular Internet
traffic, and such devices can be considered lightweight servers that provide services.
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Figure 2.2: IP device network architecture

2.2.2 Custom protocols

Due to the constraints of IoT devices, specialized network protocols have been developed
that reduce power consumption and computational demands or are designed for specific
applications. These protocols are often incompatible with the Internet, thus requiring
a translation layer. This layer is typically implemented in a gateway node between the IoT
network and the Internet or as a cloud server, enabling communication between IoT devices
and the outside world (as depicted in Figure 2.3).
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Figure 2.3: Non-IP device network architecture

While some of these protocols are publicly available as open standards, many remain
proprietary and are maintained by their respective organisations. Examples of open stan-
dards are LoRaWAN, although based on the proprietary LoRa modulation technique, and
Bluetooth. These protocols are described in detail later in this chapter. Zigbee serves
as a hybrid example, which is based on the open LR-WPAN standard [6] but includes
proprietary upper layers. Typical proprietary IoT networks include Z-Wave and SigFox.
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In this thesis, Chapter 6 covers the proprietary mesh network IQRF. Designed for
industrial applications, it is tailored for smart cities, buildings, and Industry 4.0. The
reason for this specific focus is mainly due to the author’s participation in the security
design of its upcoming version.

2.3 LoRaWAN

We selected LoRaWAN as a representative of LPWAN networks due to its wide use and in-
dependence from mobile networks. This network, intended for large-scale IoT deployments
and managed by the LoRa Alliance [21], uses a proprietary CSS (Chirp Spread Spectrum)
modulation known as LoRa (Long-Range) with an adaptive spread factor [77]. LoRa op-
erates in several sub-GHz ISM bands, which vary by country and can be further divided
into multiple channels. Although low-frequency bands mean slower transmissions, they in-
crease energy efficiency and range. LoRaWAN’s adaptive data rate ranges from 0.3 kbit/s
to 50kbit /s, with its most significant advantage being its range, which can be up to 20 km,
depending on the environment.

LoRaWAN uses the star-of-stars network topology shown in Figure 2.4, where end
devices communicate directly with gateways using single-hop wireless connections. The
device-to-infrastructure communication is sent as a broadcast message and all gateways
that receive data forward it to a concentrating cloud Network Server over standard IP
connections [51]. This allows for scalability, redundancy, and also localisation based on
the known location of the gateways that received the broadcast. The cloud server then
communicates with the Application Servers, and since the communication is bi-directional,
the application can respond to the device. The Network Server or its APIs handle all
interactions with devices.

Network . Application
Server i Servers

Devices | Gateways

TCP/IP TCP/IP

LoRa RF SSL ssL

Figure 2.4: LoRaWAN architecture

e Devices — The devices in the network, which can move freely within the infrastruc-
ture.
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o Gateways — Base stations that create the core of the network by relaying messages
between Devices and the Network Server. The interface communicating with the
Devices uses LoRa RF, while the upstream connection to the Network Server typically
uses the Internet Protocol.

e« Network Server — A central point where all Gateways communicate to transfer
data between Devices and Applications. It concentrates data from all Gateways,
deduplicates messages, and ensures communication with the Devices.

o Application Server — All required user functionalities are implemented through
applications running on application servers. The application works on the basis of
data received from the Device or sends back some instructions to the Device via the
Network Server.

Depending on the power limitations and required availability for connections, LoRaWAN
distinguishes three classes of end-devices [51]:

e Class A is the most restricted. These devices are in battery saving mode for extended
periods of time and will only wake up to transmit when needed. After transmitting
a message, they listen for incoming messages from the network before returning to
battery saving mode.

e Class B represents devices that regularly wake up and listen to network messages.
The beacon messages are used to synchronise the listening time windows with the
gateways.

e Class C contains powered devices that are always online and therefore ready to
receive messages.

Each device in LoRaWAN has several identifiers. DevEUI (Device Extended Unique
Identifier) is a 64-bit long globally unique number used for unambiguous device identifica-
tion. For addressing within the network, a network unique 32-bit DevAddr (Device Address)
is assigned to the Device. There are two approaches how this address is obtained [56]:

o Activation by Personalisation (ABP) refers to the process by which all identifiers
are preloaded into the device during provisioning. Such a device is locked to a specific
network and to change the address, the device needs to be physically connected and
reflashed, which is sometimes impossible after deployment.

e Over the Air Activation (OTAA) denotes the process by which devices acquire
network-specific identifiers through a join request. This join request sent to the Net-
work Server contains two identifiers - DevEUI and AppEUI' (stands for Application
EUI), along with a nonce. After validating the request, the Network Server assigns
the device a DevAddr. This mechanism allows the device to connect to different
networks as needed, provided it is registered with the appropriate network server.

LoRaWAN security is designed to align with the general LoRaWAN design criteria of
low power consumption, low implementation complexity and high scalability. The secu-
rity framework is built on three pillars: payload encryption, message authentication code
(MAC), and frame counter. The 128-bit AES block cypher was selected for both encryption
and MAC calculation [48].

'Renamed to JoinEUI in version 1.1
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Figure 2.5: LoRa two stage encryption

Encryption in LoRaWAN networks is a two-step process, as shown in Figure 2.5. Both
stages use the counter mode (CTR) of the AES cypher with different keys. The first stage,
known as the network stage, uses NwkSKey (network session key) to ensure the integrity
of all network frames and the encryption of network commands. The second stage involves
End-to-End encryption of application data using a specific AppSKey (application session
key). These keys are exchanged in the same manner as DevAddr addresses. In the case of
OTAA, an additional key called AppKey (application key) is required. This key is never
transmitted and is used to mutually authenticate the Device and the Network Server by
calculating the MAC code of the connection request using this key. For LoRaWAN 1.1,
the key management scheme was reworked to improve the security by separating key man-
agement from the Network Server into a special Join Server and introducing a NwkKey
(network key) serving as a root key for derivation of NwkSKey and other special keys [56].

Each message includes a MAC calculated using CMAC (Cypher-based Message Au-
thentication Code) mode with the NwkSKey to ensure the message has not been tampered
with. In addition, frame counters are used to prevent replay attacks. Each device maintains
an incrementing frame counter contained in the message header that the Network Server
uses for message deduplication and replay attack prevention.

2.4 Zigbee

Zigbee is a well-established IoT wireless network focused on short-range connectivity, which
is frequently used in both industrial applications and smart homes for local automation.
The Zigbee specification, maintained by the Zigbee Alliance, was developed specifically for
the IoT, with its main advantages being simplicity, low power consumption and mesh net-
working that allows it to cover larger areas. Figure 2.6 shows that the Zigbee protocol stack
is built on top of the IEEE 802.15.4 standard for LR-WPAN, which provides a physical
and link layer.

2.4.1 IEEE 802.15.4

IEEE 802.15.4 [6] is an open standard for LR-WPAN that serves as a framework for this
type of network by defining the physical and data link layers of the ISO/OSI model. The
standard operates in the ISM bands, supporting both sub-GHz and 2.4GHz bands, which
can lead to interference with IEEE 802.11 (WiFi) and other technologies. By supporting
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Figure 2.6: Zigbee protocol stack [8]

the 2.4GHz bands the standard supports connection speeds up to 250 kbit/s. To minimise

the data loss caused by interference, collision avoidance (CSMA-CA) is used, so the devices

test the medium before transmission and only send messages when the medium is clear.
The standard distinguishes between two device types:

o Full Function Device (FFD) is a device with full protocol support. Such a device
is capable of communicating with all other devices and can relay messages to form
a mesh network.

e Reduced Function Device (RFD) can only serve as an end device and communi-
cate only with the FFD. These devices are usually very simple and battery powered.

These devices can be arranged in two topologies. In the star topology, all devices
communicate with a central node (FFD) that coordinates the network. However, when
multiple devices are involved in delivering messages, they form a peer-to-peer network,
which enables flexible and scalable networks by eliminating a single point through which
all data must pass.

Each IEEE 802.15.4 device is identified by a globally unique 64-bit EUI address, often
referred to as a long address. This address is assigned at the time of manufacture and
is immutable, so it can be used to identify across different IEEE 802.15.4 networks. For
communication within the network, a 16-bit short address (also known as a node ID) is
assigned when a device is connected to the network. This address reduces the overhead of
network metadata and is sufficient if it is unique within a given network.

2B 1B 0-10B 0-10B 0-14B 2B
Frame Seq | Destination Source Augxiliary Security Header
Data Payload | CRC
Control  |Number | Address Address | Security Control| Frame Counter | Key Identifier n

1B 4B 0-98

Figure 2.7: Detail of security header of IEEE 802.15.4

Security in the standard is enabled by a flag in the frame control byte and is managed
through an auxiliary security header. This header, illustrated in Figure 2.7, contains the
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security level, the identification of the key used, and the 32-bit frame counter. There are
eight security levels [6]:

e Level 0 means no security.

o Levels 1-3 indicate that the frame is authenticated using a Message Authentication
Code (MAC) to ensure data integrity. The length of the code varies from 32-bit to
128-bit, depending on the level.

e Level 4 was used for payload encryption without authentication, but has been dep-
recated and shall not be used any more.

e Levels 5-8 combine the payload encryption to ensure confidentiality with frame
authentication. Again, the level corresponds to the length of the MAC tag.

The specification mandates the block cypher Advanced Encryption Standard (AES) with
a 128-bit block length, as specified in FIPS Pub 197. Authenticated Encryption with
Associated Data (AEAD) mode CCM* is used for encryption and authentication. This
mode coincides with the original specification for the combined counter with CBC-MAC
(CCM) mode of operation” and is extended to support all the specified security levels with
different MAC tag lengths and encryption-only mode. The 104-bit nonce for CCM* is
defined as:

Nonce = long address || frame counter || security control [6]

The frame counter serves a dual purpose: ensuring the uniqueness of encryption nonces
and preventing replay attacks. Each device possesses a unique outgoing frame counter and
keeps a record of the frame counters of its neighbours. Only messages with valid frame
counters are accepted.

2.4.2 Zigbee layers

Building on the IEEE 802.15.4 standard, Zigbee defines the network layer along with addi-
tional supplementary host layers [124], as shown in Figure 2.6. The primary responsibility
of the network layer includes managing the multi-node PAN network, routing messages,
and setting security protocols. The host layers provide application support through stan-
dardised data formats for commands, control, and data exchange between devices. Since
the initial Zigbee standard, the host layers have evolved significantly. Initially, various sets
of attributes were defined based on use cases and organised into the Zigbee Cluster Li-
brary [8]. Applications had to choose specific clusters based on their functionality, such as
Zigbee Light Link (ZLL), Zigbee Home Automation (ZHA), or Zigbee Building Automation
(ZBA). With the introduction of Zigbee 3.0, these clusters were deprecated and consolidated
into a single standard to promote interoperability.
Unlike the underlying standard, Zigbee differentiates nodes based on their roles [44]:

e Coordinator is a FFD responsible for establishing and managing the network. There
is always exactly one coordinator in Zigbee PAN and it can serve as a gateway between
the Zigbee network and Internet.

2NIST SP 800-38C: Recommendation for Block Cipher Modes of Operation: the CCM Mode for Au-
thentication and Confidentiality (https://csrc.nist.gov/pubs/sp/800/38/c/updl/final)
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e Router is also an FFD that is capable of continuously receiving and transmitting
messages. Routers participate in networking by routing messages between devices
and thus extending the range of the network.

e End Device is not involved in networking, so it does not need to continuously receive

or transmit data, which ensures very low power consumption. However, it can be both
RFD and FFD.

Star Mesh Cluster Tree

@ End Device @ Router . Coordinator

Figure 2.8: Zigbee topologies

Zigbee supports both star and peer-to-peer topologies, with the latter being renamed as
mesh topology. Additionally, Zigbee defines another topology called the cluster tree [110].
This cluster tree topology organises the network in a hierarchical tree structure, which
simplifies network management and routing. The overview of supported topologies can be
found in Figure 2.8.

Although the protocol does not support nodes freely moving within the topology, it
leverages the Ad-Hoc On-Demand Distance Vector (AODV) for routing [110]. This enables
dynamic reconfiguration and recovery if some nodes become unresponsive. AODV routing
uses special router request (RREQ) packets to determine the optimal path, and each router
constructs its routing table with the next hop address based on the best cost calculated
from the Received Signal Strength Indicator (RSSI) of responses.

In Zigbee, networks are identified by PAN ID and device addressing relies on IEEE short
addresses (also known as NWK addresses). The coordinator has always address 0, while
the device generates the address stochastically. To resolve conflicts, a particular post-join
procedure device__annc is implemented, where device broadcasts a message containing its
long and short addresses, and if a conflict is detected, all devices with conflicting addresses
will re-generate their short addresses [123].

The Zigbee security architecture builds on the basic mechanisms defined in the IEEE
802.15.4 standard and primarily provides key management above them. In addition, some
additional security features are added, such as the Touchlink protocol mentioned later in
this section.

There are three types of keys used in ZigBee [124, 97]:

e Master key was initially a factory-issued, pre-loaded long-term key, which served for
the exchange of keys through Symmetric-Key Key Establishment (SKKE) and also
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secured Over-The-Air (OTA) upgrades. However, due to the leakage of some master
keys, they were replaced by pre-loaded trust center link keys called install code.

e Network key is shared within the whole network and secure the network communi-
cation. This key is acquired in the join procedure and protected by the master key
or a trust center link key.

e Link key secures unicast communication between two devices within a network.
There are two types of link keys: trust center link keys, which protect communi-
cation between devices and trust centers, and application link keys, which protect
communication between any two non-trust center devices.

Management and distribution of these keys is heavily dependant on the security model
used. Zigbee supports two distinct security models [100] and every network has to select the
model on creation. The security model cannot be changed once the network is established.

e Centralised Security Model contains a dedicated security management node known
as the Trust Center (TC). The TC is responsible for key distribution, device authen-
tication, and access control, ensuring that only authorised devices can join and com-
municate within the network. Each node must have a trust center link key for secure
communication with the TC. This key is derived from the install code exchanged
out-of-band prior to joining the network if the codes are required by the TC.

e Distributed Security Model is simplified and can be used for ad-hoc networks.
The role of TC is shared among all routers and the nodes are authorised by the shared
distributed trust center link key. The network key can be obtained from any router
and the access control in this mode is limited.

Among the additional security protocols provided by Zigbee, we mention ZLL Touch-
link. This protocol simplifies the process of connecting lights to Zigbee networks by using
proximity-based pairing [97]. When devices are in pairing mode, the RSSI (Received Signal
Strength Indicator) is checked to determine the distance between them. If the distance is
sufficiently short, the new device is added to the network using a predefined Touchlink link
key.

2.5 Bluetooth

Bluetooth is a short-range wireless communication link maintained by the Bluetooth Spe-
cial Interest Group (Bluetooth SIG) [7]. Initially developed to replace wired serial links,
Bluetooth was standardised as IEEE 802.15.1 but has since diverged from this specification.
Its integration into smartphones facilitated its widespread adoption in the consumer market
and made it a ubiquitous method of controlling consumer-oriented devices. In addition, this
spread enables indoor localisation using Bluetooth beacons.

In 2010, the Bluetooth 4.0 specification introduced a new variant known as Bluetooth
Low Energy (Bluetooth LE), also marketed as Bluetooth Smart. Bluetooth LE technology
was developed specifically for power-constrained devices such as wearables and IoT sensors,
which is why we focus on this version. The original Bluetooth technology is mostly referred
to as Bluetooth Classic to distinguish it from this new variant. Although the two variants
share the same radio and some features [2], they are incompatible with each other, as seen
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Figure 2.9: Bluetooth protocol stack

in the protocol stacks in Figure 2.9. Thus, if a device such as a smartphone aims to support
all Bluetooth devices, it must implement a dual-stack.

Due to strict timing requirements, the lower OSI layers (physical and data link) are
implemented within the Bluetooth controller. The upper layers are managed by the host,
with the Host-Controller Interface (HCI) acting as a communication bridge between the two
components [9]. The Logical Link Control and Adaptation Protocol (L2CAP) is shared in
both variants. However, while Classic has specific profiles corresponding to the different
functionalities defined in the upper layers, Low Energy unifies the stack into more gen-
eralised modules. It includes Attribute Protocol (ATT) and Security Manager Protocol
(SMP), which are layered under Generic Attribute Profile (GATT) and Generic Access
Profile (GAP).

Bluetooth operates in the international ISM 2.4 GHz band, which is shared with various
other radio technologies [9]. To mitigate potential interference and manage multiple media
access, Bluetooth employs a fast Frequency Hopping Spread Spectrum (FHSS), with hops
occurring up to 1600 times per second [4]. Because of the speed of hops, a packet transmis-
sion can span over multiple hops. Hops are pseudo-random and follow Adaptive Frequency
Hopping (AFH), meaning the channel map is exchanged, and insufficient-quality channels
are skipped [4].

Both LE and Classic support the same basic modulation - Gaussian Frequency-Shift
Keying (GFSK) with 1 Mbit/s in their physical layers (PHY). In Classic, this modulation
is used in Basic Rate (BR) radio mode, while Enhanced Data Rate (EDR) supports two
Differential Phase Shift Keying modulation techniques (7/4-DQPSK and 8DPSK), allowing
for faster transmission speeds (2 and 3 Mbit/s respectively) [2]. While LE does not support
different modulation, in Bluetooth 5 a faster 2 Mbit/s PHY was introduced, together with
slower Coded PHY (500 or 125 kbit/s depending on the symbol size) utilising forward error
correction for extended range [9].

BLE and Bluetooth Classic differ significantly in their subdivision of the frequency band
into channels. Bluetooth Classic utilises 79 channels with 1 MHz spacing, all serving the

28



0 MHz
2 MHz
4 MHz
6 MHz
8 MHz
8| 2420 MHz

2428 MHz
2430 MHz
2432 MHz
(2434 MHz
2436 MHz
52438 MHz
2440 MHz
2442 MHz
©| 2444 MHz

| ===

(2478 MHz
3]2480 MHz

& 2476 MHz

Frequency
@[2402 MHz
82404 MHz
2|2406 MHz
S[2408 MHz
3[2422 MHz
212424 MHz
82426 MHz
N 2446 MHz
N|2448 MHz
N[ 2450 MHz
N 2452 MHz
®|2454 MHz

N 2456 MHz
3| 2458 MHz
(2460 MHz
®| 2462 MHz
3| 2464 MHz
@[2466 MHz
K|2468 MHz
2470 MHz
82472 MHz
©|2474 MHz

gl24
024
g[24
g[24
924
>

»

&

-

3

N

[e:]

Figure 2.10: The 2.4GHz frequency band shared by BLE and 802.11. The red channels are
the advertisement channels. [86]

same function. In contrast, BLE divides the spectrum into 40 channels with 2 MHz spacing.
Within those 40 channels, 37 are designated for general-purpose use, while 3 channels are
specifically reserved for advertising [9]. Figure 2.10 illustrates the BLE channel division
with advertising channels highlighted in red. This difference is related to a different device
discovery process. While Bluetooth Classic relies on paging on all channels, BLE introduced
advertising on the dedicated channels to shorten connection times and increase energy
efficiency.

The Bluetooth topology varies between Bluetooth Classic and Low Energy [1]. Blue-
tooth Classic uses a point-to-point connection, creating a star topology known as a piconet,
where one master device manages the network and up to seven slave devices are connected
to it. A device can act as a master in only one piconet but can participate as a slave in
other piconets, leading to a more complex topology called a scatternet. In contrast, BLE
initially supported point-to-point connections and broadcast, and there is no limit on the
number of connections imposed by the specification. With the introduction of Bluetooth
5, a mesh networking profile was added to BLE, which significantly increased its range.

Device Communication

POINT-TQ-POINT BROADCAST MESH

Figure 2.11: Topologies supported by Bluetooth LE [1]

Both the broadcast and mesh topologies utilise advertising for data exchange. In order
to support larger payloads, extended advertising on general-purpose channels was added as
supplementary to the primary advertising. If required, the primary advertising can direct
a receiver to extended data on the general-purpose channels through the use of pointers.

Each device is identified by a unique 48-bit Bluetooth address (BD__ADDR) [11]. How-
ever, this address is not directly used in data frames during a connection. In a Classic
Bluetooth piconet, the network is identified by an Access Code derived from the lower
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24 bits of the master device’s BD_ADDR. In contrast, Bluetooth Low Energy (LE) uses
a 32-bit randomly generated Access Address for connection identification.

To address privacy concerns, as the BD__ADDR could be used for device tracking,
Bluetooth LE Privacy Extension introduced two types of private addresses: resolvable
and non-resolvable. Resolvable private addresses are generated using a hash function and
a key, allowing devices with the key to recognise multiple addresses belonging to the same
device. Non-resolvable private addresses, however, are generated randomly, preventing
linking addresses to a single device. These private addresses can replace the BD ADDR
and change periodically, enhancing user privacy.

The Bluetooth security model includes five key features - pairing, bonding, device au-
thentication, encryption, and message integrity [23]. Pairing is the process of creating
shared secret keys, which are subsequently stored during bonding to establish a trusted
device pair for future connections. Device authentication is crucial in preventing Man-
in-the-Middle (MitM) attacks by confirming that the paired devices possess identical keys.
Encryption ensures confidentiality of the messages, while message integrity protects against
their forgery. As the security implementations vary between Bluetooth Classic and LE, we
will focus on LE in this work. According to the Bluetooth Core Specification [7], none of
the security features in BLE are mandatory; it is up to the vendor to select the appropriate
settings. The LE security is expressed in terms of a security mode and security level defined
as:

e LE security mode 1 controls whether encryption is used for connections and which
association model (type of pairing) shall be used.
Levels:

1. No security — no encryption or device authentication is used, devices connect
without pairing.

2. Unauthenticated pairing with encryption — uses the Just Works pairing method
described later, which allows the devices to be connected without user interaction
(as the authentication is missing).

3. Authenticated pairing with encryption — uses other methods for pairing, which
authenticate the devices through user interaction for MitM protection.

4. Authenticated LE Secure Connections pairing with encryption — was added in
version 4.2 together with LE Secure Connections pairing and denotes its usage.

e LE security mode 2 defines the use of MAC for data signing in connections where
encryption is not utilised. When LE security mode 1 levels 2-4 are defined, the security
implications of this mode are automatically satisfied.

Levels:

1. Unauthenticated pairing with data signing — uses pairing method Just Works
with no user interaction and device authentication.
2. Authenticated pairing with data signing — uses pairing methods which require

user interaction for device authentication.

o LE security mode 3 — was introduced in Bluetooth 5.2 [23] for encryption of broad-
casting isochronous data, such as LE Audio.
Levels:
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1. No security — the broadcasting does not use encryption nor authentication.

2. Use of unauthenticated Broadcast Code — uses encryption of the broadcasting
data with the key Broadcast_ Code.

3. Use of authenticated Broadcast Code — uses encryption of the broadcasting data,
and if the key Broadcast_ Code was not received via an authenticated method,
an error shall be indicated.

The security levels are hierarchical, meaning that the higher level always has to satisfy the
security requirements of the previous levels.

Based on the security levels, several association models are used for pairing, with Just
Works being unauthenticated while the others require authentication. The pairing process,
illustrated in Figure 2.12, consists of three phases. In the first phase, devices exchange
pairing features that determine the selection of one of two possible second phases and
the appropriate association model. Secure Connections, introduced in version 4.2, uses an
Elliptic Curve Diffie-Hellman (ECDH) for key exchange and is preferred if both devices
support it. A device can force this phase using the Secure Connections Only mode (also
known as FIPS mode) [7]. The original method, now known as Legacy Pairing, relied on
a simpler key derivation process. A third phase, protected by the key generated in the
second phase, is used to distribute additional keys. If the distributed keys are stored for
subsequent use, they are said to be bonded [3].

In Legacy Pairing there are three association models, which are used to obtain a Tem-
porary Key (TK):

e Just Works provides no authentication and thus no MitM protection, but requires no
user interaction and sets the TK to all zeroes.

e Passkey Entry requires one device to display a six-digit random number and the user
to enter it on the other device. The TK is then this number padded with leading
ZETos.

e Out Of Band utilises a communication channel different from Bluetooth to exchange
full 128-bit TK.

The TK is then used to calculate a confirm value, which is exchanged to verify that both
devices have a valid TK. Once verified, a short-term key (STK) is derived to encrypt the
channel.

Secure Connections (SC) improves pairing security by using FIPS-approved algorithms
(ECDH over P-256 elliptic curve and AES-CMAC) [7]. This approach replaces the legacy
key distribution method, which relied on a temporary key (TK), with a more robust ap-
proach. Initially, the devices exchange public keys and compute a shared Diffie-Hellman key
(DHKey) using ECDH. Then, authentication is performed in two stages. The first stage,
which is similar to Legacy Pairing, uses one of the association models to ensure that the
paired device is indeed the intended one:

o Just Works — non-interactively verifies device public keys by exchanging a confirm
value computed using AES-CMAC.

e Numeric Comparison — performs the Just Works method and additionally calculates
a six-digit number from the verification parameters and the user must confirm that
the numbers are the same on both devices.
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Figure 2.12: Bluetooth LE pairing flow

e Passkey Entry — requires the user to either enter the same passkey into both devices,
or the passkey is displayed on one device and must be entered into the other device.
The passkeys are then iteratively verified bit by bit using a similar process to Just
Works.

e Qut Of Band — process is split into an in-band exchange and a confirm value calcula-
tion, which is then exchanged out-of-band and verified.

In the second authentication stage, the Long-Term Key (LTK) and MacKey are derived
from the previously calculated DHKey. The MacKey is then used to create a check value
used to verify that both devices have the same keys [3]. If this verification is successful, the
LTK is used to secure the channel.

All encryption in Bluetooth LE is based on AES-128-bit block cypher as defined by
FIPS-197° [7]. The authenticity of the packets transmitted over the encrypted link is
protected using an authenticated CCM (Counter with CBC-MAC) encryption mode, similar
to the security mechanisms used within IEEE 802.15.4 networks. The CCM algorithm relies
on the Nonce, which is a combination of an initialization vector (IV) exchanged during the

3NIST Publication FIPS-197 (http://csrc.nist.gov/publications/fips/fips197/fips—197.pdf)
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encryption start procedure, and a packet counter that is reset on each connection [7], which

also ensures the prevention of reply attacks.
There are multiple keys used in Bluetooth LE networks:

Temporary Key (TK) is used in Legacy Pairing for authentication and derivation of
STK.

Short Term Key (STK) is used in Legacy Pairing for the protection of key distribution.

Long Term Key (LTK) is the basis for a trusted device pair and is used to generate
session keys for encrypting connections. If devices do not share an LTK, they create
one during the pairing process. If a device loses its LTK (e.g. due to a power failure),
a specific command LL REJECT IND is issued to force the devices to repeat the

pairing process.

Connection Signature Resolving Key (CSRK) is used for signing data over unen-
crypted link (Security mode 2).

Identity Resolving Key (IRK) allows identification of Private Resolvable Addresses
when LE Privacy feature is used.

Keys are exchanged during the key distribution process in pairing phase 3, with the excep-
tion of TK and STK, which are only used in legacy pairing. Notably, in Secure Connections
pairing, the long-term key (LTK) is generated securely using the Diffie-Hellman method,
eliminating the need for its exchange.
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Chapter 3

Security issues in IoT networks

In the previous chapter, we discussed the specifics of wireless IoT networks and illustrated
their operation with concrete examples. However, as highlighted in the introduction, the
growing number of IoT devices, coupled with the critical importance of the data being
transmitted, has made IoT systems a target for malicious activities such as manipulating
decision-making processes in a wide range of applications we depend on or tracking user
identity and behaviour [120]. In addition, IoT devices included in secure IT networks are
attractive as an entry point in complex attack scenarios. Analysing known weaknesses
and attacks on the technologies used is essential to enhance security and prevent security
breaches in IoT systems. This chapter is based on our survey [69] of the IoT security
landscape, with a particular focus on the three selected IoT networks: the LoRaWAN,
ZigBee, and Bluetooth Low Energy. Building on the IoT Attack Taxonomy introduced
by Chen et al. (Figure 3.1, [33]), we will examine reported vulnerabilities in wireless IoT
networks.

The main challenge with the current IoT ecosystem is that most vendors focus on
specific components rather than the entire system. Their priorities are often to deliver
new features, fast time-to-market and ease of use, with insufficient focus on security and
privacy [120]. This leads to serious vulnerabilities, as demonstrated by the number of
documented attacks on IoT devices, especially those with IP capabilities. These devices
are directly accessible via the Internet and can be easily located using search engines such
as Shodan', making them prime targets for creating Botnets of Things (BoTs). These
botnets can be further exploited for various attacks on targets on the Internet, such as
the DDoS caused by the MIRAI botnet [38]. A study by Costin et al. [34] revealed severe
security flaws in the embedded firmware of IoT devices, including several dozen hard-coded
password hashes, many of which were weak and the passwords could be recovered, admin
credentials affecting over 101,000 devices, and extractable private RSA keys along with
their self-signed certificates used by approximately 35,000 online devices.

As the attack surface in IoT is vast, we use the IoT Attack Taxonomy provided by
Chen [33], shown in Figure 3.1, for orientation. This taxonomy divides the surface into four
architectural layers. The application layer is responsible for providing quality service to the
end user. The middleware layer’s task is to collect information and store it in the cloud and
database, optionally preprocessing the data. The network layer ensures the connectivity
of the IoT infrastructure. Finally, the perception layer is focused on identifying objects,
measuring target information, and transforming this information into digital signals. In

"https://www.shodan.io/
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et Spoofing Attack

this work, we focus primarily on the network layer, but since attacks on the perception
layer can directly impact connectivity, we include them as well.

Before addressing the specific vulnerabilities of particular networks, it is essential to
understand their general characteristics, especially in the area of wireless networks. We
start with the perception layer and then move up to the network layer vulnerabilities.

One of the fundamental problems of wireless networks is the medium through which
they operate [14]. These networks transmit data via electromagnetic waves through the air,
a method that is inherently public domain, and there is no reliable method of preventing
access to this medium. With the advent of software-defined radios (SDR), access to the
airwaves has become more feasible than ever, making eavesdropping an ever-present risk.
Therefore, encryption is a necessity in wireless network security to ensure the confidentiality
of the information being transmitted.

Another consequence of transmitting data via air is susceptibility to interference, which
can significantly disrupt communication. To overcome this problem, wireless communica-
tion protocols incorporate various techniques such as integrity checks to detect corrupted
data, forward error correction codes to reconstruct original information, and methods like
spectrum division and channel switching to mitigate noise. While these methods are effec-
tive against unintended interference, they are less successful against intentional jamming
attacks.

Amin and Abdel-Hamid [14] created a taxonomy of attacks on the physical layer for
IEEE 802.15.4 that can be applied to generic wireless communication. As can be seen in
Figure 3.2, the attacks can be divided into three categories: jamming, where the attacker
corrupts the message so it is not received; message manipulation, where the content is
altered en route; and steganography, where hidden information is embedded within signal
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patterns. While message manipulation can be prevented by authentication, defence against
radio jamming is far more complex. For Wide-Band Denial attacks that target the entire
spectrum, the only remedy is to switch to an unjammed frequency band. More subtle
forms of jamming, such as Pulse-Band jamming, target specific channels or even individual
messages, making them difficult to detect. These attacks, demonstrated by Brauer et
al. [26], can effectively render particular communications impossible and are often employed
in sophisticated attack strategies.

IEEE 802.15.4 PHY
Layer Attacks
1
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Figure 3.2: Classification of IEEE 802.15.4 PHY Layer Attacks [14]

Because the open nature of wireless communications allows anyone to not only eavesdrop
on other communications but also to transmit data, ensuring the identity and authenticity
of messages is a significant challenge. Spoofing attacks exploit this vulnerability by allowing
an attacker to masquerade as a legitimate node, thereby manipulating the network infras-
tructure or the transmitted data. The main danger of spoofing is that it compromises the
trustworthiness of network data and serves as a precondition for more sophisticated network
layer attacks such as Sybil and replay attacks.

The last attack we present in the perception layer is classified as a sleep deprivation
attack in the taxonomy used and targets battery-powered nodes. In fact, it can be consid-
ered as a specific case of energy depletion attacks [85] (which are absent in the taxonomy)
in which an adversary tries to drain the battery of a device, leading to a denial of service
(DoS). This is usually achieved by forcing the victim node to perform resource-intensive
operations, such as processing huge amounts of messages. A concrete example of such at-
tack, Ghost-in-Zigbee, is described later in the Section 3.2. In a sleep deprivation attack,
the adversary prevents the victim device from going into a power-saving sleep mode and
forces it to remain in a more power-intensive standby mode, thus accelerating the battery
drain [85].

36



Network layer attacks focus on disrupting or compromising communication between
devices. The basic types of these attacks include denial of service (DoS) attacks, replay
attacks, and man-in-the-middle (MitM) attacks. DoS attacks on this layer typically over-
whelm the network with excessive traffic, making it unavailable and disrupting the flow of
information. Replay attacks involve an attacker eavesdropping on a message, intercepting
it, and resending it at a different time, sometimes repeatedly. If the network does not
recognise these messages as outdated, this can lead to unwanted actions, as found in the
LoRaWAN message confirmation discussed in Section 3.1. In MitM attacks, an attacker
intercepts communication between two nodes by acting as an intermediary. This allows the
attacker to access and potentially manipulate all relayed data. This attack is possible in
networks with weak authentication of communicating parties and messages, as the attacker
must remain undetected while forwarding the information.

A more sophisticated attack on node authenticity is the Sybil attack, in which a ma-
licious device impersonates multiple identities, either stolen or fabricated, to increase its
influence. By impersonating a group of devices, an adversary can gain an inappropriate
level of control, especially in peer-to-peer networks, and can significantly impact network
topology, data integrity, and resource utilisation [92].

Other attacks on the network topology include sinkhole and wormhole attacks. Sinkhole
attacks primarily target dynamic mesh networks with self-healing capabilities. In such an
attack, an adversary manipulates the routing of the network by falsely reporting superior
routing metrics, thereby artificially increasing its rank in the network [64]. This causes
traffic in the surrounding area to be routed through the attacker’s node, allowing the
attacker to control or exploit the data. Conversely, wormhole attacks involve the attacker
disrupting the network topology by creating a high-speed connection between two nodes,
often both under his control. This can lead to routing race conditions, where the attacker
can reorder or react to messages before the benign network delivers them. A particular
case is then a relay attack, in which the malicious node forwards packets to remote nodes,
which are then perceived as neighbours [64], for example, to bypass distance control (air
gap).

Having reviewed the general issues, in the following sections we investigate the identified
security issues of selected wireless IoT networks.

3.1 LoRaWAN

LoRaWAN uses CTR mode to encrypt application data, which is essentially a stream
cipher. JungWoon at al. [73] argue that bit-flipping attack is possible in the communication
between end-device and network server, because the plaintext and cyphertext have the same
bit order. In this attack adversary can modify a part of encrypted message by changing
directly the cyphertext if he knows the structure of the data being sent. Although this
change would break the integrity check by MAC, JungWoon suggests that brute forcing its
value is possible due to its low size of 4B. Yang in his thesis [116] suggests, that the same
attack could be applied for the communication between network and application servers
without the need of MAC brute-forcing.

Aras et al. [17] and Yang in his thesis[116] described a possibility of a replay attack.
LoRaWAN uses frame counter as a protection against replay attacks and server validates
that received message has higher value than the last one. As the frame counter value is a
part of an unencrypted header, an adversary can easily learn its value. In the protocol there
are three eventualities when the frame counter is reset. It can occur either when a device
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joins a network in OTAA mode, if the device is reset, or when the value overflows. Because
the device in OTAA mode during join procedure exchanges new encryption keys, it is not
feasible for a replay attack and resetting an OTAA device effectively causes it to join the
network again. But resetting a device using ABP mode will cause it to reset the frame
counter while keeping the same keys, allowing an attacker to replay previously captured
message in the right time (after message counters reset). If the frame counter is reset as a
result of overflow, the keys were not updated which allowed the replay attacks. To mitigate
this vulnerability, the devices supporting OTAA have since LoRaWAN 1.1 an option to
undergo a re-join procedure, which updates the security keys [21].

Another attack allowed by frame counter reset is decryption of communication. Because
the devices in ABP mode never change the encryption keys and LoRa uses CTR mode of
encryption, after the reset of frame counter the messages will be encrypted by identical
keystream [116]. Having multiple messages encrypted by the same keystream significantly
increases the possibility of their decryption and allow eavesdropping on the communication.

During the OTAA mode, an end-device has to send a JoinRequest message to the net-
work server to be added into LoRaWAN network. This unencrypted message contains
device and application identifiers and a random number DevNonce. According to the spec-
ification [21], the server shall require DevNonce to be a random number and, to prevent
replay attacks, compares this nonce from the JoinRequest with a sequence of already used
nonces by the device. The length of the sequence is a system parameter that can be cho-
sen [112] and if a replayed nonce is revealed, server can choose to reject the JoinRequest,
or put the device to a blacklist and permanently exclude it from the network. The attack
consists of storing join messages and after the nonce disappears from the server stored se-
quence, replaying join messages to the server and thus causing server ignore messages from
the benign device. Moreover Tomasin et al. in [112] speculate about the possibility of this
feature causing DoS without any adversary as true random nonce could lead to generation
of the same number for consequent requests.

Another flaw opens a way to abuse the non-encrypted beacon messages broadcasted by
the gateways. The beacon contains GPS coordinates of the gateway and also time that
should be synchronized in end-devices. This way an attacker knows from beacon the exact
location of the gateway and can perform some physical attacks. Moreover, it is possible
to spoof the beacon messages with a wrong time and cause a DoS of the end-device. The
end-devices can deplete their batteries faster when it receives many beacons with random
time. [116]

A vulnerability was found also in message confirmation. In LoRa protocol every message
is confirmed by ACK response from the server. The problem is that ACK message does
not contain any identification of the message that is being confirmed and is simply used as
acknowledgement of the last message sent [116]. If an adversary gains control of a gateway
(or spoofs the gateway), he can store ACK messages for a certain device and might use it
to confirm any other messages from the device. If the adversary manages to block outgoing
messages from the device (eg. by jamming), he can then cause silent DoS attack as the
device wouldn’t be able to recognise that those messages weren’t delivered.

3.2 ZigBee

The ZigBee standard has undergone an extensive development and testing both from the
side of ZigBee Alliance and independent researchers. There were some vulnerabilities in
the protocol or implementations identified and mitigated in new versions of the standard.
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One of the biggest issues was found to be the key management that relied solely on
secrecy of master keys. Up to the ZigBee 3.0, the master keys generated by the ZigBee
Alliance were shared among all certified devices and used exclusively for network man-
agement including joining the network and network key exchange. The whole system was
compromised when one of the keys leaked in 2015 [84]. As a result the standard intro-
duces possibility to use install codes to exchange link keys with router prior to joining the
network [43]. Such codes are exchanged out-of-band, usually by scanning QR code.

Another issue found in encryption was found within the life span of used keys. As
the keys lifetime was not limited and ZigBee uses CTR mode for encryption, after the
counter has overflown the messages were encrypted by the same keystream. Using the
same keystream for encryption of multiple messages increases the possibility of decryption
and because the counter is unencrypted in the header of every frame, it’s feasible for an
adversary to detect the exact moment when it overflows. As a countermeasure ZigBee
allows regeneration of keys. In variable intervals T'C or network managing node regenerates
network keys[47] which causes the keystream to be different. To further mitigate the risk,
there is hard boundary in ZigBee specification for maximum of 26! messages encrypted with
the same key and after this the key must be regenerated[123].Also the link key lifetime was
unlimited which allowed the attacker to generate messages and cause counter overflow
leading to reusing the keystream [47].

The well publicised is a vulnerability found in Atmel implementation of ZigBee which
was used in Phillips Hue light bulbs [97]. This implementation failed to check the Trans-
action ID for RESET TO_FACTORY NEW command for an invalid value of 0, which
leads to accepting the command and resetting the bulb. After reset the bulb tries to connect
to a network and an adversary can make the bulb ignore the genuine network and force it
to join his network instead. To avoid Touchlink protocol forcing the pairing devices to be
nearby, attacker can make use of the compatibility feature of ZigBee and avoid this check.
Moreover, the authors discovered that this implementation also does allow broadcast of the
reset command, which is in contradiction with specification and further eases the attack. In
this specific attack was also discovered master key securing the OTA update which allowed
researchers to update the firmware and cause chain reaction of infected devices.

As hinted in the general information about energy depletion attacks, ZigBee protocol
is susceptible to an attack labelled as Ghost-in-ZigBee [29]. This attack uses the fact that
only the payload is encrypted in IEEE 802.15.4. Device address and counter value are not
encrypted which allows attacker to generate messages for any selected device. The device
have to process every message with the counter higher then its own and even if the MIC
will cause the frame to be dropped thanks to integrity violation, if the adversary generates
enough of those messages the device can deplete its energy resulting in DoS.

3.3 Bluetooth

Bluetooth has faced a number of security issues since its introduction, from access to en-
cryption in the earliest versions through key exchange in Low Energy to implementation
bugs. Each new version then comes with mitigations for identified vulnerabilities in the
form of optional features to maintain compatibility. In its report on Bluetooth [90], NIST
points out, among other things, that this approach allows for so-called downgrade attacks,
where an attacker forces a victim to use an older method with known vulnerabilities, and
recommends using SC Only mode to reduce this danger. The problem with downgrading
to an older Bluetooth version is also acknowledged by Lonzetta et al. [75]. A significant
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concern is also the limited ability to patch device software if vulnerabilities are discovered,
as deployed Bluetooth controllers typically cannot be updated.

As Bluetooth technology has started to be integrated into security-critical components
such as smart locks, it has attracted considerable attention from researchers. Lonzett’s
work [75] provides a comprehensive overview of the BLE security landscape, examining
both Bluetooth Classic and Low Energy protocols and detailing various attacks on com-
mercial products. Following this, Casar [36] provides a focused analysis of BLE, specifically
outlining the weaknesses that have been discovered. Lacava [72] goes further by detailing
specific vulnerabilities associated with their CVE identifiers and categorises attacks based
on network topology, including single links, broadcast, and the relatively new mesh topol-
ogy. In his PhD thesis [49], Hamby lists specific vulnerabilities and evaluates BLE devices’
security before and after applying NIST’s recommended prevention techniques [90].

The main vulnerability of the BLE specification lies in the Legacy Pairing scheme,
which was the only pairing method available until version 4.2, leading to the introduction
of Secure Connections. Legacy Pairing involves one device generating keys and transferring
them to the other device, with security provided by a short-term key (STK) derived from
a temporary key (TK) based on the association model. However, as NIST points out in
its technical report [90], the TK generated by these methods is often not strong enough,
making the process vulnerable to eavesdropping attacks that can result in key leakage.
Moreover, depending on the negotiated parameters, the keys exchanged can be as small
as seven bytes, and the number of authentication challenges is unlimited. This vulnera-
bility becomes even more dangerous with the ability to force the device to re-pair [101].
Jasek [65] and Melamed [80] demonstrated practical attacks exploiting these weaknesses,
such as transparent MitM attacks using the legacy Just Works method and forced re-pairing
leading to encryption key recovery.

Despite improvements in later versions of Bluetooth technology, encryption and other
security features remain optional and are often not implemented by many manufacturers.
Security experts at Merculite conducted a survey of Bluetooth-enabled smart locks [98],
which revealed that most of these devices suffer from serious security flaws. A common
flaw found is the absence of BLE encryption, which was confirmed by S. Jasek [65], who
said that 80% of the Devices he tested do not use BLE encryption. Although Jasek’s study
focused only on devices using the oldest BLE 4.0 standard, his results are concerning, given
the continued widespread use of this standard. Without BLE encryption, devices lack
network-level authentication and are vulnerable to MitM attacks, a risk that both Merculite
and Jasek have demonstrated. While manufacturers often implement additional security
measures at the application level, these can increase the likelihood of implementation flaws,
often leading to MitM and replay vulnerabilities [98].

BLE is generally robust against jamming attacks due to its use of frequency hopping
spread spectrum (FHSS), which allows it to rapidly switch frequencies and thus avoid
interference on any single channel. However, the invention of advertising channels in BLE
has introduced a new risk. Since every BLE communication begins on one of the three
designated advertising channels, an adversary could perform a DoS attack by jamming
these channels, effectively disrupting the entire network. Additionally, an attacker could
eavesdrop on the initiation of communications by monitoring these channels. Brauer et
al. [26] demonstrated that targeted disruption of BLE communication is possible. However,
the effectiveness of such attacks diminishes significantly as the distance between the jammer
and the receiver increases, leading to a rapid decrease in disruption rate.

40



Seri and Vishnepolsky revealed in their work [104] that the complexity of Bluetooth
protocol leads to implementation errors. They inspected various Bluetooth stack imple-
mentations and discovered multiple vulnerabilities labeled together as BlueBorne. These
vulnerabilities allow wide range of attacks from MitM to remote code execution on various
platforms affecting billions of devices globally. The only way of protection is updating af-
fected implementations to patched versions, which can prove to be next to impossible for
some cases of deployed devices. As a follow-up, Garbelini et al. [46] contributed by de-
veloping a fuzzing-based testing framework that successfully uncovered several additional
vulnerabilities in BLE implementations.

Lastly, Antonioli et al. [15] identified in their work a vulnerability in the pairing process
affecting all security modes. During the first phase of pairing, device features are exchanged
containing maximal supported entropy for the LTK. This can be abused to lower the entropy
and, thus, the security of the resulting key, which, as a consequence, enables the adversary
to brute force the key afterwards. The entropy can be lowered down to 1 byte for Bluetooth
Classic and 7 bytes for Bluetooth LE. While using Secure Connections should result in a full
16 bytes of entropy, the authors state that, in reality, they were able to lower the entropy
of SC-generated keys as well.
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Chapter 4

Security measures

In the previous chapter, we illustrated the vulnerabilities of the IoT environment and high-
lighted the security challenges it faces. This problem is exacerbated by the variety of
transport protocols used in these environments, leading to increased complexity and poten-
tial points of failure [120]. With fog computing, more and more data traffic is exchanged
just inside local networks, where some nodes are provided with computing resources that
enable faster and more efficient distributed processing at the edge of the network.

Securing IoT networks is critical due to the increasing sophistication of cyber-attacks,
which can lead to unauthorised access, data breaches, and service disruptions. Effective
IoT network security requires strong encryption, robust authentication mechanisms [33],
continuous monitoring [67], and regular updates, though updating can often be a non-
trivial task in deployed IoT devices [120].

We believe security monitoring is a key aspect, involving constant observation of network
traffic and device behaviours to detect and respond to threats in real-time. Such monitoring
is performed by Intrusion Detection Systems (IDS), which detect unauthorised access and
malicious activities by analysing patterns in the data. According to the data source, we
differentiate between Network-based IDS (NIDS) which monitors the traffic across the entire
network, and Host-based IDS (HIDS) which use audits, logs and other data that originates
from the host system [68].

Currently, there are many different IoT platforms'. However, they are mainly focused on
data processing. Almost none use available computational resources for security analysis.
The most common security solutions are still based on simple pattern matching, Deep
Packet Inspection (DPI) and Access Control Lists (ACLs) at the network perimeter that
are focused just on Internet Protocol (IP) devices. This simple approach is no longer
possible due to the complexity and importance of network traffic among end devices that
must be properly protected [120].

Nowadays, there is a big demand for a security solution that will respect modern IoT
architectures using fog computing principles. These networks are very dynamic and secur-
ing network perimeter is not enough for the threat detection anymore. Moreover, loT data
comprises of IP and non-IP traffic (e.g Z-Wave, LoRa and Bluetooth Low Energy). The
modern security solution should understand the normal behaviour of computer network
composed by IP and non-IP nodes, analyse encrypted traffic without decryption, dynami-

"https: //www.mckinsey.com /business-functions /mckinsey-digital /our-insights /making-sense-of-
internet-of-things-platforms
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cally adapt to network changes and send alerts in case of unexpected situations in network
traffic. Based on created alerts it should automatically mitigate detected threats.

The very promising way of solving these challenges are Machine Learning (ML) and
statistical methods. These methods are usually deployed in a cloud environment because
they require high computational resources. However, this approach is not effective for
modern IoT architectures respecting fog computing principles. IoT gateways that are placed
at the network edge have a great insight into network communication because they have
direct connectivity with end devices. On the other hand, these gateways usually have low
computational and storage resources. More resources are available at upper layers of the
fog computing architecture. However, the detail of direct insight into data is lower. Due
to these reasons, it is necessary to modify a structure of anomaly detection modules so
that it can run even on edge IoT gateways. Information gathered from gateways are then
combined in upper layers of the fog computing architecture.

Our aim is to design and implement a network intrusion detection solution for modern
IoT networks with respect to the fog computing architecture. To achieve the flexibility
needed, we base our solution on NEMEA framework [31] described later, which provides
platform with loosely coupled modules, which can be deployed across multiple nodes. More-
over, our design incorporates a software IoT gateway, BeeeOn”, consolidating control and
monitoring of the IoT network on one node. Because of this integration, we call our solution
Secure gateway for IoT (SIoT).

4.1 Network Intrusion Detection

Network Intrusion Detection Systems (NIDSs) are responsible for detection of any unap-
proved activity that occurs within a network. There are many types of NIDS that differ
both in their location within a network and the type of detection they perform. For detec-
tion in network environment those systems usually use packet inspection or flows that they
analyse and try to decide whether the network has been compromised.

There are three major directions in the detections performed by NIDSs[27]. First type
is specification based detection that relies on proper description of the correct use for a pro-
tocol. Every communication is then compared with this expected use and every deviation
is reported as intrusion. Those systems have low false alarm rate and good efficiency, but
development of detailed protocol descriptions that could be used is difficult and have to
be reworked with every protocol update. Another type is misuse based detection which
compares patterns of known attacks (called signatures) to events in the network and if
a match is found, incident is reported. Having the exact attack patterns has advantage
of high efficiency of such systems and possibility to identify an attack that appears in the
network. Disadvantage is then recognition of only the described attacks. Last direction
is anomaly detection. This detection creates behavioural models for nodes in the network
and compares their current behaviour against this model. Deviations from this model are
reported as anomalies and suspicion for intrusion. Computation of the model is often com-
putationally excessive and requires large amount of data to be created (so called training
data) and has high level of false positives. On the other hand this type of detection is able
to recognise various problems in the network and even unknown attacks.

Anomaly detection is undergoing an extensive research as it seems to be the most
promising direction for the future. Butun et al. created in [27] classification of anomaly

2https://beeeon.org

43



Anomaly-based IDSs

1
| | |

Knowledge
Statistical Machine learning
(data mining)
based based
based
= Univariate p—{ [Expert systems =] Bayesian networks
N Description

H Multivariate — — Markov models

languages (UML)
. . Finite State Machine .
= Time series model — (FSM) — Fuzzy logic

Data clustering &

" h j— Genetic algorithms
outlier detection icalgont

f— Neural networks

Principal Component
Analysis (PCA)

Figure 4.1: Classification of anomaly based IDS [27]

based IDSs that can be seen in Figure 4.1. Those systems can be divided into three
categories based on the nature of the processing into statistical, data mining and machine
learning techniques. Statistical models rely on profile with mean values for normal operation
of the network. Network behaviour is then compared to this profile and is counted a score
defining the difference from the profile and if the score is higher than a certain threshold,
anomaly is reported. Data mining techniques use big data to create description of normal
state and then check current traffic against it. The description can consist of generated
rules in expert systems, diagrams in case of description languages, states and transitions
creating a finite state machine or groups of clusters based on some similarity feature in
which case detection consists of finding an outlier. Machine learning is a special set of
methods that generate a model and then use it for recognising anomalies while periodically
updating it to improve the results.
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4.2 NEMEA Framework

NEMEA (Network Measurements Analysis) platform [126] is designed for real-time traffic
analysis and anomaly detection in network environments. The NEMEA framework is com-
posed of a series of independent, interconnected modules, each responsible for a specific task
such as flow data preprocessing, filtration, anomaly detection, or logging and reporting of
results. These modules are independent processes that communicate through unidirectional
interfaces, enabling scalability as the modules can be deployed across multiple nodes.

A key feature of the NEMEA framework is its extensibility, allowing it to be easily
expanded by integrating additional modules. This design not only supports a larger set of
detection mechanisms but also accommodates different input sources, making it adaptable
to various network environments. The modular nature of NEMEA also facilitates quick
and easy implementation of new modules, making it a versatile tool for both production
environments and as a common platform for researchers focused on network security and
monitoring.

A crucial part of the framework is the Traffic Analysis Platform (TRAP) library, which
serves as the backbone for communication and operational functionality. Notably, it defines
the communication interfaces (IFCs) between modules. These IFCs are unidirectional,
allowing each module to utilise multiple input and output interfaces. Additionally, these
interfaces simplify the complexities of various underlying communication methods, such as
UNIX sockets, TCP sockets, and file operations.

NEMEA uses a binary format called UniRec for efficient data exchange, which is struc-
tured around a template that defines a set of fields in a record. All records sent over a single
IFC use the same template, ensuring consistency and facilitating fast access to the fields
within each record. Moreover, this design minimizes overhead by eliminating the need to
transfer metadata about the record structure with each transmission. To ensure compati-
bility of the modules, the compatibility of output and input IFC templates is checked upon
connection. Examples of the UniRec templates used in our work can be found in Figure 4.3.

4.3 Secure gateway for IoT (SIoT)

The architecture of our secure gateway for IoT (SIoT) is split into NEMEA modules dif-
ferentiated by their purpose. Specific modules for data acquisition are called collectors
and their task is to use specific approaches and hardware tools to receive IoT frames from
various physical layers of IoT technologies, parse the data and transform them into the
standardised UniRec format used for module communication in NEMEA framework. An-
other type of modules is detector, which task is to analyse the collected frames and detect
one or more traffic anomalies or specific network conditions. The output of detectors may
be used in other modules in which case they serve as preprocessors. Moreover, modules
can be connected to the cloud or fog computing devices where an additional evaluation is
performed. Received data are essential for traffic classification, creation of ML models and
further improvements of detection methods as depicted in Figure 4.2.

Our solution allows extension of existing modules with other unique features or inclusion
of a new module. Effective upscale of the system is achieved by deploying modules to
multiple nodes as every module may run separately and communicate with others via
a network. Such a high level of scalability is necessary within the IoT concept. For example,
even if the collector of LoRaWAN frames is deployed on a physically separated gateway, it
still provides received frames to detectors running on another machine.
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Figure 4.3: Standardised Format of Messages for Collectors and Detectors

Although IoT traffic can vary significantly depending on the technology used, we have
identified some common elements. We used the UniRec format, incorporating a predefined
set of common items in the record, as shown in Figure 4.3. If needed, additional data
specific to the protocol or detector can be added to this format. Each UniRec output record
produced by collectors includes a timestamp and a device address. In addition, detectors
also provide an alert code and a caption in their output. The alert code indicates the type
of anomaly, especially when the detector can identify multiple types, while the caption
provides a human-readable description of the anomaly to enhance user experience. Other
fields are tailored to each specific technology. Standardising the output from collectors
and detectors simplifies interfaces and allows for aggregation, providing a comprehensive
overview of traffic and incidents.

4.4 SIoT utilisation in this thesis

In the previous section, we introduced a monitoring solution SIoT that can be flexibly
deployed on one or more network devices, capable of running machine learning techniques
even on edge devices with limited computational power. This solution was developed as part
of the Secure Gateway for IoT project, in which the author of this thesis was involved. His
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responsibilities included research work on security analysis of IoT networks and designing
ways to monitor them, collaboration with BeeeOn and publishing. In particular, he delved
into the issue of Bluetooth network monitoring, which shaped the direction of this thesis.

The key advantage of SIoT lies in its flexibility. It is composed of interconnected mod-
ules, each with a defined role, which can be easily enhanced or replaced. Moreover, due to
the standardised format for data and metadata from both IP and non-IP traffic, developers
are provided with a straightforward interface to develop detection methods within our sys-
tem. Throughout the project, several modules were created to focus on both IP and non-IP
network traffic, and the entire codebase was made available as an open-source project on
GitHub?.

In the subsequent chapters of this dissertation, we will be working within the frame-
work of the proposed SIoT architecture. Chapter 5 describes the development of modules
into SIoT that are used for security monitoring of Bluetooth communication. Following
the modular architecture, the solution consists of two modules - a collector that acquires
information from the Bluetooth network, and a detector that analyses and processes this
information into alerts.

3https://github.com/CESNET/NEMEA-SIoT
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Chapter 5

Bluetooth Low Energy (BLE)
security monitoring

Bluetooth devices are facing increasing security challenges, especially with the rise of
IoT technology in Small Office/Home Office (SOHO) and sharing economy environments.
Firmware updates and security patches in this setting are not always reliable, leaving many
devices vulnerable. Additionally, vendors often fail to implement security features properly,
increasing the risk of using these devices. This is particularly concerning for security-critical
applications like Bluetooth-controlled smart locks, where strong security measures are es-
sential.

In this chapter, we tackle the challenge of detecting malicious activity in Bluetooth-
enabled devices. We treat this issue as a component of the broader SIoT security solution
discussed in Chapter 4. Our focus is on developing modules that enhance this solution,
enabling users to incorporate Bluetooth networks into the intrusion detection system.

Intrusion detection is particularly important in scenarios such as the one described in
motivation 1.1.1, where the limitations in the security logging of a smart lock were clearly
exposed. If an adversary exploits vulnerabilities outside of the vendor’s application or
cloud services, for example through replay attacks, the built-in monitoring mechanisms
may fail, allowing breaches to go undetected. This is particularly concerning given the
rising popularity of smart locks in residential settings and the sharing economy, such as in
Airbnb, where a breach could lead to unauthorised access to the property.

Our objective is to detect unauthorised manipulations with a device by independently
monitoring its status, regardless of the vendor, and logging the times when it is accessed.
These monitoring logs can be compared with vendor audit logs to identify any inconsis-
tencies that may indicate tampering. They can also form the basis for more advanced
detection methods, such as Network Behavioral Anomaly Detection (NBAD) or inclusion
in Security Information and Event Management (SIEM). In situations where an adversary
actively probes a system during the reconnaissance phase of an attack, this monitoring can
function as an early warning and prevention system.

Security monitoring of Bluetooth networks is particularly challenging due to its primary
use as a direct link between a controller, typically a smartphone or tablet, and an IoT
device. This direct communication means that there is no centralised point, such as an
access point in IEEE 802.11 networks, where monitoring tools could be easily integrated.
Although the introduction of Bluetooth 5 and its mesh profile offers the potential for larger
networks that might include monitoring nodes, this feature is still new and not widely
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adopted. Many IoT applications will likely continue to use the direct link approach, so
external monitoring of devices will be necessary. However, this method is complicated by
the use of Frequency-Hopping Spread Spectrum (FHSS), which disperses communication
across 40 channels, adding another layer of complexity to the monitoring process.

There are several options for how to employ such monitoring of Bluetooth networks.
The most available are development tools such as nRF Sniffer for Bluetooth LE' or Uber-
tooth One”. These tools allow monitoring of a single device by following its connection
across the channels. In order to be able to monitor multiple devices, it is possible to use
powerful Software Defined Radio (SDR) based analysers like Ellisys Bluetooth Tracker® and
RFcreations mini-moreph”®. These analysers are industry-oriented with price tags exceeding
$20.000 and thus not well suited for the SOHO use we decided to target. The last option
would be embedding a monitoring option in the Bluetooth controller itself, but its inclusion
would depend on the vendor and wouldn’t address already deployed devices.

In this work, we focus on finding a cost-effective solution for efficiently monitoring
multiple devices within a SOHO setting. We propose an alternative monitoring principle
based on observing BLE Advertising channels. Unconnected devices periodically transmit
their advertisements, and by analysing the timing of these advertising PDUs, we can detect
when the monitored devices have been connected. The connections detected can then be
crosschecked against vendor logs to detect discrepancies.

Adversary model

In this thesis, we are operating under the assumption that an adversary’s goal is to mis-
use a Bluetooth LE end device while avoiding detection. We are specifically considering
a scenario where the device is operating independently, not connected to the broader smart
infrastructure through any channel other than Bluetooth. The attacker has the ability to
eavesdrop on the device’s communications passively and to actively send arbitrary packets
on BLE channels. Additionally, we are assuming that the attacker possesses knowledge of
how to exploit vulnerabilities in Bluetooth devices and the authentication process between
the device and the user device.

5.1 Related work

As vulnerabilities in Bluetooth protocols and implementations have become increasingly
prevalent, as discussed in Chapter 3, researchers have shifted their attention to developing
tools for more effective security analysis of Bluetooth devices. Del Arroyo [19] proposed
a methodology for security testing of these devices, which was later advanced by Ray [94]
with the introduction of a semi-automated testing framework and further refined by Gar-
belini [46], who developed a fully automated testing framework.

Continuous monitoring of the BLE network is a non-trivial challenge because of the
Bluetooth features. In the mentioned methodology, the authors note that a sniffer has to
be deployed for every monitored device [19]. It is possible to monitor all Bluetooth channels
at once, as was presented by Ossmann and Spill [89]; however, these solutions are either
complex and expensive or have substantial limitations. Del Arroyo et al. come up with

Thttps://www.nordicsemi.com /Products/Development-tools/nrf-sniffer-for-bluetooth-le
https://greatscottgadgets.com /ubertoothone/

Shttps:/ /www.ellisys.com /products/btrl/index.php
“https://www.rfcreations.com/hardware-platform /mini-moreph
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a compromise by monitoring primarily one connection but in gaps between transmissions,
opportunistically sniffing other connections[18]. This approach allows a better overview of
the network and monitoring of multiple connections at the cost of increased probability
of missing some data packets and, in the worst case becoming out of sync and losing the
connection. Heinrich, Stute and Hollick developed a tool called BTLEmap [52], whose main
function is network mapping and device discovery with an emphasis on privacy. Developed
for iOS and macOS devices, it scans advertisements and attempts to establish connections
with nearby devices, presenting the user with a map of discovered devices with their char-
acteristics. Since Apple devices restrict some information, the authors propose a probe that
continuously monitors advertisements and reports them to the tool. Such a probe can be
used as a source of continuous advertisement-based security monitoring.

Cayre et al. [30] developed an innovative intrusion detection method that is integrated
directly into the BLE controller, enhancing its ability to preemptively identify security
breaches.

The work of Wu et al. [114] is most similar to our proposal. The authors present
BlueShield, a tool that aims to prevent spoofing attacks on users in Bluetooth networks
by distinguishing between benign and malicious advertisements. They use three specially
modified Bluetooth probes based on the Ubertooth One, where each collector monitors
a single advertising channel, and compare the received advertisements with the profile
created. An advertising profile consists of several properties, one of which is the advertising
interval, which is also used in our work. BlueShield learns the advertising interval of benign
communication, and if an advertisement is intercepted earlier than expected, it is flagged as
a spoof. Cai et al. [28] are conducting research with a similar focus on spoofing attacks and
have announced plans to create a significant dataset, BLE-SAD, aimed at aiding spoofing
detection efforts.

Compared to others, we focus on security monitoring of BLE devices on common hard-
ware (can run directly on IoT gateway). Unlike BlueShiled, we target misuse of endpoint
devices, as opposed to protecting users against receiving spoofed information. We consider
our work and that of BlueShield to be complementary. While our approach provides only
basic metadata about the connections of the monitored devices, the result is a comprehen-
sive view of network events.

5.2 Owur approach to BLE connection monitoring

In Bluetooth LE technology, devices take on specific roles defined by the Generic Access
Profile (GAP) [7] based on the type of communication, which can be either connectionless or
connection-oriented. In connectionless communication, the Broadcaster role is responsible
for transmitting data to any nearby devices through advertising or Broadcast Isochronous
Stream (BIS), while the Observer role passively receives the data from the broadcaster.
In connection-oriented communication, the roles correspond to those of Bluetooth classic -
Peripheral and Central. The Peripheral device, typically a low-power, resource-constrained
entity, advertises its availability to accept connections and functions as a server by providing
data or services. Conversely, the Central device, usually more powerful and less constrained,
initiates the connection, acting as a client that consumes the data or services the peripherals
offer.

The operation of Bluetooth LE is sub-divided into time units called events, with data
transmitted between devices positioned in these events. The specification [7] recognises five
types of these events:
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o Advertising event includes transmissions on primary advertising channels, which are
used for both connectionless communication and connection initiation. With the in-
troduction of two additional advertising events in Bluetooth 5, this type of advertising
is now referred to as Legacy Advertising.

o Extended Advertising increases the amount of data that can be included in advertising.
It uses Legacy Advertising to signal the existence of an auxiliary packet containing the
data transmitted on general-purpose channels, called secondary advertising channels
in this context.

o Periodic Advertising consists of extended advertisements transmitted at regular inter-
vals, enabling multiple devices to receive messages synchronously and conserve energy
as they can power down their radios between transmissions.

e Connection event involves exchanging connection parameters and bidirectional com-
munication between the central and peripheral devices.

e Isochronous events were introduced in Bluetooth 5.2 for time-sensitive data streams,
especially audio. They use isochronous channels to ensure that data packets are
delivered within strict timing constraints.

We focus on recognising the connection events because they contain bidirectional secure
communication between devices.

5.2.1 Advertiser lifecycle

Peripherals that transmit advertising packets on the advertising channels are referred to
as advertisers. To provide a clearer understanding of the advertiser’s lifecycle, we present
in this section an overview of the phases it undergoes. In the schematic in Figure 5.1 we
split them by the channel type on the vertical axis, while on the horizontal axis are the
non-connected and connected states. The starting state is represented by the dot in the
initial node, indicating the beginning of the operation.
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— Extended Advertisement Data Exchange
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Figure 5.1: Lifecycle of a BLE Advertiser

After initialisation, when the advertiser is ready to provide a service, it starts ad-
vertising. Regardless of the advertising event used, this advertising involves periodically
broadcasting advertisements on primary advertising channels, potentially supplemented by
extended advertising. Scannable advertisers provide a brief exchange of information where
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a scan request is responded to by a single-packet scan response on the same advertising chan-
nel. On the other hand, connectable advertisers allow initiators to engage in bidirectional
communication by initiating a connection. In Legacy Advertising, a connection indication
message on an advertising channel is used, while Extended Advertising performs this pro-
cess already on general-purpose channels. Data exchange always occurs on general-purpose
channels, and after the connection is closed, the device returns to advertising.

Depending on the capabilities of the device, we can observe two distinct patterns in
advertising:

Channel

Channel

Intermittent pattern
In this pattern, illustrated in Figure 5.2, once the device establishes a connection, it
ceases advertising until the connection is terminated. Intermittent pattern exhibits
the typical limitation of Bluetooth IoT devices, which can maintain only a single
connection simultaneously [80]. However, its advantage lies in simplifying the radio
and saving resources.
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Figure 5.2: Identified intermittent pattern of Bentech FP3 lock.

Persistent pattern

Devices that can handle multiple connections at the same time follow a persistent
pattern. This means the device continues to advertise even while connections are
active (as shown in Figure 5.3). This approach requires more resources because the
device must manage both the connection and advertising channels simultaneously.
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38 —000000 0000000000 00000000000 00000000000 000000 OO0 0000V C0 OO0 00 0OVOO00 00000000000 O 00 OC

3 7 —P000000 0000000000 0000000000 0000 0000000000000 0000000 0000000000 00 0O0O00000000000000 000000 C
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Figure 5.3: Identified persistent pattern of igloohome Padlock Lite.
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Identifying these patterns poses a challenge since they cannot be directly detected from the
packet data alone. Accurately recognising a device’s advertising pattern requires ongoing
monitoring of its behaviour over time to infer how its advertising relates to its connection
status.

5.2.2 Advertising events

Our monitoring relies on Legacy Advertising, which is carried out by each Peripheral and
Broadcaster, prompting us to examine it more closely. This advertising consists of reg-
ularly repeated Advertising events, during which a single advertising packet (depicted in
Figure 5.5) is transmitted. This single packet can be transmitted on all the primary adver-
tising channels or just a subset, as illustrated in Figure 5.4.

[} [} [}
[} [ [}
< Advertising event > < Advertising event >
[} [} [}
[} [} [}

! ] | ] | |
[ [} ] [} ] 1
1 ] ] ] 1 ]
; Adv ‘ 1 Adv H Scan H Adv ‘: Adv ‘ i | Adv ‘ 1 Adv ‘ i
i Adv Ch(k) | | Adv Ch(k+1) ! Adv Ch(k+2) 1 1 Adv Ch(k) | | Adv Ch(k+1) i
e > - > — - > - >

Figure 5.4: BLE Advertising Event [23]

There are several types of advertising packages transmitted on the primary advertising
channels depending on their intent:

e ADV_IND indicates a device, which supports both scan requests and connections.
e ADV_DIRECTED_IND is intended for a specific device, which is allowed to connect.

e ADV_NONCONN_IND contains broadcast data of a device that does not support scan
requests or connections.

e ADV_SCAN_IND announces the support for scan request, one exchange of scan request
and response is shown in Figure 5.4.

e ADV_EXT_IND is part of extended advertising and points to an auxiliary advertising
packet on a general-purpose channel.

The Advertising Interval, which is the time between two consecutive advertising events,
can range from 20 ms to 10.24 seconds as per the low duty cycle specifications [7]. Addi-
tionally, for fast reconnections, the standard allows for a high duty cycle advertising, where
a device can engage for up to 1.24 seconds in directed advertising with advertising intervals
shorter than 3.75 ms. The Advertising Interval is application-specific and its setting affects
the data broadcast rate or the speed of the connection establishment. On the other hand,
since the advertiser can turn off the radio between events, this can be used to increase bat-
tery efficiency. To minimise network collisions, a (pseudo)random advertising delay ranging
from 0 to 10 ms is added by the Link Layer after each advertising interval.
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No. Time Source Destination  Protocol Length Info

5 2024-05-02 16:18:39, 616000 controller host HCI_EVT 32 Sent LE Meta (LE Advertising Report)

6 2024-05-02 16:18:39, 621000 controller host HCI_EVT 32 Sent LE Meta (LE Advertising Report)
»

» Frame 5: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)
Bluetooth
[Source: controller]
[Destination: host]
Bluetooth HCI H4
[Direction: Sent (©x80)]
HCI Packet Type: HCI Event (©x84)
~ Bluetooth HCI Event - LE Meta
Event Code: LE Meta (©x3e)
parameter Total Length: 29
Sub Event: LE Advertising Report (0x02)
Num Reports: 1
Event Type: Connectable Undirected Advertising (©x@0)
BD_ADDR: TexasInstrum_15:17:48 (e@:e5:cf:15:17:48)
Data Length: 17
~ Advertising Data

4

~ Flags
Length: 2
Type: Flags (0x01)

000. .... = Reserved: 0x0@

...0 . Simultaneous LE and BR/EDR to Same Device Capable (Host): false (©x@)
Simultaneous LE and BR/EDR to Same Device Capable (Controller): false (@x9)
BR/EDR Not Supported: true (@x1)

LE General Discoverable Mode: true (0x1)

LE Limited Discoverable Mode: false (0x@8)

ciae ...0
» 16-bit Service Class UUIDs (incomplete)
» Manufacturer Specific
RSSI: 38 dBm

Figure 5.5: Advertisement report as received from HCI interface.

5.2.3 Detection principle

In order to include BLE devices in security monitoring solutions, we need to be able to
retrieve some characteristics of their behaviour. This characteristics can be obtained either
by directly tapping one of the nodes, usage of broadband signal analysers, monitoring one
device at a time or relying on vendor notifications.

We propose an indirect method for monitoring intermittent Bluetooth LE device con-
nections in the vicinity by observing activity on the primary advertising channels [57]. All
Bluetooth LE devices that offer services announce their presence on these channels. When
a device is connected and follows an intermittent advertising pattern, it temporarily dis-
appears from the primary channels for the duration of the connection. By continuously
monitoring Legacy Advertising, the periodic appearance of advertisements from immobile
devices can be observed, with only minor variance due to anti-collision delays mentioned
in 5.2.2. If a device is absent from the advertising channels for an extended period of time,
it can be inferred that the device is engaged in a connection event. Although this method
is less reliable than directly listening to connection establishment packets, it has the sig-
nificant advantage of being compatible with standard Bluetooth chips without requiring
modifications. Furthermore, the use of Extended Advertising complicates such connection
monitoring, as the establishment can occur on general-purpose channels.

To consider the variability of Advertising Intervals across different applications, we
implement a per-device model that captures the unique characteristics of each device. The
operation, contained in the schematics in Figure 5.6, could be split into two phases. In
the initialisation phase, the model is created, and the Advertising Interval t, along with
other relevant characteristics, is learned. Omnce the model is established, it is used to
distinguish between the device’s passive state, during which it advertises, and a connection
event. When the initiator establishes a connection, the device ceases advertising, causing
a notable deviation in the expected interval t. This deviation does not align with the
established model, thus a connection is reported.
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Figure 5.6: The schematics of the proposed connection detector

In the initialisation phase, we expect the device to be in a non-connected state. Even
if this were not the case, since the Advertisement Interval is learned from consecutive
advertisements, this would not affect the generated model, only delay its initialisation for
a period of time after the connection is complete. If the connection event occurred during
the initialisation, it would bias the generated model. In order to overcome this problem,
the model is updated over time, ensuring adaptation to changing conditions and refining
the model by capturing similar errors.

Based on this formulated principle, we focus on identifying the appropriate models
and detection methods that are best suited to distinguish between passive advertising and
connections.

5.3 Verification methodology

To verify our idea for connection monitoring in Bluetooth LE networks, we conducted sev-
eral research phases that addressed the key research questions that needed to be answered.
The first research question focuses on the fundamental verification of the functionality of
this approach, leading us to formulate the following research question:

RQ1: Can the proposed connection monitoring principle be effectively applied
to track activity of Bluetooth LE devices with intermittent advertising pattern?

In order to answer this research question, we conducted an experiment as detailed in Sec-
tion 5.4. We chose five Bluetooth LE devices that represent different types of IoT devices.
We implemented a proof-of-concept solution consisting of a collector to gather advertising
packets and a detector to create a device model and identify connections based on the col-
lected data. Using the collector, we gathered a dataset of the advertising activity of these
devices. We manually inspected the dataset and confirmed that some devices exhibited
an intermittent pattern, and we could identify connections by observing interruptions in
advertising activity. We then proposed two basic detection methods using simple statis-
tics, incorporated them into the detector, and evaluated their performance for our specific
problem.

We demonstrated that the concept was valid and capable of detecting connections on
a standard Bluetooth LE controller. However, since the quality was insufficient, we have
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decided to subject this issue to further investigation in the areas we have identified as
problematic. The first area we examined was the advertising collection, where frequent
dropouts in advertising messages reduced the accuracy of the statistical methods used for
detection. Based on this, we defined the following research question:

RQ2: Would optimised advertising collection hardware improve detection effi-
ciency?

Answering this question required us to develop a custom advertising sniffer, which is de-
scribed in detail in Section 5.5. This sniffer is capable of parallel collection of advertisement
packets from all three advertising channels. By employing this parallelism, we address the
challenge of channel hopping typically performed by standard controllers, aiming to min-
imise packet dropouts. Moreover, as this collector is able to identify on which channel the
advertisement was captured, it allowed us to delve deeper into the collection process and
better understand its behaviour and shortcomings.

We used this sniffer to compile an advanced dataset, described in Section 5.6. The
dataset includes a representative sample of nine devices from four functional classes. We
captured it simultaneously using both our custom sniffer and the standard controller orig-
inally employed to compare the quality of the capture. By testing the same detection
methods as in the proof-of-concept solution on data captured by the sniffer, we could ad-
dress research question RQ)2.

After addressing the capture phase, our attention shifted to identifying higher-quality
methods for detecting connections from the measured data. To achieve this, we utilised the
compiled advanced dataset. Initially, we approached the problem as an outlier detection
task based on the premise that a connection would likely behave as an outlier compared
to the passive state of the device. Consequently, we formulated the research question as
follows:

RQ3: Can outlier detection methods enhance the identification of connections
in device advertising activity?

For the sake of completeness, we decided to test the suitability of the artificial intel-
ligence approach in addition to outlier detection methods and formulated the following
question:

RQ4: Can artificial intelligence methods enhance the identification of connec-
tions in device advertising activity?

To address these questions, we once again designed an experimental procedure. We
undertook the following steps, which are detailed in Section 5.7. First, we used our dataset,
focusing on the data from intermittent devices measured by our sniffer. We manually
labelled this data to allow us to assess the accuracy of the methods being tested. From
the field of outlier detection, we selected five methods that represent different categories of
algorithms: ARIMA and GMM from the statistical-based category, LOF from the nearest-
neighbour-based category, OCSVM from the classification-based category, and iForest from
the projection-based category. In the domain of Al, considering the anticipated simplicity
of the problem, we chose to use a basic multi-level perceptron with minimalist neural
networks. We implemented all methods in two steps: training and testing. To identify
suitable parameters, we employed a grid search approach.
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We then evaluated all the methods on data measured in a laboratory environment and
in the relevant office environment. Ultimately, we identified a method with the necessary
quality for the final product, confirming the discovery of a novel principle for Bluetooth LE
security monitoring, enhancing the security of SOHO environments.

5.4 Proof-of-concept verification of the monitoring principle

In this section, we focus on verifying the feasibility of the proposed Bluetooth LE connection
monitoring principle. To gain a deeper knowledge of applicability in a real environment,
we implemented a Proof-of-Concept (PoC) solution consisting of two modules, a collector
and a detector, which can be integrated into the framework from Chapter 4. This solution
corresponds to the Monitor swim-lane of the Schematics 5.6 given in the description of the
monitoring principle in Section 5.2.3. This PoC solution was used to create a fundamental
dataset containing labelled records of advertisement occurrences, which was subsequently
analysed and utilised for connection detection experimentation.

5.4.1 Proof-of-Concept solution

Our PoC solution consists of two modules: the collector and the detector. These modules
correspond to the basic building blocks of the NEMEA Framework described in Chapter 4.2
and are visualised in the system architecture shown in Figure 5.7. The Advertising Collector
scans advertising channels and reports all detected advertisements, which can be stored to
create an advertisement dataset. The Connection Detector analyses these advertisements
and notifies of detected connections. Since the detector is separate from data collection,
it can be run repeatedly over the collected data. A significant advantage of this modular
design is that the modules can operate independently. For instance, the detector can be
integrated into a multi-tier solution, such as fog computing, where it can run on more
powerful hardware while the collector is deployed within the monitored network.

In the overview in Figure 5.7, the advertisements from BLE nodes are captured by the
Advertising collector and reported upwards as a stream of advertising information. Three
missed advertisements can be noticed (red underscores) for Node 1, which are then collec-
tively identified by the Connection Detector for the connection and reported as information
that the device was in use at a certain time and for a certain period of time (highlighted
in red).

/ Connection detector \

Node 1 Node 2
Node 1
Use(12:30, 3s)||Use(@8:02,11s)
@ Use(17:58, 3s)||Use(11:56,1@s)
Node 2 ((T)) (Advertising collector \ 7 ||Use(02:13,97s)] Use(12:43,115)

Node 1: AAA_ _ _AA
Node 2: AAAAAAAA

A = advertisement captured

Figure 5.7: Architecture of the implemented solution

The PoC solution was developed to operate on a standard Host-Controller Interface
(HCI) and is therefore compatible with any common Bluetooth controller. We created
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the solution using the Python programming language and made the source code pub-
licly available. You can download the source code from the following URL: https://
nextcloud.fit.vutbr.cz/s/T7bg4t(s6RpeMAR

Collector

The collector module is based on several key libraries. It uses a modified version of the
PyBT library”’, which provides an abstraction layer for communicating with the Bluetooth
controller. The module depends on the well-known packet manipulation library Scapy for
processing packets. To ensure compatibility with the NEMEA Framework [126], the collec-
tor module uses TRAP as its communication interface, enabling the exchange of messages
in the UniRec data format.

The collector supports only one parameter, which is the output TRAP interface where
the advertisements shall be reported. Because the communication with the Bluetooth socket
requires elevated rights, this module ought to be run with root privileges.

When started, the collector first sets up the Bluetooth socket for passive scanning
(resetting it if necessary) and then begins the scanning procedure. Each notification received
through the HCI interface is converted into a UniRec structure with four entries— BDADDR
containing the device address, TIME the timestamp of the received notification, RSSI signal
strength and ATYPE the device address type (public or random). This structure is then
sent via the specified interface for further processing (by the detector).

Detector

The detector receives advertising records in UniRec format from the collector and processes
them using the selected model based on the configuration. For each recognised device,
identified by its unique BDADDR, the detector initialises a model specifically for that
device. All advertisements from the same device are then processed using this model. Once
the model is initialised, it detects extended periods without advertisements and interprets
these intermissions as potential connections, which are reported accordingly.

The output of this detector is two files — an alert CSV file containing the detected
connections and a model CSV file containing the intermediate state of the model after each
received advertisement for thorough inspection.

We have implemented two simple testing models for initial evaluation, both based on
basic statistical methods — SimpleStatisticsModel and Sliding WindowModel.

e SimpleStatisticsModel

SimpleStatisticsModel, descriebed in Algorithm 1, uses a moving average of silence
intervals between subsequent occurrences of advertisements. For every advertisement we
calculate the silence interval from the last seen advertisement and difference from the mean
interval. The model consists of the moving average and threshold, which is set as the
maximal observed difference. If the difference is more than twice as large as threshold,
a connection is reported and model not updated.

e SlidingWindowModel

The second method utilised a sliding window for a better statistical overview of the
data, which is why we call it SlidingWindowModel. We have tried several simple statistical

®https://github.com/mikeryan/PyBT
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Algorithm 1 SimpleStatisticsModel detection

threshold

moving mean

last _adv_t > Last advertisement timestamp
procedure PROCESS__ ADVERTISEMENT(t) > ¢ is the advertisement timestamp

interval = t — last_adv_t

difference = |interval — moving_mean|

if dif ference > 2 x threshold then

‘ output Connection detected

else > Update the model
L threshold = MAX(threshold, dif ference)

movingimean — movingime;n—i-interval

methods but the mean showed the best results. As described in Algorithm 2, we use the
mean of the window and its standard deviation to allow for fluctuations in the silence
intervals. If the silence interval is more than twice the average plus the deviation, we
can conclude that at least one Bluetooth advertising event was missed and proclaim it a
connection.

Algorithm 2 SlidingWindowModel detection

window = [ ]
last _adv_t > Last advertisement timestamp
procedure PROCESS ADVERTISEMENT(t) > t is the advertisement timestamp

interval = t — last_adv_t
mean = MEAN(window)
std__dev = STANDARD__DEVIATION(window)
if interval > 2 x mean + std__dev then
‘ output Connection detected
else > Update the model
L POP(window)
APPEND(window, interval)

The detection can be improved by omitting clearly incorrect data from the model.
Even though we tested only BLE devices with a low duty cycle, which can never have
the interval between advertisements shorter than 20 ms, the controller sometimes reported
advertisements with an interval of just a few ms. These erroneous data are ignored when
fed into the SlidingWindowModel.

5.4.2 Environment setup

We have conducted the experiment in two different environments. At first, we captured
the data in an office with common interference factors (other Bluetooth and Wifi devices)
to represent real-world environment. The data from this environment was preprocessed
before running the PoC detector so that only the communication of the monitored device
was filtered out. Both the collector and detector was run on Raspberry Pi 4 model B,
connected via the Ethernet port to minimise interference on the baseband chipset.

59



The second part of the experiment was performed in a shielded room with only the
monitor and tested device present to ensure data purity. A laptop ThinkPad T14 gen 2 has
been used because of its portability and easy operability.

In both environments the test was run on internal Bluetooth controllers using the built-
in HCI commands. It was experimentally verified that both chips detect advertisements on
all channels, likely achieved by opportunistically switching the scanned channels. The setup
always consisted of the device running the detector, exactly one device under test and the
smartphone that controlled it. All three nodes were placed approximately 50 centimetres
apart in a roughly triangular shape.

A total of five consumer-ready devices with different operating characteristics were
included in the experiment. A total of three devices were mains powered, namely two light
bulbs and a power outlet. Two devices were battery powered, namely the thermometer
and the tracker. The concrete devices are stated in Table 5.1. Using a diversity of devices
provides a comprehensive view of how different devices behave and whether our monitoring
principle can be applied.

5.4.3 Dataset capture

We used the collector module to gather the dataset, focusing on a range of typical use cases
for each tested device based on their specific capabilities. Each device includes at least one
passive use case where the device remains unconnected and no interaction occurs. Other use
cases were designed to encompass various interactions with the devices, including turning
them on and off (for light bulbs and power plugs), adjusting the colour or brightness of
lights, or retrieving the current state, such as temperature and humidity.

The capture itself took place in a defined environment, where only the collector (running
either on RPi or laptop) and the device under test were present. All other devices from
our dataset were switched off for the duration of the test. The test always consisted of
capturing just one device and a use case in a separate file that was labelled accordingly.
Each test was repeated several times to eliminate fluctuations and accidental interference.

To capture a sample, the collector has been started with the output sent to a named
UNIX socket (the collector requires root privileges for managing Bluetooth socket):

# ./ble_adv_scanner.py -i "u:adv_scan"

And a logger from NEMEA modules® has been used to capture the UniRec messages
from the socket and store it into a CSV capture file:

$ logger -t -i "u:adv_scan" > {date}_{device}_{usecase}_{run}.csv

This process allows for a later replay of the stored messages back into the NEMEA
system by another module — logreplay, or a different analysis or preprocessing of the
stored data thanks to the accessible CSV format.

We have published the full dataset’” containing not only the raw captured advertising
data, but alongside also the cleaned data, which are filtered to contain only messages from
the target device (filters out crosstalk from other devices) and data converted to XLSX files
for manual inspection and analysis.

Shttps://github.com/CESNET/Nemea-Modules/tree/master/logger
"https://nextcloud.fit.vutbr.cz/s/oCHpFXXYYeQNcHs
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Table 5.1: Identified characteristics of the monitored devices

Device Advertising interval Standard deviation
Phillips Hue White 324 ms 159

Revogi Delite 2 55 ms 24

Phillips Hue Smart plug 323 ms 165

Mi Temperature and Humidity Monitor 2 1689 ms 1053
FIXED Smile 3072 ms 1909

5.4.4 Data analysis

We decided to perform the analysis in two steps. At first, we manually inspected the data
to verify whether the data flow corresponds with the expected behaviour. We focused on
identifying the advertising interval and verifying whether the connection is distinct enough
from this interval. The general statistical methods and tools were used for this verification.

Afterwards, we ran the implemented connection detectors over the dataset to evaluate
the proposed statistical models. We evaluated the identified connections against expected
outcome depending on the use case and observed the internal behaviour of the model.

In the experiment, we have captured a dataset containing 118 distinct behaviour samples
of five IoT devices. These samples contain 19 passive captures, 74 single action (connection)
captures, and 25 captures contain two actions. In total, 59 captures were taken by collector
running on Raspberry Pi in the office environment, and 40 were taken by laptop in the
shielded room. This dataset gives us a base to evaluate the device behaviour and method
applicability.

We manually derived the advertising interval as the most frequent interval between
consecutive advertisements and noticed that extended intervals that are a multiple of the
advertisement interval occurred quite frequently. This is most likely due to missed adver-
tisements in the capture, which we believe to be caused by the vendor’s implementation of
advertisement scanning. The deduced advertising interval and standard deviation of the
intervals are stated in the Table 5.1.

From the data we verified that the typical connection is noticeable as it is longer than
three times the normal advertising intervals, which can be noticed even if the capture is
impure with some advertisements omitted (see Figure 5.8). This supports our idea that
this channel can be used to reveal the connections.

Occurences
23
5 Connection
3
Il | 1 1 | Advertising
1 n 1 interval
126 1685 3400 5180 8161 [ms]
252

Figure 5.8: Distinct connection of Mi thermometer
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However, there are significant differences in the behaviour of the devices and the way the
control app uses the Bluetooth connection. Some apps use the short connection to exchange
a single command, while others keep the connection alive. The short connections lead to
challenging detection when the scan of the advertisements is not flawless as the duration
is only slightly longer than the advertising interval (see Figure 5.9). The battery-powered
devices, however, use longer advertising intervals to conserve energy. This may result in the
connection not lasting significantly longer than the outage of a single advertising message
and thus make it more challenging to recognise.

Occurences
197
Connection
32
2 1 |Advertising
324 649 9;4- interval
1021 | [ms]

Figure 5.9: Phillips Hue connection indistinguishable from advertisement dropouts

5.4.5 Evaluation

After the analysis we can answer the research question RQ1. The proposed method works
on devices that follow an intermittent advertising pattern with a connection time at least
four times greater than the advertising interval. If the connection length is sufficient, it
is possible to unambiguously differentiate between accidentally missed advertisements and
a real connection. This need for connection length in relation to the advertising interval
arises because there are often dropped single advertisements and also dropped two consec-
utive advertisements.

Unfortunately, the simplistic detection methods based on average are too weak to differ-
entiate a connection from the more significant fluctuation or missed advertisement. They
are able to recognise the distinct connections, but show subpar results for devices with
shorter connection times. The conditions based on the standard deviation fail when the
sampling window contains values with small variability and a larger fluctuation occurs, while
the condition based on maximal difference fails when there is a more significant fluctuation
in the setup phase and omitted advertisements occur before the actual connection.

As a result, we formulated research questions RQ2-4, as was stated in Section 5.3. These
questions aim to improve detection efficiency by addressing the identified shortcomings.
First, we focus on enhancing the quality of the collector to minimise the advertisement
drop rate. Then, we work on identifying better detection methods that can accurately
distinguish between omitted advertisements and actual connections.

5.5 Parallel monitoring probe

In this section, we discuss the development of a custom monitoring probe designed to
improve the quality of collected data compared to collecting advertising messages from
a standard Bluetooth controller. In order to minimise the omission of advertisements, we
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propose that our probe monitors all three primary advertising channels simultaneously,
loosely following the model proposed by Wu [115]. Unlike Wu, who utilises Ubertooth
One, we have built our probe on common ESP32 chips. Apart from being more readily
available and cost-effective, the ESP32 offers an HCI interface that enables us to collect
data similar to that obtained from Bluetooth controllers. In contrast, the Ubertooth is
a more specialised device that provides access to full frames, including the Link Layer,
which remains inaccessible via HCI. By using ESP32, we obtain data that is comparable to
that from a Bluetooth controller, allowing our findings to be directly applicable to solutions
using common controllers.

The monitoring probe, whose schematic is shown in Figure 5.10, consists of three collec-
tors, each dedicated to monitoring a specific primary advertising channel. These collectors
are connected via an USB hub to a central monitor, represented by Raspberry Pi 3B+
(RPi). This central monitor is responsible for collecting the data and storing it in a CSV
file. The resulting CSV file follows the same structure as those obtained by the PoC collec-
tor, ensuring compatibility and comparability between datasets.

RPi 3B+ USB hub ESP32
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Figure 5.10: Scheme of the monitoring probe.

For the central monitor, we used the same model of Raspberry Pi (RPi) as in the
PoC solution to ensure consistency across studies and facilitate effective cross-validation of
results. We developed Python software to manage the reception of advertising reports via
serial connections and their subsequent storage in the dataset. Additionally, thanks to the
use of RPi, it was possible to run the PoC collector on its Cypress CYW43455 Bluetooth
controller (RPi controller), allowing us to measure the same data simultaneously with both
approaches for direct comparison.

Each collector was implemented as a stand-alone ESP32 chipset [42], running custom
firmware that we developed to utilise the internal Bluetooth controller. This firmware was
designed to listen to a single advertising channel and relay the captured advertising reports
upstream via a serial link. Since the ability to lock onto a single channel is not typically
available, we collaborated with Espressif to gain access to the necessary low-level API. By
employing the Espressif-supplied extension, we successfully configured the Bluetooth radio
to listen exclusively on a selected channel. To verify the correct behaviour, we implemented
a Bluetooth advertiser that operated on only one channel during Advertising events and
confirmed that the collector only reported Advertising reports transmitted on the chosen
channel.

Our monitoring probe, depicted in Figure 5.11, was designed to capture precise data,
and accurate timestamping of advertisement captures was a significant concern, as our
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Figure 5.11: Photo of the built monitoring probe.

monitoring principle relies on the timing of advertising reports. Due to potential errors
introduced by communication delays and the fact that the central monitor doesn’t operate
on a real-time OS, we decided to timestamp the advertisements directly on the ESP chips.
However, since these chips lack real-time clocks, synchronisation between collectors and
the central monitor is essential for observing inter-channel behaviour. To address this, we
synchronised the start times of all ESP32 chips using the Data Terminal Ready (DTR)
signal and then translated the collector timestamps to real-time on the central monitor.
More details are provided in Appendix A. Upon testing, we found that the internal clocks
of the ESP chips exhibited a time skew of approximately 2 milliseconds over 10 minutes,
which is acceptable given that our dataset samples are 1 minute long and a random anti-
collision delay of 10 seconds is applied to each advertising event.

5.6 Dataset on BLE advertising behaviour

To evaluate the effectiveness of the monitoring probe described in the previous section,
we conducted a dual advertisement collection process. This process involved using both
the newly developed monitoring probe and the PoC solution operating on the Bluetooth
controller of the Raspberry Pi 3B+ (RPi BLE controller). This dual collection approach
allowed us to directly compare the measurements obtained from each method, which facili-
tated a thorough assessment of the probe’s performance. As a result, we compiled a unique
dataset called BLE-ARD, which contains samples of advertising flows from various rep-
resentative devices. By making this dataset available to the public®, we aim to support
researchers in enhancing detection methods that focus on advertising interval analysis.
The BLE-ARD dataset comprises measurements from nine different devices in two en-
vironments - a shielded chamber and an office. For each environment, 210 single action
samples and 45 passive samples are included, for a total of 510 samples corresponding

Shttps://github.com/hujon/BLE-ARD/
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to 8.5 hours of data per collector. This provides a robust foundation for analysing the
behaviour of the devices and the connection detectors.

Each sample in our dataset is stored in a capture file named after the action it contains
and includes records of received advertising reports. Every record within these files contains
the reception timestamp, the Bluetooth address of the transmitting device, the type of
address (public or random), the type of advertising, and the received signal strength (RSST).
Additionally, for data collected by our probe, the device name (if available) and the channel
on which the advertisement was received are also recorded. The capture files themselves
are organised in a hierarchical tree structure, where the highest level denotes the collector
(monitoring probe or the RPi BLE controller), the middle level specifies the environment,
and the lowest level identifies the specific device.

5.6.1 Devices

Given the dataset’s focus on security monitoring, we selected a representative sample of
currently available consumer-ready IoT devices. This includes various types of door locks,
padlocks, light bulbs, power plugs, and sensors, essential for a thorough analysis of security
vulnerabilities in smart home environments.

The devices are organised into functional classes such as Locks (two door mounted locks
and two padlocks), Lighting, Actuators, and Sensors, each addressing specific security needs
and operational characteristics. This division is depicted in Table 5.2.

Additionally, the devices can be categorised by the power source. Philips Hue devices
and Revogi bulb are mains powered, while the majority of the included devices are battery
powered. This distinction directly affects the advertising features as the battery powered
devices have to balance the availability and power consumption. Longer advertising interval
increases the connection time or data availability, but because such devices go into a deep
sleep between the advertisements and turn off their radio modules, this extends battery
life.

Table 5.2: Devices contained in the dataset

Device class Device

Lock Bentech FP3
Danalock V3-BTZE
igloohome Padlock Lite
Nuki Smart Lock 3.0

Lighting Philips Hue white
Revogi Bluetooth LED bulb
Actuator Philips Hue Smart plug
Sensor Mi Temperature and Humidity Monitor 2

BeeWi Motion Sensor

5.6.2 Monitored actions

In order to observe the behaviour of the devices as they are used, we had to derive a set
of actions to be performed and recorded. For each device, we studied all the user actions
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that can be performed through their respective control mechanisms and created a set of
common actions for each functional class (given in Table 5.3).

For locks, there are lock and unlock actions (except for Bentech devices, which cannot
be locked via the app) and retrieval of the device’s activity log (available for Nuki and
igloohome devices). Bulbs offer a range of actions from simply turning on/off, adjusting
the luminance level or colour, to selecting a predefined effect. The power plug only offered
basic on/off actions and the sensors only allowed for data extraction.

Table 5.3: Functional class device actions

Device class Actions

Lock lock, unlock, log

Lighting on, off, luminance, colour, effect
Actuator on, off

Sensor data

5.6.3 Measurement methodology

The measurement methodology for creating the dataset involved a dual capture approach,
where data collection was conducted simultaneously by the RPi BLE controller and a moni-
toring probe. This dual capture setup was crucial for ensuring comprehensive data collection
and verification.

FEach measurement was conducted in two distinct environments: a shielded chamber and
a typical office setting. The shielded chamber provided a controlled environment free from
external interference, allowing for the collection of clean data. Conversely, measurements in
the office environment provided valuable real-world data, which included noise and interfer-
ence from the surroundings. This provided insight into how the equipment performs under
typical operating conditions. To ensure the accuracy of the results, the office measurements
were conducted during working hours when more people were present and actively using
WiFi and Bluetooth devices.

In both measurement environments, the monitoring setup included three key com-
ponents: one target device, an Android device (Lenovo TB-8704X with Android 8.1.0)
equipped with the necessary control application, and a monitoring probe. These devices
were arranged about 50 cm apart on a tabletop, positioned to form an equilateral triangle
without any physical obstructions between them as depicted in Figure 5.12. The monitoring
probe itself was managed from a laptop connected via an Ethernet cable, with all potential
radio interference from WiFi and Bluetooth disabled to maintain the integrity of the data
collection process.

The measurement protocol was designed so that each session lasted for one minute.
After the initial 20 seconds of collecting baseline data, a specific action (as identified in the
previous section) was manually performed by the operator. Each session focused on a single
action to ensure clarity and consistency in the results. To further validate the data, passive
measurements were also taken, where no actions were performed and the control application
was not running. Each type of measurement, both active (involving actions) and passive,
was repeated five times. This repetition was crucial for minimising measurement errors and
ensuring the reliability of the dataset’s findings.
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Figure 5.12: Monitoring setup in the shielded chamber environment.

5.6.4 Processing

The dataset obtained through the initial measurement methodology required further pro-
cessing to enhance its clarity and usability. From the original data we derived two modified
versions by applying two processing steps - data cleanup and data filtering.

In the data cleanup step, we addressed issues with Advertising Records that had iden-
tical timestamps, addresses, and channels but slightly different RSSI values, filtering out
these as duplicates to streamline the dataset. Additionally, the asynchronous arrival of
advertising reports due to the monitoring probe’s parallel nature required reordering to
achieve chronological consistency.

In the data filtering step, the focus was on isolating relevant advertisements. The
capture files were specifically filtered to only include advertisements that originated from
the Bluetooth addresses of the devices identified in the study.

5.6.5 Analysis

We conducted an analysis of the dataset to understand its features and evaluate whether
the monitoring probe enhanced the collection of advertisements. Our objective was to
assess the dataset’s ability to accurately reveal the advertising intervals of the monitored
devices, determine the drop rate of received advertisements, and distinguish actual device
connections from advertisement omissions.

As a preliminary step in our statistical analysis, we calculated advertising deltas for
each record across all samples. These advertising deltas represent the time elapsed since the
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last advertisement from the same device on the same channel. Calculating these intervals
allowed us to assess the regularity of advertising behaviours, providing a basis for more
detailed analysis of the data.

For each sample, we calculated four key indicators: the advertising interval, the per-
centage of records matching this interval, the estimated error, and the connection length
for samples involving actions. These metrics helped us assess the quality of each sample
and observe variations across different environments and measurements. To evaluate the
performance of the two collection methods, we averaged these indicators for all samples
from each device. The resulting values, expressed in milliseconds, are detailed in Tables 5.4
and 5.5, organised by the collection method used.

Table 5.4: Dataset summary (RPi BLE controller)

Device Adv. interval Error estimate Conn. length
Bentech 1006 (79%) 70 13944
Danalock 505 (88%) 20 3926
igloohome 410 (80%) 18 1884

Nuki 317 (60%) 39 3504

Philips white 859  (85%) 42 2318

Revogi 56  (86%) 1 6691

Philips Plug 326 (79%) 14 1278

Mi Temp 2249  (85%) 188 15659

BeeWi Motion 869  (56%) 60 4401

Table 5.5: Dataset summary (Monitoring probe)

Device Adv. interval Error estimate Conn. length
Bentoch 1003 (39%) 59 14142
Danalock 500 (93%) 15 3900
igloohome 414 (88%) 12 Persistent adv.
Nuki? 339 (57%) 37 3136

Philips white 856  (92%) 28 Persistent adv.
Revogi 54 (83%) 1 6800

Philips Plug 327 (88%) 23 Persistent adv.
Mi Temp 2101 (89%) 124 15735

BeeWi Motion 865 (61%) 47 4294

The advertising interval was determined by taking the median value of the advertising
time differences assuming that the majority of the advertisements are received at intervals
consistent with the device’s set advertising interval.

To assess the dropout rate, we calculated the percentage of matching records that fall
in the same cluster as the specified advertising interval, as opposed to multiples of that
interval. We used half the distance between two intervals as a discriminating criterion.

% Oddities in the advertising interval explained in Section 5.6.6
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For active samples, the connection length was determined by identifying the maximum
advertising delta. This maximum value indicates the longest time gap between received
advertisements, suggesting the duration of a connection event.

Finally, we evaluated the reliability of the data by calculating an estimate of the standard
error of the advertising deltas. First, the standard sample deviation of the deltas was
calculated, deliberately excluding identified connections. The error estimate was calculated
from this deviation to provide a measure of the variability of the deltas, which helps to
assess the potential rate of dropout.

5.6.6 Observations

The advertising intervals determined from the data measured by our monitoring probe and
the RPi BLE collector differed only marginally, the common difference was under 2% which
we consider negligible. This suggests that we revealed the real advertising profile of the
devices, and the measurements made by the common RPi controller are sufficient for this
profiling. Thus, it turns out that using dedicated hardware and parallel channel tracking
does not benefit our principle based on advertising interval tracking.

The exception was Nuki Smart Lock, which displayed several distinct advertising in-
tervals throughout our observations. It primarily advertised at intervals of approximately
1016 ms with short bursts of faster advertising at the rate 51 ms lasting around 5 seconds.
Interestingly, in passive captures in office environment Nuki exhibited a third distinct adver-
tising interval of 417 ms. This variable behaviour caused a loss of precision in the statistical
processing of the device.

Even if our probe monitored continuously all three primary advertising channels, the
rate of omissions dropped on average only by 5% further indicating that the common RPi
controller manages to capture the advertisements satisfactorily.
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Figure 5.13: Persistent advertising pattern histogram [igloohome]

We have identified a persistent advertising pattern in the igloohome and both Philips
devices. In Figure 5.13, a histogram illustrates an unlock capture from the igloohome de-
vice, showing that the advertising deltas cluster around the established advertising interval
and its multiples. For comparison, Figure 5.14 presents a histogram for the same action
performed on the Danalock device. As this device follows the intermittent pattern, we can
identify distinct clusters around the advertising interval and its multiples on the left side,
with the connection distinctly separated on the right side by a noticeable gap.

The Nuki Smart Lock also exhibits signs of a persistent advertising pattern, although
the variable advertising rate mentioned earlier reduces the certainty of this observation.
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Figure 5.14: Intermittent advertising pattern histogram [Danalock]

We believe that the bursts of shorter advertising intervals may occur following a connec-
tion, serving to enhance the device’s response time after an action is performed. This
characteristic could potentially be used to detect connections in this specific device.

We observed distinct behaviours driven by the specifics of their control applications.
Devices such as the Danalock and Mi thermometer initiate connections in response to user
actions, making these actions easily detectable by our monitoring system. In contrast,
devices like the Bentech lock and Revogi bulb establish a continuous connection once their
application is activated, which generally renders user actions invisible to our monitoring
efforts. However, we are still able to monitor the presence of the application connection
itself. Given that it’s unlikely for users to keep the control application running continuously
and close to the device, this level of monitoring may be adequate for practical purposes.

5.6.7 Dataset evaluation

We managed to successfully compile a significantly larger dataset than the one used in
Section 5.4, with 510 samples per collector compared to the 118. This dataset not only ex-
panded in quantity but also broadened the scope of device coverage from 5 to 9, specifically
focusing on security-oriented IoT devices.

We conducted a direct comparison between the data captured by the RPi BLE controller
and data from our monitoring probe to answer the research question RQ2. After thorough
analysis we can conclude that enhanced collection method, which involves simultaneous
monitoring of all three advertising channels, achieves slightly better but overall comparable
data quality to that obtained using a common Bluetooth controller. As the data captured
by the two methods are analogous, no significant improvement in the performance of the
original detection methods can be expected. However, to rigorously confirm and definitively
answer the question, we test the original detection methods over this dataset in the following
section.

Our analysis revealed that even the improved collection method still remains susceptible
to message dropouts, indicating that detection methods must be designed to accommodate
this limitation. On the positive side, with further refinement, these detection methods
would not require any specialised hardware since its benefit is negligible.

As a side note, during our analysis, we manually identified the advertising patterns.
However, it would be preferable and potentially more efficient for future research to develop
a classifier-based approach that can automatically differentiate between these patterns. This
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is crucial, especially since the proposed monitoring principle is effective only for devices that
exhibit the intermittent advertising pattern.

5.6.8 PoC detection methods evaluation

This section aims to definitively answer the research question RQ2 by applying the PoC
solution detection methods described in Section 5.4.1 to the BLE-ARD dataset. By com-
paring their behaviour when applied to RPi BLE collector and monitoring probe measured
data, we can discover whether the detection efficiency improved.

To assess the quality of these detection methods, we primarily used two metrics - preci-
sion and recall. Precision measures the proportion of correctly identified connections among
the connections reported by the method. Recall then measures the proportion of correctly
identified connections by the method among all actual connections. These metrics can be
represented by the following formulas:

True Positives

Precision = — —
True Positives + False Positives

Recall = True Positives

True Positives + False Negatives

Summarised results per collection method and environment are presented in Table 5.6.
In general, the devices with high difference between advertising interval and connection
length perform better, as expected, but the used methods are highly susceptible to fluctu-
ations. In particular, the sliding window reports more alerts if the data is more regular,
because then even a minor dropout will cause the outlier threshold to be exceeded.

Table 5.6: Detection methods comparison

SimpleStatistics Sliding Window
Environment | Precision Recall | Precision Recall

RPi BLE controller
Shielded room | 24,68% 50,37% | 37,46% 65,37%
Office 24,42% 59,83% | 26,12% 75,00%

Monitoring probe
Shielded room | 44,04% 72,89% | 23,41% 87,22%
Office 32,90% 75,96% | 23,69% 84,22%

The results showed that the recall improved in the data measured by our probe. The
StmpleStatistics method was able to correctly detect 19% more connections then when
applied to the data collected by the RPi BLE controller, while the Sliding Window improved
by 16%. On the other hand the precision is compromised by a high number of false positives
which we attribute to the simplicity of the used methods. The SimpleStatistics method
exhibited in precision a general improvement of 14%, while the Sliding Window precision
decreased by 8%, which could be caused by an incorrectly chosen window size.

Because these methods do not achieve acceptable precision even when using a specially
designed collector, more appropriate methods need to be devised for reliable connection
identification.

71



5.7 Investigation of advanced detection methods

After dismissing the idea of improving detection quality through better data collection, we
redirected our efforts toward developing more advanced methods for detecting connections.
Given that the monitoring principle is based on characterising the advertising pattern and
identifying connections as instances with significantly longer delays between advertisements,
we frame it as an outlier detection problem. For this purpose, we consider connections to
be outliers in the device’s normal advertising behaviour. Consequently, we believe outlier
detection methods will deliver the required performance, as outlined in our research question
RQ3. Additionally, we acknowledged the suitability of Artificial Intelligence for pattern
recognition and included a simple Al method for comparison in research question RQ4.

To verify the applicability of potential detection methods, we performed a series of
measurements to assess the effectiveness of selected techniques using our BLE-ARD dataset.
Specifically, we evaluated five outlier detection methods based on different core principles
to ascertain their suitability for connection detection. Furthermore, we deployed a simple
neural network to explore the potential of AI in this context. After extensive testing
with various configurations, we identified the best-performing parameters for each method.
This approach is designed to reliably identify the most suitable techniques for detecting
Bluetooth connections based on device advertising behaviour.

5.7.1 Outlier detection methods

Outlier detection identifies data points or observations that deviate significantly from the
majority of the data. Initially, it was used for data cleansing to remove outliers and enable
smoother fitting of parametric statistical models. However, outliers often represent crucial
information, such as cyber-attacks or mechanical faults, which lead to extensive research in
high-performance outlier detection techniques for various real-life applications.

Outlier detection methods can be categorised based on the availability of input data la-
bels into supervised and unsupervised methods. Supervised outlier detection uses labelled
training data to build predictive models and is often viewed as a binary classification prob-
lem with imbalanced data. Unsupervised outlier detection uses unlabelled data to calculate
outlier scores either by building models or directly from the data.

Boukerche et al. [25] present a comprehensive overview of the current state of outlier
detection methods and provide a taxonomy. Samara et al. [102] then focused explicitly on
outlier detection in IoT and classified the techniques into seven categories based on their
fundamental principle, as shown in Figure 5.15. In Bluetooth, Roth [99] deals with the
problem of removing the outliers from Bluetooth vehicle speed data by using a time series
analysis method - ARIMA. Moghaddam et al. [83] explored indoor device localisation and
designed a two-step outlier method to improve accuracy. Moreover, by separating the data
by advertising channel, they improved the accuracy of detecting the outliers by 18.42%.

We have selected five representative outlier detection methods that cover various cate-
gories of detection techniques. We are testing GMM and ARIMA from statistical methods,
LOF from nearest-neighbor techniques, and OCSVM from classification methods. Addition-
ally, we are testing the iForest method, which Boukerche categorises as a projection method.
Since we are using an Al-based method for classification rather than outlier detection, it
will be described in the Section 5.7.2. This selection provides us with an understanding of
the suitability of each basic technique for the problem of detecting BLE connections.
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Figure 5.15: Outlier detection techniques for IoTs. [102]

Autoregressive integrated moving average

ARIMA is a well-known time series statistical forecasting model [106]. The model consists
of three key components: autoregression (AR), differencing (I), and moving average (MA).
The autoregression component uses past values, or lags, to predict the current value in
a time series. The moving average component adds variability by incorporating a linear
combination of past error terms, also known as residuals. Since ARMA models can only
effectively describe stationary series, which have no trend, the differencing component is
applied to transform a non-stationary series into a stationary one, ensuring that the model
can be appropriately used.

Models are represented as ARIMA(p, d, q), where p is the autoregressive part, d is
differencing, and ¢ is the moving average, it can be characterised by the following equation:

3/2 = ¢1y£,1 +---+ (ﬁpyé,p +e+Ore—1 + -+ Ohei—g,
o y; represents the d-times differenced series,
o &1,02,...,¢, are AR coeflicients,
e 01,05,...,0, are the MA coefficients,
e ¢; is the white noise,
* €_1,€-2,...,€_g are the error terms.

To use ARIMA forecasting for outlier detection, Yongle [76] proposed (for ARMA)
outlier detection based on computing residuals between real data and forecasted data and
using Chauvenet’s criterion to determine outliers. In our implementation we decided to use
a criterion based on squared errors e. We compute the residuals as the difference between
the forecasted values and the actual data. We identify an outlier if the squared residual
exceeds the threshold defined as the mean squared error (MSE) plus standard deviation o
multiplied by a parameter s of the squared residuals. This threshold is computed in the
model fitting phase and then used for evaluation.
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Gaussian mixture model

A Gaussian Mixture Model (GMM) [96] is a type of finite mixture model that assumes the
data can be represented by multiple Gaussian distributions, known as components. Each
component is defined by its weight w (indicating the proportion of the data it represents),
mean (4), and covariance matrix 3. The model is then composed of a weighted sum of M
component Gaussian densities as given by the equation

M
plal{w,m, I} = we glele, o)

where z is the measurement of features and g(z|u;, 3;) are the component Gaussian den-
sities. This model aligns with the distribution of the advertising delta, as the components
can effectively capture the variations in the advertising intervals and omissions.

Blanco et al. [22] utilise the GMM for anomaly detection by calculating the probability
of occurrence for the tested data for each component. They then apply a voting scheme
across different features to identify anomalies.

In our work, we focus on a single feature, namely advertising delta. Because of this
the covariance matrix ¥ is simplified to the variance o2. To detect outliers, we determine
whether the given advertising delta lies outside of the distribution of any component ¢ with
a margin given by a parameter s:

T & [fte — 8- Oc, e + 8- 0]
The parameter s allows us to modify the bounds of the target interval, which affects
the degree of confidence that the tested point belongs to the distribution. Commonly used
in statistics is the constant s = 3, also known as the three-sigma rule.

Local outlier factor

The core idea of Local Outlier Factor (LOF) method is to detect how isolated a data point
is with respect to its neighbours. For each point p evaluated, an outlier factor is calculated,
which determines the degree of abnormality [79]. To calculate the outlier factor, the local
reachability densities Ird of the given point and its neighbours are computed as the inverse
of the average reachability distance based on the MinPts nearest neighbours of p:

o : dZSt in s p70
lrdMinPts(p) = 1/ (Z eNMmPts(p) MinPt ( ))

|NMinPts(p)|
where N denotes the MinPts-distance neighbourhood and the reachability distance
dist is based on the distance (euclidean, minkowski, etc.) between the points p and o.

The outlier factor of object p is the average of the ratio of the local reachability density
of p and those of p’s MinPts-nearest neighbours:

lrdMinPts (0)
lrdMinPts (p)
|Ntinpts(p)|

ZOENMmPts(P)
LOFMinPts (p) =
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A high outlier factor suggest lower local reachability of the given point p when compared
to its neighbours. This implies that the given object is isolated which represents an outlier.

Isolation forest

Isolation Forest (iForest) builds an ensemble of binary search trees (iTrees) for a given data
set, where the trees isolate (meaning separate one instance from the others) data points
based on a selected feature. The main idea is built on the assumption that anomalies are
a minority and have very different features compared to normal data [74].

To construct the iForest, the required number of trees are created. Every tree is con-
structed from a randomly selected partition of data (sub-sampling) by recursively splitting
this partition. The data are split by randomly selecting a feature f and a pivot value be-
tween frin and fiaee. Any given object p is fully isolated once there is a sufficient amount
of splits to separate it from all other objects.

The anomaly score is calculated based on the path length, which is defined as the number
of edges from the root node to the point where the traversal ends at an external node. Due
to randomisation, it is expected that any anomaly in the data will require fewer data splits
to completely separate it from the rest of the objects. Objects with higher densities, based
on their features, need more splits, resulting in longer average decision paths for the tree.

Since individual trees are generated with different sets of partition the path lengths are
averaged over the iForest for better generalisation of the model.

Support vector machines

The One-Class Support Vector Machines differs from the previously described methods
because it is used for novelty detection rather than anomaly detection [103]. The method
is based on a hypothesis that if the data are separable, there exists a hyperplane separating
the data. Such hyperplane represents the frontiers of initial observations and if the given
point is a novelty, the probability that it lies outside of the estimated region described by
the hyperplane is larger.

The training data represent the regions that define the borders of initial observations in
the n-dimensional space. Any object p that lies outside of this region can be determined to
be a novelty. One-class SVM is similar to conventional SVM approach as it utilises a pre-
defined kernel function, which maps the original data points into suitable n-dimensional
space based on the similarity property defined by the function.

5.7.2 Artificial Intelligence approach

Artificial Intelligence (AI) is a broad term encompassing a wide range of approaches that
mimic human behaviour. Al can be leveraged for outlier detection methods discussed in
the previous section, where this term mainly refers to the use of deep learning based on
Artificial Neural Networks (ANN) or fuzzy logic [102]. For outlier detection, ANNs such as
autoencoders or LSTM are used to model normal behaviour and by comparing the errors
between predicted and real values (reconstruction error in case of autoencoders) the system
can identify an outlier. This principle is fundamentally similar to the approach we used for
ARIMA, as described in the previous section.

Due to this similarity, we opted not to employ Al for outlier detection and thus separated
it in this section. We decided to narrow down the term AI to methods employing ANNs and
use them for the problem of classification, particularly to distinguish between Advertising
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events and Connection events. In the rest of this section, we explain basic principles of
ANNSs and the selected network type.

Artificial neural networks

Artificial Neural Networks (ANN) are parallel computational models consisting of densely
interconnected nodes usually called neurons or perceptrons. Each neuron performs a simple
mapping function consisting of a linear transformation and an activation function. The lin-
ear transformation accepts n inputs x1, ..., z, and to each input z; a weight w; is assigned.
The output y is then calculated as [70]:

n
y= Z WiZ;
i=1

The result of this transformation y is then translated to the output of the neuron by
an activation function. The examples of the activation function include Unit Step, where
the input y is transformed to a binary values 1,0 based on a threshold, or some more
sophisticated functions such as Tanh or ReLLU. By adding a nonlinear activation function,
the ANN will be able to perform an arbitrarily complex function that maps inputs to
outputs [105].

In order to increase the computational strength and ability to learn patterns, the neurons
are organised into ANNs. Such network is a directed graph, where vertices are neurons
and edges are connections [70]. Typically, the neurons in ANNs are organised into layers
and outputs of one layer are used as inputs for the next layer. We can distinguish two
fundamental types of neural networks. If the network graph does not contain any loops,
the network is called a feed-forward network. In such networks data flows through the
layers only in one direction. On the other hand, recurrent networks contain loops in the
data processing flow and outputs of one layer can be coupled back to inputs of preceding
layers [70].

Every ANN needs to be trained to perform any meaningful tasks. Initially, the weights
w; are set to a random value. During training, these internal parameters are iteratively
optimised through back-propagation to minimise the difference between the predicted out-
put and the actual target using an optimisation algorithm such as gradient descent or its
variants, like Adaptive Moment Estimation (Adam).

Multi-layer perceptron

Multi-Layer Perceptron (MLP) is the most widely used form of ANNs [70], which exhibits
a strictly layered structure, where connections can exist only between the neurons of con-
secutive layers. Moreover, each layer in MLP is fully connected to the next one. Every
MLP exhibits an input layer, one or more hidden layers, and an output layer. The neurons
in each layer typically use the same activation function.

We have selected MLP as a candidate for a detection method because of its relative
simplicity and efficiency, as it is a feed-forward network. We focus on simplistic architectures
to achieve low computational requirements so the processing can be performed at the IoT
devices locally following the fog principle. We believe even simple MLP networks shall be
able to learn the distribution of advertising deltas and recognise connections reliably.
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5.7.3 Methodology

Since the proposed detection approach works only for devices with an intermittent adver-
tising pattern, we evaluate the methods on those specific devices. We used the BLE-ARD
dataset containing 9 devices, with 5 devices following the intermittent pattern'’. In the
dataset, we split each sample captured by the parallel monitoring probe by channel, because
the advertising interval is defined in the standard [7] as the time between two advertising
events (which include transmissions on all channels). This effectively triples the available
samples. We then compute advertising deltas as the time between two consecutive adver-
tisements and evaluate the methods on time series of these advertising deltas. To assess
the results and allow for supervised learning, we manually labelled the data to identify the
exact advertising delta that represent the connection.

For all methods, we determined the hyperparameter grid, then applied them to the
data of each device, and finally evaluated their ability to identify the connections of these
devices. Based on the results, we selected the universally best parameters for each method.
In this configuration, we then compared the methods with each other, a which allowed us
to select the most efficient method.

To assess the performance of selected methods for BLE connection detection, we cal-
culate their F1 scores, considering each environment and device separately. The F1 score
is chosen as the evaluation metric because it provides a balanced measure of a method’s
performance by combining precision and recall into a single value:

Fl—9 Precision x Recall

Precision + Recall

Method parameters

We utilise a grid search approach to identify the best parameters, defining the hyperparame-
ter grid according to the dataset’s characteristics and using the F1 score as the performance
metric. The best parameters are determined from this grid, though they are not guaran-
teed to be universally optimal. We evaluate the performance metric across all samples to
establish a device-independent method setting. This section outlines the hyperparameter
grid definition for each method.

The threshold setting parameters are general for several methods, so we present them
here. For the statistical based methods (ARIMA, GMM) the threshold is set by the sigma
parameter, which is a multiplicator of the standard deviation o. Smaller sigma values
create stricter criteria and flag more data points as outliers, while larger sigma values
create more lenient criteria. We test sigma € {2,3,4}, as the parameter is directly tied
to data percentiles and the range covers approximately 95th to 99.995th percentile. This
range allows testing from common to broader thresholds to balance outlier detection and
accuracy.

For the LOF and iForest methods, the contamination parameter assumes the same role.
It defines the ratio of outliers in the sample, and the threshold value of the method metric
is set accordingly during the fitting phase. In our dataset, there is one connection per
minute, corresponding to a contamination rate of roughly 0.01. To ensure robustness, we
test contamination rates an order of magnitude lower and higher than this baseline.

1. Autoregressive integrated moving average

10We consider Nuki to follow a persistent pattern based on the observations in Section 5.6.6
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ARIMA model is defined by three parameters - p, d and ¢. Traditional approach is
to find the parameter d by checking the stationarity and perform differencing until
stationarity is achieved. As we have already differenciated the advertisement times-
tamps to deltas in dataset processing, we performed Augumented Dickey-Fuller test to
check whether the series is stationary and confirmed stationarity for all single-channel
samples. For this reason, we use d = 0, thus reducing our ARIMA model to ARMA.

In order to find optimal parameters p and ¢ we calculated autocorrelation (ACF)
and partial autocorrelation (PACF) functions for every device in the dataset and
confirmed that the autocorrelation in the behaviour is negligible as there is no real
pattern. This would suggest using ARIM A(0,0,0) which would always predict the
mean value of the training data. To verify this conclusion and generalise the method,
we decided to test all combinations of p,q € {0,1,2,3} where the upper value was
determined to always contain at least one previous value from the same channel if
run on the data with all channels included.

. Gaussian mixture model

For GMM, determining the correct number of components is crucial. The number of
components should ideally correspond to the maximum multiple of missed advertise-
ments so that each component identifies a multiple loss. To estimate the appropriate
number, we test 2 components at the beginning, since it is common to miss one ad in
our dataset. We then extend the testing up to 4 components, which accounts for up
to 3 consecutive missed advertising packets.

. Local outlier factor

The local density deviation in LOF is calculated against the number of neighbouring
data points specified by the neighbours parameter. It is crucial that the neighbours
accurately represent the data, as poor representation can lead to inaccurate results.
To evaluate the method, we began with a minimal value of 2 neighbours and employed
an exponential scale with steps of power of 2. We tested values up to 128 neighbours,
considering the mean number of data points in a sample was 158.

. Isolation forest

For the iForest method, the key parameter is the number of trees. For general datasets,
using 100 trees usually provides an optimal balance between detection accuracy and
computational efficiency. Since our data consists of only one feature, the trees differ
only by their subsets. Given the low data diversity, with several clusters of condensed
data, we test the number of trees ranging from 5 to 200, specifically at values of 5,
10, 25, 50, 75, 100, and 200.

. Support vector machines

Hyperparameters of Support Vector Machines include type of the kernel function and
parameters for the respective functions. Each type of kernel function responsible
for transforming the data as an initial step for SVM can be defined by different
parameters. The tested kernel functions are defined in Table 5.7.

While the linear kernel is suitable for linearly separable datasets, other kernels provide
a support for non-linearly separable data. If the kernel is defined as polynomial
functions, it can be further parameterised by the degree d of such function. Radial
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Table 5.7: Kernel Functions for SVM

Kernel function ‘ Definition
Linear (x, 2
Radial Basis Function | exp(—7||z — 2/||?)
Polynomial Kernel (y{z, 2"y +r)?
Sigmoid Kernel tanh(y(z,2') +r)

Basis Function and Sigmoid Kernel can be parameterised by a constant value r that
determines a bias or constant shift of the decision boundary.

Kernel parameter v (gamma) is important for the overall model performance as it
influences on which data points is the model focused when estimating the decision
boundary. The higher the value, the more influential is even a small distance between
individual data points.

Parameter v (nu) for the SVM model represents an upper bound of the fraction
of outliers and lower bound of fraction of support vectors. Its role is similar to
contamination parameter of other methods as higher values allow more outliers at
the output and support vectors are defined by less data points.

. Multi-layer perceptron

A Multi-layer perceptron (MLP) is a flexible model characterised by its architecture,
defined by the number of hidden layers, the number of neurons in each layer, and
the activation function used for each neuron. More hidden layers enable the network
to learn complex patterns, but require more data for effective training. Given the
simplicity of our data, we focus on straightforward architectures.

Table 5.8: Neuron activation functions

Activation function ‘ Definition
. . _ T
Logistic f(z) = TTow (o)
Tanh f(z) = tanh(zx
ReLU f(z) = max(0,x)

We tested three common non-linear activation functions: ReLLU, Tanh, and Logistic,
as defined in Table 5.8. For optimisation, we used the Adam method, influenced by
the learning rate «, which affects convergence and the degree of weight adjustment
during training. Table 5.9 presents our hyperparameter grid.

Table 5.9: Tested MLP parameters

Hyperparameter ‘ Values
Hidden Layers [5], [15], [100], [2,2], [2,2,2] [80,70,20]
Activation Function ReLU, Tanh, Logistic
Learning rate Constant (0.001), Adaptive
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Fitting the model

We leverage the fact that the dataset contains five passive samples for each action. We use
a 4:1 (or 80% train, 20% validate) split approach to divide the dataset into the training
and validation data.

Because ARIMA, GMM, LOF, and OCSVM methods are fitted to the normal behaviour,
we use only the passive samples for fitting. We still split the five passive samples to four
training samples and reserve one for validation. This approach maximises the training set
while retaining one control sample to evaluate model performance on previously unobserved
passive device behaviour. We then include all the non-passive samples in the validation
data.

On the other hand iForest and MLP methods require a representative sample of both
the passive data and sample including a connection. For this reason we split every action
into four training samples and one validation sample. This approach allows for a larger
training set, required for MLP, and represents all the actions equally.

When using the split approach, a key challenge is selecting the validation data, which can
introduce bias and affect the robustness of the results. To address this, we employ cross-
validation, fitting the model separately for each split. This approach results in multiple
fitted models, but it ensures that the results are independent of the specific fitting data,
providing a more reliable and unbiased assessment of the model’s performance.

Evaluation

After fitting the models, we have multiple fitted models available to work with. We evaluate
all of these models separately for each environment and device by applying the fitted models
to all the validation samples in that environment. Since we split the original samples by
channel, we fit and compute metrics for each channel separately. To obtain a thorough and
reliable results for each method, we average all the results obtained for a device within an
environment.

We evaluate the models using precision, recall, and F1-score metrics. Precision measures
the proportion of true positive detections among all positive detections, indicating the
accuracy of positive predictions. Recall measures the proportion of true positive detections
among all actual positives, reflecting the model’s ability to identify all relevant instances.
The F1l-score is the harmonic mean of precision and recall, providing a balanced evaluation
of the model’s performance.

To perform a cross-method comparison, we compare only the metrics achieved using the
best parameters we identified for each method. This ensures that our evaluation reflects
the generalised best performance of each detection method.

5.7.4 Results

To identify the best parameters, a grid search was conducted over the hyperparameter grids
defined in the previous section. The parameters were determined by averaging the F1-scores
across all evaluated devices and both environments for each method. This approach ensures
that the identified parameters, as presented in Table 5.10, are generalised. However, it
should be noted that these parameters may not represent the best tuning for each individual
device or specific environment. In Appendix B you can find the details of the measured
scores per method.
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Table 5.10: Best identified method parameters

Method parameters

ARIMA p=0,d=0,q9=1; stgma =4

GMM components = 4; sigma = 4

LOF netghbors = 14; contamination = 0.001
OCSVM kernel = rbf,nu = 0.1

iForest estimators = 25; contamination = 0.01

MLP Classifier neurons = [80, 70, 20],

activation = relu, learning = constant

When testing ARIMA parameters, we discovered that the p, d, and ¢ parameters only
marginally affect the results. The differences in outcomes are mostly influenced by the
sigma multiplier. Similarly, for GMM, the best results were achieved with the highest
sigma multiplier, but in this case the number of components also affected the outcome
significantly.

LOF exhibited instability between environments. The best configuration in the shielded
room was 47% better than the best configuration in the office, while the second-best config-
uration in the office performed subpar in the shielded room. Despite our high expectations
for OCSVM, it displayed poor performance for the use case overall.

The iForest method generally achieved similar results to statistical methods. With the
precision of 68%, it did not generate an excessive number of false positives. By far the best
results were achieved by the MLP, which in some cases managed to correctly identify all
connections. Moreover, while the best results were produced by the complex network, the
simpler network with a single hidden layer with five neurons achieved very similar results (on
average worse by 1.5%), making this method applicable even for low-performance devices.

Tables 5.11-5.15 describe the method characteristics for the evaluated devices. Each
table presents precision, recall, and F1-score for both environments, allowing for compar-
ison. Since the advertising profiles of devices differ (e.g., advertising interval, connection
length), the performance of the methods is affected. These data provide insight into the
applicability of each method for device monitoring.

When summarised for all devices, among all tested methods, the MLP Classifier per-
formed the best by far, achieving a universally high Fl-score of 90.9%.

Table 5.11: Bentech FP3 lock results
Shielded room Office

Method | Precision Recall F1l-score | Precision Recall Fl-score
ARIMA | 79.9% 100% 88.8% 54.1% 100%  69.8%
GMM 59.6% 100% 74.5% 74.5% 100% 84.8%
LOF 93.7% 100% 96.8% 68.9% 77.8% 73%
OCSVM | 16.9% 100% 28.8% 18.5% 100% 31.2%
iForest | 100% 73.3% 84% 94.5% 66.7% T77.4%
MLP 100% 100% 100% 96.7% 100% 98.3%
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Table 5.12: Danalock V3 results
Shielded room Office

Method | Precision Recall F1l-score | Precision Recall F1l-score
ARIMA | 47.9% 100% 64.7% 46.5% 100% 63%
GMM 48.1% 100% 63.7% 50.4% 100% 66.7%

LOF 93.3% 97%  95% 0% 0% 0%
OCSVM | 2.1% 100%  4.1% 7.1% 100% 13.3%
iForest | 89% 100%  94% 80% 100% 88.9%

MLP 97% 100% 98.4% |100% 100% 100%

Table 5.13: Revogi Bluetooth LED bulb results
Shielded room Office

Method | Precision Recall Fl-score | Precision Recall F1l-score
ARIMA |11.2% 100%  20.1% 54.6% 100% 70.3%
GMM 89.7% 100%  94.5% 68.3% 100%  80%
LOF 77.1% 0%  73% 33% 3% 6%
OCSVM | 0.4% 100% 0.8% 0.5% 100% 1.1%
iForest |8.5% 100% 15.7% 9.4% 100% 17.2%
MLP 100% 100% 100% 100% 100% 100%

5.7.5 Evaluation

Based on the results in the previous chapter, we can deduce that advertising patterns do
not resemble typical time series, as random advertisement omissions disrupt traditional
time series analysis approaches. Additionally, outlier detection algorithms (LOF, OCSVM,
iForest) generally struggle with the non-uniformity of normal data, which clusters around
advertising interval multiples due to omitted advertisements. However, the iForest algo-
rithm stands out as an exception, demonstrating the ability to identify connections that
are significantly different from the rest of the data.

Since there is no real pattern to be learned, ARIMA offers no added value for our case.
Regardless of the ARIMA parameters, it will always predict the mean of the training data
with some added jitter. Outlier detection based on residuals is thus reduced to the detection
function applied to these residuals, and ARIMA can be substituted by a simple mean. This
confirms the parameter determination from Section 5.7.3.

The results of the GMM method seem to improve with the number of Gaussian dis-
tributions and the sigma multiplier. We believe this is due to overfitting on the available

Table 5.14: Mi Temperature and Humidity Monitor 2 results

Shielded room Office

Method | Precision Recall Fl-score | Precision Recall Fl-score
ARIMA | 45% 100% 61.5% 61.6% 100% 75%
GMM 45.7% 100%  62.2% 65.6% 100%  79%
LOF 85% 100% 91.6% 61% 83%  70.2%
OCSVM | 24% 100% 38.6% 25.9% 100% 41.1%
iForest |82.2% 46.7% 59.4% 88.9% 45.8% 58%
MLP 93.4% 100% 96.3% | 100% 100% 100%
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Table 5.15: BeeWi Motion Sensor results

Shielded room Office
Method | Precision Recall Fl-score | Precision Recall Fl-score
ARIMA | 51% 52% 44.3% 53% 33% 39.9%
GMM 60.5% 62% 60.8% 3.3% 99.6% 6.2%
LOF 33% 28.8% 30.5% 30.3% 11% 16.2%
OCSVM | 2.5% 98.7% 4.9% 3% 100%  5.9%
iForest |66.7% 57.9% 60.8% 54.2% 33.4%  41.2%
MLP 100% 51.5% 68% 90.5% 33.4% 48.5%

data, given the rather small training set and data dispersion around the advertising interval
multiples. Since the number of multi-omissions is random, the method might be improved
by iterative supervised fitting.

The statistics-based methods generally yield good results, but to achieve truly usable
outcomes, it seems necessary to develop a custom-made statistical method tailored to the
specifics of Bluetooth advertising.

The only suitable method for outlier detection is iForest, which achieves similar results
to statistics-based methods. The binary trees in iForest can help distinguish between an
advertisement omission and a connection, but the construction of these trees would need
to be fine-tuned for better results.

In general, to answer question R(Q)3, it cannot be said that the use of outlier detection
methods significantly improves the identification of connections.

On the other hand, answering the research question R@)4, using Al did improve the
achieved results by a margin. The MLP neural network achieved exceptionally good results,
even with a small number of neurons and thus low computational demand. Initially, it
seemed to be an overly complex approach for this problem, but experimental results showed
that the data specificity causes issues for more straightforward approaches. This indicates
that future developments in BLE connection detection should focus on simplistic neural
networks.

5.8 Final reflections on BLE security monitoring

Our research focused on enabling security monitoring of Bluetooth devices in SOHO and
shared economy environments. To achieve this, we introduced a novel principle that moni-
tors advertisement channels to determine whether a device is in use. We conducted a thor-
ough analysis of the behaviour of multiple devices, resulting in the creation of two datasets:
one for simple verification and a larger one intended to support further development in this
field. To optimise data collection, we designed a custom monitoring probe capable of si-
multaneously observing all three advertising channels, providing a comprehensive overview
of all activity on them. Ultimately, we identified a detection method based on an MLP
Classifier, which reliably identifies connections with an F1l-score of 90%. By integrating the
advertisement collector and the detector based on this method into the framework described
in Chapter 4, we empower SOHO environments to independently monitor the connections
of their Bluetooth devices.

To address the security monitoring problem, we formulated four research questions and
systematically addressed each one. Our findings revealed that the proposed monitoring
principle can indeed be effectively applied to the selected Bluetooth LE devices. Addition-

83



ally, we discovered that the standard Bluetooth controller yields high-quality data and that
optimising hardware does not significantly enhance the collected data and thus detection
efficiency. Despite our initial expectations, our hypothesis that outlier detection methods
would deliver the desired level of precision and reliability was not supported by our research.
However, we successfully tested the artificial intelligence method based on MLP, identifying
it as a suitable detection method for our detector.

Our solution effectively identifies when a device has been in a connected state, but
it does not offer additional details, such as the origin of the connection. We anticipate
integrating our solution with other systems, such as correlating it with access logs or utilising
behavioural analysis to provide intrusion detection. The primary limitation of our solution is
inherent in its design, as it can only monitor devices that follow an intermittent advertising
pattern.

To conclude this chapter, we have successfully found a solution to the Bluetooth mon-
itoring problem we identified. We designed a solution, which can reliably identify the
connections of any Bluetooth LE device following the intermittent pattern, which can be
used for security monitoring. By plugging our solution into Security Information and Event
Management (SIEM) systems, it can provide insights into operations with the device, which
can be then cross-checked against the access logs provided by the vendor. Alternatively, it
can be used as a data source for intrusion detection systems based on behavioural analysis,
or included in simple home automation as a warning system that a device has been used
(for example, outside defined hours).
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Chapter 6

Designing security features for a
proprietary network

This chapter is dedicated to designing security features for the proprietary IQRF wireless
network. The IQRF network was created by the Czech company MICRORISC in 2004 for
ultra-low-power and low-speed mesh communication between IoT devices and is now backed
by nearly 40 worldwide patents [60]. The network is mainly used in industrial applications,
including smart cities, buildings, and Industry 4.0. Its use has gradually expanded beyond
Europe, with applications and distributors reaching from Argentina to Russia. In 2017,
the IQRF Alliance [58] was formed to unite commercial and non-commercial members to
develop the IQRF ecosystem. The alliance promotes knowledge exchange, provides support,
and defines the IQRF interoperability standard.

Along with the formation of the alliance, a MICRORISC spin-off company called IQRF
Tech was established to maintain the IQRF network. Until 2023, connectivity was exclu-
sively provided through hardware IQRF transceiver (TR) modules with the network stack
implemented as IQRF OS. To address the network’s expanding use and the alliance’s re-
quirements, an ,JQRF communication standard for wireless mesh networks* is being devel-
oped to clearly define the protocols, rules, and procedures related to IQRF communication.
The first preliminary documentation of this standard was released in August 2023, with
version 0.96 publicly available [127] at the time of writing.

The author of this thesis played a central role in the development of the security mech-
anisms for this communication standard, the details of which are contained in this chapter.
It’s worth noting that the standard is still in development, and the features described here
already surpass the available version 0.96, even though they have not yet been published.
Since the standard is not yet finalised and the reference implementation is still in progress,
a minimal implementation has been created to verify security operations and create testing
vectors outlined in the standard. Section 6.3 briefly mentions this implementation, but
since it is an internal tool, it has not been published. The security design was informed
by a comprehensive investigation of existing IoT protocols described in Chapter 2 and was
guided by the insightful security analysis presented in Chapter 3.

We begin by describing the specifics of the IQRF network as it existed prior to the
establishment of the standard, which we will refer to as ,JQRF Legacy* to distinguish
it from the updated version. Following this, we characterise the standard and provide
a narrative explanation of each component of the security architecture.
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6.1 IQRF Legacy

IQRF is a wireless platform designed for static systems with a stable topology. The heart
of the platform is the transceiver module (TR), a system-on-chip (SoC) that contains the
entire IQRF stack as illustrated in Figure 6.1. It consists of a embedded radio module
providing the physical layer and the IQRF Operating System (IQRF OS) which contains
the network implementation [62]. Above the OS layer, there is an optional layer called
Direct Peripheral Access (DPA). DPA is a byte-oriented application layer protocol that
provides abstraction for peripherals and OS services [81]. In IQRF Legacy, both the OS
and DPA layers were distributed as binary libraries for the transceiver modules. While
guides for their usage were provided [62, 81], no official standard was released.

IQRF Stack

Transceiver Module

User Application

IQRF DPA

IQRF OS

Radio (RF)

Figure 6.1: IQRF protocol stack

The IQRF OS guide [62] recognises two approaches for utilisation of the TR:

e Non-networking approach uses only two layers - IQRF OS and user application. The
user application can access the radio module directly and is responsible for calling
appropriate IQRF OS functions to ensure the required functionality.

e Networking approach utilises the DPA middleware and the user application is realised
as a DPA Handler. The reason the mode is named ,networking* is that through DPA
is provided access to the proprietary routing protocol IQMESH.

IQRF technology offers a data rate of 20 kb/s and range over 10 kilometers, which
classifies it as a LoWPAN IoT network with long range, or NAN according to smart-grid
terminology. IQRF operates within the ISM bands of 868 MHz, 916 MHz, and 433 MHz,
which are further divided into multiple channels, each with a channel width of 100 kHz.
Within each band, three specific channels are designated as service channels, which are used
for network joining procedure (referred to as bonding) [62]. After bonding, the network
communication is conducted on a separate operating channel, distinct from the service chan-
nels and uniformly used across the entire network. IQRF employs Time-Division Multiple
Access (TDMA) for channel access, where each device is allocated a dedicated time slot
for transmission. This method enhances the predictability and reliability of transmissions,
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addressing the congestion and data request blockage issues associated with CSMA /CA used
in IEEE 802.15.4 networks, as identified by Misic [82] and Francesco [39].

IQRF Legacy supports two connection topologies: a point-to-point link provided directly
by IQRF OS and an IQMESH mesh network enabled by the DPA plugin. Each IQMESH
network, illustrated in Figure 6.2, is managed by a single coordinator and can accommodate
up to 239 nodes [61]. Additionally, a special mode is available through a provided DPA
handler, designed for nodes with stringent battery-saving requirements, known as offline
mode or beaming. In this mode, the device remains in a sleep state, waking up only
periodically or upon an event to asynchronously and unidirectionally transmit data. Nodes
with aggregation functions within range store this data and relay it to the network upon
request [61].

Figure 6.2: IQMESH Topology (coordinator is highlighted in green) [59]

In IQRF Legacy networks, each node can be assigned two 1-byte addresses. The first
address is the logical address, which is assigned to the device during the bonding process
and is used to identify the device within the network uniquely. The coordinator always has
logical address 0 [62]. The second address is known as the Virtual Routing Number (VRN),
which is used explicitly for routing within IQMESH networks. The VRN is assigned during
the discovery process when the network’s routing topology is established. This address is
crucial as it determines the TDMA time slot in which the device is permitted to transmit
data, ensuring organised and efficient communication within the network.

In IQRF IQMESH networks, communication predominantly operates synchronously,
where the Coordinator initiates communication by sending a request to a Node, which
then responds. A unique variation of this synchronous communication is the Fast Response
Command (FRC), where the Coordinator gathers data from multiple Nodes simultaneously,
processing their responses in a map-reduce fashion [61]. Additionally, IQRF supports several
types of asynchronous communication. One of these is non-network communication, where
a device that is not part of an IQMESH network broadcasts a message. Another form
is custom communication, managed by a custom DPA Handler, allowing for specialised
functions such as the beaming (offline mode) mentioned.

The IQRF security architecture is based on packet integrity verification using CRC-16
(Cyclic Redundancy Check) and multi-layer encryption using the industry-standard AES-
128 symmetric block cypher [62] summarised in Table 6.1. Since CRC does not provide au-
thentication, an additional consistency check routine is performed after the encryption/de-
cryption of network packets. Encryption occurs in two layers, with the base layer being
networking encryption, which is mandatory for all network packets. The second layer is
optional user encryption, which provides end-to-end security.
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Table 6.1: Overview of encryption in IQRF Legacy
Encryption mode Encryption keys (derived from)

Networking encryption AES-CDC Network key (Network password)
User encryption AES-ECB User key
Access encryption AES-ECB Access key (Access password)

Individual Bonding Key
One-Time Key

The networking encryption is automatically handled by the IQRF OS and uses a pro-
prietary CDC (Cypher Data Chaining) algorithm [62]. The 128-bit key for this encryption
is derived from a network password, a 192-bit vendor-supplied random number present
in every TR. As this key needs to be shared by all nodes in the network, the coordina-
tor’s network password is used and transferred to the node during bonding (a network join
procedure detailed later).

The optional user encryption can be handled either by the IQRF OS or externally. If
the integrated encryption is chosen, the data is encrypted using AES-128 in ECB mode [62].

To be included in the IQMESH network, a node has to undergo a joining process
known as bonding. This process occurs on the service channels and is responsible for
supplying the node with crucial network details, including the network’s operating channel,
Network Identification Number (NID), network password, and the assignment of a logical
address [61]. The data exchange during this procedure is secured by Access encryption,
a specialised maintenance encryption that uses ECB mode. There are four distinct methods
available to carry out the bonding procedure:

e Local Bonding method is used to connect devices within the direct range of the co-
ordinator. This method uses an Access Password for security that must be configured
on both the coordinator and the node. If a node requests to connect with the correct
password, it receives the necessary information and is integrated into the network.

e Smart Connect enhances security by utilising an Individual Bonding Key (IBK)
for encryption, which is a unique, fixed code supplied by the vendor. Before the
bonding process begins, the coordinator must receive this IBK along with the module
ID (MID) for identification purposes. The coordinator then initiates the process, and
if the device is within the network’s range, it connects to the network.

e Autonetwork allows multiple devices to join the network at once. All the devices
have to be configured with the same Access Password, and the procedure is split into
several steps. First, the devices are prebonded, meaning they receive the network
details but not the logical address. Then, all the joining devices are provided with
the logical address.

o IQuip is a special method utilising a dedicated bonding device - IQuip [63]. This
device then performs the prebonding stage by receiving a One-Time Key (OTK) from
the device by Near Field Communication (NFC) and supplying the network details
protected by this key. The coordinator then can include the device in the network by
providing the logical address in the same manner as in the Autonetwork method.
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6.2 IQRF Communication Standard

The newly formed communication standard aims to provide a comprehensive description
of IQRF processes, interfaces, and data structures, facilitating the implementation of inter-
operable wireless mesh applications based on IQRF technology. However, it is not merely
a specification of the original processes; the IQRF network has undergone an evolution
aimed at enhancing its reliability, usability, and security. Consequently, this new version is
not compatible with IQRF Legacy. Among other improvements, the network’s capabilities
have been expanded, allowing it to support up to 1,024 devices in a single network.

The redesigned protocol stack, as depicted in Figure 6.3, is structured in a layered
architecture, with each layer corresponding to the established ISO/OSI model. The thesis
author took responsibility for the Security Services (SES) layer within this protocol stack,
which is responsible for the security features of the network. This section details the design
considerations and features integrated into this SES layer to ensure robust security measures
throughout the communication process.

The primary responsibility of the SES layer is to ensure integrity and authenticity, main-
tain the payload confidentiality, and provide replay protection. Integrity and authenticity
verify that the transmitted data has not been altered and comes from a legitimate source.
Payload confidentiality ensures that the transmitted data remains private and is protected
from unauthorised access. Replay protection is implemented to prevent malicious actors
from reusing the transmitted data to deceive the system.

In the design process, we follow a structured approach to maximise security and minimise
risks. We prefer established and well-known solutions that have been thoroughly tested
and proven reliable. By reusing these solutions in the correct manner, we significantly
reduced the potential for introducing vulnerabilities, as developing new security features
from scratch is both complex and prone to errors. We thoroughly studied how other systems
implement these security features, as detailed in Chapter 2. Additionally, we examined the
vulnerabilities identified in the security features of other networks, as outlined in Chapter 3.
Based on the knowledge we acquired from these studies, we designed a security architecture
tailored for the new IQRF standard.

The AES-128 block cypher was chosen as the basis for cryptographic operations due
to its status as an industry standard, recommended by organisations such as the Open
Connectivity Foundation (OCF) [88]. It is already used in many IoT networks and remains
robust, with no known practical attacks against it. We chose a 128-bit block size, as in IQRF
Legacy, because it offers sufficient security while maintaining low resource requirements,
making it energy-efficient and suitable for embedded devices with limited capabilities. Its
wide availability and familiarity among developers make it a practical and reliable choice
with broad support across hardware and software platforms.

To ensure both authentication and encryption of data frames simultaneously, we con-
ducted an analysis of various Authenticated Encryption with Associated Data (AEAD) op-
tions. After careful consideration, we selected Counter with Cipher Block Chaining Message
Authentication Code (CCM) as standardised by NIST SP 800-38c [40] and RFC 3610 [113],
aligning with its established use in standards like IEEE 802.15.4 and Bluetooth. While
GCM (Galois/Counter Mode) was also considered, it was ultimately not chosen due to its
increased complexity and the frequent unavailability of readily prepared solutions. CCM
was favoured because it has been extensively tested, offers better support, and ensures
greater interoperability across different platforms and systems.
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Figure 6.3: IQRF standard design architecture [59]

Before discussing the security features, it is necessary to understand some fundamentals
about the frame structure. As shown in Figure 6.4, the frame is organised into several
layers. The Data-Link layer consists of a header and a footer that contain the payload
length (LEN), the frame counter (FCNT), and two authentication tags: the FAT and the
RIT. The frame also contains a network header, which holds the network address (NADDR),
and a routing header with information used for multi-hop transports. Depending on the
frame type, not all layers may be present. Only the data link is required for non-network
communication, while routed frames require all the headers mentioned.

Several key identifiers are used in IQRF networks. Although not found in data frames,
the 48-bit Network ID (NID) uniquely identifies the network. Similar to IEEE MAC ad-
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Figure 6.4: Overview of IQRF Frame structure.

dresses, each device can be uniquely identified using the 48-bit IQRF MAC Address (IMAC).
However, the 10-bit network address (NTWADDR) is used for network addressing. This
NTWADDR is an important part of the NADDR field found in the network header, which
further contains flags for distinguishing direction (coordinator/node) and private commu-
nications.

The direction aligns with the fact that in IQRF networks, the communication mode has
remained consistent with IQRF Legacy, continuing to predominantly use a synchronous
request-response method. Private communication within the network is established as
a secure link between the coordinator and a specific device, protected by an exclusive key
unknown to other devices in the network. This approach is comparable to the trust center
link keys used in Zigbee networks.

After this brief introduction to IQRF networks according to the emerging standard, we
will take a closer look at the different security features that have been formulated.

6.2.1 Integrity

Integrity in the standard is ensured through a multi-layer approach incorporating 2-3 dis-
tinct layers of protection depending on the frame type. All frames include two essential
layers: Time Quanta Bit Coding (TIQBC) data encoding and a Frame Authentication Tag
(FAT). For routed frames, an additional layer is added with the Routing Integrity Tag
(RIT), which safeguards the routing information. The traditional cyclic redundancy codes
(CRC) used in IQRF Legacy have been replaced by a more robust CBC-MAC approach,
enhancing authentication and ensuring compatibility with the CCM scheme.

Time Quanta Bit Coding

TIQBC [109] is a technique for encoding wireless transmissions at the physical layer. It
works by dividing the bitstream into sequences of bits with identical values, then interpret-
ing the length of each sequence as a distinct symbol. If a received pulse does not match
the predefined symbols, this indicates an integrity breach, causing the decoder to fail and
reject the frame.

Frame Authentication Tag

The second layer of integrity control is ensured by a 4-byte FAT, which is actually a CBC-
MAC (Cipher Block Chaining Message Authentication Code) computed as part of the
AEAD CCM scheme described in detail in the following Section 6.2.2. For unencrypted
non-network frames, only the CBC-MAC portion of the AEAD CCM scheme is performed
to calculate the FAT.

Since no secret key is exchanged between the communicating parties for unencrypted
non-networked frames, the static integrity substitute key (SIK) defined in the standard is
used. Since this key is publicly known, this reduces the authentication code to a simple
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error detection tag that can detect transmission errors but does not prevent intentional
frame modification.

Routing Integrity Tag

To increase the efficiency and reduce the energy footprint of routing, FAT is used only for
those parts of the frame that remain unchanged during routing and are checked only by the
end-recipient. Therefore, routed frames are supplemented with an additional 4-byte RIT
tag to ensure the security of routing information. This tag is calculated as a CBC-MAC
over the entire frame, including routing headers and encrypted data, thereby enhancing
integrity assurance during transmission in multi-hop networks.

In order to calculate RIT, frame data are reordered and split into a 128-bit block se-
quence B, corresponding to the selected block size of the AES. In addition to reordering,
NID is also inserted into the sequence binding the computation to the given network. The
purpose of reordering is mainly to save resources during routing. In the reordered se-
quence, data that remains unchanged during the routing process is placed at the beginning.
This allows it to be computed only once when verifying the RIT of the received message.
Subsequently, this pre-calculated data can be reused to compute the outgoing RIT during
transmission.

The procedure to calculate the RIT can be expressed as follows:

1. Lets have the reordered block sequence B = By, B1,--- , B,
2. Set Yy = AES-128}¢,(Bo)

3. Fori=1...rdoY; = AES-128,cy(B; ® Yi_1)

4. Set RIT = MSB3y(Y;)

Where AES-128 denotes the selected block cypher, & denotes xor operation and M.SBso
returns 32 most significant bits of its parameter.

For calculation of RIT, a specific key called Routing Integrity Key (RIK) is shared
within the network.

The CBC-MAC is known to be vulnerable to variable-length messages, as malicious
data could be appended to the message if the length is not known. This weakness is
not applicable because data length is a part of the frame headers and is included in the
calculation of RIT.

6.2.2 Authenticated Encryption

As already mentioned, CCM mode was chosen for Authenticated Encryption with Asso-
ciated Data due to its simplicity, low resource demands, and well-tested nature. CCM
mode follows the authenticate-then-encrypt scheme, where data is first authenticated using
a Message Authentication Code (MAC) tag calculated via the CBC-MAC method. Subse-
quently, both the data and the authentication tag are encrypted using the CTR mode. To
enhance interoperability, we designed the process to align with RFC 3610 [113].

In order to use this mode, four parameters have to be specified:

o Cypher key (K)
o Nonce (N)
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o Message to authenticate and encrypt (m)
o Additional authenticated data (a)

Because AEAD is used for network-level encryption, the Network Nommunication Key
K is used by default. However, depending on the purpose of the communication frame,
various other keys can be used. For example, the Individual Unicast Key designated for
private communication. In addition, if non-network communication, such as the association
process mentioned later, also requires encryption, a separate key may be used to secure this
communication.

The primary purpose of a nonce N is to guarantee the uniqueness of authenticated
messages and the keystream used for encryption. To achieve this, we derive the nonce from
information found in the data-link and network headers. This uniqueness is specifically
ensured by basing it on:

o Network Identification Number (NID) to differentiate between IQRF networks.

e« Network Address, which is guaranteed to be different for every recipient in the
network.

e Frame Counter which is updated for every message-flow in the network. To prevent
overflow attacks, the keys are updated in the event of overflow as described in the
following section.

In non-network communication, the party initiating the communication must choose
the FCNT carefully because, in this case, security is directly dependent on it as the
only variable element.

After careful consideration, we chose to encrypt (m) only the payload, just like the
approach used in IEEE 802.15.4, while keeping the headers in plaintext. We are confident
that the integrity of the header data is sufficiently assured and have designed our security
architecture to ensure that access to this information does not allow for any potential
misuse.

Since the nonce N already encapsulates the data-link and network header information,
and the routing header is excluded from the AEAD process, the additional authenticated
data a include any remaining headers present in the frame. For non-encrypted, non-network
communication, the payload itself is included in a, leaving the encrypted message m empty.
This results in the computation focusing solely on the authentication component of CCM.

The procedure of the AEAD scheme used is described by the following two steps. First
comes the authentication and then the encryption.

Authentication

The purpose of the authentication step is to calculate a MAC, which is then inserted into
the FAT field to ensure the authentication of the transmitted message. Initially, a sequence
of blocks B, as shown in Figure 6.6, is created. This sequence is then encrypted using CBC,
and the tag is composed of the first 32 bits of the last encrypted block. The length of this
sequence can vary from 2 to 6 blocks depending on the amount of transmitted data and
the structure of the frame.

The first block consists of 1 byte of flags, as shown in Figure 6.5. For the IQRF case,
the only variable is Adata, which indicates whether any unencrypted, authenticated A data
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Flags

7 reserved:0 | % Adata 5 MAC:0 4 mMac:o 3 mac1 2 Leno 1 1eno 0 Lena

Figure 6.5: Flags byte of authentication step of CCM.

is present. This is followed by a 13-bit nonce N, described earlier, and the size of the
encrypted data.

If additional headers are present, or if it is unencrypted communication and therefore
data a is included, this data follows in the subsequent blocks. However, since the length of
this data is unknown, its length is inserted before it, as illustrated in Figure 6.6. If data a
is not aligned with the block size, it is padded with zeros to reach the block size.

Finally, the data intended for encryption, known as data m, is added. If this data is not
aligned with the block size, it is also zero-padded to reach the block size.

Octets: 1 13 1
} } } } {
" I I I I I I I I I I I I o=
BO: z Nonce 2| T
- -
I I I I I I I I I I I I
Octets: 1 1 0/5 . 0/64 )
L T T T 1
=1 T T T 1 T T T ]
a: g E" DPA Header Unencrypted Payload
I I I I I I I I I
Octets: 0/64 .
T 1
I I I I I I I
m: Payload
I I I I I I I

Figure 6.6: Blocks for authentication step of CCM.

The computation process of the FAT from this sequence can be expressed as follows:
1. Lets have the block sequence B = By, By, -+ , B,

2. Set Yy = AES-128}¢,(Bo)

3. Fori=1...rdoY; = AES-128},(B; ® Y;_1)

4. Set FAT = MSBs2(Yr)

Where AES-128 denotes the selected block cypher, @& denotes xor operation and M.SBso
returns 32 most significant bits of its parameter.

Encryption

The CTR mode used in the CCM encryption scheme works by first defining a counter value
that is incremented for each block of data. The counter blocks are encrypted to produce
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a keystream, which is then XORed with the plaintext data to perform encryption. In the
CCM scheme, both the data m and the MAC are encrypted using this method.

The counter is generated similarly to the first authentication block, B0, and comprises
flags, a nonce N, and a block counter with a per-block increment. The flags solely indicate
the number of octets in the length field; for IQRF, this is represented by the constant value
0x01. The different definition of flags ensures that the counter block remains distinct from
the B0 authentication block. The structure of the counter is illustrated in Figure 6.7.

Octets: 1 13 1 1
I t t t {
" I I I I I I I I I I I I
=
O Nonce = -
LL =
I I I I I I I I I I I I

Figure 6.7: Counter structure for CTR encryption mode.

The encryption process of the payload m can be expressed as follows:

1. Create counter blocks Ctrg, Ctry,...,Ctr; , where index denotes the block counter
value and i = [len(m)/128].

2. For j =0...ido S; = AES-128},¢,(Ctr;).
3.5t S=S1VSyV---VS5;
4. Return C =P @ MSBlen(m)(S)7 Cyac=MAC @ MSBE}Q(SO)

Where AES-128 denotes the selected block cypher, & denotes xor operation and M SB,
returns x most significant bits of its parameter.

In the resulting frame, substitute the occurence of payload m with the cyphertext C'
and unencrypted FAT with the corresponding encrypted Chasac-

6.2.3 Security keys management

In IQRF networks, multiple keys are available for encryption and authentication to ensure
secure communication. While some of these keys have been briefly mentioned in previous
sections, this section provides a comprehensive overview of the various keys and details
their specific use and management in the IQRF ecosystem.

We divide the keys according to the area of validity:

e Globally valid keys are defined in the standard and publicly available.

— Substitute Integrity Key (SIK) is a predefined static key within the standard
used to calculate the Frame Authentication Tag (FAT) for unencrypted, non-
network frames and provide integrity control for devices without shared keys. It
simplifies implementation by using the same calculation for authenticated and
unauthenticated messages.

e Network specific keys are shared by the devices in a network.

— Network Access Key (NAK) secures the process of a device joining a network by
encrypting non-network frames involved in the association, thereby enabling the
device to successfully connect.
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— Base Network Communication Key (BNCK) is shared with devices during asso-
ciation and acts as a secure root for deriving other network-specific keys.

— Network Communication Key (NCK) is the primary network-layer authenticated
encryption key, which is derived from the BNCK.

— Routing Integrity Key (RIK)is used to calculate the Routing Integrity Tag (RIT),
ensuring the authenticity and integrity of messages during routing within the
network. It is also derived from BNCK.

— Beaming Communication Key (BCK) secures offline communication instead of
the NAK. Since offline communication follows a different message flow, it cannot
accommodate the rotation of the NCK. Therefore, the separate BCK is derived
from the BNCK to allow for different lifecycle of the key.

o Device specific keys are keys exchanged only between the device and the coordinator
that serve as a trusted link.

— Device Joining Key (DJK) can be used instead of NAK for networks which
require higher security.

— Individual Unicast Key (IUK) can be provided to a device by the coordinator,
enabling private communication within the network.

The NCK, RIK and BCK are derived using the AES-128 encryption algorithm, with the
BNCK as the encryption key. The block that undergoes encryption is constructed by
distinct means using the Network Identification Number (NID) and, in case of NCK and
RIK, the Rotation Index (RIDX). The RIDX, exchanged during the initial association and
then kept secure without being transmitted again, acts as a counter for Frame Counter
(FCNT) overflows. Whenever FCNT overflows, the NCK and RIK are regenerated using
this process. This regeneration helps to mitigate the risk of replay attacks and prevents
keystream reuse, addressing security vulnerabilities observed in LoRa networks.

To enable a device to generate keys and participate in network communication, it must
first undergo an association process where it is authorised and provided with both an address
and the BNCK. This process can be initiated either actively by the node or passively by
the coordinator. During this process, NAK can be used to allow multiple devices to join
simultaneously, while DJK is a device-specific method. If DJK is employed, it must be
provided to the coordinator beforehand through an out-of-band method, along with the
device’s IMAC address. The coordinator then uses the knowledge of both the IMAC and
DJK to authorise the device.

6.2.4 Message freshness

The data-link header includes a 4-byte frame counter (FCNT) that plays a crucial role in
ensuring the freshness of messages and mitigating replay attacks. Each message flow is
associated with a unique FCNT, which not only serves to distinguish individual messages
but also contributes to the construction of the encryption nonce, as outlined in the previous
section.

In IQRF networks, communication can occur in two distinct modes: online and offline.
Online devices are always active, continuously receiving and processing incoming transmis-
sions, and they play a crucial role in routing within the network. Communication in this
mode typically follows a request-response pattern, where the coordinator sends a request,
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and the node responds. In contrast, offline (beaming) devices spend most of their time in
deep sleep, avoiding constant communication. These devices wake up only under specific
conditions to transmit their data to nearby accumulators. Accumulators are special online
devices, which then make this information available to the broader network. Due to the
different operating modes, the handling of data freshness is tailored separately for each
type, as described in the following sections.

Online communication

In online communication, the coordinator is responsible for maintaining the FCN'T, which is
shared among all devices in the network. Each message flow originates from the coordinator
and must have the FCNT value incremented by one over the previous flow. The response
from the end device belongs to the same message flow and, therefore, must use the same
FCNT value.

To detect replayed messages, each device stores the FCNT of the last successfully re-
ceived message. This enables the device to verify that any newly received message has
a higher FCNT value than the previous one. This process is portrayed in Figure 6.8.

RIDX: IL RIDX: IL RIDX: B
g 20 83 20 83 20 83
= FCNT: N .| FonT: > (= .| FouT:
g 08 90 42 @5 - T | ee e 42 @5 - T | oe e 42 @6
S OF_FLAG: OF_FLAG: OF_FLAG:
o H A
False ' False H False
H |
|
FCNT: 00 08 42 06 FCNT: 080 98 42 86
. \
RIDN: N ‘:' RIDN: N ; RIDN: [N
20 83 20 83 ! 20 83
3 FCNT: N .| FonT: N .| FouT:
2 08 80 41 FE - T | oe e 42 @6 - T | oe e 42 @6
OF_FLAG: OF_FLAG: OF_FLAG:
False False False

Internal state Message sent Message received

Figure 6.8: Replay protection in online mode.

To manage FCNT overflow, particularly since the counter is shared across the network,
each device maintains an additional 16-bit Rotation Index (RIDX). This index, which is
not transmitted in communication frames, tracks the overflow of the frame counter. It
is initialised during device association and is incremented whenever an FCNT overflow is
detected. The combination of RIDX and FCNT provides strong protection against replay
attacks while minimising the overhead on both communication frames and device storage.

Offline communication

Since offline devices do not receive messages from other devices in the network, they cannot
utilise the shared FCNT used by online devices. Instead, each offline device independently
manages its own FCNT, incrementing its value by 1 with every new message sent. As
a result, accumulator nodes need to maintain a separate FCNT for each offline device that
is registered with them.
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6.3 Security evaluation and implementation

The security features introduced for the new standard have greatly enhanced the security
of all aspects of IQRF networks. By adopting well-known cryptographic schemes, we have
not only achieved a higher level of assurance but also reduced the risk of implementation
erTors.

Specifically, the integrity check mechanism in IQRF Legacy, which previously relied on
CRC-16, has been upgraded to authentication using CBC-MAC. This MAC offers a much
stronger guarantee, although, in the case of non-network unencrypted frames, CBC-MAC
is downgraded to integrity checking by the use of a publicly known key.

All network communication is now encrypted using authenticated encryption in stan-
dard CCM mode. This encryption also protects the association process, a significant im-
provement over the ECB mode previously used in IQRF Legacy.

In addition, we have introduced automatic key rotation to minimise the risk of keystream
reuse and provide automatic recovery in the event of encryption key compromise. This
rotation is a critical enhancement for maintaining long-term security integrity. Furthermore,
the introduction of private communication with the network coordinator ensures a secure
communication link even in the presence of an insider threat. This mechanism can also be
used to deploy new keys in the event of a network security breach.

Lastly, the system now features a robust freshness assurance mechanism through the use
of a four-byte frame counter. This counter ensures that each transmitted frame is unique,
effectively reducing the risk of replay attacks.

In order to validate the security features proposed for IQRF standard, we created an
implementation of the basic functionality. This implementation is used only for internal
needs for now, but might be released as a supporting material to the standard in the
future. We chose Scapy framework', which is a powerful interactive packet manipulation
library written in Python. We added a custom IQRF layer to this library, which provides
functionalities for both the generation and dissection of all IQRF network frames. To cover
all possibilities, we implemented four layers in total: data link (IQRF), network (IQRF_NHR),
routing (IQRF_RTHR) and DPA (IQRF_DPA). These layers correspond to the network layers
depicted in Figure 6.4. You can refer to Figure 6.9 for an example of a generated routed
frame.

Figure 6.9: Generated frame with the encrypted payload highlighted.

An implemented security context object manages security-related functions. This object
is responsible for storing, and deriving security keys required by the IQRF protocol. It
provides the Scapy layer with the necessary keys for integrating the protocol’s encryption
and decryption mechanisms, ensuring comprehensive testing of all security features.

"https://scapy.readthedocs.io/en/latest
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The implementation serves multiple purposes. Firstly, it has allowed basic verification
of the proposed security features and comparison with other implementations of the used
schemes, ensuring compatibility. Secondly, it allowed for the generation of accurate testing
vectors, which can be used by other developers and implementers to verify the compliance
of their own IQRF protocol implementations with the standard, ensuring interoperability
and adherence to security requirements across different implementations.

During the design of the security features, their use was verified both in terms of security
and applicability with respect to the timing requirements of the network and the processing
power of the TR module. At the time of writing, the standard is being checked and
implemented. Implementation on the hardware in use will allow for subsequent proper
validation.
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Chapter 7

Privacy in IoT

The primary focus of this thesis has been the security of IoT. We have extensively explored
this topic and have proposed a security monitoring approach for Bluetooth and security
features of a real-world IoT network. The main goal of security is to prevent unauthorised
misuse by third parties. However, closely related to this is the issue of privacy, which we
believe is inherently connected. A privacy-respecting device ensures that personal data and
metadata are not leaked to unauthorised users. While a secure IoT device can prevent
adversaries from accessing or manipulating it, privacy concerns arise when vendors have
the potential to access customers’ private information. Therefore, we consider privacy an
integral component of IoT security, and this chapter is dedicated to exploring this topic.

Privacy is a growing concern in IoT devices primarily because these devices handle
large amounts of sensitive data [10], often stored in cloud services, as their use becomes
more widespread. Many users underestimate the potential implications of the data they
share, often overlooking the inferences that can be made from the collected big data [122].
This leaves the users vulnerable to privacy breaches [10], where adversaries can exploit this
information to conduct efficient surveillance, including real-time tracking and monitoring
of user activities through their connected IoT devices [91]. This is especially dangerous in
wide-area networks capable of monitoring the movement of devices over a large area, such
as LoRa, or in interconnected local area networks, such as the Eduroam-like approach for
IoT networks.

There are multiple ways of how to address privacy in IoT. The Bluetooth SIG ap-
proached this problem by introducing Privacy Extension, which uses different device ad-
dresses over time to prevent data linking and device tracing. Perera et al. [91] identifies
general privacy concerns of IoT solutions and proposes set of legal methods including stan-
dardisation and regulation to counter them. One of the concerns is identifiability based
on fingerprinting for which they suggest using anonymity technology such as Tor. Yao
et al. [118] proposed a protocol for anonymous sensor data collection that prevents cloud
servers that compute statistics from these sensors from linking the data to participants.

We will address this important area briefly in this chapter to ensure that this important
area is covered in our work. It is not our intention to provide comprehensive coverage of this
area, as we consider it beyond the scope of our work given the extent of the issue. Instead,
our goal is to highlight the problem, present intermediate results, and suggest potential
directions for further research.

In this work, we focused on a security solution for use in small and home offices (SOHO)
based on a framework that collects information from a local gateway. Therefore, our ini-
tial research question revolved around such gateways. We were particularly interested in
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assessing how privacy is upheld in commercially available devices, leading us to define the
following research question addressed in Section 7.1:

RQ5: How do the communication patterns of consumer-oriented IoT gateways
differ, and is it possible to detect privacy leaks through analysing these commu-
nications?

The second area we focused on is the use of anonymisation strategies in the IoT domain.
As previously mentioned, Perera et al. [91] proposed the use of anonymisation networks to
prevent the identifiability of devices. Accordingly, and given the heterogeneous nature of
the IoT environment, in the Section 7.2, we answer the following research question:

RQ6: How can anonymisation be approached within various network environ-
ments used in loT?

By examining both of these research areas, our goal is to offer a thorough overview of
privacy in the home environment, complementing our work on security. Furthermore, we
will provide insight into how anonymisation can be integrated into IoT networks, thereby
expanding the potential for their implementation and exploration.

7.1 10T gateways communication analysis

This section is dedicated to analysing the communication of IoT gateways to address re-
search question RQ5. Most commercially available gateways are closed-source, so their
inner workings are not transparent to the public or those not involved in their production.
This raises concerns about privacy, as these gateways often connect to vendor clouds to
provide extended services. With security measures such as encryption and limited cloud
access in place, it is unclear how data flows and is handled. Therefore, we aim to analyse
the communication patterns of these gateways to deepen our understanding of the amount
of data transmitted, as well as its forms and destinations.

For this analysis, we selected four popular gateways and placed them in an identical
laboratory environment for examination. We collected both passive traffic data and the
communication when the gateways were actively used, as detailed below. The collected
data was cleaned and analysed to identify different behavioural patterns in gateway traffic
flows.

7.1.1 Previous research of gateways privacy

Smart homes are especially sensitive as any privacy leakage directly affects people and their
habits (compared to industrial IoT). Amar et al. [12] decided to assess the IoT behaviour
of an average household. Their setup included four endpoint devices, four gateways, three
general-purpose devices, and the necessary network elements. They monitored the internal
LAN for 22 days and analysed the captured traffic for fingerprinting and privacy and security
risk assessment.

Junges et al. [66] proved that an adversary monitoring traffic between an IoT gateway
and its control cloud might be able to infer the user actions. While they do not focus on
device identification, they note that some actions may be exclusive to a particular device.
They made several assumptions, such as that the payload of the same command does not
change significantly or that if a user sends multiple actions to multiple devices, it is sent as
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a single list of actions. Yoshigoe et al. [119] confirmed their research on a concrete solution
— Samsung SmartThings. They captured traffic between the IoT gateway and the cloud
server and successfully identified patterns associated with different devices on the network.
To prevent this privacy breach, they recommend using synthetic traffic and a VPN to hide
the communication patterns.

Bai et al. [20] demonstrated that machine learning can be used to classify devices into
categories based on their network traffic, enabling automated device type identification.
While most works create categories based on known device types and train their classifiers
accordingly, Cviti¢ et al. [35] attempt a different approach where categories are based on
traffic flow features. They base the classes on the coefficient of variation of the received
and sent data, which in effect classifies the devices according to the predictability of their
behaviour. Their method of classification might be more appropriate for anomaly detection.

Although research generally revolves around identifying and monitoring devices and
their activities for privacy reasons, we decided to focus on gateways as a key element of
a smart home. Given that a gateway can provide an adversary with substantial insight into
the internal network and events, it presents a tempting target. Like Junges [66], we focused
on the communication between the gateway and the public network to observe the properties
of gateway traffic theoretically available to an attacker monitoring the communication from
the outside. We included similar gateways to Amar [12] and used similar traffic capture
methodology to compare results and verify their revelations.

7.1.2 Traffic evaluation setup

In order to effectively observe the gateway communication, we have established a unified
laboratory environment that is designed for simplicity and repeatability. This environment,
illustrated in Figure 7.1, includes one IoT gateway under evaluation, an IoT device with its
necessary operational components, a smartphone with the control application, and a router
that provides connectivity and allows for traffic capture on its ports. Each gateway is
evaluated separately in the same controlled environment to ensure that the generated traf-
fic can be easily compared, and to prevent interference between individual gateways and
measurements.

Q Tested gateway @Phillips Hue Bulb GPCAP storage

@Turris router @Phillips Hue Bridge @Smartphone with
@ Cloud control application

Figure 7.1: Testing environment setup.
We chose the Linux-based Turris MOX as a router, because the system allowed us to

perform the capture without a need for a dedicated tap device. The captured data was
stored on an external disk in pcap files, and the gateway under test always had a fixed IP
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address to streamline the analysis process. Each gateway was set up and controlled using
its specific app on an Android smartphone.

Our model does not represent the real-world network, but allows for better recreation
and minimises the deviations caused by the communication in the LAN between different
nodes. Since the goal of our experiment is to observe the behaviour of the gateway, we
consider this setup to be sufficient.

Gateways selection

To gain a useful insight into the current home-IoT landscape, we selected a subset of
consumer-oriented IoT gateways, primarily based on their availability and popularity. The
full list of selection criteria is as follows:

e Market availability to the non-technical public
o Popularity of the gateway in smart home setups [111, 41]

o Compatibility with the same end devices across the selection (for comparability rea-
sons)

Based on these criteria, we selected four representatives - Aeotec Smart Home Hub,
Amazon Echo, Google Nest Mini and Home Assistant software running on Raspberry Pi.
Three gateways are complete off-the-shelf solutions with closed-source architecture. Since
the internal functionality is concealed, the traffic analysis can provide useful information
about how the device operates. Home Assistant was selected for comparison as a popular
open-source alternative.

To connect the gateways in our setup, we used the Ethernet connection when available
(Aeotec, HA). For gateways without wired connectivity, Echo and Nest, we used WiFi
connection of our router.

Selection of IoT devices

During the selection process, we tested a number of IoT devices from different classes, but
compatibility with all the gateways turned out to be a problem. In the end, due to its vast
compatibility, we chose a Philips Hue Light Bulb connected via a Hue Bridge. Philips Hue
is a popular smart lighting ecosystem, which is targeting smart home installations since
2012 and became de facto standard in home lighting automation.

7.1.3 Traffic analysis methodology

To achieve comparable results, the methodology of capturing and analysis process of this
work was based on the one of Amar et al. [12].

Data collection was performed for each of the gateways separately. To reduce any
unwanted traffic in the network, no other device except the IoT gateway itself, Turris MOX
router, Philips Hue light bulb and Philips Hue Bridge was connected to the LAN during
the data capturing.

Traffic was captured by tcpdump program in two different operation modes for each
gateway (active and passive), producing two data sets for each gateway.

e Passive data capture was collected during a span of one week, with a maximal devia-
tion of less than + 1 hour. During this time, no outer influence in the LAN had been
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introduced. All outbound traffic captured in this mode is solemnly generated by IoT
gateway and other network devices without any interference by the user.

o Active data capture consisted of sets of the same number of actions performed on
the Philips Hue light bulb. This means repeatedly switching on and off the lights
using a smartphone application meant to control the given gateway.

The captured files were then filtered to contain only the desired gateway traffic and
analysed with Zeek'. Resulting logs contained metadata about traffic streams, DNS traffic,
transferred files, TLS connections and statistics.

Data were manually inspected, and essential information was extracted from them. This
includes resources regarding DNS records and queries, NTP behaviour, features of UDP
streams, ICMP communications, TCP/TLS documents transferred via HT'TP streams, etc.
Zeek logs were regularly cross-checked with the content of the pcap files. We searched for
interesting traffic behaviour, observable patterns, intriguing nuances of the traffic, crypto-
graphic information and other significant properties of communication.

7.1.4 Analysis results

During the total duration of traffic capturing of 28 days, we captured more than 4080 MiB
in 6579433 datagrams of raw data. These data were then filtered to contain only the traffic
of the tested IoT gateway without LAN overhead such as ARP packets. Another source
of noise appeared in the captures of WiFi connected gateways, as some external devices
utilised the connection thus generating traffic invaluable for our experiments. Detailed
features of the dataset are in Table 7.1.

Gateway Capture mode Raw Size Filtered Size Raw Packets  Filtered Packets
Aeotec Active 58.8 KiB 51.0 KiB 302 268
Aeotec Passive 139.6 MiB 93.7 MiB 701 448 525 089
Echo Active 305.8 KiB 134.4 KiB 595 319
Echo Passive 1.1 GiB 221.6 MiB 1454 195 525 888
Nest Active 49.6 KiB 24.1 KiB 383 172
Nest Passive 2.7 GiB 117.0 MiB 3407 511 507 148
HA Active 19.3 KiB 29.6 KiB 289 194
HA Passive 141.3 MiB 83.5 MiB 1014 335 719 611

Table 7.1: Dataset properties

Figure 7.2 shows the total amount of data transmitted by the protocols of the transport
layer. The most sent/received data were detected on the Amazon Echo gateway, which
leads from the Google Nest in second place by almost a 100 % more bytes. Home Assistant
leads in the IPv6 communication, while Google Nest sent or received the most UDP traffic.

Figure 7.3 also demonstrates the total amount of transmitted bytes, this time on the
application layer. All gateways used encryption for cloud communication, but while most
of them utilised TLS 1.2 for this purpose, Google Nest was using in-house developed QUIC
protocol [50].

As you may notice, the total traffic volumes between Figures 7.2 and 7.3 differ. This is
caused by counting only TLS payload bytes for the total volume on application layer, while
transport layer includes TLS overhead.

https://docs.zeek.org/en/master/index. html
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Figure 7.3: Total amount of transferred data (Application layer)

DNS

All gateways used DNS protocol extensively. Home Assistant transmitted most DNS data
bytewise.

Amazon Echo showed the least DNS traffic, however it led in the number of total DNS
queries for different endpoint (23 distinct locations). Most of these (2014, max interval of
5 minutes between them) queried for the d3p8zr0ffadt17.cloudfront.net. All DNS queries
from AE can be seen in Figure 7.4.

For Aeotec hub, DNS formed 6.2 % of total bytes. Aeotec sent 39429 DNS requests, all
asking only for three queries. These were: api.smartthings.com, fw-update2.smartthings.com
and dc-eu0l-euwestl.connect.smartthings.com.

Google Nest sent a total of 33887 DNS queries, 20 for IPv4, 1 PTR and 5 MDNS
queries. Google Nest used Google’s own DNS servers with the 8.8.8.8 IP address. Other
devices used the address given to them via DHCP by a router. DHCP given address was
used by Google Nest only when queries towards 8.8.8.8 failed. IP addresses and domain
names overlap— server hosts multiple services on different domain names.

The Home Assistant sent DNS queries to six endpoints - second-lowest number af-
ter Aeotec. It queries cognito-idp.us-east-1.amazonaws.com (used for Amazon authentica-
tion?), presumably in order to get to cloud.nabucasa.com, which provides cloud solutions
for Home Assistant and is served by Amazon AWS. DNS queries for www.home-assistant.io
and analytics-api.home-assistant.io were answered with the same range of IP addresses.

2 Amazon Cognito lets you easily add user sign-up and authentication to your mobile and web apps. [13]
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Figure 7.4: Map of Amazon Echo connection endpoints.

The overlap is demonstrated in Figure 7.5. These queries ran periodically, every 24 hours.
An intriguing observation, not experienced in other gateways, was scanning the local area
network using the PTR DNS record. The Home Assistant sent batches of 254 PTR, queries
for the entire network with a /24 prefix once a hour.
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Figure 7.5: Multiple services sharing an endpoint

All gateways except Amazon Echo demonstrated use of IPv6 protocol. While Google
Nest and Home Assistant received replies to their request, the Aeotec hub never got an
answer for IPv6 DNS query.

TLS and QUIC

The vast majority of all communication was encrypted using TLS, while Google Nest also
used QUIC protocol.

All devices used TLS 1.2, Google Nest and Amazon Echo utilised TLS 1.3 as well.
Because of this, we were not able to extract exact content of communications.

55.1 % of Aeotec’s communication was TLS. Most connections were held against api.smart-
things.com (14446). The connection towards dc-eu0l-euwestl.connect.smartthings.com
endpoint ran twice. The first stream lasted 6.5 days into the capture period. The sec-
ond stream followed immediately after. The streams were idle most of the time, with only
TCP keep-alive packets being sent. All endpoints used by Aeotec hub were hosted on
Amazon’s AWS servers.

Amazon Echo gateway participated in a total of 17 distinct TCP/TLS streams. One
was directed towards the d1s31zyz7dcc2d.cloudfront.net. It lasted 42 seconds, and trans-
mitted 105 MB inbound. We assume, with confidence, that the gateway pulled a software

106



update using this stream. We detected a DNS request and a TLS stream to softwareup-
dates.amagzon.com just before this connection.

Connections to the device-metrics-us-2.amazon.com endpoint ran 1204 times. The end-
point’s name suggests the sending of metrics data. Stream, which repeated most often
(3 047 times), communicated with api.amazonalexa.com. These streams were short, with
an average length of 0.37 seconds. They used multiple IP addresses, presumably for load
balancing. All conversations are encrypted using TLS 1.3 or TLS 1.2. All TLS 1.3 conver-
sations had client hello PDU padded to 583 TLS bytes.

Google Nest was the only device which used the QUIC protocol. The QUIC streams were
directed to the www.google.com, www.googleapis.com, clients[3-4].google.com, fcm.google-
apis.com, play.googleapis.com and tools.google.com endpoints. All QUIC streams were
protected using TLS 1.3 with AES-GCM authentication and Curve25519 key exchange.
All handshake packets were padded to the same length (1350B of UDP payload).

The Google Nest used the TCP/TLS protocol alongside QUIC. While the average stream
duration, when using the QUIC protocol, was less than 1 second, communications via TLS
were much longer—2113.5 seconds on average.

The Home Assistant connected to github.com 112 times, always with two TLS streams
starting simultaneously. Conversation with the cloud.nabucasa.com ran during the whole
week, divided into two distinct TCP/TLS streams. Second stream started only 20 s after
the first finished and manifested vastly different behaviour.

HTTP

Due to the vast use of encrypted communication, there was not observed many data trans-
mitted via plain HTTP.

The most HT'TP bytes comes from Google Nest. It did not carry user data, but it even
if is is only a simple connectivity check, with 20 second interval between these check, it
makes a great amount of bytes transmitted.

The Amazon Echo communicated with the local Philips Hue bridge, d3p8zr0ffadt17.cloud-
front.net, acsechocaptiveportal.com and fireoscaptiveportal.com using plain HTTP. The
status code of all responses from the last-mentioned endpoint always arrived in two pack-
ets, with HT'TP codes 204 and 400.

For Home Assistant, there were 2889 HTTP streams to Cloudflare hosted endpoints
without registered domain names.

ICMP

The ICMP was actively used by Amazon Echo and Google Nest for testing connectivity
towards various endpoints. Amazon Echo sent periodical bursts of 10 ICMP echo messages
towards the LAN’s default gateway in 5 minute intervals.

Google Nest checked periodically for connectivity to the default gateway and Google’s
DNS servers. These ping messages were sent in batches of two requests towards each
endpoint. Nest also tested connectivity to prg03s13-in-f14.1e100.net, which is the address
of Google’s servers in Prague, Czechia.

The Aeotec and Home Assistant did not use ICMP messages for connectivity testing.
They only used ICMPv6 Neighbour advertisement and Neighbour solicitation messages.
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NTP

Aeotec hub was the only gateway which did not utilise NTP for time synchronisation.
Amazon Echo used an NTP for time synchronization. NTP conversations occurred 31
times, with the maximal interval between data stream being 6 hours. Google Nest reached
towards the time[0-4].google.com endpoints for its time keeping. A maximum of 20 minutes
passed between two NTP synchronization streams. Home Assistant used Cloudflare NTP
servers to get current time information. The endpoint, to which it connected 295 times
(constant interval of 00:34:08), was time.cloudflare.com.

Active mode

During the active mode of capturing, only Aeotec hub and Home Assistant reported gen-
eration of traffic linked to switching the lightbulb on or off.

For Aeotec hub, one continuous TLS stream was detected during the live capturing,
which could have been sending commands toward the cloud. Here, the sizes of frames are
main determinants. There are two possible patterns of packet streams, which could had
been sending the data towards the cloud at the dc-eu0l-euwestl.connect.smartthings.com
endpoint. Both are shown in Table 7.2. In the first case, it is assumed that there are six
packets sent for one operation. The second scenario assumes that not all packets in the
stream are directly connected to the light bulb operations.

Scenario 1 Scenario 2
Direction Size Direction Size
out 113 B out 113 B
out 490 B out 490 B
in 113 B in 113 B
in 318 B in 318 B
out 113 B
out 490 B

Table 7.2: Aeotec’s active communication

The Home Assistant did not communicate with the cloud directly when operating the
lights. However, a conversation between a Home Assistant and a controlling smartphone
was observed. Twenty packets with TCP data and PSH flag, either 79 B or 80 B in length,
were sent from the phone. There was no difference between turning the lights on or off.
Fifty-seven packets with TCP ACK and TCP PSH flags were sent back to the smartphone.
These responses were either 2, 3 or 4 packets long. The lengths of these packets varied
between 13 B and 105 B of TCP payload. The first response packet usually arrived 50-
60 ms after the request, with the next packet sent from the phone after the next ~20 ms.
For the fourth packet, the time it was sent depended on the type of action performed.
While for the ,lights out“ action it was sent immediately, for the ,lights on“ action it was
sent with a delay of approximately one second.

7.1.5 Comparison with results of other studies

From the Amazon Echo’s data, we deduced that traffic in this paper and Amar’s paper
differ, yet they share similarities in other areas. The cause for this could be using a different
version of the device, different settings, or simply the time difference between the two studies
during which Amazon may have changed internal processes.
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The communication of Amazon Echo in this research was mainly composed of TLS
traffic (see Figure 7.3), while Amar showed that their Echo also communicated via ICMP
and other protocols. Our Echo did not send as many DNS requests, and especially it did
not send any requests for DNS resource records such as www.example.net. Also, NTP
connections happened less often.

Assumption of Junges et al. [66] that gateways send data after command execution is
not always correct, as the results of this paper manifest. The Amazon Echo and Google
Nest Mini do not indicate that traffic is generated when operating a light bulb. Therefore,
the tool created by Junges et al. would be unusable for these gateways.

7.1.6 Gateways communication insights

By conducting our experiment, we gained invaluable insight into the operation of today’s
IoT gateways and can answer the research question RQ5. We have proven the general
expectation that commercial gateways generate more traffic and telemetry than the open
source equivalents. While the most concise commercial gateway, Aeotec, generates twice as
much traffic as the open source Home Assistant, Amazon Echo generates as much as eight
times more.

The extensive use of encryption prevents us (as well as any adversary) from directly
inspecting the content of data streams. While encryption enhances confidence in the confi-
dentiality of the transmitted data, it also prevents us from auditing the specific data being
collected by vendors. We cannot decisively detect privacy leaks, we can only conclude that
the volume of data collected is significant.

The analysis of the traffic exhibited some interesting patterns, which might not raise
legitimate safety concerns, but their uniqueness can be used for gateway fingerprinting.
Some of these patterns are shown only in LANSs, but their need is questionable and should
be discussed and users be aware off.

An example is periodic scanning of the LAN for UPnP capable devices instead of scan-
ning on demand. This might provide the user with faster response in device discovery,
because the devices are already looked up, but can also provide the vendor with great in-
sight into all devices that appeared in the user network. Another bad practise we could
observe was sending UDP multicast packets with non-standard TTL.

While we could not prove with certainty whether home gateways respect customer
privacy, we did show that commercial gateways in particular send a lot of data even when
idle. Moreover, this data exhibits patterns that could identify the presence of a particular
TIoT gateway in the network. One option to hide these patterns is to use an anonymity
network, which we discuss in the next section.

7.2 Anonymisation strategies

The second area we focus on within the scope of privacy is anonymisation. In this sec-
tion, we address research question RQ6 by discussing various methods that can ensure
anonymisation in IoT networks. Our strategy for device anonymisation relies on leveraging
anonymity networks. An anonymity network comprises nodes and communication proto-
cols that withhold certain information from potential adversaries, thereby hindering their
ability to determine the communicating parties.

There are multiple issues to address when trying to implement efficient anonymity of
IoT devices, such as the number of connected devices, their diversity and constraints. The
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ever-increasing number of devices combined with multiple communication technologies used
for the last mile and huge differences between various IoT devices make implementing
anonymisation for those devices very challenging. Furthermore, IoT devices require low
energy consumption, which results in limited computational power and constrains the ability
to perform resource-intensive operations, such as cryptographic processes.

To address those issues, we propose possible ways of achieving anonymity in the domain
of IoT networks. Given that traditional anonymity networks are typically implemented over
IP, we first differentiate the networks based on their underlying technology, as discussed in
Section 2.2, into IP and Non-IP networks. Due to the diverse nature of Non-IP networks,
we focus on two specific examples: LoRaWAN as a representative of LPWAN and Zigbee
as a representative of LR-WPAN, both of which were thoroughly described in Chapter 2.
For each of these IoT networks, we propose specific methods to ensure privacy through
anonymisation, detailing which pieces of information are concealed from which entities.

7.2.1 General approaches for anonymisation

Achieving anonymity on the internet (for IP devices) is typically done through anonymity
networks. There are various types of these networks, with most relying on a method called
mixing. Mixing achieves anonymity by altering the order and delaying the messages received
by the device responsible for mixing, known as a mix. These mixes can be further organised
within a network structure called a mixnet. Beyond mixing, other methods exist, such as
reading shared memory anonymously by accessing more than just the intended portion.
By employing these strategies, it becomes exceedingly difficult for an attacker to determine
who has been communicating with whom.

There are two ways to approach anonymisation. One option is to use existing anonymi-
sation networks to direct the traffic of IoT devices through them. Alternatively, a new
anonymity network tailored to the specific needs of IoT devices can be developed. Develop-
ing such a network could address the energy and computational limitations of IoT devices,
as well as their specific properties, to provide better or cheaper anonymity. For instance,
the large number of IoT devices could enhance anonymity by expanding the anonymity set.
However, a solution tailored for IoT would need to account for the network’s heterogeneity;
failing to do so could significantly reduce the number of participating nodes. Additionally,
deploying such a network would be challenging due to the limited capacity of these devices
to handle updates.

Important information when evaluating an anonymity network is its threat model, the
anonymity set size, whether we need to trust parts of the anonymity network itself or the
network’s latency. The most widespread anonymity network is Tor, which is a circuit-based
mixnet. Tor enables the creation of a circuit composed of multiple relays by employing
several layers of encryption on data, including routing information. FEach relay in the
circuit decrypts one layer at a time and then uses the decrypted routing information to
forward the message to the next relay. In this process, each relay only knows the identities
of the previous and the next relay. Although some (mainly probabilistic) attacks exist, this
method is generally considered secure against non-global adversaries. For such adversaries,
a traffic confirmation attack could be possible due to Tor’s low-latency nature. Importantly,
Tor users do not need to trust all relays; it is enough that some relays in the circuit are
trustworthy. While there are other existing anonymity networks (with potentially better
anonymity levels), a crucial metric influencing anonymity level is the anonymity set site,
which means how many users the adversary can pinpoint as possible origins of the message.
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Thus, a large user base is important, and for this reason, we consider Tor to be a real option
for anonymisation in the context of the proposed techniques of this work.

It is worth noting that anonymity networks protect us from disclosing our identity and
location on network level. Nevertheless, it is still possible to get deanonymised based on
the data we send — if we, for example, send our exact location (based on GPS) as part of
the data, we have effectively disclosed our location despite using an anonymity network.

7.2.2 Anonymisation of IP Devices

IoT devices with implemented IP stack interact with the network in the same manner as
every other IP device. As anonymity networks for IP devices are already developed and in
use, we can reuse these solutions in the domain of IoT as well. If the device is powerful
enough, a client executing anonymisation can be run directly on the device, otherwise it
can run on the gateway between the device and the Internet. Those two approaches are
described in the following sections and depicted in Figure 7.6

Anonymization on the Device

j (V)

Qs

<,

Anonymization on the Gateway

Identifiable connection — Anionymized connection

Figure 7.6: Different Anonymisation approaches for IP networks

Anonymisation on the Device

If the device can run its own anonymity network client, it is possible to implement such client
as a part of its software with possible hardware support, e.g. for encryption operations.
This approach has a great advantage of all the data sent from the device being already
anonymised. However, this does not seem to be necessary in most cases as our primary
goal is not achieving anonymisation against adversary who already has access/control of
our LAN, but anonymise the traffic inside our network against adversaries who has not yet
gained the access into it.

Another argument against embedding the anonymisation into a device is the lack of
generality. We would have to implement support for anonymisation network into each
device, either as a part of its firmware or as an additional module. We would also need to
make sure the device indeed uses only the anonymised connection and does not disclose its
identity and/or location by other means. Example of such revelation could be downloading
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firmware update directly (not through anonymity network) or disclosing the information in
the unencrypted data.

Anonymisation on the Gateway

There are also devices with IP network interface but not powerful enough to run an
anonymity network client, perhaps because of energy consumption and computational power
requirements of cryptographical operations. Such devices are, however, usually connected
to the Internet through an IP gateway that is connected to the Internet. This gateway can
also serve as an “anonymisation box” — a gateway that sends all the traffic directed to
the Internet through an anonymity network client, while anonymising the communication.
Every device or even every connection (in the case of TCP) could have its own anonymous
identity (“circuit”, in case of Tor).

There already exist such anonymisation gateways for the Tor network [55]. These de-
vices can be reused in the case of IoT devices with IP network interface — this would be
transparent as the gateway would not even know whether the device is IoT-based and
would just anonymise its communication as if it would be a regular IP device (e.g. a com-
puter). This solution is advantageous because there are implementations of such gateways
already present, and mainly because this would not require any change to the IoT devices
themselves, thus being much more universal and scalable.

Concerns, however, are that firstly the data travel unanonymised through LAN and
secondly this approach, without any further improvements, only works for gateways we
trust. We can usually trust the gateway that is fully under our control, however, this is a big
issue for public gateways. And indeed, we also need to have public anonymisation gateways
as there are IoT devices that are expected to move, for example wearables. Creating
a protocol that would ensure anonymisation by an untrusted gateway (or at least detection
of its malicious behaviour) is a problem not resolved yet.

Another problem of this approach is that the gateway must be used to connect to the
Internet by the IoT device. Not all devices will be connected through an anonymisation
gateway. If the device is not connected through it, it is not anonymous and it only has
limited means of detecting whether it is being anonymised or not. Creating a protocol that
would ensure the device is being anonymised — either through communication with the
gateway or through some heuristics, like hop count — is an open problem.

7.2.3 Anonymisation of Non-IP Devices

More challenging task is to anonymise devices with network interfaces other than IP. The
most spread type of non-IP devices that may benefit of anonymisation are IoT devices and
their networks, so we will look deeper into the two networks we have chosen: LoRaWAN
and Zigbee. Each of these need a different approach to anonymisation and it is also crucial
to define who we are anonymising against whom.

Proposed Anonymisation for LoRaWAN Devices

For the purpose of LoORaWAN, we consider “anonymisation” as making the server unaware
of whose device has sent data from where or whose device has received data. That means
the Server only knows it has received data, the data were processed by some application
and possibly that application has sent some instruction to another unknown device.
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The part where we deny the information about the owner of the device seems straight-
forward. If the user registers his devices and the applications anonymously, it seems im-
possible to identify him. It is, however, still possible to assign multiple instances of com-
munication to the same anonymous identity. This seems to be unavoidable because devices
need to be authenticated in the LoRaWAN network.

A much harder challenge (and a problem to be resolved) is hiding the device’s location.
Each gateway informs the server of its own location. Therefore, when the Server receives
some data through a certain gateway, it can easily conclude that the device is somewhere
within its transmission range from the gateway. It seems like an easy task to use own
gateway that would not send its location or fake it, therefore hiding the device’s location
as well. There are, however, at least two ways the device’s location may be discovered
(depicted in Figure 7.7):

Anonymization
Gateway

Figure 7.7: Anonymisation gateway in LoORaWAN ecosystem

o Another gateway receives the broadcast from the device (green path in Figure 7.7).
This Gateway would also relay the data, however, this time with correct location
information. We are not aware of any way of secure unicast to the gateway. We
would need to change the protocol for communication between the gateway and the
device — so, we would need to make changes to both of them and violate the standard
to create a secure encrypted channel with our trusted gateway only.

The encryption is essential to ensure that gateways not under our control do not
understand and relay the messages not intended for them, because such gateways
cannot be trusted to follow our modifications. For this reason not only payload, but
even headers have to be encrypted.

o Our gateway receives broadcast from another device not under our control (blue line
in Figure 7.7). This device’s broadcast is also received by at least one other gateway.
If both gateways transmit this data to the server as expected, the server can infer the
location of the gateway because it knows that it is somewhere near the other gateway
whose location the server knows. This would disclose location of all the devices using
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our gateway including our devices. A fix to this seems to be straightforward — our
gateway should not relay traffic from any other device than ours.

The first point seems problematic mainly due to required changes to the device, the gate-
way and protocol used by these, and therefore needs further investigation. Also note that
one of the most advertised LoRaWAN’s advantages is the possibility of device localisation.

Concealing the Location of LoRaWAN Gateways

Another approach to anonymity in LoRaWAN can be achieved by hiding the location of
the gateway itself. A typical use case is a user who wants to use the devices that use
LoRaWAN but his area is not covered by LoRaWAN yet. He therefore decides to deploy
his own Gateway. He, however, does not want the server to know the location of the area
in question.

As the communication between the gateway and the Server is routed through the In-
ternet, which is the IP network, we could use one of the solutions shown in Section 7.2.2.
However, while this approach would hide the Gateway’s IP address, the location may be
revealed the same way as mentioned in Section 7.2.3 (through other gateways receiving the
same message). After all, part of anonymising the Device’s location seems to be anonymis-
ing locations of all the Gateways it uses.

Proposed Anonymisation of Zigbee Devices

For the purposes of Zigbee, anonymisation is defined as follows: Let’s have a device in a
Zigbee network that communicates with another party on the Internet. If the device is
anonymised, it is not possible to identify the owner or the location of the device.

As every device in Zigbee networks has to route all its data sent to the Internet through
a gateway, we can use this gateway for running an anonymity network client. This way the
gateway would actually anonymise the End Device by anonymising itself, as the IP packet
originates from the Gateway. If the device itself does not leak any location or identity
related information as a part of the data sent, this seems to be secure.

One concern is whether this architecture can not be compromised in the same way as
described for LoRaWAN in Section 7.2.3. We conjecture that it cannot happen, as the
Zigbee is protocol intended for a localised area and no other gateway should even be within
the transmit range of the device. Even if such a gateway would be in a transmit range, the
data is encrypted an different networks do not share any keys. Even though the Routers and
Coordinator relay the data to other devices (so there may be other Routers or a Coordinator
on a way between the communicating End Device and the gateway) it does not seem to be
a problem as long as the adversary’s device is not part of the user’s topology.

Thus we have effectively reduced the task of anonymisation in Zigbee to the same task
as anonymisation of IP Devices in Section 7.2.2 — because the Gateway is an IP device
as any other — we can also opt for not changing the Zigbee Gateway itself but rather
use a cascade consisting of Zigbee Gateway and Anonymisation Gateway similar to an
architecture described in Section 7.2.2.

Anonymisation in Public Networks

With high proliferation of IoT devices used on the go such as wearables and sensors on cars,
and the expected expansion of smart cities, there is urgent need for anonymisation. In this
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environment, public gateways are expected to emerge for IoT devices (such as public WiFi
access points) through which those devices would send their data.

If the privacy will not be a part of the network protocols used, privacy could be ensured
by the public gateways. Because such gateways are managed by some third party, they
cannot be trusted and it would be a very advantageous property if a device would be able
to discover whether it is actually anonymised. Protocol to achieve such feature is a future
work.

7.3 Concluding remarks to the privacy

In this chapter, we have outlined the problem of securing privacy in IoT networks. In
particular, we focused on two areas that were characterised by different research questions.

First, in RQ5, we addressed the issue of collecting private information on consumer-
oriented gateways. We conducted a thorough analysis of four available gateways, where
we monitored their traffic and investigated whether we could detect privacy leaks within
them. Based on the collected data, we can conclude that the volume of data collected is
significant. However, since all the gateways utilise encryption for all their traffic and it is
not possible to easily inspect the transmitted data in closed-source gateways, we cannot
draw specific conclusions about the privacy of the transmitted data.

Nonetheless, we were able to observe interesting patterns that allow for the fingerprint-
ing of these gateways. This fingerprinting could potentially be exploited by an attacker to
identify a gateway located within the network and possibly target it with an exploit. How-
ever, we did not pursue this profiling further, leaving it for future research. Additionally,
we observed concerning behaviour in some of the gateways, such as the periodic scanning
of devices within the network.

We then focused on the possibilities of anonymisation in IoT networks. In relation to
research question RQ6, we briefly summarised the anonymity networks used in [P networks.
For ToT-specific networks, we divided the problem into WAN and PAN networks. For
WANSs, we proposed methods to anonymise both the devices connected to these networks
and the gateways forming the network, while also discussing potential issues that could
arise. In the case of PANs, we equated the privacy problem to that of IP devices and
highlighted the challenges that arise from using public networks for internet connections.
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Chapter 8

Conclusions

In this thesis, our focus has been on the security of wireless IoT networks, which is a crit-
ical issue considering the increasing integration of IoT into vital aspects of life, including
industry, smart cities, and our homes. The interconnectivity of these networks spans both
private and public spaces, linking them with the global internet to enhance convenience
and automation. However, this interconnectivity also brings significant challenges in terms
of security and privacy. Our research emphasizes the importance of addressing these chal-
lenges to ensure that the continued expansion of IoT technologies can be achieved in a safe
and secure manner, safeguarding both users and their data.

We began by thoroughly describing the environment and included a detailed analysis
of selected networks and their security issues, as identified by researchers. Due to the
challenges in applying security patches to deployed IoT devices, we believe that security
monitoring has the potential to enhance security. Therefore, we focused on intrusion detec-
tion and proposed a multi-network monitoring solution based on the NEMEA framework.
As part of this monitoring solution, we closely examined Bluetooth monitoring, addressing
a non-trivial issue that previously lacked a clear solution. In addition to security moni-
toring, which can identify intrusions in existing installations, it is crucial to develop these
wireless networks to enhance their security in the future. Consequently, we selected a spe-
cific IoT network and designed security features for its new version to ensure it is resilient
against the identified issues within IoT environments. Finally, since we consider privacy to
be a complementary aspect of security, we also conducted an investigation into this area.

As part of the mentioned monitoring solution, we introduced a complete development
cycle for a monitoring method for Bluetooth LE. We presented a novel method based on
indirect connection detection, which we consider to be the core of this dissertation, suc-
cessfully addressing a previously unsolved problem. We established this concept within
technical constraints, implemented it as a proof-of-concept, and validated it through ex-
perimentation. We then improved the quality of this approach to a usable level, ultimately
choosing an MLP Classifier for detection. This classifier achieved an F1-score of 90% across
the tested devices. This score indicates that we can reliably detect usage of Bluetooth de-
vices with intermittent advertising pattern. By connecting it with systems like Security
Information and Event Management (SIEM) or higher-level methods such as behavioural
analysis, we can achieve a robust intrusion detection system. Through this work, we have
expanded knowledge in the field and found a cost-effective way to perform basic monitoring
of these devices, which is practical for real-world use.

As previously outlined, in addition to our primary research activity, we also briefly
addressed privacy-related issues. We specifically looked into two aspects: monitoring the
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communication of home IoT gateways for privacy leaks and exploring anonymisation possi-
bilities in IoT networks. We analysed a total of four commercially available gateways, and
although we were unable to examine the content of the transmitted data due to encryption,
we compared the volume and patterns of the data. Our analysis showed that a signifi-
cant amount of data is collected, and the patterns we observed appear distinct enough to
be exploited by a sophisticated attacker during the reconnaissance phase of an attack to
target specific gateways. Additionally, we noticed concerning behaviour in some gateways,
such as the periodic scanning of devices within the network. From an anonymisation per-
spective, we summarised achieving anonymity in traditional IP networks and categorised
TIoT networks into infrastructure WAN networks and local PAN networks. We proposed
anonymisation strategies and highlighted unresolved issues in both types.

We supplemented our research activities with a practical outcome by developing a new
standard for a globally used IoT network. We enhanced the existing IQRF network by de-
signing security features for its new standard, which represents an evolution of the network.
These security features were designed with the vulnerabilities found in various IoT networks
in mind and significantly improved the security of all aspects of the upcoming IQRF net-
works. Given the widespread use of the IQRF network, this work has made a significant
contribution to enhancing the security of wireless IoT communication.

In conclusion, we thoroughly examined the security of IoT networks. Our main con-
tribution was the development of a new principle for monitoring the security of Bluetooth
devices. Additionally, we demonstrated how to secure a proprietary network by defining
the security features of a new standard for such networks. Finally, we discussed privacy,
outlined the scope of the issue, and suggested potential directions for future research.
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Appendix A

Time synchronisation in proposed
Parallel monitoring probe

This appendix provides an explanation of how we address the lack of built-in real-time
clocks in the ESP32 chips used for collectors in our monitoring probe. To keep track of
time, we make use of the internal FreeRTOS tick counter on the ESP32, which measures a
relative timestamp in milliseconds since the device’s startup. When the ESP32 is initialised,
it sends a message containing the current value of this counter. The central monitor calcu-
lates the ESP32’s start time based on the time of arrival of this message and the counter
value, allowing it to convert these relative timestamps into real-time values. Although this
initialisation process may cause a one-time shift in time, it ensures consistency for all sub-
sequent timestamps. Upon receiving each subsequent message from the ESP32, the central
monitor adjusts the relative timestamp to real-time by taking into account the previously
stored start time of the device.

In order to synchronise the start of the ESPs, we use the Data Terminal Ready (DTR)
signal. This signal triggers all the ESPs to reboot, effectively resetting their internal tick
counters. Our approach focuses on sending the DTR signal to all devices in the shortest
possible time, ensuring a near-simultaneous start across the ESPs. Any minor variations
in the start times are captured by the aforementioned start message generated after device
initialisation, which includes the time elapsed since boot. To prevent the devices from
desynchronising, it is necessary to ensure that the brownout detector does not cause a
subsequent reset.

To verify the time synchronisation accuracy of the three ESP chips involved in our
study, we conducted five 10-minute measurement sessions. KEach chip was programmed
with firmware that sent messages containing an internal tick counter value every 20 ms, a
time interval chosen to match the minimal time between Advertising events in a low-duty
cycle. We recorded both the actual elapsed time and the tick counter for each message. To
assess the clock skew, we performed statistical analysis, including p-values, linear regression,
and confidence intervals. The visualisations in Figures A.1, A.2, and A.3 confirm that the
clock skew is approximately 2 ms over the 10-minute measurement period. This level of
precision is acceptable for our study, given that we are focusing on 1-minute samples, where
the minimum advertising interval for low-duty cycles is 20 ms, and a 10 ms random anti-
collision delay is added to each advertising event.
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Appendix B

Results of the tested detection
methods for BLE monitoring

In this appendix we state an overview of results achieved for detection methods examined
in Section 5.7. For every method we provide the full hyperparameter grid indexed by
Configuration. Then results measured in both environments — shielded room and office are
displayed, sorted in descending order of F1-Score.

B.1 Autoregressive integrated moving average (ARIMA)

Configuration ‘

‘ sigma

OO0 O x| W N+~

[R—y pyS—
= o

—
[\]

—_
w

—_
N

—
(@)

—
D

—_
N

—_
Nej

[\]
[en}

[en] Henll Hen) Hew)l Heo) Hew) Heo) Hen) o) Hen) ] N ool Heo) Hen) Heo) Hen) Heo) ool Heo) e} | =¥

p
0
0
0
0
1
1
1
1
2
2
2
2
3
3
3
3
0
0
0
0

| U | DN W W W W W W W W W W W W wwww

21

Table B.1: Hyperparameter grid for ARIMA
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
1 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
2 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
8 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
7 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
6 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
10 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
4 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
16 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
15 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
14 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
13 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
12 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
11 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
19 0,996266 | 0,931818 | 0,850000 | 0,998496 | 0,873810
3 0,996805 | 0,852929 | 0,900000 | 0,997721 | 0,873517
5 0,996037 | 0,818741 | 0,900000 | 0,996946 | 0,855210
9 0,996037 | 0,818741 | 0,900000 | 0,996946 | 0,855210
17 0,996037 | 0,818741 | 0,900000 | 0,996946 | 0,855210
20 0,993958 | 0,950000 | 0,695000 | 0,999329 | 0,783333
21 0,992133 | 0,933333 | 0,540000 | 0,999329 | 0,663532

Table B.2: Results of ARIMA method in the shielded room

Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
1 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
3 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
9 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
8 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
7 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
6 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
5 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000

10 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
4 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
2 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
16 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
15 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
14 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
13 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
12 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
11 0,998071 | 1,000000 | 0,866667 | 1,000000 | 0,900000
17 0,997769 | 0,923810 | 0,866667 | 0,999694 | 0,872178
19 0,996010 | 1,000000 | 0,772222 | 1,000000 | 0,846429
20 0,994346 | 1,000000 | 0,680556 | 1,000000 | 0,776923
21 0,992203 | 1,000000 | 0,605556 | 1,000000 | 0,703077

Table B.3: Results of ARIMA method in the office
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B.2 Gaussian mixture model (GMM)

Configuration ‘ components ‘ sigma

1 1 2
2 2 2
3 3 2
4 4 2
) 1 3
6 2 3
7 3 3
8 4 3
9 1 4
10 2 4
11 3 4
12 4 4

Table B.4: Hyperparameter grid for GMM

Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
9 0,997573 | 0,941818 | 0,900000 | 0,998496 | 0,901587
5 0,997333 | 0,920000 | 0,900000 | 0,998254 | 0,888889
1 0,988501 | 0,666023 | 0,900000 | 0,989339 | 0,732935
2 0,969723 | 0,614226 | 0,665000 | 0,975606 | 0,606611
6 0,979054 | 0,800000 | 0,440000 | 0,987919 | 0,539927
10 0,989184 | 0,800000 | 0,350000 | 0,999329 | 0,421871
3 0,959287 | 0,249818 | 0,335000 | 0,967713 | 0,189599
4 0,963858 | 0,126832 | 0,305000 | 0,972522 | 0,147868
12 0,977383 | 0,263297 | 0,110000 | 0,988347 | 0,109899
8 0,970463 | 0,197120 | 0,130000 | 0,981131 | 0,101226
11 0,981785 | 0,243478 | 0,110000 | 0,993292 | 0,079654
7 0,966770 | 0,236200 | 0,170000 | 0,977766 | 0,062011

Table B.5: Results of GMM method in the shielded room
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
9 0,997840 | 0,890476 | 0,866667 | 0,999768 | 0,828455
5 0,995995 | 0,761905 | 0,866667 | 0,997907 | 0,757604
1 0,988859 | 0,618494 | 0,866667 | 0,990666 | 0,696848
2 0,973177 | 0,535708 | 0,388889 | 0,982663 | 0,432853
6 0,977951 | 0,660000 | 0,345000 | 0,988438 | 0,420000
10 0,985965 | 0,400000 | 0,193333 | 0,998255 | 0,248916
3 0,969111 | 0,493808 | 0,231111 | 0,978509 | 0,242586
4 0,972933 | 0,514726 | 0,225000 | 0,981915 | 0,242247
11 0,983193 | 0,428571 | 0,137778 | 0,995412 | 0,174068
8 0,985713 | 0,400000 | 0,098889 | 0,996719 | 0,153119
7 0,983129 | 0,183333 | 0,109444 | 0,994293 | 0,122540
12 0,987534 | 0,333333 | 0,072222 | 0,998947 | 0,112727

Table B.6: Results of GMM method in the office

B.3 Local outlier factor (LOF)

Configuration ‘ neighbours ‘ contamination

1 2 0.01
2 4 0.01
3 8 0.01
4 16 0.01
) 32 0.01
6 64 0.01
7 128 0.01
9 2 0.1
10 4 0.1
11 8 0.1
12 16 0.1
13 32 0.1
14 64 0.1
15 128 0.1
17 2 0.001
18 4 0.001
19 8 0.001
20 16 0.001
21 32 0.001
22 64 0.001
23 128 0.001

Table B.7: Hyperparameter grid for LOF
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
6 0,987532 | 0,496225 | 0,504394 | 0,995854 | 0,401345
9 0,962197 | 0,275288 | 0,400303 | 0,970167 | 0,301783
11 0,946776 | 0,194087 | 0,577273 | 0,954360 | 0,269866
13 0,944348 | 0,156657 | 0,686061 | 0,947492 | 0,248886
7 0,985820 | 0,419524 | 0,157727 | 0,995301 | 0,222044
14 0,941637 | 0,134256 | 0,672727 | 0,945021 | 0,213127
10 0,954096 | 0,172569 | 0,316970 | 0,963608 | 0,208364
3 0,981407 | 0,178524 | 0,271515 | 0,993312 | 0,205326
15 0,932962 | 0,125221 | 0,831515 | 0,933925 | 0,205281
12 0,936396 | 0,121138 | 0,654545 | 0,943149 | 0,198769
1 0,981416 | 0,206414 | 0,185455 | 0,993388 | 0,193613
2 0,982693 | 0,174261 | 0,192121 | 0,994547 | 0,178847
4 0,983940 | 0,130204 | 0,302424 | 0,995668 | 0,153473
17 0,986130 | 0,326599 | 0,122727 | 0,998695 | 0,144665
21 0,986831 | 0,431717 | 0,116061 | 0,999071 | 0,143427
22 0,987817 | 0,457143 | 0,085000 | 0,999855 | 0,126809
5 0,984844 | 0,271985 | 0,252727 | 0,996319 | 0,126616
18 0,986720 | 0,222533 | 0,099394 | 0,999393 | 0,103818
23 0,987605 | 0,366667 | 0,047727 | 0,999559 | 0,083657
19 0,986007 | 0,141667 | 0,025455 | 0,998709 | 0,040041
20 0,986363 | 0,000000 | 0,000000 | 0,999266 | 0,000000

Table B.8: Results of LOF method in the shielded room
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
9 0,964623 | 0,255401 | 0,487963 | 0,970143 | 0,322885
11 0,944462 | 0,155720 | 0,725000 | 0,948919 | 0,254118
12 0,944699 | 0,151195 | 0,731481 | 0,946589 | 0,245967
10 0,958955 | 0,165623 | 0,481852 | 0,967149 | 0,242805
7 0,986883 | 0,370099 | 0,307963 | 0,996164 | 0,239707
13 0,943913 | 0,142680 | 0,808889 | 0,945812 | 0,236806
6 0,986627 | 0,260598 | 0,318333 | 0,996811 | 0,188898
1 0,981882 | 0,165691 | 0,175926 | 0,993916 | 0,165107
14 0,928532 | 0,097190 | 0,665185 | 0,932364 | 0,162290
15 0,921358 | 0,093531 | 0,597407 | 0,924947 | 0,152881
2 0,978285 | 0,121060 | 0,205556 | 0,990570 | 0,146356
5 0,984449 | 0,303550 | 0,259444 | 0,996086 | 0,127996
23 0,986828 | 0,340000 | 0,074259 | 0,998399 | 0,115696
4 0,982024 | 0,104548 | 0,238889 | 0,994236 | 0,110987
3 0,979479 | 0,079922 | 0,210000 | 0,992071 | 0,103869
22 0,987841 | 0,266667 | 0,055000 | 0,999722 | 0,090370
18 0,984143 | 0,133516 | 0,084444 | 0,997033 | 0,086486
17 0,984823 | 0,214478 | 0,073333 | 0,997796 | 0,076640
21 0,987735 | 0,266667 | 0,046111 | 0,999745 | 0,076481
20 0,985359 | 0,133333 | 0,022222 | 0,998258 | 0,037908
19 0,985539 | 0,133333 | 0,013333 | 0,998579 | 0,024020

Table B.9: Results of LOF method in the office
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B.4 TIsolation forest (iForest)

Configuration ‘ trees ‘ contamination

1 ) 0.01
2 10 0.01
3 25 0.01
4 50 0.01
) 75 0.01
6 100 0.01
7 5 0.1
8 10 0.1
9 25 0.1
10 50 0.1
11 75 0.1
12 100 0.1
13 ) 0.001
14 10 0.001
15 25 0.001
16 50 0.001
17 75 0.001
18 100 0.001
19 200 0.1
20 200 0.01
21 200 0.001

Table B.10: Hyperparameter grid for iForest
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
6 0,992200 | 0,697637 | 0,755758 | 0,997118 | 0,628490
3 0,991862 | 0,692825 | 0,755758 | 0,996801 | 0,627815
20 0,991904 | 0,691658 | 0,742424 | 0,997022 | 0,616041
5 0,991579 | 0,677861 | 0,736364 | 0,996889 | 0,604398
4 0,991029 | 0,666652 | 0,723030 | 0,996648 | 0,594222

0,990902 | 0,679169 | 0,688030 | 0,997101 | 0,586472
1 0,991095 | 0,687234 | 0,656364 | 0,997280 | 0,573371
21 0,988868 | 0,902564 | 0,318333 | 0,999970 | 0,382958
17 0,988650 | 0,782828 | 0,291667 | 0,999985 | 0,346669
16 0,988601 | 0,849495 | 0,288333 | 0,999985 | 0,345413
18 0,988532 | 0,780952 | 0,281667 | 0,999980 | 0,331416
15 0,988393 | 0,866667 | 0,258333 | 1,000000 | 0,314625
14 0,988384 | 0,800000 | 0,221061 | 1,000000 | 0,285257
9 0,924472 | 0,140456 | 1,000000 | 0,923501 | 0,233888
11 0,923580 | 0,138917 | 1,000000 | 0,922588 | 0,232010
10 0,923187 | 0,138953 | 1,000000 | 0,922193 | 0,231974
12 0,923520 | 0,138883 | 1,000000 | 0,922528 | 0,231811
19 0,923111 | 0,137828 | 1,000000 | 0,922109 | 0,230509
7 0,923849 | 0,137720 | 0,993333 | 0,922919 | 0,230389
8 0,923349 | 0,137806 | 0,986667 | 0,922491 | 0,229942
13 0,987736 | 0,533333 | 0,116667 | 0,999973 | 0,178969

Table B.11: Results of iForest method in the shielded room
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
2 0,990835 | 0,674344 | 0,677037 | 0,997111 | 0,572691
3 0,990690 | 0,653830 | 0,691667 | 0,996661 | 0,565358
4 0,990843 | 0,603394 | 0,697222 | 0,996969 | 0,561384
1 0,990885 | 0,682048 | 0,649815 | 0,997360 | 0,557890
6 0,990704 | 0,583942 | 0,704630 | 0,996719 | 0,555451
5 0,990262 | 0,555446 | 0,679630 | 0,996995 | 0,533260
20 0,990041 | 0,540927 | 0,679630 | 0,996772 | 0,524717
17 0,987924 | 0,680342 | 0,297407 | 0,999944 | 0,331215
21 0,987482 | 0,736508 | 0,296296 | 0,999438 | 0,326857
18 0,987778 | 0,680952 | 0,281111 | 0,999944 | 0,308612
16 0,987202 | 0,683516 | 0,267778 | 0,999459 | 0,289911
15 0,987590 | 0,633100 | 0,245926 | 0,999969 | 0,285084
14 0,986926 | 0,517749 | 0,198889 | 0,999500 | 0,237755
19 0,917389 | 0,130750 | 0,982222 | 0,916554 | 0,220871
8 0,916209 | 0,129766 | 0,982222 | 0,915368 | 0,219169
9 0,916168 | 0,128608 | 0,977778 | 0,915384 | 0,217374
10 0,916907 | 0,128401 | 0,977778 | 0,916118 | 0,217372
12 0,915196 | 0,127753 | 0,991111 | 0,914186 | 0,217093
11 0,915259 | 0,127831 | 0,986667 | 0,914325 | 0,216876
7 0,916165 | 0,127907 | 0,968889 | 0,915512 | 0,216351
13 0,987441 | 0,503704 | 0,160926 | 0,999979 | 0,207974

Table B.12: Results of iForest method in the office

B.5 One-class support vector machines (OCSVM)

Configuration ‘ kernel ‘ degree ‘ v ‘ ~y
1 linear

2 sigmoid

3 rbf 0.5 | scale
4 poly 3

5 poly 4

6 poly 5

7 rbf 0.1 | scale
8 rbf 0.5 | scale
9 rbf 0.9 | scale
10 rbf 0.5 | auto

Table B.13: Hyperparameter grid for OCSVM
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
7 0,811744 | 0,066514 | 0,980000 | 0,809624 | 0,120526
3 0,539495 | 0,025174 | 0,940000 | 0,534686 | 0,048595
8 0,539495 | 0,025174 | 0,940000 | 0,534686 | 0,048595
9 0,381864 | 0,019210 | 1,000000 | 0,373649 | 0,037491
10 0,143628 | 0,014933 | 1,000000 | 0,134014 | 0,029170
5 0,637288 | 0,001521 | 0,080000 | 0,643654 | 0,002985
4 0,446142 | 0,001203 | 0,080000 | 0,451030 | 0,002370
6 0,413721 | 0,001103 | 0,080000 | 0,418549 | 0,002177
2 0,522682 | 0,001090 | 0,080000 | 0,528303 | 0,002151
1 0,253335 | 0,001006 | 0,080000 | 0,256375 | 0,001988

Table B.14: Results

of OCSVM method in the shielded room

Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
7 0,905093 | 0,131123 | 0,960000 | 0,904622 | 0,217487
3 0,447814 | 0,024401 | 0,906667 | 0,442461 | 0,046814
8 0,447814 | 0,024401 | 0,906667 | 0,442461 | 0,046814
10 0,249084 | 0,019421 | 1,000000 | 0,239841 | 0,037708
9 0,141554 | 0,013731 | 0,920000 | 0,131170 | 0,026864
6 0,476025 | 0,003579 | 0,120000 | 0,480691 | 0,006950
4 0,470345 | 0,003564 | 0,120000 | 0,474835 | 0,006923
5 0,439543 | 0,003448 | 0,120000 | 0,444122 | 0,006704
2 0,451759 | 0,003371 | 0,120000 | 0,456189 | 0,006557
1 0,359253 | 0,003249 | 0,120000 | 0,362879 | 0,006327

Table B.15: Results of OCSVM method in the office

B.6 Multi-layer perceptron (MLP)

Configuration ‘ neurons ‘ activation function
1 [100] ReLU

2 [100] Logistic

3 [5] ReLU

4 [15] ReLU

5 2, 2] ReLU

6 2,2, 2] ReLU

7 [80, 70, 20] ReLU

8 [80, 70, 20] Tanh

Table B.16: Hyperparameter grid for MLP
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Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
8 0,998572 | 0,983492 | 0,903030 | 0,999526 | 0,926914
7 0,998545 | 0,980606 | 0,903030 | 0,999499 | 0,925366
1 0,998480 | 0,980606 | 0,896970 | 0,999499 | 0,919974
3 0,998376 | 0,974545 | 0,896970 | 0,999393 | 0,916799
4 0,998206 | 0,969495 | 0,890909 | 0,999287 | 0,907802
5 0,553429 | 0,451318 | 0,927273 | 0,544342 | 0,471319
2 0,992163 | 0,533333 | 0,393333 | 1,000000 | 0,430769
6 0,987184 | 0,066667 | 0,013333 | 1,000000 | 0,022222

Table B.17: Results of MLP method in the shielded room

Configuration | Accuracy | Precision | Recall | Specificity | F1-Score
7 0,997816 | 0,974286 | 0,866667 | 0,999756 | 0,893461
1 0,997879 | 0,993333 | 0,862222 | 0,999886 | 0,891228
8 0,997880 | 0,993333 | 0,862222 | 0,999886 | 0,891228
3 0,997450 | 0,985926 | 0,848889 | 0,999644 | 0,870932
4 0,997427 | 0,993333 | 0,831111 | 0,999886 | 0,850086
5 0,491673 | 0,412739 | 0,946667 | 0,482119 | 0,424773
2 0,990794 | 0,600000 | 0,330556 | 1,000000 | 0,391225
6 0,986737 | 0,000000 | 0,000000 | 1,000000 | 0,000000

Table B.18: Results of MLP method in the office
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