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Abstract

The goal of this work is to propose and create two automation for DIFFKEMP, a semantic
equivalence checking tool, which would be useful for its development. The first aim is to
create an automation that would simplify the impact assessment of new DIFFKEMP features.
The second goal is to create a solution that would automatically evaluate new versions of
open-source projects with DIFFKEMP, simplify reviewing of the results, allow classification
of their correctness, and record them. The first goal is achieved and is documented in this
thesis, the second part is implemented but not documented. The EQBENCH dataset and the
RHEL kernel projects were chosen for the automatization. Comparing the results of these
projects gained by using the original DIFFKEMP version with results attained by using the
version containing the new feature was selected as the assessment method. A GitHub App
was created using the Probot framework and Podman container for the automation. Finally,
the created solution was evaluated on previous features that were added to DIFFKEMP.

Abstrakt

Cilem této prace je navrhnout a vytvorit dvé automatizace pro DIFFKEMP, nastroj kon-
trolujici sémantickou rovnost, které by byly uzite¢né pro jeho vyvoj. Prvnim cilem je au-
tomatizovat vyhodnocovani dopadu novych vylepseni tohoto nastroje. Druhym tkolem je
vytvorit feseni, které by automaticky vyhodnotilo nové verze projektu s otevienym kédem
pomoci néastroje DIFFKEMP, ulehé¢ilo vyhodnoceni jejich vysledki, umoznilo je klasifikovat
a ulozit. Prvni cil byl dosazen a je zdokumentovan v této praci, druhé ¢ast je naimplemen-
tovana, ale neni zdokumentovana. Pro automatizaci byla vybrana datova sada EQBENCH
a jadra systému RHEL. Pro vyhodnoceni dopadu byla vybrana metoda, kterda porovnava
vysledky téchto projektt ziskané pouzitim ptvodni verze nastroje DIFFKEMP s vylepsenou
verzi. Byla vytvorena GitHub aplikace s vyuzitim platformy Probot a konejneru Pod-
man. Vytvorené reseni bylo nakonec vyhodnoceno na predchozich vylepSenich, ktera byla
do DIFFKEMPu pridana.
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Rozsireny abstrakt

Od nékterych knihoven se oc¢ekava, ze si zachovaji konzistentni chovani napric¢ vice verzemi
i v pripadé, ze doslo k refaktorizaci kédu. Néstroj jako je DIFFKEMP je tu od toho,
aby s tim pomohl a to pomoci kontroly sémantické rovnosti rozhrani mezi dvéma verzemi
knihoven. Néstroj neni dokonaly a nékdy poskytuje nespravné vysledky —tvrdi uzivateli, ze
se rozhrani sémanticky zménilo, i kdyz se nezménilo. Je to proto, ze DIFFKEMP v soucasné
dobé podporuje pouze podmnozinu refaktoriza¢nich vzoru. Néstroj se stale vyviji, prubézné
se pridava podpora novych vzoru a dalsi vylepSeni.

Kdyz je do DIFFKEMPu priddno nové vylepseni, je dulezité vyhodnotit, Ze poz-
itivné ovlivihuje proces porovnavani. V minulosti bylo pouzito vice metod, metrik
a projekti k posouzeni ptrinosu novych vylepseni. Tyto experimenty byly provadény rucné.

Prvnim cilem této prace je automatizovat proces vyhodnocovani novych funkci, aby se
zjednodusilo vyhodnocovani vSech vyznamnych/podstatnych zmén ptridanych do néstroje
DirrKEMP. Cilem je automaticky spustit DIFFKEMP a poskytnout recenzentovi zpét-
nou vazbu o tom, jak dané zmény ovliviiuji vykonnost (spravnost) porovnani/vyhodnoceni
provadéného nastrojem DIFFKEMP.

Za ucelem automatizace procesu vyhodnocovani a poskytovani zpétné vazby, tato prace
studuje a analyzuje experimenty provedené v predhozich pracich a projekty, které v nich
byly pouzité. Na zakladé tohoto pruzkumu je navrzena metoda a vybrany projekty pro
hodnoceni dopadu novych zmén. Dadle je pak vybrana technologie pro implementaci a je
vytvoren navrh a popsina implementace. Nakonec je vytvorené reseni otestovana a je
vyhodnocena na vylepsenich, ktera byla pridana do DiIFFKEMPu v minulosti.

Vzhledem k tomu, ze DIFFKEMP zatim neni aktivné pouzivany, je také vhodné sle-
dovat, jak nastroj bude uzZiteény v realném provozu a co by se mélo vylepsit.
To by vyzadovalo pravidelné spousténi DIFFKEMPu na novych verzich vybranych projektt
a zjistovani, zda provadi vyhodnoceni spravné. Toto by pomohlo vyvojarim DIFFKEMPu:

o identifikovat chyby (napr. sémanticky neekvivalentni funkce oznacené nastrojem jako
ekvivalentni), které by mohly byt opraveny,

e odhalit refaktorizacni vzory, které by mély byt pridany, protoze se objevuji opakované
v kédech redlnych projekti,

o zjistit, jaké funkce ndastroji chybi a jak by mohlo byt vylepSeno pouzivani nastroje
(napf. priddni dodateénych informaci do vystupu, které by zjednodusily interpretaci
vysledku), aby byl néstroj pro uzivatele vice privétivy.

Druhym cilem této prace je ¢astecné automatizovat tento proces tim, ze se ndstroj
DirrKEMP bude spoustét automaticky na vybranych projektech (s otevienym zdrojovym
kédem) a prezentovat vysledky takovym zpusobem, které by zjednodusilo ruéni kontrolu.
To by umoznilo vyvojaram rychle zjistit, kterd verze byla porovnavana, jaké vysledky byly
ziskany a zda se tyto vysledky jevi jako spravné.
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Chapter 1

Introduction

Some libraries are expected to maintain consistent behavior across multiple versions, even
after refactoring. A tool like DIFFKEMP can help verify this by semantically comparing
a library’s interface between two versions. The tool is not perfect and sometimes provides
incorrect results —indicating to the user that the interface semantically changed even if it did
not. This is because DIFFKEMP currently supports only a subset of refactoring patterns.
The tool is still in development, continuously adding support for new patterns and other
features.

When a new feature is added to DIFFKEMP, it is important to evaluate that the
feature positively impacts the comparison process. In the past, multiple methods,
metrics, and projects have been used to assess the contribution of new features. These
experiments were performed manually.

The first goal of this thesis is to automate the new features evaluation process, to
simplify the evaluation of all the major/vital changes made to DIFFKEMP. The aim is to
automatically run DIFFKEMP and provide feedback to a reviewer about how the changes
affect the performance (correctness) of the evaluation performed by DIFFKEMP.

To automate the evaluation and feedback process, this thesis studies and analyzes the
previous experiments and projects used in those. Based on that, a method and projects are
selected for the impact assessment of new features. Then, the technology for implement-
ing the automation is selected. After that, the automation is designed and implemented.
Finally, the solution is evaluated on selected feature proposals that were created in the past.

Since DIFFKEMP is not yet actively used, it is also necessary to monitor how useful it
would be in production and what should be improved. This would require regular
running of DIFFKEMP on new versions of selected projects and determining whether its
semantic equivalence evaluations are correct. This would help DIFFKEMP’s developers:

o identify bugs (e.g., semantically non-equal functions marked by DIFFKEMP as equal),
which could be fixed,

 discover refactoring patterns that should be added because they regularly appear in
real codebases,

o determine missing features and usability improvements (e.g., additional information
to report to make the interpretation of results more simple) that could make the tool
more accessible to end users.

The second goal of the thesis is to partially automate this process by automatically
running DIFFKEMP on selected open-source projects and organizing the results in a way



that simplifies manual review. This would allow developers to quickly see which version
was compared, what results were produced, and whether those results appear correct.

This work is organized as follows. Chapter 2 is an introduction to DIFFKEMP, describing
the basic concepts and analysis evaluations and experiments done with the tool in the past.
Then, in Chapter 3, we focus on (a) development automation using continuous integration,
(b) DirrFKEMP development process and automatizations used in it, and (c) script created
for automatization of usage DIFFKEMP for some projects. After that, in Chapter 5, the
created solution is evaluated. Finally, in Section 4, we focus on solving the first goal of
this thesis —requirements for the automation are collected, and the solution is designed and
implemented.



Chapter 2

Diff Kemp

DIiFFKEMP' is a tool for automatic static analysis of two versions of the same program.
It checks if the semantics of the specified symbols changed between the two versions. If
the tool identifies semantic changes, it reports the locations where the semantic differences
were found. The primary purpose of DIFFKEMP is to check that a refactoring of the code
did not cause semantic differences. The tool can be used for example:

o for simplifying code reviews by eliminating parts of code whose semantics did not
change or

« for verification of stability of library API functions, which should remain stable across
the library versions.

DirrKEMP was initially developed to compare Red Hat Enterprise Linux (RHEL) kernel
versions. Later, it was extended to compare versions of any project written in C which uses
make as a build system [9]. DIFFKEMP first compiles the project’s versions to LLVM IR
(the intermediate language of the Clang compiler), and then it compares the versions on
the level of the LLVM IR instructions.

There exist many tools for static semantic equivalence checking based on various ap-
proaches and techniques. Most tools use formal methods, for example CLEVER [18] (uses
symbolic execution with SMT solving), REVE [3] (uses reduction to Horn constraints solved
by SMT solver), and many more, some of them are mentioned in [16]. There are also fast
and lightweight tools like Unix diff, but these tools do not handle very well even light
semantic changes. DIFFKEMP tries to be in the middle by combining the approaches—
where possible it compares program versions using lightweight instruction-by-instruction
comparison of their LLVM IR code representation. Otherwise, it uses more complex meth-
ods like code change pattern matching and SMT solving. This approach makes DIFFKEMP
highly scalable, allowing it to correctly evaluate semantic equivalency of more complicated
refactorings than diff can handle, but also be able to compare thousands of functions in
minutes.

This chapter introduces the most important concepts in DIFFKEMP. Section 2.1 de-
scribes the main parts of DIFFKEMP and explains how DIFFKEMP is used. Section 2.2 gives
more information about the comparison process. Finally, Section 2.3 mentions evaluations
done with DIFFKEMP in the past, projects used for the evaluations, and metrics considered
by them.

! Available from https://github.com/diffkemp/diffkemp/
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2.1 DiffKemp Architecture

DIFFKEMP consists of three main components: (1) snapshot generator, (2) snapshot com-
parator, and (3) result viewer. Typically, DIFFKEMP is used in the following way:

1. First, it is necessary to have two versions of a project and a list of symbols which we
want to compare for semantic equality.

2. Using the snapshot generator, the versions are transformed into so-called snapshots.
A snapshot contains one version of the project compiled into LLVM IR files and
a metadata file.

3. The selected symbols are compared within the snapshots using the snapshot com-
parator. The comparator informs about symbols that were evaluated as semantically
changed.

4. Finally, the locations where semantic differences were found can be visualized using
the result viewer.

The following subsections break down the individual parts of DIFFKEMP in more detail.

Snapshot Generator

The first part of DIFFKEMP creates a snapshot of the project’s source code. DIFFKEMP
provides multiple build commands that can create snapshots from different sources. There
are two main kinds of snapshot generators:

e Generator for creating snapshots from project written in C that uses the make tool
as the build system.

e Generator specific for creating snapshots from the source code of the Linux kernel.

All generators take a list of symbols. The symbols will later be compared with symbols
in the second version of the project by the snapshot comparator. Generally, the expected
symbols are names of functions, but in the case of the snapshot generator for the Linux
kernel, there is an exception. For the kernel, it is possible to specify not only a list of
functions but also a list of sysctl parameters which should be compared instead. Sysctl
parameters are kernel parameters that can be set during the operating system runtime
without the need to recompile the kernel and are used to control system settings that affect
its functionality, security, and performance [1]. The snapshot generator uses the symbol list
to compile necessary source files (e.g., containing the symbol definition) to LLVM IR files.

LLVM IR is a lightweight low-level typed language. It allows to cleanly represent mul-
tiple high-level languages [25]. It is a representation that allows efficient transformations
and analysis and is used, e.g., by the Clang compiler. LLVM IR file is also called an LLVM
module and is usually equivalent to one C source file. The module contains functions, global
variables, and metadata. An LLVM function has a form of a control flow graph consisting of
basic blocks connected by conditional and unconditional branching instructions. Functions
start with one entry basic block and end with one or more return instructions. A basic
block contains a sequence of assembly-like instructions ending with a terminator instruc-
tion (branching or return instruction). Computation instructions always save result of the
operation to a new register variable, this property is called SSA (Single Static Assignment)
and it simplifies analysis and transformations.



The LLVM modules created by the snapshot comparator are then optimized using cer-
tain optimization passes to simplify the resulting LLVM IR code and make the subsequent
comparison more effective by making the compared programs more similar to each other.
The passes include, e.g., dead code elimination, which eliminates unreachable code, and
memory-to-register promotion, which eliminates unnecessary load and store instructions by
leaving the values in register variables. The latter makes it possible to take advantage of
the SSA form in the comparison process.

The result of snapshot generation is a directory containing the LLVM IR modules, the
original source files, and a metadata file that maps symbols to LLVM IR files in which the
symbols’ definitions are located.

Snapshot Comparator

When two versions of the same program are built into snapshots, it is possible to use the
snapshot comparator command to analyze the semantic equivalence of the symbols specified
during snapshot creation. In the case of sysctl parameters, functions that handle the setting
of the parameters and all functions using the data variable that the sysctl parameter sets
are compared.

When using the snapshot comparator, the user can choose which DIFFKEMP’s built-in
patterns of changes (code relocation, variable grouping, ...) should be considered when
running the comparison. By default, all supported semantic preserving change patterns
(SPCPs) are considered. Users can also specify custom code change patterns (CCPs) to
define their own kind of changes that they want to be considered when running the com-
parison and not to be reported. The defined CCPs do not have to be necessarily semantic
preserving but can describe changes that should not be considered —e.g., security patches
like cleaning memory. The CCPs can be written either in the LLVM IR itself [30] or in the
C language [11].

The comparison itself is managed by a component of DIFFKEMP called SimpLL, which
is a library written in C++. The selected functions are compared, including the functions
they call. The comparison process is described in more detail in Section 2.2.

Snapshot comparator reports for which user-selected symbols were discovered semantic
differences and locations where the differences were found. DIFFKEMP is not, of course,
a perfect tool, so it can evaluate semantic equality incorrectly. We can divide the results
into four categories based on the expected result and the result provided by DIFFKEMP:

e True negatives: correct results for semantically equal symbols.

« False positives: incorrect results for semantically equal symbols.

e True positives: correct results for semantically not equal symbols.

o False negatives: incorrect results for semantically not equal symbols.

DirrKEMP does not handle all possible refactorings, so it usually provides a certain number
of false positives, but the way it is implemented, it should not give any false negatives. Of
course, the implementation can contain bugs, so it is theoretically also possible that the
result will contain some false negatives.



Result Viewer

The last part of DIFFKEMP is the result viewer. It is a web application that allows the
user to see the locations of the found semantic differences inside the source code of the
projects. The viewer shows the source code of both project versions next to each other,
enabling the user to evaluate the found differences by himself. Because the differences are
usually not found directly in the compared functions (e.g., the API interface) but in some
of the called functions, the viewer provides a context in the form of call stacks representing
a relationship between the compared symbols and the symbols where the difference was
found. It also allows the user to view the definitions of individual symbols.

2.2 Comparison Process

DirrKEMP compares two project versions or, more precisely, snapshots representing the
versions using the SimpLL library. The library is used to compare the selected functions
(or the identified functions in the case of sysctl parameters). It always compares the two
versions of the same function in the following way:

1. Firstly, analysis and transformation passes are run over the modules containing
the functions. The purpose of this is to simplify the LLVM code of the functions
such that they can be compared more easily. For example, in the case of a sysctl
parameter comparison, a slicing pass is run, which keeps in the compared functions
only the parts of the function that are influenced by the global variable that the sysctl
parameter sets.

2. After that, the comparison begins.

(a) The comparison is done instruction-by-instruction. The process includes
creating mappings for the function parameters and variables between the two
versions of the functions. The process is complicated and is more formally de-
scribed in [16]. In short, the instruction-by-instruction comparison takes one
instruction from both versions at a time and checks that they perform the same
operation over the same or semantically equivalent operands. If the instructions
are compared as equal, it continues with the following instructions. If the func-
tions are calling other functions, the comparison continues by comparison of the
called functions.

(b) In case the instruction-by-instruction fails, it is checked if it is not possible to
match the change with some enabled semantic preserving change pattern.
If the match is successful, the comparison continues by comparing instruction-
by-instruction functions after the match. Currently, the built-in SPCPs support
changes in structure data types, moving part of code into functions, code reloca-
tions, inverting of branching conditions, variable grouping, and binary operations
reordering. The patterns are described in more detail in [16] and [31].

(c) If both instruction-by-instruction and SPCPs matching fails, it is checked if
the changes do not correspond to changes described by some of the custom
code change patterns supplied by the user. The process of this matching is
formally described in [30]. If the changes correspond to a pattern, the comparison
continues with instructions after the changes described by the pattern.



(d) Newly, if none of the previous is successful, DIFFKEMP tries to check if the
difference is limited to sequential (non-branching) blocks of code and, if so,
encodes the semantics of the differing blocks into a first-order logic formula and
uses an SMT solver to check whether the blocks are equal. This extension is
described in detail in [20]. If the blocks are compared as equal, the comparison
process continues.

3. If the comparison fails, the location of the failure, i.e., of the semantic difference, is
recorded and later provided to the user in the form of report.

2.3 Evaluations Done With DiffKemp in the Past

This section focuses on evaluations and experiments that were done with DIFFKEMP in
the past. The goal is to analyze the projects, methods, and metrics that were used for the
evaluation to be able to choose the evaluations/experiments that are generally useful and
should be automated.

2.3.1 Existing Works on DiffKemp

The source of information about the previous evaluations are past theses, which can be
divided into the following groups:

o Theses which improve comparison process (reduce false positives). Here
belong theses which (1) added support for custom code change patterns [11, 30],
(2) added new built-in refactorings patterns [31], (3) extended slicing [22], (4) added
application of formal methods (SMT) [20], and (5) thesis which in detail describes
the entire whole DIFFKEMP [15]. Some of the experiments generally show a number
of found differences between certain projects’ versions. More often, the experiments
show how newly created extension influences the results of projects’ versions compar-
ison—how it reduces the number of non-equal symbols (false positives), or in some
cases just that the extension does not have a negative impact on the results (pro-
vides the same results even with the extension) or that it does not have a negative
impact on the comparison itself (that it does not slow down too much the comparison
process if at all). In most cases, the projects themselves are sufficient for evaluation,
but in the case of CCP extensions, it was necessary to first create patterns specific
to the projects to be able to evaluate them. Evaluations done in these theses usually
also involve adding/extending tests that verify the functionality of the implemented
extensions.

e Thesis which adds support for new types of projects. Here belongs a thesis
which added support for snapshot generation from make-based projects [9]. Exper-
iments show results of comparison for projects that were not previously possible to
be compared using DIFFKEMP (or at least it was not simple to do so). The the-
sis also contains caching enhancement, which is evaluated by comparing runtimes of
comparison with and without the enhancement.

o Other theses involves (1) result visualization enhancement [23], (2) an extension
that slices semantically equal parts of from the compared programs allowing further
more formal analysis [13], and (3) extension for automatically generating code change



patterns from similar differences allowing to ignore differences similar to them [12].
These extensions are usually evaluated by creating tests specific for the extension.

For completeness, it is worth noting that there are also papers about DIFFKEMP [16, 14].
However, the experiments and evaluations presented in these papers are also covered in the
previously mentioned thesis [15].

2.3.2 Evaluation Methods and Metrics

Now, we will look more closely at the individual methods of evaluations which were done
in the theses and metrics that they considered:

1.

Evaluations analyzing results of comparison: As already mentioned, these exper-
iments focus on the comparison result for some project versions. More frequently,
they compare the same pairs of versions without and with the extension, and they
analyze how the result of the comparison changed. The metrics the evaluations con-
sider are the total number of found differences, comparison runtime, and the number
of selected symbols evaluated as equal, not equal, and unknown. Some evaluations
consider a number of true negatives, false positives, true positives, and false negatives
instead of the number of symbols evaluated as equal and not equal, but for this, it is
usually necessary to manually re-evaluate the changes between the project versions.
Depending on the extension, the evaluations sometimes consider only some metrics
like the comparison time. The metrics are used to show that with the extension,
DirrKEMP provides better or at least the same results, that the comparison runtime
is not much affected, or that it optimizes the runtime (e.g., case of slicing).

. Evaluation of extension by testing. This includes adding new tests that test the

correct behavior of the new extension, rerunning the original tests to verify that
nothing was broken, and performing manual testing.

. Comparison with other tools is used to evaluate how DIFFKEMP handles analysis

with respect to other tools by comparing the results of DIFFKEMP for certain projects
with the results of other tools (e.g., CLEVER and REVE for EQBENCH dataset).

. Evaluation of the effectiveness of individual semantic preserving change pat-

terns. This includes analysis of how much individual SPCPs helped eliminate false
positives for projects by comparing results of comparison with all SPCPs enabled and
then with individual patterns disabled.

. Cross-validation of sliced functions with the result of original functions is an evaluation

that was done in [13] for verification of the extension. It first compares project versions
using DIFFKEMP. Then, it uses the slicing extension, which eliminates from functions
that were evaluated as semantically non-equal parts of code that are semantically
equal. Afterward, it compares the sliced functions, showing that even the sliced
functions are evaluated by DIFFKEMP as semantically non-equal.

. Evaluation of SMT runtime is an experiment specific for [20]. In the experiment,

the amount of time that SMT solving took was analyzed for cases when SMT solver
successfully evaluated the code of blocks as semantically equal.



2.3.3 Evaluated Projects

Now we will look in more detail at individual projects which the theses used for the evalu-
ations.

RHEL Kernel

The first and the most frequently used project is the Red Hat Enterprise Linux (RHEL)
kernel. This project was originally the main target of DIFFKEMP. RHEL is a commercial
operating system built from the Linux kernel and providing long-term support as well as
the latest open source innovation with stability and support [26].

The project is used for regression testing of DIFFKEMP and in experiments that analyze
the results of comparison. The experiments compare either sysctl parameters or functions
from the KABI list between multiple RHEL versions. Kernel Application Binary Interaface
(KABI) is a set of kernel symbols that are considered stable and safe for third-party drivers
to use. The semantics of the symbols should remain stable for a particular RHEL major
release (this is true for RHEL v7 and v8) [27]. This is the reason why DIFFKEMP was
developed to verify that the symbols’ stability is maintained.

Upstream Linux Kernel

Another project used by the the experiments is the upstream repository of the Linux kernel”.
The project is used for analyzing refactoring and optimization commits, which are found
by searching for keywords in the repository commit messages. The semantics of functions
changed by the commit are compared for the individual commits. The experiments analyze
the correctness of the result provided by DIFFKEMP or how the extensions influence it. It
is important to note that even if the commits are marked as refactoring, they sometimes
contain semantic differences caused, e.g., by added safety checks [16].

Standard C Libraries

Other evaluations use releases of MUSL LIBC® to check the preservation of the semantics of
the library functions. MUSL is a lightweight implementation of the C standard library. The
experiments analyze either the results alone or their correctness.

In [20], there is also an experiment that compares semantics between two implementa-
tions of the standard C library. It compares and analyzes the implementations of functions
in MUSL LIBC with DIET LIBC”.

Cryptographic Libraries

In [31], cryptographic libraries were analyzed using DIFFKEMP, specifically NETTLE’,
Soprum®, MBED TLS” and woLFSSL®. The thesis compares for multiple library releases
their API functions, which should perform mathematically well-defined operations (e.g.,

2Linux kernel upstream repository: https://github.com/torvalds/linux
3MUSL LIBC: https://musl.libc.org/

ADIET LIBC: https://www.fefe.de/dietlibe/

SNETTLE: https://www.lysator.liu.se/~nisse/nettle/

6SopIuM: https://doc.libsodium.org/

"MBED TLS: https://www.trustedfirmware.org/projects/mbed-tls/
SWOLFSSL: https://wolfssl.com/
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hashing, signing, or encryption) and whose semantics should not change between releases.
The thesis evaluated the correctness of comparison results provided by DIFFKEMP and
analyzed the effectiveness of individual SPCPs.

In [9], an experiment was done with another cryptographic library — OpenSSL’. The
experiment analyzed the results of the comparison.

EgBench Dataset

The last used project is the EQBENCH dataset'" that was introduced in [2]. The dataset
is divided into benchmarks where some were taken from different projects (CLEVER and
REVE), and the rest were created by the authors themselves. Each benchmark contains
multiple programs. Almost every program has two variants—each variant contains two
versions of a program (old and new) and a metadata file describing changes made to the
program. The programs are written in Java and C language, the latter makes it pos-
sible to use DIFFKEMP for its comparison. The previously mentioned two variants of
programs are a variant containing semantically equivalent changes and a variant with non-
equivalent changes. The dataset totally contains 147 equivalent pairs of programs and
125 non-equivalent, which is, according to the author, the largest dataset for equivalence
checking analysis. The equal variants of programs contain function-level code refactor-
ings to represent realistic software evolution scenarios, and the non-equal variants contain
random, non-equivalent changes. The dataset contains complex language constructs (e.g.,
non-linear arithmetic), making it challenging even for the most formal equivalence-checking
techniques.

Experiments done using this dataset involve comparison of the versions for each program
variant and evaluation of the correctness of results provided by DIFFKEMP, which is simple
thanks to the fact that the variants are labeled if they contain equal or non-equal changes.
It is also possible to compare DIFFKEMP with tools like REVE and CLEVER, because the
dataset contains benchmarks created by these tools and on which they were evaluated.

90penSSL: https://www.openssl.org/
"EQBENCH dataset: https://github.com/shrbadihi/eqbench
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Chapter 3

Current State of Development
Automation in Diff Kemp

Software development automation tries to streamline repetitive tasks in a development pro-
cess that would otherwise be performed manually. Automation speeds up the process by
using specialized tools and methodologies. The automation improves team collaboration,
saves time and resources, and boosts developers’ productivity by allowing them to con-
centrate on higher-priority / more complex tasks. Automation includes code sharing and
versioning, automated testing, code quality checks, documentation generation, monitoring,
deployment, and automatic code generation from natural language description. In the fu-
ture, DIFFKEMP would like to be part of the automation of software libraries’ development,
helping them to check the semantic stability of the symbols they provide.

One goal of this thesis is to improve DIFFKEMP’s development automation by simpli-
fying the assessment of how new features affect the tool’s functionality and accuracy. For
this reason, Section 3.1 briefly describes development automation in general —specifically
the CI/CD pipeline and the available technologies. Next, Section 3.2 focuses on DIFFKEMP
development process and the automation that it uses. Section 3.3 describes existing scripts
created by DIFFKEMP’s developers to automate evaluations of projects. Lastly, containers,
which are sometimes used in development and its automation, are described in Section 3.4.

3.1 Development Automation

One of the key automation practices in modern development is continuos integration (CI),
delivery and deployment (CD). Continuous integration ensures that software is in a deploy-
able state, that it is compilable, and that the code has a reasonably good quality. It also
tries to validate the software by automatically running tests, guaranteeing that it works as
expected even after changes have been made to the code. Continuous delivery automates
the creation of software releases and continuous deployment automatically deploys changes
to production, making it possible to catch bugs faster and immediately fix them [28].

CI needs a shared central code repository in the form of version control system
(VCS). This ensures that the code is kept in one place, which makes it possible for developers
to collaborate on the same project, check out the source, make changes, and commit those
changes [28]. VCS allows reverting files back to a previous state, comparing changes over
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time, seeing who last modified something that might be causing a problem, recovering lost
files, and more [29]. Popular VCSs include Mercurial', Subversion” and Git®.

DiffKemp uses Git as its VCS. Git is a distributed source control system, meaning
that each developer has a fully mirrored repository. It allows features to be developed
independently in parallel in different branches. There are multiple hosting platforms for
Git, among popular belongs GitHub?, GitLab® and Bitbucket’. DIFFKEMP uses GitHub to
host its repository. In addition to VCS, GitHub also allows code reviewing, issues tracking
and more.

The main part of continuous integration is the CI server, which should, among others,
build the software, run tests (unit tests, integration tests, ... ), check its quality (calculate
code coverage, check style guidelines, ... ), and provide feedback to the developer if a check
fails [28]. Typically, a CI server runs the configured checks whenever a change is committed
to the central repository. CI practice involves frequently committing/integrating small
changes to the repository, which helps to avoid build failures, detects errors sooner, and
makes it easier to merge changes from different developers.

Now, we will look more closely at multiple available automation technologies. This will
be important in Section 4.2.1, where we will select the technology for creating an extension
that will automate the assessment of the impact of new DIFFKEMP features.

GitHub Actions [6]

DirrKEMP uses GitHub Actions, which allows developers to create workflows (automated
processes) which run when a specific event occurs in the repository. The workflows are
described by YAML files which are committed to the repository.

The GitHub Actions server is called a runner. When a workflow run is triggered, a new
runner is used. Workflow can run one or more jobs, each job is a set of steps executed
on the same runner. A runner is always an isolated virtual machine that runs a specified
operating system. The runners are destroyed at the end of the workflow process [6].

GitHub provides a free plan standard runner. This is what DIFFKEMP uses. The
runners have a limited storage size to 14 GB. The plan also allows to reuse the created data
in subsequent workflow runs by caching them from the runner. The data is automatically
removed if it has not been accessed in over 7 days. The same data can potentially be cached
multiple times because CI workflows are restricted —the workflows can recover only caches
created in either the current branch or the default (master) branch. The total size of all
cached files in a repository is limited to 10 GB.

In addition to standard runners, GitHub also provides large runners. These provide
more resources—RAM, CPU, and disk space (14-2040 GB). They also provide additional
features (e.g., a static IP). To be able to use the large runners, users must have the GitHub
Team or GitHub Enterprise Cloud plan, which are monthly paid per user.

GitHub also allows using self-hosted runners. This means that you use your own
machine as the continuous integration server. The machine connects to GitHub using the
runner application. It is not much recommended for use with public repositories (which
DIrrKEMP is), because pull requests can potentially run dangerous code on the runner

"https://www.mercurial-scm.org/
’https://subversion.apache.org/
3https://git-scm.com/
‘https://github.com/
https://about.gitlab.com/
Shttps://bitbucket.org/
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machine. The default usage of the self-hosted runner is as an always-on persistent run-
ner [19]. This means that the runner processes one job at a time and remains active after
the processing. Another option is to dynamically auto-scale up and down the runners based
on usage, but this option requires a Kubernetes cluster [19].

Outside of GitHub Actions, GitHub also provides other ways to automate things by
interacting (open issues, comment on pull requests, ...) with the repository —specifically
custom actions, OAuth apps, and GitHub apps. Custom actions [6] are ,just“ blocks of
code that can be reused by multiple GitHub Actions workflows and that can use GitHub’s
APIs. GitHub and OAuth apps are described in the following paragraphs.

GitHub App [7] is an integration that runs on the owner’s server. It runs persistently
and listens and reacts to events happening on GitHub. It allows us to use webhooks, which,
unlike polling, does not have to periodically call an API to check the data to recognize if an
event occurred (e.g., a new pull request was created) [8]. Webhooks allow us to subscribe
to important events and if an event occurs, GitHub will automatically deliver relevant data
as an HT'TP request to our server. The app provides permission settings, allowing granting
access to repositories and specifying what data it can read or modify.

To react to events (modify data), the GitHub app can use GitHub APIs—a REST
API” or a GraphQL API®. The modifications can be either attributed to the app or a user.

It is possible to use apps from the GitHub marketplace or to create custom apps. The
process of creating your own app includes:

1. App registration: This consists of (a) an app name, (b) a selection of permission
which data the app can access and modify, (c) a selection of events to be delivered,
and (d) a specification of the URL to deliver the event to.

2. Server creation: The server should contain HTTP endpoints for receiving the web-
hook events. When a HTTP payload with data about an event is recieved, it should
process it and react on it by using GitHub API. To be able to call the API, the appli-
cation first needs to authenticate by generating an access token. The authentication
process is relatively complicated process and note that tokens expire in 1 hour.

3. App installation: The last step is to install the registered app to a repository.
After that, the app server can interact with the repository and events occurring in
the repository will be sent to the server.

OAuth App [7] is similar to GitHub App, but GitHub App is preferred because, among
others, it uses fine-grained permissions and gives more control over which repositories the
app can access.

Other CI platforms

Because DIFFKEMP uses GitHub, we mainly focussed on the GitHub integrations, but we
will look shortly at different continuous integration platforms that could be used for the
extension. The three top platforms are Jenkins, Travis CI, and Circle CI°. We will focus
on their free plan because it is what DIFFKEMP uses.

"https://docs.github.com/en/rest
8https://docs.github.com/en/graphql
9This is based on article at https://www.browserstack.com/guide/continuous-integration-tools.
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Travis CI'Y

Similarly to GitHub Actions, Travis CI is a cloud-based CI platform. Travis CI free plan
comes with a limited number of building minutes which are not replenished and are invalided
after a 14-day trial.

Circle CI'!

Cloud-based platform running on credits. The free plan contains 30,000 credits per month,
making it approximately 6,000 minutes if minimal resources (RAM, storage, and CPU
cores) are used. The cache size is unlimited but uploads over 2 GB are charged 420 credits
per GB. The cache storage duration is 15 days by default.

Jenkins'?

The leading open-source CI server. It is not cloud-based and needs to be deployed on its
own server. It provides a number of plugins for integrating into GitHub.

3.2 DiffKemp Development Process

As already mentioned, DIFFKEMP uses Git as the version control system and the repository
is hosted on GitHub. For developing/contributing, DIFFKEMP uses fork and pull request
workflow [5]. This means the developer is supposed to create their own copy of the original
repository (fork) on GitHub. Then, the developer should clone the fork to his computer
and create a new branch for the changes he wants to make. Changes should be committed
frequently in the branch. Once the feature is developed and ready to be integrated into the
original repository, the branch should be pushed up to the fork. The changes should then
be proposed by creating a pull request to the original repository.

Pull Requests

When a pull request is created, GitHub Actions (CI) is triggered and information about the
passed and/or the failed checks is provided to the user. Other DIFFKEMP developers review
the pull request, providing feedback and suggestions for improvement to the pull request
creator. The code is iteratively improved by the feature developer based on the feedback,
suggestions, and CI results until all the CI checks pass and the feature is approved by
a different DIFFKEMP developer. Approval can only be given by a developer (collaborator)
with write permissions to the repository.

If the PR is approved and all the CI checks pass, the changes from the pull request
can be integrated into the DIFFKEMP master branch. DIFFKEMP uses rebase and merge
strategy [4, 29] for integrating the changes. This means that the changes (individual com-
mits) in the pull request branch are individually reapplied on the master branch without
creating a merge commit. After that, the branch is fast-forward merged to the master
branch. The rebasing makes DIFFKEMP history cleaner looking like all the work happened
in series, even if it happened in parallel. GitHub handles the rebase automatically, but
in cases where there are merge conflicts between the master branch and the branch with

Ohttps://docs.travis-ci.com/
Mpttps://circleci.com/docs
2https://www.jenkins.io/doc/book/
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the extension, which are not possible to be automatically resolved, the extension developer
must first manually rebase the branch on the master branch solving the collisions. The
collisions can be complex, and mistakes can be made by the developer; therefore, the pull
request is integrated after all CI checks pass again, which should ensure that the collisions
were successfully solved.

Development Environment

For development, DIFFKEMP provides Nix flakes [21]. Nix is a package manager that
simplifies sharing of reproducible development and building environments. Flakes are the
unit for packaging. They specify dependencies of the package/project locked to specific
revision, process how to build the project, and other things. Nix flakes allow DIFFKEMP
to be built automatically with a single command, eliminating the need to manually install
dependencies. It also enables start of a bash shell with an environment containing the
project dependencies. This is useful for testing when developing. Nix flakes also allow
building and running a bash shell with variants of the project. DIFFKEMP supports multiple
Clang (LLVM) versions (9-17), and for each version exists a Nix flake variant, allowing to
use/test DIFFKEMP on that specific Clang version.

Continuos Integration

As already mentioned DIFFKEMP uses GitHub Actions as a platform for continuous in-
tegration (CI). It uses the free-plan standard runners. CI workflows are run (triggered)
when a pull request is opened but also on every push of changes to a branch in DIFFKEMP
repository. The workflows (1) check code style, (2) build DiIFFKEMP, (3) check that the
build is successful, and (4) test the project on multiple LLVM versions. For building, the
previously mentioned Nix flakes are used.

The CI uses cache for caching dependencies (e.g., Nix) and testing data. Totally around
2.5 GB of data is saved in the cache. If a cache hit occurs, the CI runtime currently takes
approximately 11 minutes, otherwise it takes around 30 minutes. An analysis of CI runs on
the main repository'® shows that 480 CI runs were triggered from June 2023 to September
2024, ranging from immediate (caused, for example, by pushing multiple branches at the
same time) to almost a month between the execution of subsequent runs. The average time
between runs is around a day.

Tests

DirFKEMP contains multiple tests, all of them being run by the CI. The tests can be divided
into the following groups:

e Unit tests for the core part of DIFFKEMP —the SimpLL library. These tests cover
(1) analysis and transformation passes, (2) correctness of instruction-by-instruction
comparison, (3) correct application of SPCPs, and (4) correct usage of CCPs. The
correctness is evaluated on small functions created in C++ using the LLVM API or
directly written as string literals in LLVM IR.

e Unit tests for creating the snapshots.

Done using gh run list -a -—json createdAt -L 5000 -w CI -R diffkemp/diffkemp |\
jq -r '.[].createdAt' | sed lis.tmp -e 's/T/ /' -e 's/Z//"'.
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e Regression tests which create snapshots of certain RHEL versions and compare a few
selected functions and sysctl parameters and check if the current results are the same
as those that have been specified by YAML files committed to the repository. This
should verify that DIFFKEMP still performs as expected even after making changes.
The tests also use manually created CCPs to verify that matched changes are still
filtered out. Since creating snapshots is time-consuming, the files necessary for testing
are cached. This caching speeds up the CI testing runtime.

e Unit tests for the result viewer, which test the correct rendering and event handling
of individual components.

3.3 DiffKemp Scripts

For DiIFrKEMP, additional scripts have been created in the past for the purposes of simpli-
fication and automation of certain evaluations. Of these scripts, three are publicly available
and worth mentioning.

Script for Comparing Multiple Versions of a Project'*

The script was created as part of [31] to evaluate cryptographic libraries. It allows us to
build and subsequently compare multiple versions of a provided C project. The tool requires
a YAML configuration file containing:

o the URL of the project repository,

e the commands for configuring the project,

« options required by DIFFKEMP for building the project versions into snapshots,
o the list of functions to compare, and

o the list of versions (git tags) that should be compared by DiIFFKEMP.

The tool clones the project repository, builds the specified versions into snapshots, and
compares the specified functions in consecutive pairs of snapshots. The tool’s output is
saved to a file containing a report for each pair of compared versions. Each pair contains
the result of the comparison for all specified functions. The result can be labeled as:

o semantic: DIFFKEMP evaluated the function as semantically non-equal.

o syntactic: The function has a syntactic difference, but it was evaluated as equal
(semantic preserving).

o without a difference: A function without syntactic difference, evaluated as equal.

¢ unknown: DIFFKEMP did not manage to evaluate the function.

MScript is available from https://github.com/zacikpa/diffkemp-analysis.
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Script for Automatically Evaluating Programs from the EqBench Dataset '’

The script was created by me and was used for experiments in [20]. It uses DIFFKEMP to
build each program version into a snapshot and compare them. The script creates a file
reporting for each program (1) its name, (2) the expected result (whether changes made
to the program are semantically preserving or not), and (3) the result equal/not-equal
provided by DIFFKEMP. The script also outputs a summary of the evaluation, providing
the number of true positives, false negatives, true negatives, and false positives.

Addionally, the repository also provides a script for running evaluations with multiple
different DIFFKEMP options. Particularly with enabled/disabled usage of SPCPs, and most
importantly, with used optimization options. The latter has an impact on how the source
files are compiled into LLVM IR —which transformation passes are used during snapshot
generation on the compiled LLVM modules. This can potentially bring the LLVM IR of
the analyzed function versions syntactically closer to each other. The script runs evaluation
using -01, -02 optimization passes as well as custom/default passes selected by DIFFKEMP
developers.

The script shows that DIFFKEMP gives the best results (least false positives) with the
-02 optimization option. Further experiments were carried out using different versions (9-
17) of the Clang compiler (used for the compilation of the sources to the LLVM IR), which
showed that the custom/default passes provide more stable results across different Clang
versions than -01 and -02. Table 3.1 summarizes these results.

Table 3.1: A comparison of DIFFKEMP on an EqBench dataset with different optimization
options showing a range of false positives across multiple (9-17) Clang versions.
optimization options | range of false positives

-01 51-67
-02 49-55
custom /default 88-91

Script for Checking Semantic Equality of Several Commits'®

The last script was created to evaluate refactoring and optimization commits in the up-
stream Linux kernel. The script is general and can also be used to analyze commits in
different kernel repositories.

The script takes a list of commits to analyze and a path to the project repository. For
each commit, the script:

1. Identifies the functions changed by the commit by analyzing the commit diff.
2. Creates snapshots of the project version before and after each commit.

3. Compares the created snapshots, analyzing the identified changed functions for each
commit.

The script saves results to a file, with each line reporting about one commit. The report
contains:

e a hash of the commit,

15Repository with the script available in https://github.com/diffkemp/egbench-workflow.
16Script is available from https://github.com/FrNecas/commit-analysis/.
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e the names of identified functions,

o the amount of functions evaluated as equal/non-equal/unknown and where error oc-
curred, and

o a verdict. The verdict is either equal or not-equal. It is not-equal if an error occurred
or any of the functions was evaluated as semantically not-equal, otherwise, the verdict
is equal, meaning that the commit does not change the semantics of the project.

The report also includes a tag indicating whether all changed functions for a commit were
successfully localized. The function localization process is not perfect and may require
manual corrections.

3.4 Container Technology (Containerization)

Container technology is later used by the created solutions. Containerization allows to
create container that bundles code, configuration files, libraries, and dependencies. In
this, it is similar to the Nix package manager mentioned earlier. However, containers are
isolated, reducing the chance that malicious code running in one container will impact other
containers or even the host system [10].
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Chapter 4

Automation for Evaluation of the
Impact of New Diff Kemp Features

The first goal of this thesis is to extend DIFFKEMP’s development automation by creating
a new component which would simplify the assessment of the impact of new DIFFKEMP fea-
tures. This chapter focuses on the extension requirements, which are specified in Section 4.1.
After that, Section 4.2 deals with the extension design. Lastly, Section 4.3 describes the
implementation.

4.1 Specification and Analysis of Requirements

Firstly, we need to determine the requirements of the extension by analyzing the following;:
e What kind of features are being added to DIFFKEMP?
e What method should be used to simplify the assessment of the impact of new features?
o What projects (if any) should be used for the determination of the impact?

o How should the extension be used?

4.1.1 Analysis of Existing Features (Pull Requests)

To figure out the requirements of the extension, it should be useful to look at the previous
features that were already added to DIFFKEMP. Some of the features, particularly the more
complex ones, were already mentioned in Section 2.3.1. Naturally, this list is not complete
and for this reason, we will look at DIFFKEMP’s pull requests (PRs).

At the time of the analysis, there were 283 PRs, of which:

e 261 PRs were closed and merged to the master branch,

e 11 PRs were closed but were not merged (e.g., because their development became
stale or changes have contained too many collisions with the master branch),

e 8 PRs were opened and prepared for review or merging but were not yet merged, and

o 3 PRs were opened as draft (meaning being developed and not yet ready for review).
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Table 4.1: Categorization of DIFFKEMP pull requests to groups based on the types of

changes.
Category Amount | Types of PRs
Snapshot generation changes 20 Changes of options used for compiling

source files to LLVM modules and its link-
ing, modifications of the executed optimiza-
tion passes, bug fixes, refactorings, ...
Snapshot comparison changes 100 Support of new LLVM versions, compari-
son enhancements (e.g., new transformation
passes, new built-in patterns [31]), bug fixes,
refactorizations, optimizations, ...

Minor changes 17 Changes in the localization of the code caus-
ing a semantic difference, simpler refac-
torizations, caching introduction, optimiza-

tions, ...
Snapshot comparison changes 12 Extensions requiring usage of options to be
not visible by default enabled (comparison of control flow, usage

of SMT [20]), requiring additional inputs
(CCPs extensions [30, 11, 12]) or more com-
plex usage (equivalence slicing [13]), ...

Other 134 Collection of statistics, creation of releases,
tests, helper scripts, command options,
new snapshot generators [9], the result
viewer [23], changes in documentation, in
the continuous integration, output formats,
development environment, logging, ...

We analyzed the pull requests and divided them into multiple categories based on the
changes they contained. Changes were deduced from the PR title, description, and changes
made to the files. The categories are shown in Table 4.1. For individual categories, the
name of the category, the types of PRs ranked to the category, and the amount of PRs
belonging to it are presented.

Categories snapshot generation changes and snapshot comparison changes are
considered to have the largest impact on the comparison results. Most PRs in these cat-
egories should positively influence the results by eliminating false negatives and positives.
The categories also contain PRs with a high risk that they could have negatively affected
the results. This includes PRs adding support for new LLVM versions and some larger
refactoring and optimization changes.

Adding support for new LLVM versions is something that is done in DIFFKEMP
regularly. This is because operating systems usually come with the latest version of LLVM
(Clang). It is desirable that DIFFKEMP would be usable on these systems. New LLVM
versions usually change some parts of the LLVM API (replace methods with different ones)
and sometimes make changes in the LLVM instructions (e.g., a transition from explicit
pointers to opaque pointers done in LLVM 15'), or introduce new instructions. To make
possible use of the new versions, changes must be made to DIFFKEMP’s SimpLL library

https://1lvm.org/docs/OpaquePointers.html
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that uses the LLVM API. DirrFKEMP also supports older LLVM versions, and it seems
desirable that the tool should try to provide the same results across all supported versions.

PRs in the category of minor changes could be added to the previously mentioned
groups. Unlike them, they should not have a big impact on the comparison results (se-
mantic equality), but they may rather affect the runtime of the analysis either positively
(optimization, caching) or negatively (more precise code differences localization).

The next category of changes in snapshot comparison not visible by default
contains PRs that usually add new functionality to snapshot comparison which is not
enabled /used by default. Here belong, for example:

o the CCPs patterns that are necessary to be manually created based on the analyzed
project and provided to the comparator or

e the SMT extension that needs to be manually enabled by passing an additional option
to the snapshot comparator command.

The last category (other) includes almost half (47 %) of all PRs. The PRs usually
change things related to DIFFKEMP development (e.g., CI and documentation) or introduce
totally new things (e.g., the result viewer).

4.1.2 Selection of Method and Metrics

To simplify the assessment of the impact of new DIFFKEMP features, a suitable method
must be chosen. For the selection of the method, we consider the evaluation methods
used in the past and described in Section 2.3.2. From the mentioned methods, the only
reasonable ones are testing and analysis of comparison results on open-source projects.
It does not make sense to create a testing extension because tests are already being run as
part of the CI, and a feature developer should create and add new tests for the new feature.
The analysis method would be useful for the evaluation of approximately 48 % of the total
existing PRs, specifically those belonging to the first three categories in Table 4.1. The
method should ensure that changes like refactoring do not negatively affect performance
(e.g., slower runtime, more incorrect results), and on the other hand, new enhancements
contribute to improved comparison results.

Using the method, our extension should first compare certain projects’ versions us-
ing DIFFKEMP located on the master branch, gaining base comparison results. Then, it
should compare the same versions of the projects using DIFFKEMP containing the proposed
changes, gaining feature comparison results.

The created extension should provide a comparison of the base results with the fea-
ture results, showing how the feature improved or worsened the results. The results
should contain metrics described in Section 2.3.2—(1) the total number of found differ-
ences, (2) the comparison runtime, and (3) the number of functions evaluated as equal, not
equal, unknown, and number of symbols where an error occurred during the comparison.
Instead of equal and non-equal numbers, numbers indicating true positives, false negatives,
true negatives, and false positives could be provided. The latter-mentioned numbers would
provide more useful information on the impact of the feature. The reason is that an increase
in symbols evaluated as equal can indicate a decrease in false positives, but in reality, the
increase can mean occurrences of false negative cases.
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4.1.3 Selection of Projects

Now, the important thing to decide is which projects and versions to use for the comparison.
For the selection of the projects, we consider the projects used in the past and mentioned
in Section 2.3.3. The projects are:

« RHEL Kernel: As the RHEL kernel is the main target of DIFFKEMP, it is logical
to evaluate new PRs on this project. To make the evaluation useful for a broader
range of new features, the KABI functions as well as the sysctl parameters should be
compared. Both comparisons are necessary because certain features might enhance
only one of these comparison.

The extension should compare minor versions of the RHEL kernel version 8, specifi-
cally pairs of versions between RHEL version 8.0 and 8.5. These versions were selected
because DIFFKEMP has been executed on them the most, and the results were re-
viewed numerous times. The reason for comparing multiple versions is to cover more
cases of code changes. The extension could be extended in the future with the com-
parison of more versions, but first, the results of DIFFKEMP on those versions should
be manually reviewed.

« EqgBench dataset: A very useful project as it should be the largest dataset for the
analysis of equivalence checking [2]. Moreover, the programs that the dataset contains
are already labeled as semantically equal or non-equal, making it easy to decide if
a new feature increases or decreases the number of correctly evaluated programs.
This makes the project a good candidate for our extension.

As already mentioned, the programs in the dataset can be compared by running
DirrKEMP with different optimization options (e.g., DIFFKEMP’s default, -01 and
-02). This raises the question of which option should we use for our extension. The
best one seems to be the DIFFKEMP’s default optimization option for multiple reasons:

— As the results of the experiment captured in Table 3.1 in Section 3.3 showed, it
provides the most stable results across multiple versions of Clang/LLVM. This
seems to be an important property for the evaluation of PRs that introduces
support for new LLVM versions.

— The other options use function inlining which helps in getting better results but
in cost of precise localization of the difference in the code, which can be very
useful in real life usage. Furthermore, currently, this is the only option available
for generating snapshots of the Linux kernel.

It could also be useful to provide the best possible results for the project in addition to
the one gained by using the default options. Currently, the best results provide both
-02 and -01 optimization options. In the past -01 provided slightly worse results, so
-02 seems to be a better candidate.

e Upstream Linux kernel, standard C libraries, and cryptographic libraries:
These projects could be also used but the EQBENCH dataset and RHEL kernel should
already provide good base for impact evaluation.
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4.1.4 Design of the Extension Usage

Having selected the method and the projects for the evaluation, the next critical question is
when the feature assessment should be performed. As described in Section 3.2, when a new
feature is developed, it is being proposed by creating a pull request, then it is reviewed and
merged into the master branch. It is logical to assess the impact of the feature during the
review process before merging it into the master branch.

Looking again at the existing PRs described in Section 4.1.1 and grouped into categories
in Table 4.1, we can obtain additional requirements and information for usage:

e To evaluate the impact of PRs that introduce support for new LLVM versions, the
solution should utilize the latest supported LLVM version for building and
comparing snapshots.

e To allow assessment of PRs belonging to the category snapshot comparison changes
not visible by default, specifically those which are not enabled by default (e.g., the
SMT extension), the solution should provide a way to specify additional options
that will be passed down to the snapshot comparator. Concerning other PRs in this
category, there are also extensions using the custom change patterns. Our extension
could use some patterns for analysis of the RHEL kernel, but there do not exist
many PRs that change the patterns. Furthermore, the functionality of the patterns
is already being checked by existing regression tests. If there was a new feature
regarding the patterns, it would most likely extend the patterns’ syntax. This means
that even if we added usage of some patterns to our solution it would probably not
provide meaningful insights into the impact of such extension.

e It does not make sense to run the extension for every PR, but rather on demand of
the reviewer. This approach is justified because the solution would not be useful in
assessing approximately 47 % of existing PRs (category other).

Now, we will look closer at the selected projects, specifically on the time needed for the
semantic comparison of these projects. The runtimes are shown in Table 4.2 and contain the
time taken by snapshot generation and comparison. The times can differ depending on the
used hardware. For EQBENCH, the table contains the time needed for analysis using a single
optimization option. For the RHEL kernel, the time necessary for creating a snapshot of
one version and comparison of two snapshots is stated. The times vary slightly across
RHEL versions —the times specified in the table represent averages for RHEL 8.0-8.5. The
times are also different based on whether KABI symbols are compared or sysctl parameter.

Table 4.2: Approximate runtime of DIFFKEMP’s analysis on the selected projects—the
EQBENCH dataset and the RHEL kernel.

Project Snapshot g.eneratlon Snapshot c?mparlson
runtime runtime
EQBENCH dataset 2.2 min 1.0 min
RHEL kernel . .
(KABI symbols) 36.8 min 12.5 min
RHEL kernel 19.8 min 6.0 min
(sysctl parameters)
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As visible in Table 4.1 in Section 4.1.1, only 20 PRs of 283 were estimated to change
snapshot generation. By further analysis, where we search for PRs changing files containg
source code of the snapshot generator, additional 14 PRs were discovered. This means that
totally 12 % of all PRs changed the snapshot generation. Because this number is relatively
low and the snapshot generation for the RHEL kernel takes some time (e.g., sequentially
building four kernels would take around two hours), it would make sense to reuse existing
snapshots by default and just compare them to speed up the process. The solution should

also allow us to specify that the snapshots should be rebuilt if necessary.

Table 4.3: Summary of Requirements

ID Description
CMP_RES The created extension should provide a comparison of the base
results with the feature results to assess the impact of a new
feature.
CMP_RHEL

CMP_EQBENCH

The results should be obtained by semantic comparison of the
EQBENCH dataset and the RHEL kernel.

CMP_TIME The results should contain a comparison runtime.

CMP_STATS 1 The results should also contain the total number of found differ-
ences and the number of functions evaluated as equal, not equal
and unknown.

CMP_STATS_2 Alternatively to CMP_STATS_1, the results may contain numbers
indicating true positives, false negatives, true negatives, and false
positives.

CMP_BASE The base results should be gained by comparing the projects with

DirrKEMP located on the master branch.

CMP_FEATURE

The feature results should be gained by comparing the projects
with DIFFKEMP located on the feature (PR) branch.

EQBENCH_OPT

The EQBENCH dataset should be compared by using the default
and the -02 optimization options.

RHEL_KABI
RHEL_SYSCTL

For the RHEL kernel, symbols from the KABI list as well as sysctl
parameters should be compared.

RHEL_VERSIONS

The RHEL kernel comparison should involve multiple minor ver-
sions of RHEL v8 (8.0-8.5).

RUN_OPEN_PR

The impact assessment should be done on opened pull requests
before its merger.

LLVM_LATEST

The projects analysis should be done using the latest LLVM ver-
sion supported by DIFFKEMP.

CMP_OPTIONS

The solution should provide a way to specify additional options
passed down to the snapshot comparator.

RUN_REQUEST

The assessment should be performed only at the request of the
reviewer, rather than automatically for every pull request.

SNAPSHOTS_REUSE

By default, existing (pre-built) snapshots of the projects should
be used to speed up the analysis.

SNAPSHOTS_REBUILD

The solution should provide a way of specifying to rebuild the
snapshots if necessary.
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4.1.5 Summarization of Requirements

The requirements mentioned in this section are summarized in Table 4.3.

4.2 Design of the Extension

This section focuses on the design of the extension which should simplify the impact as-
sessment of new features. In Section 4.2.1, the main technology for the extension will be
selected. Next, Section 4.2.2 concentrates on the design of the extension launch mechanism.
Section 4.2.3 designs the visualization of results for the impact assessment. The design of
the overall architecture and the details of usage will be proposed in Section 4.2.4. Lastly,
in Section 4.2.5, we will look on the architecture in more detail.

4.2.1 Selection of the Technology

As described in Section 3.2, DIFFKEMP uses Github Actions as its CI, so it would be
logical to use this technology to implement the new extension. By exploring the storage
size needed by the selected projects and by further analysis of the technology, it seems that
this technology would not be the best choice.

Table 4.4: Storage size taken by the selected projects.
Source size

Analyzed project | Source size after snapshot generation Snapshot size
EQBENCH 11 MB 71 MB 69 MB
RHEL kernel
(KABI symbols) 1009 MB 3.2GB 646 MB
RHEL kernel 1009 MB 2.9GB 423 MB

(sysctl parameters)

Table 4.4 shows the storage size needed by the selected projects. Source size represents
the size of the project. Source size after snapshot generation represents the size of the
project directory after a snapshot is generated. The project size increases because the source
files compiled to the LLVM modules are first saved to the project directory before they are
copied to the snapshot. In the case of the RHEL kernel, a symbol cross-reference database
is also created which DIFFKEMP uses to find a source file containing the definition or usage
of an analyzed symbol. The database takes up some space. The last column, snapshot
size, contains the snapshot directory size. Similarly to Table 4.2, the RHEL kernel sizes are
presented for a single version and are obtained as an average between versions 8.0 to 8.5.

The problems with the GitHub Actions standard runners (which DIFFKEMP cur-
rently uses) concerning the extension that we want to create are:

1. Limited storage size (14 GB): Just looking at the average size of the RHEL kernel
directory after snapshot generation for KABI symbols, we can see that we would be
able to maximally compare around 4 versions before reaching the limit. (Note that
the limit can be partially bypassed by the removal of some unused software from the
server.) If we later decided to add additional projects to be used for the assessment,
we would reach a big problem with the limit, and we would need to compare fewer
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RHEL versions or use different technology. Moreover, DiffKemp has already problems
with this limit in the past?.

. Limited cache size (10 GB): As decided in the requirement 14 (Section 4.1.5 Ta-

ble 4.3), we do not want to rebuild the project snapshots every time to speed up
the process. We would need to cache the created snapshots (and potentially also the
project sources) for this. So, similarly to the previous point, this would be a problem,
we could not cache many snapshots/projects because of the limit. Furthermore, with
this limit, DIFFKEMP also had problems in the past®.

There is a solution® that allows to use own cache server which should theoretically
solve this problem, but it would not solve the previous one.

. Cache clearing: The last discovered problem is that the caches are cleared if they

have not been accessed in 7 days [6]. As mentioned in Section 3.2, the average time
between CI runs is around a day, but sometimes it exceeds a week, reaching up to
a month. This means that in case of the longer period between CI runs, the cache
would be cleared and snapshots would need to be created again slowing down the
analysis process.

Now we will discuss other technologies mentioned in Section 3.1:

Large GitHub Actions runners: Paid plan is needed to be able to use them,
because DIFFKEMP’s development is not very regular and takes place mainly as work
on theses, it probably does not make sense to pay for the plan instead of using the
current free plan. Moreover, there would still be a problem related to the cache limit.

Self-hosted runner for GitHub Actions: This would solve the storage size limit
given by the standard runner by using our hardware with as much memory as neces-
sary. The problem is that it still uses by default, the limited caches which are hosted
on GitHub. There are probably ways to overcome this—for example, by misusing
that the persistent runner keeps running even after workflow processing is finished or
using some custom caching solutions®.

GitHub App: Technology that enables us to interact with the GitHub repository
from our own server. DIFFKEMP has in its disposal server that could be used, so this
is a viable possibility. It would allow us to create a custom solution without limits
(disk storage, cache size, ...) given by other platforms. Also, the extension that we
are creating should not be too complicated for us to not be able to create our own
,,CI server” for it.

Travis CI: Contains only a 14-day free trial plan. The paid plans do not make much
sense, as already mentioned.

Circle CI: This platform is better than GitHub Actions concerning caching. The
problem is the limited number of credits/minutes per month.

2Pull request https://github.com/diffkemp/diffkemp/pull/265 was fixing an issue with lack of disk
space on the CI server.

3https://github.com/diffkemp/diffkemp/issues/337

‘https://github.com/falcondev-oss/github-actions-cache-server

https://github.com/runs-on/cache
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e Jenkins: Similar to the GitHub App, this is also a viable possibility as it is self-hosted
CIL

Ultimately, the GitHub App was selected as the technology to implement the extension.
However, using Jenkins would also be acceptable.

4.2.2 Design of the Launch Mechanism

Requirement RUN_REQUEST in Table 4.3 specifies that the evaluation should be manually
initiated upon request from a PR reviewer. We evaluated two options how to do this:

1. using webhook workflow dispatch, which is triggerable in the browser by selecting the
PR branch and clicking on a button on the page with GitHub Actions or

2. by writing a specific comment to the pull request.

The second option was selected, where the reviewer will not have to visit a different page.

A PR evaluation will start when a reviewer adds a comment to the PR containing
a line beginning with \evaluate. The text represents a command that provides additional
optional arguments, as described in Table 4.5. After the evaluation is completed, it should
inform the reviewer about the impact of the PR.

Table 4.5: Arguments of the evaluation command.

Argument Description
[{-h|--help}] Instead of running an evaluation, information about the
evaluator usage will be posted as a comment to the PR.
[--run PROJECT] The option specifies one or multiple projects which should

be used for the evaluation. The currently supported values
are egbench for the EQBENCH dataset, rhel-functions
for evaluation of KABI symbols on RHEL kernels, and
rhel-sysctl for evaluation of sysctl parameters. All
projects are evaluated by default.

[--pr-cmp-opt OPTIONS] | The argument allows the specification of additional options
that will be passed to the snapshot comparator when ana-
lyzing the new feature (using DIFFKEMP with PR changes).
The argument is useful if the PR adds a new DIFFKEMP
option not enabled by default.

[--cmp-opt OPTIONS] Similarly to the previous one, the argument allows specify-
ing additional options which will be passed to the snapshot
comparator, but this time, it is for creating the feature re-
sults as well as the base results. It is useful when the PR
should be evaluated with a certain, already existing, option
not enabled by default.

[--rebuild] The option forces rebuilding of snapshots instead of using
the pre-built ones. It is helpful for PRs that would change
the snapshot generation command.
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4.2.3 Design of the Visualization

This section will propose how the evaluation results should be visualized to the user. For
this, multiple options are viable: (a) a job summary®, (b) a workflow artifact”, or (c) a pull
request comment. The first two options are specific for GitHub Actions. This means we
are left with the last option, PR comments, which is a pretty good solution because the
results will be visible directly on the pull request page.

Pull Request Comments

For visualization of the evaluation results, we will use the fact that the comments support
the Markdown format®. We will create a new comment for each project result to keep
the comments short and clean. We will use a compact table to visualize the comparison
between base results and feature results. The compactness will be performed by showing
the base result numbers and showing how those numbers change in the feature results.
The increase/decrease of the value will be colored to represent if it means a positive or
negative impact of the PR on DIFFKEMP performance. GitHub does not support coloring
in comments by default, but it supports Latex math expressions, which can be ,misused*
for coloring text”. Generally, the positive impact will be colored green and the negative
impact will be red.

The output will also provide more detailed information, specifically about programs and
functions whose results changed. To keep comments short and clean, collapsed sections will
be used which are blocks of text hidden by default but expandable by the user.

diffkemp-dev-bot bot commented on Nov 26, 2024

T

RHEL functions
versions equal not equal unknown errors  total differences  compare runtime
8.0-8.1 362+1  84-1 75 0 98 -7 1032s -77
8.1-8.2 334 -1 159 80 0+1 141 +2 863s +184
8.2-8.3 421 -2 17742 89 0 164 +6 2261s —168
8.3-84 449 +1 152 90 -1 0 170 +6 14725 +266
8.4-8.5 442 168 %0 0 155 +3 1817s +115

» Details

Figure 4.1: Design of evaluation results visualization for the RHEL kernel with compared
functions from the KABI list.

Figure 4.1 contains the evaluation output proposal for comparison of the KABI func-
tions in the RHEL kernel. A similar output is expected for the sysctl parameters. The

Shttps://github.blog/news-insights/product-news/supercharging-github-actions-with-job-
summaries/
"https://docs.github.com/en/actions/writing-workflows/choosing-what-your-workflow-does/
storing-and-sharing-data-from-a-workflow
8https://docs.github.com/en/get-started/writing-on-github
“https://github.com/orgs/community/discussions/31570#discussioncomment-3571340
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output contains a table where each row describes the results for different pairs of RHEL
kernel versions. The row contains the metrics described by requirements CMP_TIME and
CMP_STATS_1 in Table 4.3. Shorter comparison times are taken as positive impact and
longer as negative. Green is also colored equal increases and decreases of not-equal, un-
known, errors, and total differences. The opposite is colored red. If the numbers do not
change, they remain black. Note that even if the number is colored green, it can theoreti-
cally have a negative impact (e.g., a semantically non-equal function is evaluated as equal
because of a bug), but in general it should have a positive meaning. Below the table is
an arrow enabling the user to show detailed info—names of functions evaluated differently
than on the master branch. The figure serves just to demonstrate the output and different
possibilities of results, in reality, it is unlikely that certain extensions would have a positive
impact on some RHEL versions but a negative impact on a different one.

diffkemp-dev-bot bot commented on Nov 26, 2024

T
EgBench

description TN FP TP FN compare runtime
default optimization 56 +5 91 -5 125 0 172s -4

-02 optimization 97 +1 50 -1 125 0 173s —12

v Details
v Details for default optimization

Details for default optimization

New true negatives

« ell/rc/Eq
REVE/mccarthy91/Eq
REVE/nestedwhile/Eq
ran/gamdev/Eq

bess/bessj0/Eq

» Details for -O2 optimization

®

Figure 4.2: Design of evaluation results visualization for the EQBENCH dateset.

Figure 4.2 shows the evaluation output design for the EqBench dataset. Instead of
metrics CMP_STATS_1, CMP_STATS_2 are used (see Table 4.3. The increases in the correct
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results (true positives/negatives) and the decreases in the incorrect results (false negatives/-
positives) are colored green. The opposite is colored red. Below the table is again more
detailed information, this time it contains the list of the changed program variants with
URL links to their source code in the EQBENCH dataset repository.

Labels

Labels describing the output of the evaluation will also be added to the PR. The labels
are shown at the top of the pull request and provide fast status information about the PR.
There will be three categories of labels, each for a different compared project. One label
from each category will be added to the pull request at a time. The labels for the EQBENCH
and the RHEL kernel KABI functions are shown in Figure 4.3, the labels for the RHEL
kernel sysctl parameters will be similar to those of the KABI ones but instead of ,RHEL
functions®, they will contain ,RHEL sysctl“.
For the EqBench dataset, there are the following labels:

o Success: It is used in the case the results are stable (did not change) or have an
increase in correct results (true positives/negatives). The label marks the positive
impact of the PR.

o Failure (negative impact): It is used for increases in false negatives/positives.

The worst label is always used —for example, if there are new true positives as well as new
false positives, the label failure will be used.
For the RHEL kernel, there are three different labels:

e Success: It is used when the results did not change.

e Warning: It warns the reviewer that the result is ambiguous. It is used for an increase
in the equal functions since, as previously mentioned, it does not necessarily mean
a positive impact. It is also used for an increase in the total number of differing func-
tions, which we decided to mark in the comment table as red, however, it may mean
that the analysis managed to handle new types of changes and therefore proceeded
further than before and analyzed more functions.

o Failure: It is used for the rest of the cases.

Warning: RHEL functions more EQ/DIFF
Failure: EqBench more FN/FP Failure: RHEL functions more NEQ/UNK/ERR
Figure 4.3: Caption

Commit Statuses

Lastly, new commit statuses'’ will be added to the existing ones. Statuses are shown at
the bottom of the pull request page near the button used for merging the changes to the

https://docs.github.com/en/rest/commits/statuses?apiVersion=2022-11-28#about-commit-
statuses
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master branch. Statuses informs which continuos integration checks were successful and
which not. The status of each project will be added, it will be marked as success/failure
on the same bases as the labels. In the case of a warning label, the status check will be
marked as success.

4.2.4 Design of the Architecture

GitHub — DiffKkemp Repository

" A
T app push comment
% installation |to a branch| on a PR APl calls
v v v v DiffKkemp Development Bot
| HTTP Endpoints | | GitHub API Client |
event + data A comments 4 labels 4 statuses :;
| Evaluation Manager |
\ A \ 4 A
prepared running | getting | getting , _
evaluations experiments | results | snapshots caching caching
Y Y Y Y
Evaluation Container Results Snapshots
Queue Cache Cache

Figure 4.4: Proposed architecture of the extension for the impact evaluation of DIFFKEMP
pull requests.

As described in Section 4.2.1, we will implement the extension for the impact assessment of
DirrFKEMP pull requests by creating a GitHub App—a self-hosted server application. We
call the extension DiffKemp development bot. The architecture is shown in Figure 4.4
and it contains the following components:

« HTTP endpoints: These will use the webhooks to receive data from GitHub about
subscribed events as they occur. We will subscribe to three different types of events:
(a) an app installation, (b) a push of commits to a branch, and (c) a comment creation
on a pull request.

o Evaluation manager: It processes the received events based on its type:

— For app installation and push to a branch events, the manager will perform
semantic comparisons of the selected projects using DIFFKEMP located on the
master branch. The comparison results and created snapshots will be saved to
the caches to be reused later. This will accelerate the PR assessment because
we already have results for the master branch.

— For a comment creation event, the manager will run a semantic comparison
of the selected projects using DIFFKEMP located on the PR branch. The cached
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snapshots from the master branch will be used if possible. From the results cache,
the results of the master branch will be retrieved. The master/base results and
PR /feature results will be compared, and a report will be created and posted as
a comment to the PR.

e Evaluation queue: We will run the evaluation of a maximum of one PR at a time
so that we do not unnecessarily overload the server. If the evaluation is running and
another evaluation is requested, the new evaluation will be put into the queue, where
it will wait for its turn.

e GitHub API client: The component will manage creation of authentication with
GitHub, sending API requests, and receiving responses from GitHub. This will be
used for creating comments on PRs with the results of the analysis.

o Container: The project semantic comparison will be run inside a container (see Sec-
tion 3.4) to ensure isolation from other software on the server. The evaluation of each
project will run in parallel with other projects to reduce time. The container image
will contain sources of the selected projects and DIFFKEMP and their dependencies
to speed up setting things up for the evaluations. If DIFFKEMP dependencies change,
the image will be updated with new dependencies, so that the dependencies do not
have to be installed during a PR assessment.

¢ Results cache: It will contain the comparison results of the projects analysis done
on the master branch. They will be recovered for comparison with results gained on
a PR branch.

e Snapshots cache: It will contain snapshots created on the master branch. If the
rebuild option is not specified, the snapshots will be reused for comparisons with
DirrKEMP located on the PR branch. Only the latest snapshots will be kept in the
cache.

o Abort mechanism: It will be used if an evaluation of a branch (the master branch
or a PR branch) is

— in progress or

— located in the evaluation queue
and during that

— a push to a branch occurs or

— a new evaluation of the same branch is requested (e.g., with different options).

The previous evaluation will be canceled —removed from the queue or terminated if
in progress.

4.2.5 Detailed Design

In this section, we will look more closely at the processing of the individual events.
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Push to a Branch

When a push to a branch occurs, it is first checked if another evaluation of the branch is
not in progress or in the queue and, if so, the other evaluation is aborted. The aborted
evaluation could be:

o Evaluation of the master branch: If the master branch is updated, the evaluation

is aborted to release resources and cache the results of experiments for the current
master version.

Evaluation of a PR branch: If a PR branch with a triggered evaluation is updated,
the evaluation is aborted because finishing the evaluation and providing results would
not reflect the current state of the branch. The evaluation is not automatically rerun
on the updated branch in case more changes are pushed to the branch. To rerun
the evaluation, the reviewer must manually trigger it using the command in the PR
comments (see Section 4.2.2).

If the event is a push to the master branch, evaluation of it is placed in the evaluation
queue. The evaluation is later processed in the following way:

1.

It is checked if the pushed commits change DIFFKEMP dependencies. If they do, the
container image (see Section 2.1) is updated with the new dependencies utilizing the
rebuilding of only the changed image layers (see Section 3.4) to speed up the process.

. The evaluation manager launches a new container.

. In the container, DIFFKEMP is checked out on the master branch and set up with

the latest supported LLVM version.

. In the container, snapshots of the projects are generated, followed by their comparison.

Individual projects are analyzed in parallel.

. The created snapshots are saved to the snapshot cache.

. The results are saved to the results cache.

App Installation Event

The event is triggered when our app is installed in the DIFFKEMP repository. It creates
and caches the first comparison results for the master branch. The processing is the same
as in the case of a push to the master branch.

Comment on a PR

The processing of a new comment on a PR is following:

1.

2.

It is checked if the comment contains the command for evaluation described in Sec-
tion 4.2.2, if not, processing stops.

The author of the comment is checked. The processing is stopped if the author does
not have admin or write permission to the repository. This is done to prevent running
of unknown code from unknown authors, which could have malicious intentions.
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3. Configuration for the evaluation is extracted from the comment.

4. If no other evaluation is being processed, the processing continues, otherwise the
evaluation is placed to evaluation queue and the processing continues after it is its
turn.

5. Results for the master branch are recovered if they exist (commit hash is used for
caching and restoring) and if -—cmp-opt was not specified by the reviewer (see Sec-
tion 4.2.2). Otherwise, steps 3-4 from processing of a push to the master branch
are executed, but instead of running all experiments only the one specified by the
reviewer are run (see Section 4.2.2). The next processing is done parallely with this
step.

6. A new container is launched, in the container DIFFKEMP is setup —checked out to the
PR branch and build with the latest supported LLVM version.

7. If snapshots from the master branch are cached they are recovered to the container.

8. Projects selected by the reviewer are evaluated —snapshots for the projects are gener-
ated (if they were not recovered) and the snapshots are compared (using additional
compare option if provided).

9. When both results (for the master branch and the PR branch) are gained, the results
are compared.

10. As described in Section 4.2.3, comments are created and labels and commit statuses
are updated based on the results.

11. The evaluation queue is checked and if it is not empty, the first evaluation from the
queue starts to process.

4.3 Implementation

In this section, we will focus on the implementation of the extension (DIFFKEMP devel-
opment bot), mainly on the technologies that were used for the architecture described in
Section 4.2.4.

Server, HT'TP Endpoints, GitHub API Client

To create the app, we need a server that listens to the GitHub events. We could choose
from multiple languages and frameworks to do that. We also need a component to call the
GitHub API (e.g., for creating comments with the assessment result). We could create the
API calls manually, but the biggest problem would be creating authentication with GitHub
which is not quite easy. There exists an official GitHub library (Octokit) and multiple
third-party libraries solving this issue'!. Also, multiple frameworks for creating a new
GitHub App exist, solving the API call problem and simplifying receiving and validation

of webhooks. Some of the frameworks are:

e Quarkus GitHub Bot'? (a framework for Java),

"https://docs.github.com/en/rest/using-the-rest-api/libraries-for-the-rest-
api?apiVersion=2022-11-28
2https://github.com/quarkiverse/quarkus-github-app
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o go-githubapp'’ (a framework for Go), and
« Probot'? (a framework for NodeJS).

The Probot framework was selected as it is quite a popular and active framework with a lot
of contributors at the time when the selection was made.

As the framework is for NodeJS, two languages were options to use —JavaScript [17] and
TypeScript'®. TypeScript was chosen for the reason of type checking. REST API was used
to call the GitHub API.

Container, DiffKemp Setup

For isolation and reproducibility, the evaluations will be run in a container. As described
in Section 3.4, there are multiple available containerization technologies. Container orches-
tration was eliminated from the options because we have only one available server, and
orchestration is useful for multiple servers. Between Podman and Docker, Podman was
selected because of the property that it can be run without root privileges, which is good
for security purposes.

As mentioned in Section 3.2, DIFFKEMP provides Nix flakes that contain specifications
of dependencies required by DIFFKEMP and allows one to build it with just a single com-
mand. By default, it also builds DIFFKEMP with the latest supported LLVM versions. For
this reason, Nix flakes were selected to install DIFFKEMP dependencies and build it. Also,
if DIFFKEMP dependencies will change in the future (recently happened with the addition
of the SMT extension), we will not have to specify added dependencies in our container
because the Nix flakes will already contain them. To be able to easily use the Nix flakes
inside the container, nixos/nix'® was selected as the base image for our container because
it contains the Nix package manager necessary for the Nix flakes.

The container image contains source codes of the selected projects and preinstalled
dependencies. If dependencies change, the image layer containing the dependencies is rebuilt
using cache busting'”.

When running evaluations for a branch, one container is created. Theoretically, the
assessment of each project could be run in its own container, but it was done in this way
to eliminate the time required to build DIFFKEMP and simplify the caching of snapshots
and results. The RHEL kernel sources have to be duplicated, so evaluation of the sysctl
parameters and KABI functions could be run in parallel without causing data races. For
the same reason, all snapshots cannot be compared at the same time, so first is compared
one half and then the second one.

Snapshots Caching

The caching of snapshots is managed by copying them from the running container to the host
machine, and recovery is managed by copying them back. Other options were considered,
such as saving the snapshots directly to the container image or mounting [24] the snapshots
from the host system to the container. Saving them to image would require periodically

Bhttps://github.com/palantir/go-githubapp
Mhttps://github.com/probot/probot
Bhttps://wuw.typescriptlang.org/
https://hub.docker.com/r/nixos/nix
"https://dev.to/kenmoini/cache-busting-in-docker-2ngh
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rebuilding the image, which seemed to be an unnecessary overhead. The mounting was not
used as:

1. copying the snapshots does not take too long (approximately 40s to copy all snap-
shots) and

2. mounting them would expose them to changes.

Results Caching

Caching of results is managed by serializing the necessary information to a file and saving
it to a folder on a host machine specified by the hash of DIFFKEMP commit on which the
evaluation was done.

Evaluation Manager —Parallel Processing

Initially, a problem with the parallelization of the evaluations appeared to arise because
JavaScript/Typescript is a single-threaded language [17]. There exists worker_ _threads'®
module that allows the use of threads in JavaScript, but there is a big overhead for creating
them. In the end, promises and child processes were used.

A promise is an object used to run an asynchronous operation. The promise can be
in one of three states: (a) pending, (b) fullfilled, or (c¢) rejected. The promise is fulfilled
if the operation is completed successfully and rejected if an error occurs in the operation.
Otherwise, it is pending. Promises can be nested, and even multiple promises can be run
concurrently (only one promise will be executed at a given time, but control can shift
between different promises) [17].

Child processes'’ is a module providing the ability to spawn subprocesses. It is
possible to create the subprocesses asynchronously by using promises—which means a new
process is spawned in a subprocess, and the promise fulfills/rejects when the subprocess
finishes. Meanwhile, other parts of the code (promises) can run.

Because the longest time in our application will be spent by running commands in
a container, it is important to parallelize this part. Therefore, multiple subprocesses (child
processes) are spawned concurrently by using the promises. The subprocesses then run
multiple commands (e.g., each for a different project) in parallel in the container.

Using promises can sometimes be dangerous (for example, forgetting to wait until they
are fulfilled), typescript-eslint?’ linter was used during the development to overcome
this. It contains a rule that checks that the promises are properly treated.

Abort Mechanism

For the abort mechanism, the NodeJS AbortControler”! class was used. The class allows
sending a cancellation signal to a promise by triggering an abort signal on it. Unfortunately,
by triggering the signal, the promise does not end immediately. In certain parts of the code,
the promise can check if the signal was triggered and change its behavior (e.g., throw an
error). It can also set a callback function called when the signal is triggered, but the
function itself cannot end the promise.

8https://nodejs.org/docs/latest/api/worker_threads.html
Yhttps://nodejs.org/docs/latest/api/child_process.html
nttps://typescript-eslint.io/
*'https://nodejs.org/api/globals.html#class-abortcontroller
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The AbortController class was utilized by checking the signal at certain places and
throwing an error if the signal was triggered. Running evaluations in the container raised
a problem because the signal would be checked after the command running in the container
would finish. This is undesirable because the command can be completed after a long time
(e.g., after more than 30 minutes for snapshot generations of the KABI functions in the
RHEL kernel). To solve this, the callback function was used —killing the running container.
This causes an error exception in the promise running a command in the container. The
exception can then be processed, and the promises can end as rejected.

Evaluation Queue

The evaluation queue was implemented using a mutex from the async-mutex”? library.
Abortion of an evaluation in the queue is managed by sending the abort signal to it. When
the promise with the evaluation starts processing (after the mutex unlocks it), the abort
signal is checked, and if it was triggered, then the evaluation ends with an error.

Evaluation Command Processing

For processing of the evaluation command described in Section 4.2.2, commander”® library
was used. Initially, for more familiarity with the interface, a different library was selected —
argparse’’, a port of Python’s argument processing module. The library was exchanged
because it ended the entire application server if the command written by a reviewer was
incorrect. In the case of the commander library, it is possible to catch the problem and
inform the reviewer about the incorrect command.

The EqBench Dataset Evaluation

For the evaluation of the EQBENCH dataset, the script”® mentioned in Section 3.3 was up-
dated and used. The changes were related to output format and making the tool compatible
with the usage of Nix flakes.

Znttps://www.npmjs.com/package/async-mutex
Bhttps://www.npmjs.com/package/commander
nttps://www.npmjs.com/package/argparse
https://github.com/diffkemp/egbench-workflow
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Chapter 5

Evaluations of Created
Automations

This chapter evaluates the developed solutions. In Section 5.1, the first part of this thesis
is evaluated — DIFFKEMP development bot, which should simplify reviewers’ evaluation of
the impact of new DIFFKEMP features. The second solution was not evaluated because of
a lack of time.

5.1 Evaluation of DiffKemp development bot

The bot was tested during development on a copy of the main DIFFKEMP repository by
creating and updating pull requests, creating comments on them, and by updating the
master branch.

The bot was also used on existing/previous pull requests. The bot was not directly
evaluated on the main repository in case a bug was found. A script was created that runs
the bot on a selected list of pull requests from the main repository. The script, instead
of creating comments on the pull requests, saves a report for each pull request to its own
Markdown file.

The script was not used on all available pull requests (PRs), but on a selected subset.
The pull requests that were considered had to be created after the Nix flakes were introduced
to the DIFFKEMP development environment (see Section 3.2), because the bot needs them
to be able to build DIFFKEMP and run it. Of the possible PRs, fourteen' were selected.
Thirteen of them are PRs that are changing the snapshot comparison process (see Table 4.1).
The last one is the SMT extension (added recently) that requires adding a specific option
when comparing snapshots.

While running the bot, a few bugs and problems were discovered. One of the problems
was that for older PRs DIFFKEMP contained Nix flakes that used an older compiler, making
it impossible to build snapshots for RHEL v8.4 and v8.5. This was fixed by installing
a newer version of the compiler in such a case. Other discovered problems were also fixed.

While analyzing the reports for individual PRs, a few additions were added to report
for RHEL functions and RHEL sysctl parameters (see Section 4.2.3) to make it easier for
the reviewers to evaluate for the compared functions, which result changed (e.g., from not

!The selected PRs are 307, 309, 312, 315, 319, 322, 323, 325, 330, 349, 353, 364, 366, and 373 from the
main DIFFKEMP repository https://github.com/diffkemp/diffkemp/pulls.
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equal to equal) if the current result is correct or was the previous. The following things
were added:

e In case a new differing function was discovered by DIFFKEMP or it was eliminated,
information about the function is provided:

1. the name of the function,

2. path to the file in which is located the definition of the function in the older
RHEL version and in the newer RHEL version,

3. list of compared (KABI) function from which is called the function marked as
(not) containing semantic differences, and

4. syntactic difference of the differing function.

After adding this information to the reports, it was again analyzed, if based on the
report, a reviewer would be able to tell if the given PR /feature improves DIFFKEMP capacity
or if it has a negative impact. Or at least if it would simplify the task of further analysis of
how the feature impacts DIFFKEMP functionality. The summarized results of the analysis
are shown in Table 5.1.

Description Number of PRs | PRs ID

Same results 5 319, 323, 325, 349,
373

Same results 2 309, 364

(would require adding additional projects)

Introduced incorrect results 1 307

(visible from detailed information)

Eliminated incorrect results 1 366

(directly visible from a table)

Eliminated incorrect results 3 312, 330, 353

(some results require manual checking)

Would require further analysis 2 315, 322

Table 5.1: Results of manual analysis of reports provided by DIFFKEMP development bot

In the following text, the findings will be described in more detail:

e For 5 PRs, the report does not show changes in equal, non-equal, or differing functions.
Although the PRs changed in some way, the semantic comparison had zero impact
on the used projects. All of the PRs fix some bugs, but it is unknown on which
project the bug was encountered or maybe it was encounter only when implementing
different functionality. However, it is unknown how our solution could be improved
to make the impact of these changes visible.

o For 2 PRs, there is also no visible impact on the selected projects, but adding more
projects should show PRs impact, specifically adding the cryptographic libraries
(see Section 2.3.3). In PR 319 it is explicitly mentioned in the description that it
fixes a bug encountered while analyzing the cryptographic libraries. In PR 364, it is
not mentioned, but the PR was created by me and if I am not mistaken, it was also
a bug that I encountered while analysing the cryptographic libraries.
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Eliminated differing symbols

* init irg work [Include/linux/irq_work.h:31:35, include/linux/irq_work.h:34:38]

(in __:egister_nmi_handler}

BE@ -32,3 +35,3 BE
{

= Work—>rlaqs L

Eliminated differing symbols

s  set task cpu [Kernel/sched/sched.h:1442:1459,
kernel/sched/sched.h:1481:1498] (in default wake function,

wake up prucess:

@@ -1452,5 +1491,5 @@
$ifdef CONFIG THREAD INFO IN TASK

= p—>Cpu cpu;

felzse

fendif

Figure 5.1: Some parts of the detailed report for PR with ID 307

e In the bot report for PR with ID 307, it is visible that the PR had negative impact
on the results. The PR was fixing a bug and introducing a new pattern (grouping
local variables to a structure). On the first sight, the results look like positive because
there is increase in the RHEL functions evaluated as equal, which could be thanks to
the addition of the new pattern, but when looking at the more detailed information
about which functions were previously evaluated as non-equal and now are equal, we
can see from provided syntactic differences of these functions that they should not be

semantically equal.

In Figure 5.1, we can see some part of the report, specifically the problematic syntax
diffs from which imply that the PR introduces false negatives. We can see two different

types of changes:

1. Setting of variable value using atomic_set function instead of directly.

41



2. Setting of variable value using WRITE_ONCE macro instead of directly.
These in low-level code changes the semantics.

e« PR with ID 366 added support for debug instruction that does not need to be ex-
amined and can be skipped in the comparison process. From the report, it is clearly
visible that it eliminated one false positive in the EQBENCH dataset.

e For 2 PRs, it is visible from the report that there is a decrease in the number of
differing functions in the RHEL kernel. For one (312) there is an increase in non-
equal function but the PR fixes the bug previously mentioned and introduced in PR
366. When studying the detailed reports, it is visible for some functions that they
should indeed be evaluated as semantically equal (non-equal in case of PR 312), for
others it is not clear from provided information, and it is necessary to analyze
the results further manually. The reason is, for example, that some code was moved
to a new function that is called, and it is not possible to review it from the provided
information.

Examples of eliminated differing functions that are clearly visible from the report that
are correct are shown in Figure 5.2 and 5.3.

« completion [include/linuxficompletion.h:25:29, include/linux/completion.h:25:29] (in
cancel delayed weork sync , cancel work sync , destroy workqueue , flush workgueue ,

scsl add device , scsi scan hos:}

ge -3,3 +3,3 @@
unsigned int done;

N wait gqueue head t wait;

Figure 5.2: Detailed report for eliminated differing function in PR 330

* has pending signals [Kernel/signal.c:113:137, kernel/signal.c:118:142] (in sigprocmask )

@@ -113,2 +118,2 @@

-static inline int has pending signals({sigset t *signal, sigsset t *blocked)

Figure 5.3: Detailed report for eliminated differing function in PR 353

— In the first figure, RH_KABI_REPLACE macro” is a construct that maintains KABI
compatibility while allowing internal modifications to data structures. It utilizes

*https://fedorapeople.org/cgit/thl/public_git/kernel.git/tree/0001-
kABI-Add-generic-kABI-macros-to-use-for-kABI-workaro.patch?h=kernel-5.8.0-
0.rc0.20200608gitaf7b4801030c.1.vanilla.1.fc31&id=d1b6£8c7afO0eb9a0ad4b2d4723e58ddebeafa236
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a union to overlay a new field onto an existing one, ensuring that the size and
alignment of the structure remain unchanged. This false positive was eliminated
in PR fixing a bug concerning the handling of union types in DIFFKEMP.

— Second figure shows replacing of return type of a function, instead of int is used
bool. This is a semantic-preserving change. The PR that eliminated this false
positive added a pass that is run after function inlining.

e For the remaining 2 PRs, it was not possible to check the impact based on the report,
and it requires a more thorough examination.

Summarization

To summarize the findings, if the created solution existed when the selected pull requests
were created, the bot would alert the reviewer in 50% of the PRs that they have some impact
(with the merger of a PR, DiIFFKEMP will provide different results), if the cryptographic
libraries would be added the number would probably increase to 64%. In 5 of 14 PRs, the
reviewer would immediately see if the impact is positive or negative, but in 3 cases, it would
also need manual review to confirm the impact for all results that changed. Lastly, in 2
cases, it would be visible that the PRs have an impact, but the results would need to be
manually inspected. But the report would provide enough information that the reviewer
would not need to compare all KABI functions, but only the functions listed in the report,
or just more thoroughly examine the definitions of the function whose source location is
included in the report.
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Chapter 6

Conclusion

The objective of this thesis was to create two tools which would be useful for developers of
DirrKEMP, the static semantic equivalence analysis framework:

1. A tool that would automatically evaluate new versions of DIFFKEMP on selected
open-source projects and benchmarks, providing DIFFKEMP’s developers feedback on
how new features impact its performance (specifically, correctness of evaluation).

2. A tool that would automatically run DIFFKEMP on new versions or patches of se-
lected open-source projects, simplifying the review of results and assisting in the
identification of whether the results provided by DIFFKEMP are correct or not.

The main goal of this thesis was achieved, both tools were created, but the design and
implementation of the second tool are not documented here because of a lack of time.

In this thesis, we became acquainted with DIFFKEMP, its architecture, development
process, and additional scripts that were created in the past. We also reviewed related
theses and papers, specifically focusing on the experiments that were performed in those
works. We analyzed the methods, metrics, and projects that were used in those experiments.

Then, the first tool, the DIFFKEMP development bot, was designed based on previous
pull requests and explored experiments. Its aim is to improve the review of new features
and accelerate the incorporation of changes into the production version to developers of
DirrKEMP. The tool was implemented using the Probot framework. It compares the
results provided by DIFFKEMP with and without the feature on multiple versions of the
Red Had Enterprise Linux (RHEL) kernel and the EQBENCH dataset. The comparison
results are then presented to the reviewers.

Evaluation of the created solution on the past pull requests (feature proposals) showed
that the bot would inform the reviewer in 50% about the impact of the pull request (PR).
In approximately 70% of them, the type of impact would be able to be determined directly
from the bot report, and in the rest of the cases, the reviewer would need to do a more
thorough manual inspection, but the bot would provide a base direction on what should be
analyzed.

Future work could improve the first tool by adding more projects on which new features
can be automatically evaluated (e.g., cryptographic libraries), to allow broader evaluation
of new features. The output could be enhanced by providing other information to simplify
the reviewers’ analysis even more. The command interface could be extended with more
options that could be useful in certain use cases (e.g., specification of which LLVM version
should be used, evaluation of only certain pairs of the RHEL kernel versions, ... ).
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