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ABSTRACT

The primary focus of the thesis is the topic of the long-term security of cloud-based
archive storage. It delves into the key management lifecycle terms and principles outlined
by NIST to establish a robust key management system. The concluding section of the
initial chapter examines state of art options for Key Management Systems, covering
industry giant like Amazon Web Services Key Management Services to open-source
alternative called Hashicorp Vault.

The second chapter of the thesis is dedicated to Post-Quantum Safe Cryptography,
exploring the NIST standardization process for Post-Quantum Cryptography (PQC).
Within this realm, the thesis compares seven algorithms that successfully reached the
final round of consideration, ultimately selecting Crystals-Dilithium for Digital Signa-
ture Algorithm (DSA) and Crystals-Kyber for Key Encapsulation Mechanism (KEM) as
the most effective performers based on CPU time they require for their cryptographic
operations.

The third chapter outlines the existing cloud-based archive system at BUT (Brno Uni-
versity of Technology) and proposes an initial cryptographic scheme for key management
within this virtualized environment. This includes master key pair generation, data key
pair generation, data at rest encryption, data at rest decryption, resource sharing, key
rotation, key recovery and key revocation.

Finally the fourth chapter gets into nuances of implementation realized in this thesis
and reviews the effectiveness of the solution with benchmarks focused on newly added
cryptographic functionality of realized post-quantum safe key management.

KEYWORDS

Cloud storage, Key Management Lifecycle, Key Management System, Master key, Post-
quantum safe cryptography, Crystals-Kyber, Crystals-Dilithium, Advanced Encryption
Standard, libogs
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Introduction

We live in a world where the storing of digital data is becoming increasingly more
popular and often necessary by governments, international and global corporations
as well as individuals. There is a wide plethora of ways to store digital data, but
especially Cloud storage is becoming exponentially more popular due to the multiple
benefits it offers, such as accessibility, flexibility, and scalability.

It is not only important to ensure the safety of cloud storage right now, but
also in the future. There is potentially the creeping threat of new technology of
quantum computers and the algorithms, like Grover’s and Shor’s, they are capable
of executing. These algorithms could break the encryption of data we currently
consider unbreakable and expose, for example, government secrets. This is specifi-
cally problematic for cloud storage due to the nature of shared resources and remote
accessibility.

The focus of this thesis is to explore the current state of Cloud storage safety,
including key management in cloud solutions, and explore the emerging threats of
quantum computers on current state of art cryptography. The next phase will be
dedicated to the exploration and comparison of developing quantum-safe cryptogra-
phy protocols that are expected to withstand the threats mentioned above. Lastly,
there will be introduced a cryptographic protocol proposal and its implementation
on the NextCloud instance.

By addressing these potentially devastating issues, this thesis hopes to contribute
to the developing field of cloud storage, post-quantum cryptography and quantum
computing threats. Ultimately, this thesis is supposed to help the reader under-
stand current problems of long-term cloud storage safety and offer a comprehensive
overview of already available and developing remedies to avoid possible pitfalls in
the future.

The last chapters of the thesis then use these concepts to architect and implement
solution for key management and data confidentiality solution for archiving system
developed at BUT (Brno University of Technology). They also describe selected

parts of code and provide benchmarking data on how effective the solution is.
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1 Key management and Cloud solutions

1.1 Basic concepts

This chapter will be focused on explaining the terms necessary to understand key
management and cryptographic algorithms. It will also explain the basic aspects
and operations of key management lifecycle. And lastly it will introduce Key man-
agement systems used in cloud based solutions.

Successful key management is the key ingredient to the security of a cryptosys-
tem. Key management is focused on manipulation with public and private crypto-
graphic keys in the system at the user level. One of the most important requirements

for well designed key management is to ensure the following security services [3]:

1. Confidentiality - service that prevents the disclosure of information to unau-
thorized entities. The information is encrypted and can only become intelli-
gible again by using decryption which only the authorized entity is able to
perform.

2. Data integrity - prevents unauthorized alteration of data. This includes
operations like inserting additional data, modifying existing data or deleting
certain parts of it. Instead of ensuring the data hasn’t been altered at all, it
is better to come up with a mechanism that can verify with certainty if data
has been altered or not.

3. Authentication - this service is focused on establishing the identity of entity
that has created the data to verify it’s origin. Most commonly, authentication
is provided by digital signatures or message authentication codes.

4. Non-repudiation - this is combination of data integrity and authentication.
Meaning this service is used to provide the proof of integrity and origin of the
data. Additionally, there is a requirement that both integrity and origin can
be verified by a third party. This service prevents entities to deny involvement

in actions they have previously done.

In order to satisfy these requirements there is wide range of decisions that has
to be made. One of the significant decisions is to pick the right cryptographic
algorithms based on their cryptographic functionality depending on the situation
and requirements of the application for which the key management system is be-
ing designed for. In case of this thesis these algorithms additionally have to be
post quantum safe or in other words be unsolvable by Shor’s or Grover’s algorithm
in polynomial time. Cryptographic algorithm functionality can be divided into 6

groups [2]:

21



. Hash Function - it plays a role in verifying data integrity. When the hash
value (digest) is calculated from the data it generates smaller fixed size value.
Any changes to the data will lead to drastic changes in the hash value. This
allows users to detect if the data has been tampered with. Hash functions
also play a huge role in digital signatures. A widely used hash function is for
example SHA-512.

. Encryption/Decryption Algorithms - encryption is used to provide con-
fidentiality for data. When data are encrypted they transform from plaintext
into ciphertext. Ciphertext can be later decrypted back into plaintext. This is
usually achieved with asymmetric cryptography. Public key is used for encryp-
tion and private key is used for decryption. Currently one of the most popular
encryption algorithms is the symmetric AES. For PQC (Post quantum safe
cryptography) for example the asymmetric lattice-based Kyber can be used.

. Message Authentication Codes - used to confirm data authentication and
integrity. It requires secret key known only to the third-party entity. Utilizing
this key, it is possible to calculate cryptopgrahic checksum which can be used
as a check to ensure data was not changed and the checksum was calculated
by expected user or system.

. Digital Signature Algorithms - can provide authentication, integrity and
non-repudiation at the same time. Digital signatures are used in combination
with hash algorithms and are not limited by the length of the data. Digital
signatures play a huge role in creation of X509 certificates, which are the
foundational stone for trust in the establishment of HI'TP connections over
TLS. Currently, the most popular algorithms are RSA and ECDSA. For PQC
algorithms, there is for example the option to use lattice-based Dilithium.

. Key Establishment Algorithms - serve as a tool to safely set up keys
between communicating entities. There are 2 established methods to do so.
The first is called key transportation and the second one is key agreement.
Key transportation distributes an already generated key in encrypted form
from one entity to another, which then decrypts the key after it is received.
Whereas key agreement work on the principle where both entities are actively
participating in calculation of agreed key. This is accomplished with public
keys. Each entity either generates their own key pair or both use shared
ephemeral key. Example of such algorithm is ECDH.

. Random Number Generation - PRNG (Pseudo random number genera-
tors), or more specifically the subset of those called CSPRNG (cryptographi-
cally secure pseudorandom number generator) are a requirement for generation
of key pairs. Only CSPRNG should be used for cryptography. CSPRNG al-

gorithms often use either hash functions or AES to generate random numbers
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suitable for cryptographic applications.

1.2 Key Management Lifecycle

First of all lets briefly focus on Key Management Lifecycle guidelines introduced
by NIST(National Institute of Standards and Technology). It is considered to be
the basic guideline on how the cryptographic keys should be handled from their
creation to their end of life. NIST divides Key Management Lifecycle into following
11 categories [1]:

User Registration

System and User Initialization
Keying Material Installation
Key Establishment

Key Registration

Operational Use

Storage of Keying Material
Key Update

Key Recovery

© 0N O W

—_
e

Key De-registration and Destruction

—_
—_

. Key Revocation

1. User Registration

During registration, an entity becomes an authorized member of a security domain.

This includes the acquisition or creation and exchange of the initial keying material

1.

2. System and User Initialization

System initialization involves the set up or configuration of the system for secure
operation. User initialization includes the installation or use of key material user
obtained during user registration step. It is this step where IDs, passwords and
user validation occurs. This step usually also includes the negotiation for algorithm

preferences and installation of key at certificate authority.

3. Keying Material Installation

The security of the whole system is highly dependent on the security of keying

material installation. During this stage, keying material is installed for operational
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use within an entity’s software, hardware, system, application, crypto module, or
device using a variety of techniques [3]. Keying material installation takes place in
the initial set-up phase, when new keying material is installed and when existing

keying material is being replaced.

4. Key Establishment

As was already mentioned in Key Management section, this step focuses on the
sharing of cryptographic keys or key material between involved entities. This is
probably the most customizable step in the key management lifecycle and according

to NIST can be further divided into following groups [2].

1. Generation and Distribution of Public/Private Key Pairs
2. Generation and Distribution of Symmetric Keys

3. Generation and Distribution of Other Keying Material

4.1 Generation and Distribution of Public/Private Key Pairs

When digital signatures or key establishment algorithms are used, there are public
and private keys involved. These public and privates keys have to be generated in
accordance with the mathematical specification of an approved standard. One such
standard, that is generally recommended, is FIPS 140-2. Private keys should never
be distributed to other entities. In regards to distribution of public keys, there is a
distinction depending whether the public key is of static type, or ephemeral type.

4.1.1 Distribution of Static Public Keys

Static public keys are typically relatively long-lived, as their intention is to be used
for multiple executions of the encryption algorithm over a longer period of time. The
receiver of the public key should always have assurance of the following information:
1. The owner of the key pair (received public key and unknown private key) is
known.
2. The receiver knows the purpose of the public key (for example signature, key
agreement).
3. Parameters associated with the public key are known.
4. Proof that the public key has been properly generated and the owner of the
public key has the associated private key.

A good and relevant example of this is the public key signed by trusted cer-
tificate authority. It is also worth mentioning that the confirmation of information
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mentioned in the list above should be performed by the receiver before it is used,

not by the certificate authority.

The keys falling into this category are following [3]:
o The signature verification key

o The public authentication key

o The key transport public key

o The static key agreement public key

e The public authorization key

4.1.2 Distribution of Ephemeral Public Keys

As naming suggests, ephemeral public keys have short lifetime and therefore they
are unique to each key execution of key establishment process. As is common in the
industry, it also in this case that the ephemeral public key and associated private
key, should be generated in accordance with the approved standard, for example the
FIPSXXX standard. The receiver of the ephemeral key should have the assurance
of validity of identical information, as was already mentioned in the list from section
4.1.1.

5. Key Registration

During key registration, keying material is bound to information or attributes as-
sociated with a particular entity. This information typically includes the identity
of the entity associated with the key material, but may also include authorization
information or specify the level of trust. This step is typically performed when the
entity is a participant in a key management infrastructure, such as a public key in-
frastructure (PKI) or Kerberos realm. The binding is performed by a trusted third

party, such as a PKI certification authority or a Kerberos realm server|1].

6. Operational Use

Specifies operational availability of the keying material. Under normal circum-
stances, keying material is operational from its creation until the end of its life,

which is usually defined by its expiration date.

7. Storage of Keying Material

Keying material should be stored depending on its type, protection requirements
and lifecycle stage. When the keying material is required for operational use, the

keying material is acquired from operational storage when not present in active
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memory. If the keying material in active memory or operational storage is lost or
corrupted, the keying material may be recovered from a backup storage, providing

that the keying material has been backed up [2]

8. Key Update

Once the key gets to the end of its lifecycle or before the end of the lifecycle it is
required to replace the old key with a new one. There are a few ways to achieve
this. The first is rekeying, which is available if the new key doesn’t mathematically
depend on the old one. The second option is the key establishment method, which
was discussed earlier in the fourth section. The third option is replacement by a key
update function. This method transforms the old key or master key by modifying
it into a new key. In other words, the new key is derived from the old key or master

key.

9. Key Recovery

Key recovery is a wider term with multiple available techniques. All of the techniques
result in the recovery of the cryptographic key and information associated with this
key. The process of key recovery involves retrieving keying material from backup or
archive storage, which allows to recover the key alongside the identification of its
owner, the date the key was originally created, the organization or application that

created the key, and the identification of who owns the data protected by the key.

10. Key De-registration and Destruction

When the existence of the key becomes irrelevant to the system or application, it is
required to have the means of removing this key and all associations with it. This
can be achieved by de-registration of the key and furthermore with the destruction
of the key. This means erasing the key and all traces of it on every media where the
keying material was available. It is also worth noting, that it is impossible to prove
this was achieved and that retention of the public key isn’t considered a security

problem.

11. Key Revocation

It is possible that for reasons like key compromise, removal of the entity from an
organization, and so on, there will be a need to remove keying material from use
before its end of the lifecycle. This can be done by notifying all entities that may
be using this keying material to remove its validity as it should no longer be used.
The notification should unmistakably identify the keying material, the date it was
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revoked, and also the reason for the revocation. Additionally based on the reason for
revocation entities that were using the keying material should decide if the entities
should for example honor all signatures created by the keying material before the

revocation happened.

1.3 Key Management Systems in Cloud solutions

First of all, it is important to mention the different types of cloud service models
and cloud deployment modes. According to NIST SP 800-145[4], there exist 3 cloud
service models. Infrastructure-as-a-service(laaS), Platform-as-a-service(PaaS) and
Software-as-a-service(SaaS). Furthermore, the 4 different cloud deployment modes
are Public, Private, Community, and Hybrid.

As was mentioned in section 1.2, secure key management has to provide confi-
dentiality, data integrity, authentication, and non-repudiation.

The cloud solution, which will be introduced in Chapter 3. and on, which the
implementational part of this thesis will be deployed on, is of IaaS service model

and Hybrid deployment mode.

1.3.1 Key Management Methods in Cloud storages

There are six major key management methods for cloud storages, based on how the
key is stored and distributed [12].

1. Management of Key At Client Side - data are stored at the cloud service
provider side in an encrypted form. Keys are stored and maintained on the
client side. This usually requires homomorphic encryption and the crypto-
graphic operations are done on encrypted data on the server side.

2. Key management at Cloud Service Provider Side - keys are managed
at the Cloud service provider side. This means that if the keys are lost, the
client is forever unable to read their data present on the cloud.

3. Management of Key at Both Sides - in this approach, the key is divided
into two parts. One part is stored on the client side and the other on the server
side. Data can be decrypted only if both parts are combined together. It is a
great compromise between the previous two approaches and is also relatively
scalable. The downside is that if any part of the key is lost, the data becomes
impossible to decrypt.

4. Key Splitting Technique - key is split into multiple parts and distributed

among users. If a single user wants to decrypt data, they need key parts from
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the rest of the users. This can also work on the principle of threshold where
only k of n keys are required to decrypt data.

5. Key Management At Centralized Server - approach based on public key
cryptography. Data is stored in an encrypted form on the server side and
encrypted by a public key, which is stored on the server side. When a user
accesses data, it is decrypted by a private key stored on the device of each
user. The disadvantage of this system is the classic problem of a single point
of failure in case the server crashes or encounters other issues.

6. Group Key Management For Cloud Data Storage - data is stored in
the cloud by a chosen group. The group key is established for the encryption
of data on the server side. Group key is formed by multiple partial keys
maintained by users in a chosen group. If the chosen group changes (for

example somebody leaves or joins the company) new group key is formed.

1.3.2 State of art Key Management Systems in Cloud storages

When it comes to state of art key management systems (KMS) in cloud storage it
requires taking into consideration more than just NIST key management lifecycle
requirements. Even though the cloud provides tremendous business and techni-
cal advantages, security concerns surrounding it are preventing cloud from getting

widespread [17].

Amazon Web Services

Amazon Web Services are currently the biggest cloud provider on the planet and
their product is considered state of art by many academics. Customers are encour-
aged to adopt AWS security practices for a secure application environment, prior-
itizing data confidentiality, integrity, and availability. AWS employs certifications
like SOC 1, ISO 27001, and PCI DSS, ensuring compliance with industry standards
[T7]. Physical security measures safeguard Amazon controlled data centers globally.
AWS services are designed with built-in security features, balancing flexibility with
access restrictions. Users can encrypt data in the cloud, implement backup and
redundancy measures, and follow AWS guidelines to ensure data protection and

application continuity.

1. AWS Infrastructure Security - when transitioning I'T infrastructure to
AWS;, a shared responsibility model emerges. AWS handles operations, man-
agement, and control from the host OS to physical security. Users manage the

guest OS, application software, and AWS security group firewall configuration.
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. Security Best Practices - security is a top priority in a multi-tenant en-
vironment, requiring implementation across all layers of cloud application ar-
chitecture. While the service provider manages physical security, users are
responsible for network and application-level security.

. Protect data in transit - for sensitive or confidential data, enable SSL on the
server instance. Obtain a certificate from an external certification authority
such as VeriSign or Entrust. The certificate’s public key authenticates the
server to the browser and establishes the shared session key for encrypting
data in both directions [17].

. Protect stored data - to enhance security when storing sensitive data in the
cloud, users can encrypt individual files before uploading them. Decrypting
is necessary after download. Regardless of the chosen system or technology,
encrypting data at rest poses challenges, such as the risk of data loss if keys
are misplaced or leaked. It is crucial to assess the key management capabilities
of offered products to minimize such risks.

. Protect AWS credentials - AWS provides two types of security credentials:
AWS access keys and X.509 certificates. The AWS access key consists of an
access key ID and a secret access key. When utilizing the REST or Query API,
users must employ the secret access key to compute a signature for authenti-
cation. For enhanced security, it is recommended to transmit all requests over
HTTPS to prevent modifications during transit.

. Manage multiple users with TAM - Identity and Access Management
(IAM) eliminates the necessity of sharing passwords or access keys and facili-
tates easy enabling or disabling of access for Users. It supports security best
practices, like least privilege, by assigning unique credentials to each User
and granting permission only for the necessary AWS Services and resources
essential for their tasks [17].

. Secure Applications - Amazon EC2 instances are safeguarded by security
groups, which are rule sets defining allowed inbound network traffic. Users can
specify TCP, UDP ports, ICMP types/codes, and source addresses. Security

groups act as basic firewalls for instances.

1.3.3 Hashicorp Vault as Opensource Key Management System

HashiCorp Vault is a tool designed for managing secrets and protecting sensitive

data in a distributed infrastructure. It provides a secure and centralized way to

store, access, and distribute secrets such as API keys, passwords, certificates, and

encryption keys. Vault is particularly useful in dynamic cloud or containerized envi-

ronments where applications and services need access to secrets securely. Hashicorp
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vault will be used in the implementational part of the thesis as SSM (Software
secure module). It has been evaluated by [20] as the best free KMS solution for
small businesses based on SWOT(Strength, Weakness, Opportunities, and Threats)
analysis. SWOT analysis was done on 4 metrics including systems, infrastructure,
applications, and human resources.

Hashicorp vault was chosen for this thesis as a potential candidate due to its
performance, ability for access control, the option to use the vault server through
REST API, and its business potential due to the option for the enterprise version.
The only potential downside Hashicorp vault has, is its inability to start a server
without first unlocking it via key [20]. Other opensource options that were explored
are OpenStack Barbican and Knox. For readers interested in a detailed comparison
of KMS market options thesis suggests readers go through [19]. For more details on
HashiCorpVault, OpenStack Barbican, and Knox readers might be interested in the
thesis from Jacob Gustaffson [21].

However, as with any type of vault solution, there is also an associated access
management layer. This means that the product still relies on the authentication
of the chosen method, e.g. AWS or Azure authentication, to secure the keys inside
Vault. Even though the protection against extraction is high, it relies on authen-
tication and if this authentication scheme is broken, the attacked can still access
the operations that are performed by the secret key [25]. Therefore, this solu-
tion is mostly suitable in combination with paid and well-designed authentication
schemes, like the ones from AWS or Azure mentioned above, and might not be the
best choice for our system, which will be introduced in Chapter 3. Another prob-
lem with Hashicorp vault is, that it does not support post-quantum algorithms like
Crystals-Kyber at this time, which would be a preferable solution for the long-term

security in this thesis.

1.4 Master Key and It’s Security

The Master Key is a cryptographic key that is used to encrypt and decrypt other
keys, such as data encryption keys (DEKSs). It is a critical component of cloud
security, as it is used to protect sensitive data in cloud storage and applications.
The security of the Master Key is paramount, as a leaked key can lead to a data
breach.

To ensure the security of the Master Key, it is essential to follow best practices
for key management. Microsoft recommends using a Zero Trust security strategy,
which comprises of three principles: “Verify explicitly,” “Use least privilege access,”
and “Assume breach” [13]. Data protection, including key management, supports

the “use least privilege access” principle. Other best practices include using strong
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passwords, implementing multi-factor authentication, and regularly rotating keys
[13].

Traditional key management solutions based on HSM (Hardware Security Mod-
ule) or TPM (Trusted Platform Module) provide strong security, but they are ex-
pensive and do not scale well. Therefore, it is necessary to find a solution to meet

both security and scalability [12].

Protecting Master Key

The key protection is an important guarantee for the security of key cryptography
systems. The basic principle to guarantee key security, is that the key cannot appear
in plain text except for the generation, distribution, loading and storage of the key

in the security cabinet [12].

Generation of Master Key

The process of master key generation is foundational to the security of cryptographic
systems. This section examines the methodologies and algorithms employed for
the creation of master keys in cloud computing. It addresses the importance of
randomness, entropy sources, and key length in generating secure master keys along

with consideration for cryptographic strength.

Secure Storage of Master Key

The secure storage of the master key is paramount to preventing unauthorized access
and potential compromise. This section explores encryption techniques, hardware
security modules (HSMs), and secure key storage protocols utilized to safeguard
master keys. Additionally, it evaluates resilience against various attack vectors,

including physical and cyber threats.

1.5 Hardware Secure Modules (HSM)

In this section, we explore the vital role of Hardware Security Modules (HSMs)
in modern cryptographic systems, focusing on their definition, functionality, and
their importance in the security of master key in key management. The section is
structured into two main subsections, the first focuses on HSM principles in general,
and the second focuses on the role of HSM in key management and operations they

provide.
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1.5.1 Hardware Security Module principles

A Hardware Security Module (HSM) is a physical or virtual device that manages
digital keys for strong authentication and provides cryptoprocessing. These devices
are designed to securely generate, store, and manage cryptographic keys used in
encryption and decryption operations. There exist multiple standards to evaluate
the security of HSMs but most often it is evaluated in accordance to FIPS 140-2.
Another important attribute of HSMs is that they are tamper-responsive. This
means, that if there is an attempt to penetrate the HSM, it will trigger an automatic
erasure of all secret information stored in the memory of the device. The HSM is
either a peripheral device or a bus-connected device communicating with the host

machine via Ethernet cable or fiber cable.

1.56.2 HSM and Master Key Security

Master keys are the apex of the key hierarchy in cryptographic systems used to
encrypt or generate other keys, such as session keys or transaction keys. Managing
these master keys securely is critical, as they can decrypt large volumes of data or

create additional keys.

HSM API

Communication with HSM is usually done via HSM API. The vendor of HSM usually
provides API modifiable by the customer or the vendor to make HSM better suited
for the specific scenario it will be used for. Three-layer Architecture of HSM API
can be seen in figure Those layers are Hardware Layer, Firmware Layer, and
Software/API Layer. The API is then used as any other API in a manner of requests
and responses. These requests specify which cryptographic operation should be
performed with the master key. This includes operations like encryption/decryption,
generating a key, or signing [24]. This way the sensitive master key can rest in the
tamper-resistant and temper-responsive HSM which provides a high level of security,

while still being used for its purpose with relative ease.

AWS CloudHSM

The specific HSM, which might be a good solution for the system we will introduce
in Chapter 3, is AWS CloudHSM. This HSM is deployed in the data center of AWS
and managed by AWS. AWS CloudHSM provides hardware security modules in the
AWS Cloud with which the customer can generate, store, import, export, and man-
age cryptographic keys. Encrypt and decrypt data with symmetric or asymmetric

algorithms. Compute message digests and hash-base message authentication codes
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Fig. 1.1: Scheme of HSM API usage extracted from

by cryptographic hash functions. Sign data cryptographically and verify signatures
and generate secure random cryptographically [26].

AWS CloudHSM runs on Amazon EC2 instances and users can access it with
Amazon Virtual Private Cloud(VPC) security controls. Additionally, the CloudHSM
client establishes mutually authenticated SSL channels with the user, which are used
to connect to the application. Since the instances are located on Amazon VPC they
are managed by AWS Admin, however, admin does not have access to the master

or user keys stored on the HSM, only the user can access his own keys.
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2 Post—Quantum Safe Cryptography

With the emergence of quantum computing came also the birth of new algorithms
threatening the security of encryption algorithms previously considered mathemati-
cally impossible to break. This specifically includes key-establishment schemes and
digital signatures that are based on integer factorization problem and discrete log-
arithm problem like RSA, ECDSA and ECDH. Although the timeline for when
quantum computers will have enough Qubits to break these cryptographic algo-
rithms is not certain. This threat is something that requires the focus of the whole
industry ahead of time as adoption of new cryptographic practices can take ten or

more years.

Another algorithm threatening the current cryptography that can be executed
on quantum computers is Grover’s search algorithm. The Grover algorithm can be
used for brute force attacks as it pushes the boundaries of secure key lengths. For
example, AES with a 128-bit security level will drop to the 64-bit security level [14].

2.1 NIST PQC Standardization Process

The National Institute of Standards and Technology (NIST) is hosting a yearly pub-
lic competition-like process to come up with potential candidates for standardized
Post-Quantum safe public key cryptography. The chosen new standards will be com-
pliant with FIPS 186-4 and Digital Signature Standard(DSS). This competition-like
process is referred to as NIST PQC (post-quantum cryptography) Standardization
Process.

This thesis focuses on the third round of NIST PQC which took place in 2022.
While considering candidates NIST puts the biggest emphasis on the security of the
proposed PQC algorithm. The secondary metric is performance. For performance
evaluation, NIST considers both key and ciphertext byte size as well as computa-

tional complexity.

2.1.1 NIST PQC Candidates

The following table contains all the algorithms that made it into the finals of the
third round of NIST PQC standardization process [6]. Out of 15 algorithms only
7 have been nominated as finalists. Four of those finalists are key encapsulation

mechanisms(KEMs) and three of them are digital signatures.
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Public-Key Encryption/KEMs Digital Signatures

Classic McEliece CRYSTALS-Dilithium
CRYSTALS-KYBER FALCON
NTRU Rainbow
Saber

2.1.2 NIST PQC Candidates Comparison

The following chapter will have a look at different candidates from NIST PQC
competition and compare their performance costs on Android, IOS, and Cortex
platforms. Their empirical results showed that PQC algorithms cause affordable
latency in TLS. The performance is similar to ECDH and ECDSA. PQC schemes
just cause higher packet overhead than classic schemes [7]

From the figures below [2.1] and 2.2] we can easily see that Kyber is the best
performing key encapsulation mechanism and Dilithium does best from Digital sig-
nature algorithms. It should also be mentioned that Falcon shows great potential
for systems that are significantly more reliant on signature verification as opposed

to key generation and signature creation.
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Fig. 2.1: Digital signature algorithms comparison extracted from [7]
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Fig. 2.2: KEM algorithm comparison extracted from [7]

2.2 Crystals-Kyber

Crystals-Kyber is the version of Kyber with a parameter set for the highest secu-
rity. Kyber is an asymmetric/public key algorithm. It is used as an IND-CCAZ2-
secure key-encapsulation mechanism (KEM). It is considered a lattice-based algo-
rithm which bases its security on the hardness of solving the learning with errors

problem in module lattices.

2.2.1 Parameter sets

There are three specified parameter sets, see table Kyber512, Kyber768, and
Kyber1024 [§]. When Crystals-Kyber is mentioned, it refers to the parameter set
of Kyber1024 which provides the highest security of NIST security level 5 which is
equivalent to AES 256.
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Table 2.1: Parameter sets for Kyber. Table extracted from [§]

n k q mn ne (dydy) )
Kyber512 256 2 3329 3 2 ( )
Kyber768 256 3 3320 2 2 (10,4) 27164
Kyber1024 256 4 3329 2 2 ( )

n is always set to 256 and specifies the entropy to encapsulate the key with

256 bits.
o k is the dimension of the lattice as a k multiplied by n, if a user wants to

increase Kyber’s security changing the value of k is the main way to do so.

e q is a small prime number which satisfies n|(¢ — 1). It is a requirement for
NTT-based multiplications. There are two smaller prime numbers that satisfy
this, however, using these would result in a higher failure probability and thus
make Kyber, not CCA (Chosen ciphertext attack) secure.

e ¢ is the failure probability.

o Rest of the parameters ny, no, d, and d, are chosen based on requirements for

security, ciphertext size and failure probability.

2.3 Crystals-Dilithium

Similarly, Crystals-Dilithium is named for the Dilithium algorithm set with parame-
ters for maximum security, see table[2.2] Crystals-Dilithium is also sometimes called
Dilithium 5. Dilithium is an asymmetric/public key algorithm used for Post Quan-
tum digital signatures. Similarly to Kyber also Dilithium is based on the hardness

of solving the learning with errors problem in module lattices.

2.3.1 Parameter Sets

e  used to denote a prime number, which is a key parameter in many crypto-
graphic algorithms. In Dilithium, it represents the size of a finite field or a
group.

» d associated with the difficulty of the underlying mathematical problem that
the cryptographic scheme relies on. Related to the hardness of solving certain
mathematical equations.

o 7 used in mathematics to represent various quantities. In Dilithium, it is

related to the security and efficiency of the digital signature scheme.
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e 7 and v, additional security parameters in the Dilithium signature scheme.
They are used to adjust the scheme’s security level or performance character-

istics.

Table 2.2: Parameter sets for Dilithium. Table extracted from [10]

NIST Security Level q d 7 m Yo (k,l) n [ w
2 8380417 13 39 27 (q—1)/88 (4,4) 2 78 80
3 8380417 13 49 2° (g—1)/32 (6,5) 4 196 55
5 8380417 13 60 2 (¢—1)/32 (8,7) 2 120 75

Main Operation

From the perspective of computational complexity, the main operation in the en-
tire scheme is polynomial multiplication over the ring R, via the NT'T. To be more
precise, the multiplication operands in this scheme are vectors or matrices whose
coefficients are polynomials in R, so there are many continuous polynomial multi-

plications in the scheme [10)].

Signature Generation

The Sign algorithm first generates a seed p and then performs a loop to generate
a signature until it meets a series of security conditions. In the loop, the main

operations are hashing and four multiplications, i.e.,A,,cs1,cs9, and cto [10].

2.4 AES-256-GCM

This section will shortly describe AES (Advanced Encryption System). It is a block
cipher-based symmetric key cryptography algorithm used for (Encryption/Decryp-
tion) of information to provide the confidentiality and integrity to the data. The key
sizes of AES are 128 bits, 192 bits and 256 bits when using AES we also have to take
into consideration that Grover’s algorithm makes its security half, meaning AES-256
can be broken with 2!2® iterations, therefore in scenarios where post-quantum safety
is required only AES-256 should be used.

The input size to the (encryption/decryption) is a single 128-bit block. This
block is represented as a 4x4 square matrix of bytes. This block is copied to the
state array and it is modified at each stage of (encryption/decryption). After the
last stage, the state is copied to the output matrix [29].

The GCM part in the AES-256-GCM refers to Galois/Counter Mode, this version
of AES is a very popular encryption use case. AES-GCM has good performance, is
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highly optimized, FIPS-approved, and well-trusted. In order to reuse a single AES
key for multiple encryptions there exists the concept of initialization vector (IV)
which is a random value often also referred to as nonce (Number Used Once). This
value is typically 12 bits long. It is also worth mentioning NIST limits the number
of messages that can be encrypted with a single key to 2%? [28]. This is a pretty
high number and in our use case, it will not be limiting us as the re-encryption will
be happening once every few months or weeks.

2.5 Kyberl024 + AES256-GCM Use Case

The KEM (Key Encapsulation Mechanism) in Kyber1024 involves generating a pair
of keys, a public key and a private key. The public key can be shared openly,
while the private key is kept secret. In practice, when a sender wishes to securely
transmit /store data, they use the public key to encapsulate a randomly generated
secret key. The encapsulation process produces a ciphertext, often referred to as the
KEM ciphertext. This ciphertext can be safely transmitted /stored in the insecure
space and can be only accessible by the holder of the corresponding private key.

Upon time of decryption, the owner uses their private key to decapsulate the
stored KEM ciphertext. This decapsulation process retrieves the original secret key,
which was randomly generated and encapsulated in the storing process. It is crucial
that this decapsulation mechanism is secure against both classical and quantum
attacks, as the integrity and confidentiality of the subsequent symmetric encryption
rely on it. The whole process is very nicely illustrated in the figure [2.3

Once the shared secret is securely established via the KEM process, it is utilized
to initiate an AES256-GCM symmetric encryption key. AES256-GCM (Advanced
Encryption Standard 256-bit Galois/Counter Mode) is a widely trusted symmetric
key cipher that provides both confidentiality and data integrity. The shared secret
generated and established through Kyber1024 serves as the key for AES256-GCM
encryption. Before the AES encryption process begins, a nonce (number used once)
is generated—this is crucial as it ensures the uniqueness of each encryption op-
eration, preventing various types of cryptographic attacks such as replay attacks.
This nonce has to be same in the encryption and decryption process to reverse the

encryption function, therefore it needs to be saved alongside with ciphertext.
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Fig. 2.3: Illustration of KEM process to establish AES key extracted from [31].
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3 Proposed Solution for BUT Cloud Based
Archive System

Currently, the BUT cloud-based archive system communicates with the Nextcloud
instance via REST API and gets the records from the police investigators this way.
It is necessary to ensure that the system can provide long-term data integrity and
confidentiality that would also be considered post-quantum safe. The project is
mostly written in Python with Nextcloud parts of it being written in PHP.

It is also important to reasonably specify who will be eligible to retrieve the
information back from the archive and thoroughly consider how the processes of
key revocation and key recovery will work. The thesis is based on the expectation
that there exists a trust worthy admin of the archive system, who can safely keep
a twelve-word mnemonic password used to protect the master key of the archive
system.

The individual parts of the whole system, like Archive System, Nextcloud in-
stance, MPC instance, and WebID instance, are running as docker containers and
the whole network can be simulated with docker-compose. One of the requirements
for key management is that it should exist like a standalone system on the archiv-
ing system, only meaning it is not dependent on other applications like NextCloud
instance or WeblID.

3.1 Current Architecture of BUT Archive System

In this section, we will explore the current archiving and timestamping process in
the BUT archive system, and we will propose how the service responsible for this
process could be extended by an encryption process. For further information read
the following two theses are recommended as they write about design decisions and
the current state of the system [23] and [22]. The scheme of the architecture can be

seen in the figure |3.1
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Fig. 3.1: Current architecture of archiving system extracted from Martin Nohava’s
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This thesis will not describe the whole architecture made in previous theses, but
there are 3 important modules worth briefly describing to get a better understanding

of cryptographic solutions further introduced in this chapter.

e api: This module is responsible for communication through REST API be-
tween the archivation system and nextcloud instance, which are running in
separate docker containers. Through post requests, it is possible to send files
from the nextcloud instance into the archivation system.

« archivation: This module is responsible for signing of data transfered through
REST API. In this module, the data is signed with the dilithium private key,
timestamped, and archived on the archiving system. The process is automated
through the archivation worker subprocess awaiting incoming requests. This
module is greatly suited to be extended by encryption functionality by the
cryptographic module developed in this thesis.

o retimstamping: Module responsible for re-timestamping of the archived files.
Similarly to the archivation module, there also exists a worker subprocess
controlling the expiration of timestamps and re-timestamps files, that have a
timestamp at the end of the life. This makes this module a great candidate to

add a re-encryption mechanism by cryptographic module.

3.1.1 Deploying and Running The System

The separate applications and databases are running as docker containers. Therefore
in order to run the whole system, docker and docker compose are required. All of the
containers are based on images from Docker Hub. The archivation system specifically

uses an Ubuntu-based image with Python called python:3.11-bullseye.

All of the properties for applications like the port they run on, the creden-
tials for administrators, the volumes and environment variables, are specified in
the docker-compose.yml file. In order to build containers from this file, one can
simply run docker compose build, once the images are built they can be started
by command docker compose up -d. The application is the nextcloud application
from which the archivation system is accessed through U, it is then running on
https://localhost:8443. Additionally, configuration more specific for the stan-
dalone archiving system instead of the whole ecosystem can be found in config.yml
file. This file is loaded when the archivation system is started and can be easily ex-

tended for new environment variables or change the existing ones.
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3.2 Chosen Libraries

The following subsections introduce individual libraries used for key management
solution of cloud-based archive system. This section should provide the reader with
an explanation of why the libraries were chosen and also describe the basic under-

standing of their structure and capabilities.

3.2.1 LibOQS

LibOQS is an opensource library developed as part of the post-quantum safe ini-
tiative with website https://openquantumsafe.org/. LibOQS is focused on NIST
PQC cryptography available in multiple languages including Java, Javascript, GO,
C, C++ and Python. The thesis intends to use the Python version of LibOQS
library. All of the development for the library is happening in this public GitHub
repository https://github.com/open-quantum-safe. For the purposes of the
project, the most important part of the library is its implementation for Kyber
KEM (Key Encapsulation Mechanism). Libogs supports Kyber512, Kyber764 and
Kyber1024, we will use the most secure version Kyber1024 (Crystals-Kyber). It
has a public key length of 1568 bytes and a private key length of 3168 bytes. An
overview of different parts of libogs library can be seen in figure [3.2]

libogs
[ key exchange J e
[ring—T-WF'rJ L LWE J [ code J [NTRU‘J [ SIDI J
ﬁ;;‘ﬁ’iie Frodo  QC-MDPC MSR*

L. o

Fig. 3.2: Overview of structure of libogs library extracted from [27]

In order to make libogs usable for purposes of the thesis and make libraries’s
operation viable for long-term confidentiality of the files archived on the system, it is
required that libogs provides functionality to load public and private keys from the
database or disk and makes them available for encapsulation or decapsulation of the
shared secret. This is not, unfortunately, the case with libraries decapsulate secret
function. It is however easily fixable just by slightly tweaking the function and
overloading it in our project. The modified function with parameterized private key

loading can be seen below in figure [3.3]

46


https://openquantumsafe.org/
https://github.com/open-quantum-safe

def decapsulate_secret(self, ciphertext, private_key):
:param ciphertext: The ciphertext to decapsulate.
:param private_key: The private key to use for decapsulation.
if len(private_key) != self.kem. kem.contents.length secret_key:

raise ValueError("Invalid private key length.")

# Create ctypes buffers for the operation
ct_ciphertext = ct.create_string buffer(ciphertext,
self .kem. kem.contents.length ciphertext)
ct_private_key = ct.create_string buffer(private_key,
self .kem._kem.contents.length_secret_key)
ct_shared_secret = ct.create_string buffer(

self .kem. _kem.contents.length_shared_secret)

# Perform the decapsulation using the provided private key
result = ogs.native() .0QS_KEM_decaps(
self .kem._kem, ct.byref(ct_shared_secret),
ct_ciphertext, ct_private_key )
if result '= O:

raise Exception("Decapsulation failed")

return bytes(ct_shared_secret)

Fig. 3.3: Modified Python code for decapsulating secret, orifinal code can be found
at https://github.com/open-quantum-safe

3.2.2 Python Cryptography Module

Another library used in the solution of the project is the official Python cryptogra-
phy module. It is one of the most widely used and tested Python libraries for already
widely adopted cryptography. It was intended to be the standard library for crypto-
graphic operations in Python. In the project, this library is mainly used to provide
functions for the creation of AES256-GCM and operations with these keys. It is
also used to generate AES256-CBC from PBKDF12 and 12 mnemonic password.
For more information on the library see https://cryptography.io/en/latest/
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3.3 Proposed Cryptographic Scheme

A lot of processes in this section would highly benefit from the assurance of com-
municating with authenticated users. In the existing system, there is a concept of
file owner inside of Nextcloud instance, which will be used to identify which keys
should be used for relevant operations in the system. However, the system at this
point does not guarantee strong authentication of the file owner with for example
OAuth2 outside of Nextcloud. The proposed cryptographical system will be utilizing
Kyber1024 asymmetrical keys from which there can be created shared secret that
can be further used to generate AES256-GCM, which can finally be used to encrypt
archived files.

There exists a hierarchy of keys, where every user or group of users will have
its Kyber1024 key pair used to encrypt the files of this owner. Additionally, the
user/owner private keys stored on the archiving system will be protected by Ky-
ber1024 Master Kyber Public Key and Master Private Key will be protected by
PBKDF2 key derived from 12-word mnemonic.

3.3.1 Encryption in Transit from NextCloud to Archive System

When data are in transition from NextCloud instance to Archive storage, they are
transferred over TLS. However, as of now, once they are saved on the archiving
system the data at rest are not protected yet. It is also expected, that there is proven
authenticity of police investigators sending data through NextCloud instance. Once
data arrive at archive storage, they are paired with metadata which are used to
create a link between the file that is about to be stored on the archive system and

police officers identity.

3.3.2 Master Key Pair

The master key pair will be managed on the archiving system by archive admin-
istrator. It will be an asymmetric cryptographic algorithm for key encapsulation
mechanism (KEM) like Crystals-Kyber and the private key will be saved in the
system and will be encrypted by twelve-word mnemonic and PBKDF2 (Password-
Based Key Derivation Function 2). The public key will be used to encapsulate a
secret from which a more effective AES256-GCM key will be created and this key
will later be used to encrypt user private keys. User key pairs are Kyber keys created
with the intent to protect sensitive information of specific police investigators, po-
lice investigator groups, or system roles that interact with the archive system. The
master key plays the role of creating the root of trust in the system and ensuring it

is not leaked, it is essential to the security of the system.
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Master Key Generation

The master key pair will be generated with a specialized script run on the archive
system setup. This script will immediately, after generation, encrypt the master
private key with PBKDF2 and twelve-word mnemonic to simulate an encrypted
secure container. This should be performed only one time, when the archive system
is initially deployed and twelve-word mnemonic will be shown only one time to the
archive administrator, who should note it and safely store it somewhere. After this
master private key will never exist as plaintext outside of memory and its plaintext
form in memory will be as limited as possible. It is expected that the archive
admin can be trusted and the twelve-word mnemonic will not be lost. It would
be preferable, to create this safe container with HSM (hardware secure module).
However, due to the nature of the project being in the proof of concept stage and
being fully virtualized, this is not possible. The process is visualized in the diagram
below in figure [3.4]

P KyberMasterUtils.py

4. 2. GENERATE MASTER
Destmy KEY PAIR
3 Encrypt MASTER
MASTER
PBKDFZ PRIVATE PUBLIC
KEY KEY
12 WORD IVINEMONIC
FROM WORDLIST
6. Encrypt
5. GENERATE USER
KEY PAIR
P > USER USER
PRIVATE PUBLIC
. @ KEY 1 KEY 1
KyberUserUtils.py

Fig. 3.4: Diagram of master key generation
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3.3.3 User Key Pairs

User key pairs will be, similarly to master key Kyber1024 key pairs, used to establish
symmetric and more effective AES256-GCM keys, which can be finally used to
encrypt data saved on the archiving system. Private keys will be encrypted by master
public key and public keys will be available in plain text to the services/workers in
the archiving system. There will be one user key pair per police investigator, police
investigator group, or system role. If user key pairs do not exist for the relevant

owner or group, they are generated during the archivation process.

3.3.4 Key Management Hierarchy

The figure below illustrates the hierarchy of master and user key pairs. The
figure clearly illustrates encryption dependencies and the order, in which the trust
is established in the key management system. The main point of creating multiple
user key pairs for officers and groups of officers is to minimize the blast radius in case
a key is exposed. The whole chain of trust is dependent on the password-based key
derivation function and twelve-word mnemonic, known only to the archive admin
and also managed by the archive admin. As was said previously, this key should
never exist outside of memory and also should be kept in memory only for a brief
moment. All of the private keys, both from master key pair and data key pairs, also
never exist in plaintext outside of memory, and their plain text form in plain text
memory is as limited as possible. Note that all of the private keys, both master and
user private keys, never exist in plaintext outside of the memory. In the database

or filesystem private keys will always be encrypted.
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Fig. 3.5: Hierarchy of Master and Data key pairs

3.3.5 Data at Rest Encryption

When data arrive from the NextCloud instance, they are placed in the ARCHIVE _QUEUE,
which marks them to the archivation worker to start with all of the processes required
for archivation like timestamping, creation of the hash, and signing the package with
Dilithium private key. This thesis will extend this functionality by encrypting data
with an AES symmetric key created from the user public key. This has to be done
as the first thing before creating the hash of the file so the file can later be validated
before decryption. Data will also need to have some type of metadata with infor-
mation about the file owner, nonce used to create the AES key, and ciphertext from
which the shared secret can be recovered with Kyber private key later at the time

of decryption. An illustration of the process can be seen in figure [3.6
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Fig. 3.6: Process of encrypting data at rest

3.3.6 Data at Rest Decryption

The decryption process is the more difficult part of the archiving system as this
operation requires the decryption of multiple keys. For example, if there is a request
to decrypt a file owned by the user ncadmin. First of all the twelve-word mnemonic
has to be entered into the system. From this password with the use of PBKDF2,
the master private key can be decrypted, then ncadmin’s user private key has to
be decrypted and only after that the file can be decrypted. In this process, all of
the decrypted keys exist only in the memory and the ciphertext and nonce stored

in metadata are required, see figure [3.7]
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Fig. 3.7: Process of data at rest decryption

3.3.7 Key Recovery

The approach chosen in this thesis is to create a server-side key management system
minimizing the likelihood of keys being lost as it removes the issue where the user
has to manage his own key pair and can lose it while changing devices or losing
data on his personal device. However, there still could be other problems with
for example corrupted disk or some type of attack against the archiving system.
Therefore, it is required to periodically backup the keys and store them preferably
physically outside of the archiving system. This way there is minimal risk to lose

the ability to decrypt any files, even over long periods of time.

3.3.8 Resource Sharing

Resource sharing should be done via the Identity and Access Management approach.
If a police officer requests to share resources stored on the cloud with another officer,
it will most likely be done by extending metadata associated with the file by adding
the identity of the officer who should be granted access. Ideally, this will be done
by OAuth2 or OIDC. However, this is not within the scope of this thesis.
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3.3.9 Key Rotation & Re-Encrypting Mechanism

It is recommended practice in the Key Management Lifecycle to rotate keys. The
timestamping service introduced by my predecessor [23] will be extended by a re-
encrypting function designed to change the key protecting the stored file.

The Kyber encapsulate secret function generates different shared secret every
time it is called. We will use this behavior to create a new AES symmetric key
every time the re-timestamping worker finds a file that needs to be re-timestamped.
When this happens, the file gets decrypted in the memory and overwritten with the
same file encrypted with the new key, and ciphertext and nonce in the file metadata

will similarly be changed in order to still have the ability to decrypt the file later.
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4 Solution Implementation & Performance
Benchmarking

This chapter will finally get into the specifics of the implementation of the project.
It will introduce processes within the project, describe python code snippets written
in the project, and provide a better understanding of the cryptographic module of
the archiving system by introducing and describing block schemes. Later, sections
will be then focused on benchmarking that has been done on the cryptographic

module and lastly provide some ideas for future work in the archiving system.

4.1 Implementation Details & Block Schemes

This section focuses on the explanation of cryptographic operations in the system.
It describes those processes using block schemes and also showcases and describes
the most important parts of Python code responsible for those operations in the

archiving system.

4.1.1 Developed Cryptography Module

The cryptography module implemented to extend the archiving system with the
ability to provide long-term confidentiality of data at rest is divided into 3 main
classes. A visual representation of the cryptography module can be seen in the
figure below [£.1] The classes are used to provide confidentiality of keys from the top
down, meaning PBKDF2Utils are used to protect keys from KyberMasterUtils and
KyberMasterUtils keys are used to protect KyberUserUtils key pairs.

e KyberUserUtils: Class provides basic operations for operations and manip-
ulation with Kyber1024 user key pair and AES256-GCM constructed from
their shared secret.

 KyberMasterUtils: Class provides basic operations for operations and ma-
nipulation with Kyber1024 master key par and AES256-GCM constructed
from their shared secret.

« PBKDF2Utils: Class used to construct AES256-CBC key from twelve-word

mnemonic and operations with this key.
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Fig. 4.1: Structure of Cryptography Module Extending Archiving System

PBKDF2Utils

This class is used to construct the AES256-CBC key from a twelve-word mnemonic
and execute operations (encrypt, decrypt) with this key. The purpose of the class
is to provide functions required to add the ability to protect and use the Ky-
ber1024 master key. Three main functions found in the PBKDF2Utils are gen-
erate_ key(password), encrypt(plaintext), and decrypt(ciphertext).

The generate_key() function requires in total of 5 parameters. The first param-
eter algorithm specifies a hash function that will be used during the key derivation,
in our case SHA256. The second algorithm specifies the length of the derived key.
This value is in bytes, so in our case, the length of 32 will generate a key, which
is 256 bits long. Salt is a random value used to increase the security of the key
derivation process. It should be unique for each password and in our case, it is
specified in the initialization of PBKDF2Utils class. Parameter iterations specify the
number of iterations that determine the computational effort required to derive the
key. A higher number of iterations generally leads to stronger security but also in-
creases computational cost. In this case, we are using 100000 iterations. Lastly, the

backend specifies the cryptographic backend to use for the key derivation process.

o6



Cryptographic backends handle low-level cryptographic operations. In our case, the
default backend from cryptography.hazmat.primitives.kdf.pbkdf2 is used.
When the PBKDF2HMAC is initialized with the parameters described above. Func-
tion PBKDF2HMAC.derive (password.encode()) can be finally used. This key will
be of length 256 bits and will be later used to construct an AES256-CBC symmetric
key used for encryption and decryption of the Kyber1024 master private key. The

whole function can be seen in the code snippet below, see figure [4.2]

def _generate_key(self, password):

"""Generates a key using PBKDF2."""

kdf = PBKDF2HMAC (
algorithm=hashes.SHA256(),
length=32,
salt=self.salt,
iterations=self.iterations,
backend=self .backend

)

return kdf.derive(password.encode())

Fig. 4.2: PBKDF2Utils function for generation of the kdf secret

Once the PBKDF2Utils has been initialized and we have derived a key from
the password, the class instance can be then called to encrypt and decrypt the
provided plaintext and ciphertext. In the process of decryption, there is created
AES256-CBC key from the derived key and the random 16bit nonce. After this,
the encryptor/decryptor can be created and text can be encrypted/decrypted. Note
that in the encryption process, the 16-bit nonce has to be added into the generated
ciphertext in order to reconstruct the same AES symmetric key later on, see figure
4.3l And similarly, in decryption this nonce has to be extracted from the ciphertext
in order to get the plaintext back, visualized in figure [1.4]
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def encrypt(self, plaintext):
"""Encrypts the plaintext (bytes) with the generated key."""
cipher = Cipher(algorithms.AES(self.key), modes.CBC(os.urandom(16)),
backend=self.backend)

encryptor = cipher.encryptor()

padder = padding.PKCS7(128) .padder()

padded_data = padder.update(plaintext) + padder.finalize()

# Initialization Vector is required for security purposes in AES.CBC

iv = cipher.mode.initialization_vector

final ciphertext = encryptor.update(padded_data) + encryptor.finalize() + iv

return final ciphertext

Fig. 4.3: PBKDF2 encryption function used to encrypt Kyber Master Key

def decrypt(self, ciphertext):
"""Decrypts the ciphertext with the generated key."""
# Extract Initialization Vector
ciphertext, extracted_iv = ciphertext[:-16], ciphertext[-16:]
cipher = Cipher(algorithms.AES(self key), modes.CBC(extracted_iv),
backend=self .backend)

decryptor = cipher.decryptor()
unpadder = padding.PKCS7(128) .unpadder ()
padded_plaintext = decryptor.update(ciphertext) + decryptor.finalize()

return unpadder.update(padded_plaintext) + unpadder.finalize()

Fig. 4.4: PBKDF2 decryption function used to decrypt Kyber Master Key

KyberUserUtils

KyberUserUtils.py provides an implementation for operations for usage, creation,
and manipulations of User Key Pairs. Each Nextcloud user in the system that sends
a file for archivation will have his own Kyber1024 key pair created and stored on the
archiving system. To protect these keys and ensure the attackers can not use them
for decryption, all of the user keys are encrypted with the Master Private Key and
AES256. The class contains methods for the generation of the keys, encapsulation
of shared secrets, decapsulation of ciphertext, saving the keys, loading the keys,

encryption, and decryption.

o8



The class utilizes the previously mentioned Libogs library, specifically it is KeyEn-
capsulation module to provide basic functionality for Kyber1024 keys. Base func-
tions with Kyber keys can be seen in the code snippet below [£.5] Note that Libogs
function self.kem.generate keypair() generates just a public key and in order
to generate a private key one has to call self .kem.export_secret_key(). The
naming seems confusing, but this is how Kyber KEM is in Libogs currently im-
plemented. Encapsulate and decapsulate secret are functions that provide keying
material for the creation of AES256-GCM symmetric key used to encrypt files stored
in the system.

When encapsulate_secret is called, it provides a unique shared secret and cipher-
text that can be later decapsulated with decapsulate secret function, recovering the
unique shared secret. This way we can simulate key exchange between archivation
system in time of archiving and archivation system in the future when archived
data are requested. This provides post quantum safe long term confidentiality of

the system while also encrypting data with much more effective AES algorithm.

def generate_user_keys(self):
public_key, private_key = self.generate_public_key(),
self.generate_private_key()

return public_key, private_key

def generate_public_key(self):
# generates public key

return self.kem.generate_keypair()

def generate_private_key(self):
# generates private key

return self.kem.export_secret_key()

def encapsulate_secret(self, public_key):
self.ciphertext, self.shared secret = self.kem.encap_secret(public_key)
return self.ciphertext, self.shared_secret

def decapsulate_secret(self, private_key):

self .secret = self.kem.decap_secret(private_key)

return self.secret

Fig. 4.5: KyberUserUtils key pair generation
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The function encrypt defined within the KyberUserUtils class provides an en-
cryption mechanism, integrating post-quantum cryptography principles with sym-
metric encryption techniques to secure plaintext data, in this case, the whole files.
Initially, the function retrieves the public key associated with a specified owner, em-
phasizing the use of a non-private key to maintain confidentiality. The cryptographic
process begins with the generation of a KEM (Key Encapsulation Mechanism) ci-
phertext and a shared secret using the Kyber algorithm, a candidate in the NIST
post-quantum cryptography project known for its security against quantum com-
puter attacks.

Following the key encapsulation, the function utilizes the AES-GCM (Advanced
Encryption Standard in Galois/Counter Mode) symmetric encryption algorithm to
secure the plaintext. It generates a random nonce (number used once) to ensure
the uniqueness of the encryption process in each instance, thus preventing replay
attacks. The plaintext is then encrypted using AES-GCM with the previously gener-
ated shared secret, ensuring data confidentiality and integrity. Finally, the function
concatenates the KEM ciphertext, the nonce, and the encrypted data, which it then
encodes in base64 format to produce a string output suitable for safe storage. This
method effectively layers the robustness of post-quantum secure key encapsulation
with the efficiency and reliability of symmetric encryption, leading to the creation
of a hybrid encryption approach suitable for the safeguarding of sensitive data in a

potentially quantum-computational future.

def encrypt(self, plaintext, owner):
public_key = self.load_key(owner, private_key=False)
kem_ciphertext, shared_secret_enc = self.encapsulate_secret(public_key)
self.ciphertext_length = len(kem_ciphertext)
aesgcm = AESGCM(shared_secret_enc)
nonce = os.urandom(12) # Generate a monce
encrypted_data = aesgcm.encrypt(nonce, plaintext, None)
# Combine KEM ciphertext, nonce, and AES-GCM encrypted data then encode
full ciphertext = kem_ciphertext + nonce + encrypted_data
encrypted_text = base64.b64encode(full_ciphertext) .decode('utf-8')

return encrypted_text

Fig. 4.6: KyberUserUtils encryption function

The decrypt function in the KyberUserUtils class is designed to reverse the en-

cryption process outlined in the encrypt method, enabling the recovery of plaintext
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from encrypted data. This function initiates by loading and decrypting the private
key associated with the specified owner, ensuring that only the intended recipient
with the correct credentials can decrypt the data. It underscores the importance of
key security by leveraging the master utility’s decryption functionality, subsequently
logging the key length for verification and auditing purposes.

The core decryption workflow begins with decoding the base64-encoded input,
encrypted_text, to retrieve the full binary ciphertext. This ciphertext is dissected
into three parts: the KEM ciphertext, a nonce, and the AES-GCM ciphertext, each
extracted based on predefined byte lengths. The KEM ciphertext is processed us-
ing the private key to decapsulate and retrieve the shared secret. This secret is
then employed to initialize an AES-GCM instance, which is used to decrypt the
AES-GCM ciphertext using the extracted nonce, ensuring both the confidentiality
and integrity of the data. The function ultimately returns the decrypted plaintext,
effectively completing the secure communication cycle established by its encryption
counterpart. This method exemplifies a robust approach to decryption that com-
plements the advanced encryption techniques, maintaining a high security standard

necessary in a post-quantum cryptographic environment.

def decrypt(self, encrypted_text, owner):

private_key = self.load_key(owner, private_key=True)

private_key = self .master_utils.decrypt(private_key)

full _ciphertext = base64.b64decode(encrypted_text)

kem ciphertext = full ciphertext[:self.ciphertext_length]

nonce = full ciphertext[self.ciphertext_length:self.ciphertext_length + 12]
# Decapsulate to get the shared secret

aes_ciphertext = full ciphertext[self.ciphertext_length + 12:]
shared_secret_dec = self.decapsulate_secret(kem_ciphertext, private_key)
aesgcm = AESGCM(shared_secret_dec)

decrypted_data = aesgcm.decrypt(nonce, aes_ciphertext, None)

return decrypted_data

Fig. 4.7: KyberUserUtils decryption
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KyberMasterUtils

KyberMasterUtils.py class is similar to KyberUserUtils.py, however, its intention
is only to work with Master Key Pair and its protection. The functionality for
Kyber keys and how AES keys are created and used are very similar. However, the
class introduces some changes and also utilizes PBKDF2Utils. This subsection will
therefore not go through the code again. The reader should just note that the private
key in the class is encrypted with PBKDF2Utils before it is saved and similarly it
is decrypted after being loaded and used. Therefore, decryption of the files in the
system is not possible without the knowledge of the parameters and password used
in KDF.
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4.1.2 Block Schemes of Processes

To further clarify how the encryption and decryption processes in the archiving
system work, this section introduces and describes multiple block schemes. To better
understand block schemes, the mathematical descriptions will be added to describe
certain parts of block schemes to enhance comprehensibility. Following is a list of

mathematical descriptions of operations used in this subsection.

e Prj: Plaintext data to be encrypted.

o KEM ncapsulate: Key encapsulation mechanism using the public key to gener-
ate random shared secret and ciphertext.

o KEMpecapsulate: Key decapsulation mechanism using the private key to recover
shared secret from ciphertext.

o Ckpa: Ciphertext generated by the key encapsulation mechanism.

o SSkEm: Shared secret generated by K EM.

o AESenerate: AES in Galois/Counter Mode. Taking shared secret and nonce
to generate a symmetric AES key.

o AESenerype: Encryption operation with AES key

o AESccrypt: Decryption operation with AES key

o PBKDF2yenerqe: Creation of AES-CBC key with PBKDF2 and password

o PBKDF2.cryp: Encryption operation AES from PBKDF2

o PBKDF2jecryp: Decryption operation AES from PBKDE2

o N: Nonce, a randomly generated number for AES-GCM.

e CYie: Encrypted file contents

Encrypting files

The block diagram in figure illustrates a multi-step process for secure file en-
cryption using public-key and symmetric-key cryptography. Initially, a public key
for a user identified as Kyber1024 is either loaded or created. Using this public
key, a shared secret and a ciphertext are encapsulated, meaning the shared secret
is securely established using the kyber public key. Following this, an AES256-GCM
symmetric key is generated from the shared secret and a random nonce, they are
used to encrypt the file securely. Finally, the ciphertext and the nonce used in the
encryption are appended to the beginning of the encrypted file, ensuring that all of
the necessary components for decryption are stored together. This process leverages
both the security of post-quantum safe public-key cryptography and the symmetric

key encryption for performance.
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Mathematical description of the encryption process omitting first and last block

is following:

1. CKEM, SSKEM - KEMencapsulate(US@TPUbliCK6y>
2. AESgenerate(SSKEM7 N)
3. Cfile = AESencrypt(Pfile)

i Create AES256-GCl Append ciphertext
Load/Create User Sig?:?:ﬁ?;;ﬁ;{ggt symmetric key from Encrypt the file and monce to the
Kyber1024 public key shared secret and beginning of

random nonce encrypied file

from public key

Fig. 4.8: Block scheme of file encryption process

Decrypting Files

The block diagram in figure [4.9] illustrates a decryption process similar to the di-
agram before it uses a combination of Kyber and AES. Initially, the Kyber1024
private key of a user is loaded. Then, the ciphertext and nonce are extracted from
the start of the encrypted file, which were appended during the encryption phase.
Using the Kyber1024 private key, the shared secret is retrieved from the ciphertext
through a decapsulation function. This shared secret, along with the nonce, is then
used to reconstruct the AES256-GCM symmetric key. Finally, this symmetric key
decrypts the file, restoring the original data. This process effectively reverses the
encryption sequence, allowing for the secure retrieval of the encrypted information.
A mathematical description of the decryption process, omitting loading of the key

and extraction of ciphertext and nonce is this:

1. SSkem = KEMjecapsuiate(User Private K ey, Cxpar)
2. AESgenerate(SSKEM7 N)
3. Pfile = AESdecrypt(Cfile)

private key peginning of the decapsulate function and nance and decapsulated AESZ256-GCM
encrypted file Kyber1024 private key shared secret

Extract ciphertext and Extract shared secret from Reconstruct the AES256-
Load User Kyber1024 nonce from the cipher text with GCM with extracted Decrypt the file with

Fig. 4.9: Block scheme of file decryption process
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Overall Process of Encryption

The next block scheme in figure outlines a whole process for securely archiving a
file through a REST API using cryptographic methods previously described. Upon
the file’s arrival to the archiving system, it first verifies the file owner. Then the check
if the owner has an existing Kyber1024 key pair happens. If not, a new Kyber1024
key pair is generated for the owner. If a key pair exists, the file is encrypted with
an AES256-GCM key, a detailed process of encryption as described in the previous
section, see figure 4.8 In a case, where the owner’s key pair does not exist yet, the
key pair is automatically generated and the user’s private key is encrypted using an
AES256-GCM key derived from the Kyber1024 public key. After encrypting the file
or the private key as necessary, a hash of the encrypted file along with other required
operations for archiving is created. The process finishes with the completion of the
archiving task.

Encrypt file with AES256-GCM derived from UserKyber1024 public key in math-

ematical description means this:

1. CKEM, SSKEM = KEMencapsulate(US€TPUbliCK6y)
2. AESgenerate(SSKEM7 N)
3. Cfile = AESencrypt(Pfile)

Similarly Encrypt the User Private Key with AES-256-GCM key derived from
Kyber1024 public key, in mathematical description:

1. CKEMa SSKEM = KEMencapsulate(MaStQTPUbZiCKey)
2. AESgenerate(SSKEM7 N)

3. CUserPrivateKey = AESencrypt (PUserPrivateKey)
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Fig. 4.10: Block scheme of entire encryption process in the system

The last block scheme in figure [£.11] describes the overall process of decrypting a file
archived with previously described cryptographic methods. The decryption starts
with a request via REST API or CLI. Initially, the User Kyber1024 private key is
loaded, right after that also Master Kyber1024 private key is loaded. When both
private keys are in memory, the master key is decrypted using a PBKDF2 key,
reconstructed from a twelve-word mnemonic. Following this, the AES256-GCM key
that was initially used to encrypt the user’s private key can be reconstructed. This
key is then used to decrypt the encrypted user’s private key in memory. Finally, an
AES256-GCM key protecting the archived file is also reconstructed and this key is
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used to decrypt the archived file, securely restoring and returning the original data

to the owner.

Mathematical description for all of the cryptographic operations in the process
would look like this:

e B e

PBKDF2yenerate(Password)

PMasterPrivateKey = PBKDFQdecrypt (CMasterPrivateKey)

SSMASTER—KEM = KEMdecapsulate (PMasterPrivateKey ) CUSER—PRIVATE—KEY—KEM)
AES encrate(SSmasTER-KEM; N)

PUserPrivateKey = AESdecrypt (CUserPrivateKey)

SSUSERfKEM = KEMdecapsulate(PUserPrivateKey> CKEM)

AESgenerate(SSUSERfKEM; N)
sz'le - AESdecrypt(Ofile>

Ty
Request for decryption Reconstructing
through REST AFI or AES256-GCM key

CLI protecting User
. v Kyberi024 private key
v
Loading Encrypted
- Decrypting Encrypted

User Kyber1024 private User Kyber1024 private
key for owner of the file key with reconstructed
from Archivingsystem Master AES-256

Loading Encrypted s ™
Master Kyber1024 Reconstructing AES256-
private key from the GCM key protecting
Archivingsystem Archieved file
; : e -
' ‘L Y
Reconstructing
PBKDF2 key with Decrypting archived file
twelve word mnemaonic with AES256-GCM
L /
Decrypting Encrypted - 'l' -
Master Kyber1024
private key with Decrypted File can be
PEKDF2 key send back to the owner
L /

Fig. 4.11: Block scheme of entire decryption process in the system
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Command Line Interface

The project solution also provides and extends a command line interface that al-
lows one to manually do cryptographic operations. It is intended for usage by
archiving system administrator however, in this thesis, it was also used to make
the testing and bench-marking more effective. To display a help message, which
describes in detail available commands, the administrator can use the command
archivingsystem -h. In order for CLI to be available administrator has to be in
the folder /opt/archivingsystem/.

There are 4 newly added commands, which provide the option to decrypt files
based on fileID and owner and to decrypt files based on filePath and owner. Simi-
larly, there are also commands to encrypt files based on fileID and the owner or to

encrypt file based on filePath and the owner. Examples of commands look like this:

1. archivingsystem -e {fileID} -o {owner}: Encrypt file based on fileID
and owner

2. archivingsystem -ef {filePath} -o {owner}: Encrypt file based on filePath
and owner

3. archivingsystem -d {fileID} -o {owner}: Decrypt file based on fileID
and owner

4. archivingsystem -df {filePath} -o {owner}: Decrypt file based on filePath

and owner

New Archiving System Architecture Scheme

The previous architecture was extended by cryptographic operations, which help to
provide long-term confidentiality of archived files in the system. This is done with
functions implemented in the cryptography module, described earlier in this chapter.
The main differences from the previous system are encrypting, re-encrypting, and
key storage blocks. The new architecture of the system is illustrated in the figure

on the next page |4.12|

1. Encrypting: Extends archivation process with processes described above to
provide confidentiality of archived data in the archiving system.

2. Re-Encrypting: Extends re-timestamping process with processes of re-encryption
and key rotation of the AES key protecting the file.

3. Keystorage: Specifically marked space in the filesystem reserved for all of the
keys necessary for the functioning of the key management system. All private

keys are protected by encryption.
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Fig. 4.12: Extended version of archiving system architecture previously mentioned

in chapter [3.1] from [23]
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4.2 Performance Benchmarking

This section is focused on providing some benchmark values, showing the reader
how long the various cryptographic operations in the system take. The benchmark

will be done on files of various sizes ranging from 5MB to 10GB.

Machine Used To Benchmark

The whole project was developed and bench-marked on Lenovo ThinkPad X1 Car-
bon Gen 9. Specs of the laptop can be seen in table [4.1] As all of the cryptographic
processes happen on the archiving system, times could be improved by providing
better hardware for the bare metal hosting the server, but at the same time, if the
system gets deployed in the real scenario with multiple users, the use case should
count of multiple operations happening at the same time and should be stress tested

appropriately.

Table 4.1: Lenovo ThinkPad X1 Carbon Genllth Specifications

Component Specification

Processor 11th Gen Intel Core i7
Processor frequency | 3 GHz

Processor cores 4

RAM 32GB LPDDR4

Storage 256GB PCle SSD

Graphics Card Integrated Intel Iris Xe Graphics

Operating System Fedora 39 Linux

Script and Tools Used to Benchmark

This is the shortened version of one of the bash scripts used for benchmarking using
Python CLI. The script runs the encryption and decryption operations 100 times
and averages the times required for the operations to get more stable and meaningful

results.
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for ((i = 1; i <= $ITERATIONS; i++)); do

echo "Iteration $i:"

# Encrypt file

command="archivingsystem -ef $file_path -o $owner_name"
start_time=$(date +%s.%N)

$command

end time=$(date +J%s.%N)

encrypt_duration=$(calculate_time_difference $start_time $end time)
encrypt_total_duration=$(awk "BEGIN {print $encrypt_total_duration

+ $encrypt_duration}")

# Decrypt file

command="archivingsystem -df $file path -o $owner_name"
start_time=$(date +%s.%N)

$command

end time=$(date +Js.%N)

decrypt_duration=$(calculate_time_difference $start_time $end_time)
decrypt_total_duration=$(awk "BEGIN {print $decrypt_total_duration
+ $decrypt_duration}")

done

Fig. 4.13: Bash script used to benchmark cryptographic operations

Benchmarking Results

For each file size, the encryption and decryption times are quite close, suggest-
ing that the computational overhead for both processes is similar. This indicates
that the encryption and decryption processes are similarly efficient, which is often
desirable and expected in symmetric encryption schemes like AES combined with
post-quantum cryptographic algorithms like Kyber. Additionally, both encryption
and decryption times increase approximately linearly with the size of the files. This
is expected as larger files contain more data to process. It would be preferable to
also test larger files, for example up to 1TB, but this unfortunately is not possible
due to the size of the hard disk on the machine used for benchmarking. With grow-
ing file sizes the decryption time is getting a bit longer than then encryption time
by approximately 8%, see table [4.2]
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Table 4.2: Encryption and Decryption times for different file sizes

File Size 5MB | 50MB | 100MB | 250MB | 500MB | 1GB | 2GB | 5GB | 10GB

Encryption Time (s) | 0.05s | 0.28s | 0.52s 1.42s | 2.60s |5.11s| 9.81s | 23.87s | 45.79s

Decryption Time (s) | 0.05s | 0.30s | 0.54s 1.69s 2.68s | 5.27s | 10.23s | 25.14s | 48.54s

The results illustrate the practical performance of combining Kyber, a post-
quantum cryptography algorithm, with AES. For typical usage scenarios involving
small to medium-sized files, the times are quite reasonable, suggesting good practi-
cality. For very large files, the time taken is still within a manageable range, though
optimizations might be needed in case the application expects higher amounts of
simultaneous requests at the time or if the archive system will be used to archive

file sizes in TB ranges. Results can also be seen in a form of graph in figure
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Fig. 4.14: Graph of encryption and decryption times for files of various sized

More detailed breakdown of operations that influence encryption and decryption

time:
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o Encryption time - loading user public key, encapsulating user shared secret,
constructing AES key, encrypting file with AES key.

e Decryption time - loading master private key, loading user private key, gen-
erating PBKDF2 key, decrypting master key with PBKDF2 key, decapsulating
master shared secret reconstructing master AES key, decrypting master private
key, decapsulating user shared secret, reconstructing user AES key, decrypting
file with user AES key.

Every operation from the list except for encryption and decryption file takes
constant time regardless of file size. Most of the time spent in the process is con-
nected to those operations and this operation is also the reason for growing times

with growing file sizes.

4.3 Future work

As was mentioned in chapters [I.4] and the security of the key management
system is highly dependent on the security of its master key. Currently, there is
a solution in the form of protecting the master key with PBKDF2. The safer and
more functional solution, which will enable the archiving system to be more flexible,
would be securing the master key through a standalone HSM (Hardware Security
Module) which could store the master key and use it for cryptographic operations,
for example through REST API.

Another beneficial improvement for the future would be to implement a stronger
mechanism for the authentication of users through OAuth2 or OIDC protocols. As
of now, there exists authentication in the Nextcloud instance. However, this does
not extend to the archiving system.|

Last and probably the most important recommendation, is to create a safer en-
vironment while working with encrypted private keys in the memory of the server.
The archiving system would ideally work with the keys only within a certain part
of memory with additional safeguards and try to ensure the plaintext keys are com-
pletely removed from memory once they are no longer needed. This could be done

by, for example, overwriting the memory with zeros.
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Conclusion

The thesis delved into the foundational recommendations provided by the National
Institute of Standards and Technology (NIST) concerning the Key Management
lifecycle. It explained the essential terms and principles necessary for comprehend-
ing the secure and efficient execution of key management practices. The end of
chapter one focused on exploring key management options tailored for cloud solu-
tions, emphasizing the pivotal role of the master key in securing cloud-based storage
environments.

Moving on to the second chapter, the thesis conducted an in-depth analysis of
the threats posed by quantum computers to current cryptographic protocols. It
then delved into the exploration of post-quantum secure alternatives, conducting a
comprehensive comparison based on both performance metrics and safety consider-
ations. Ultimately, the thesis identified Crystals-Kyber as the best-performing Key
Encapsulation Mechanism (KEM) and Crystals-Dilithium as the most suitable Dig-
ital Signature Algorithm (DSA) option. Additionally, the chapter looked into the
Advanced Encryption Scheme (AES) and how to combine it with Crystals-Kyber.

In the third chapter, the thesis introduced a novel key management system that
utilizes the knowledge acquired from chapters one and two. The current state of
the system exhibits robust design principles, ensuring the long-term safety of data
at rest, even when confronted by Grover’s algorithm. While the system excels in
automating data saving and encryption processes, certain aspects still require man-
ual intervention, such as the decryption of archived data. This could be solved by
securing the master key with HSM in the future and automating those tasks through
REST API between the archiving system and HSM.

Finally, in the fourth chapter, the specifically developed solution was in detail
explained and described with block schemes and snippets of Python code. Bench-
marking and measuring the performance of the solution was done and analyzed.
The thesis was successful in its goals and managed to deliver a functioning key man-
agement system, which provides confidentiality of archived files on the archiving
system. The results showed that the solution can achieve encryption and decryp-
tion in reasonable times tested on files of size up to 10GB. Additionally, the results
showed that the encryption and decryption times are pretty similar with decryption

operation taking approximately 8% more time.
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5 Content of the electronic attachment

The electronic attachment consists of files added or modified in the scope of this
thesis. The full code can be found at gitlab repository of research team Brno AXE
https://axe.vut.cz. As the whole project is 204MB large and the maximum for
electronic attachment of the thesis is 35MB only newly added files and files modified
in order to extend the archiving file by cryptographic operations are included in the
attachment. Attachment additionaly contains some examples of encrypted and de-
crypted files and keys, plus it contains short video demonstrating some functionality

from the project. The structure of the electronic attachment is following:

P root folder of the attachment files
| _archivingsystem..................... files for archiving system docker container
| _src/

PBKDF2Utils.py

KyberMasterUtils.py

KyberUserUtils.py

MyLogger .py

archiving.py

retimestamping.py

api.py

core.py

console.py
| benchmark-kyber.sh
|  requirements.txt
| _setup.py
| eXamples . ..iiiiii e examples of encrypted/decrypted files and keys
files

keys

video

| docker-compose-nextcloud.yml
| docker-compose.yaml

| Dockerfile.yaml

| README.md
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