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Abstract

Deepfake technology is a growing threat, with Al detection tools often lacking transparency.
This paper examines the impact of XAl specifically heatmaps (Grad-CAM-++), on human
decision-making in deepfake face detection. The aim was to verify how Al scores and
heatmaps affect user accuracy and confidence, especially when Al fails.

A three-group experiment (control, Al score, Al score + heatmap) showed a 67% base-
line human success rate (F1). Al assistance did not significantly improve F1 overall. The
detector score strongly influenced users, leading to worse results when Al errors occurred.
The key finding is that adding a heatmap mitigated this negative impact, maintained
control-level accuracy when Al errors occurred, improved confidence-weighted scores, and
led to more balanced decision-making. Despite the objective benefits, users subjectively
rated heatmaps as of little use.

The work demonstrates heatmaps’ potential to improve human decision-making robust-
ness with Al support. It also highlights the need to develop more user-friendly XAI methods
to combat deepfakes effectively.

Abstrakt

Deepfake technoldgia je rasticou hrozbou, pricom Al detekéné néstroje casto postradaju
transparentnost. Tdto praca skuma vplyv XAI, konkrétne heatmap (Grad-CAM++), na
Tudské rozhodovanie pri detekcii deepfake tvari. Cielom bolo overit, ako Al skére a heatmapy
ovplyvniuju presnost a déveru pouzivatelov, najmé pri zlyhani Al.

Experiment s tromi skupinami (kontrolnd, Al skére, Al skére 4+ heatmapa) ukazal 67%
zékladnt Tudskd tspesnost (F1). Al asistencia celkovo F1 vyznamne nezlepsila. Skére
detektora silne ovplyvnovalo pouzivatelov a pri chybach Al viedlo k horsim vysledkom.
KTIicovym zistenim je, Ze pridanie heatmapy mitigovalo tento negativny dopad, udrzalo
presnost na trovni kontrolnej skupiny pri chybach Al, zlepsilo skore vazené istotou a viedlo
k vyvazenejSiemu rozhodovaniu. Napriek objektivnym prinosom, pouzivatelia subjektivne
hodnotili heatmapy ako maélo uzitocné.

Praca demonstruje potencial heatmap zlepsit robustnost Tudského rozhodovania s pod-
porou Al. Zaroven poukazuje na potrebu vyvoja pouzivatelsky zrozumitelnejsich XAl metod
pre efektivny boj proti deepfake.
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Rozsireny abstrakt

Technolégia deepfake, umoznujica vytvaranie hyperrealistickych syntetickych médii, pred-
stavuje dvojsecnu zbran. Na jednej strane ponika nové moznosti v kreativnom priemysle ¢i
vzdeldvani, na strane druhej prinasa vazne hrozby v podobe sirenia dezinformacii, kradezi
identity a podkopavania dévery v digitalny obsah. S rasticou sofistikovanostou metdd
na vytvaranie deepfake médii je nevyhnutné vyvijat c¢inné detekCné nastroje. Systémy
zalozené na hlbokych neurénovych sietach dosahuju slubné vysledky, avsak ich fungo-
vanie predstavuje “Cierne skrinky” bez dostatoCnej transparentnosti, ¢o vedie k nizkej
vysvetlitelnosti, obmedzenej dovere pouzivatelov a pomalsej adopcii. Vysvetlitelnd umeld
inteligencia (XAI) pontika riesenia na zvysenie transparentnosti a déveryhodnosti tychto
systémov.

Této diplomovéa préaca sa zameriava na preskimanie dlohy a vplyvu XAI mechanizmov,
konkrétne vizualizacii vo forme heatmap generovanych metédou Grad-CAM++, na proces
ludského rozhodovania pri detekcii deepfake obrazkov tvari. Hlavnym cielom bolo navrhnit,
realizovat a vyhodnotit experiment, ktory by odpovedal na nasledujtice vyskumné otazky:
(RQ1) Do akej miery dokazu ludia sami rozlisit pravé a falosné obrazky? (RQ2) Aky
je vplyv poskytnutia vystupného skére Al detektora a Grad-CAM++ heatmapy na pres-
nost, istotu a rozhodovaci proces pouzivatelov? Praca testovala hypotézy predpokladajice
negativny dopad absencie pomoci (H1), silny vplyv vystupu detektora na rozhodovanie
(H2) a schopnost heatmap zmiernit slepi déveru v Al a podporit tym informovanejsie
rozhodnutia (H3).

Prostrednictvom online platformy bol realizovany experiment formou pouzivatelskej
studie s 204 platnymi dcastnikmi, ndhodne rozdelenymi do troch skupin: 1. Kontrolnd
skupina (bez asistencie), 2. Detektor skupina (poskytnuté len percentudlne skére Al de-
tektora udavajice pravdepodobnost deepfake), 3. Det. € Heatmap skupina (poskytnuté
skore aj Grad-CAM++ heatmapa vizualizujica oblasti zdujmu detektora). Ako detek-
tory boli pouzité modely EfficientNet-B3 a B4 natrénované na datasete FaceForensics++.
KIicovym prvkom dizajnu bol vyber 60 testovacich obrazkov (30 pravych, 30 falo$nych),
ktoré boli strategicky zvolené tak, aby rovnomerne pokryvali celé spektrum spolahlivosti
detektora (0-100%) a zahfnali aj nidroéné “Sedé zény” — pripady nizkej istoty Al alebo jej
chybnej klasifikicie. Ulohou dcastnikov bolo pre kazdy obrazok rozhodnat, & je pravy
alebo falosny, a ohodnotit svoju istotu na 5-bodovej Likertovej skdle. Okrem standardnych
metrik (presnost, F1-skore, recall, specificity, precision) bola pouzita aj Specifickd metrika
Confidence-Weighted Score (CWS), ktord zohladnuje spravnost aj istotu odpovede. Boli tiez
zbierané demografické udaje, informécie o predchadzajicich skisenostiach s tvorbou/detek-
ciou deepfakes a subjektivna spétné véazba po experimente.

Analyza vysledkov ukézala, ze zdkladna Tudské schopnost rozlisit deepfake (RQ1) bola
na trovni priblizne 67% (F1-skdre), ¢o je sice vyznamne lepsie ako ndhodné hadanie, avsak
sprevadzané statisticky vyznamnym sklonom castejsie klasifikovat obrazky ako falosné. Hy-
potéza H1 bola zamietnutd, kedze v celkovom F1-skére neboli medzi skupinami néjdené
statisticky vyznamné rozdiely v tomto experimentdlnom nastaveni. Al asistencia sa vSak
ukdzala ako prospesna v pripadoch, ked bola predikcia Al spravna. Hypotéza H2 bola
potvrdena — vystupné skére Al detektora malo silny a meratelny vplyv na rozhodovanie
ucastnikov zaradenych do Detektor a Det. & Heatmap skupiny, tito Gcastnici mali tenden-
ciu nasledovat odportucanie Al, najmé pri vysokej irovni jej istoty. Tento vplyv mal vSak aj
negativne dosledky: pri nespravnych predikcidch AT dosiahla Detektor skupina (len skére)
statisticky vyznamne horsiu presnost a CWS ako Kontrolnd skupina, ¢o potvrdzuje riziko
slepého nasledovania zaviadzajucich informéacii. Hypotéza H3 bola silne podporena. Pri-



danie Grad-CAM++ heatmapy dokézalo efektivne mitigovat negativny dopad nespravneho
skére Al Presnost Det. & Heatmap skupiny pri chybach Al nebola statisticky horsia
ako Kontrolnd skupina (na rozdiel od Detektor skupiny) a CWS bolo v tychto pripadoch
statisticky vyznamne lepsie v Det. & Heatmap skupine ako v Detektor skupine. Det. &
Heatmap skupina bola tiez jedind, ktora nevykazovala statisticky vyznamni nerovnovahu
medzi metrikami recall, specificity a precision, ¢o naznacuje informovanejsi a vyvazenejsi
rozhodovaci proces. Zaujimavym paradoxom vsSak bolo, ze napriek objektivnym prino-
som ucastnici tejto skupiny subjektivne hodnotili heatmapy ako malo uzito¢né a zaroven
uvadzali Statisticky vyznamne vyssiu mieru spoliehania sa na Al systém (skore + heatmapa)
ako Detektor skupina.

Tato praca poskytuje empirické dokazy o komplexnej interakcii medzi ludmi a Al sys-
témami pri detekcii deepfake. Potvrdzuje sa, Ze zatial ¢o Al asistencia mdze byt prospesna,
poskytovanie samotného skore spolahlivosti bez dalSieho kontextu je rizikové, najmé v pri-
padoch chyb Al Vysvetlitelnost vo forme Grad-CAM++ heatmap sa ukézala ako téinny
nastroj na mitigaciu tychto rizik, zlepsenie kvality rozhodovania a podporu vyvazenejsieho
pristupu. Nestilad medzi objektivnymi vysledkami a subjektivnym vnimanim uZzitocnosti
heatmap vsak poukazuje na kriticki vyzvu pre oblast XAI — potrebu navrhovat nielen tech-
nicky funkéné, ale predovsetkym pouzivatelsky zrozumitelné a intuitivne metédy vysvetle-
nia. Praca prispieva k lepsiemu pochopeniu dynamiky cloveka a Al v procese rozhodovania
a poskytuje vychodiskd pre dalsi vyskum a vyvoj robustnejsich a déveryhodnejsich de-
tekénych systémov.
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Chapter 1

Introduction

The exponential growth of artificial intelligence and machine learning technologies has
brought significant innovations across various fields. One of the areas is the emergence
of deepfake technology, which has a significant impact and consequences for the creative
industry and cybersecurity. Deepfakes are hyperrealistic synthetic media created through
technologies using generative adversarial networks and diffusion models. Although their
use offers potential benefits in areas such as entertainment and education, their misuse can
pose serious threats, including spreading disinformation, identity theft, or compromising
security systems.

The techniques for creating deepfakes are increasingly sophisticated, and it is therefore
important to respond accordingly by constantly researching methods for their detection.
Automated detection systems using advanced neural network architectures have shown con-
siderable success in this area. However, these systems often function as a black-box model,
where any transparency of their decision-making processes is absent. Lack of explainability
can lead to a loss of trust in detection systems from users and thus slow down their wider
adoption, especially by non-experts.

Explainability mechanisms like heatmaps have been integrated into detection systems
to address this challenge. Heatmaps help to highlight the parts of the image that had the
most significant impact on the final decision of the detection models, thereby increasing
their transparency and providing users with valuable insights. This thesis investigates the
role of explainability mechanisms (specifically Grad-CAM++ heatmaps) and their impact
on human decision-making processes in deepfake detection.

The research objectives include designing and implementing an experiment involving
three groups: a control group, a group with the output from the deepfake detector at
its disposal, and a group that will be assisted in its decision-making by heatmaps and
the outputs from the deepfake detector. Crucially, the experiment was designed to include
challenging “gray zone” cases where the Al detector was uncertain or even incorrect, as these
situations are critical for the human classification process. The experiment aims to evaluate
to what extent the detector score and heatmaps explanation can influence the ability of
participants to distinguish between genuine and fake facial images and how they affect
reliance on Al. Preliminary findings suggest a complex relationship: while AT assistance can
be beneficial when the detector is correct, relying solely on Al scores carries risks when the
AT errs. Explainability through heatmaps plays a crucial role in mitigating these risks and
fostering more informed, balanced decisions, although their perceived usefulness by users
presents an interesting paradox. The summarization of the effectiveness of heatmaps in



supporting human decisions in this work can also contribute to developing more trustworthy
and user-friendly deepfake detection systems.

The work begins with a theoretical foundation, which includes the technologies and
techniques used to create facial deepfakes. Next, the work describes the methods used for
manual and automatic deepfakes detection, the importance of explainability methods in
the detection process, examples of technologies used to create heatmaps, and the challenges
related to explainability. The work continues with defining a decision support system and
its role and challenges in the human-Al decision-making process. The thesis then moves
on to the experimental part, which includes the experimental design, implementation, and
evaluation of the results.

The findings provide valuable insights into the dynamics of user decision-making when
interacting with imperfect Al detectors and specifically assess the effectiveness and user
perception of Grad-CAM++ heatmaps as an explainability tool in this context, offering
recommendations for future development of Al-assisted deepfake detection tools.



Chapter 2

Deepfakes

The name combines two words: deep learning' and fake. The phenomenon of deepfake
itself offers new possibilities for creative and productive use in various industries, but it is
not without threats in cyberspace and other unethical aspects [60]. It is credible media,
visual or audio, generated mainly by a deep neural network, which aims to be realistic in
the eyes of humans. This medium reproduces fictional events by replacing another person’s
voice or face in a picture or video. Deepfakes can be broadly categorized into two main
domains: the Facial domain and the Speech domain, as shown in Figure 2.1.

V2R B

Facial domain Speech domain =—
\ 4 1
Image e Video —
Face Synthesis —» Face Swap <4 Text-To-Speech <
[ | Facial | Voice
Face Morphing Reenactment al Conversion
Face < Speech
Manipulation Morphing

Figure 2.1: The deepfakes are categorized into facial and speech domains, further bro-
ken down into subcategories that illustrate individual approaches. The figure was taken
from [41].

Most facial deepfakes are created by replacing a face with a fake image of someone
else. Still, another approach can also be used to generate the face of a nonexistent person
with the help of artificial intelligence (AI)? and machine learning (ML)®. In today’s disin-

!Deep learning allows computational models composed of multiple processing layers to learn data repre-
sentations with multiple levels of abstraction. [65]

2 Artificial intelligence enables computers and machines to simulate human learning, comprehension,
problem-solving, decision-making, creativity, and autonomy. [100]

3Machine learning is a branch of artificial intelligence focused on enabling computers and machines
to imitate how humans learn, perform tasks autonomously, and improve their performance and accuracy
through experience and exposure to more data. [54]



formation age, the deepfake is often used to polarise society, politically or otherwise. In
addition to deceiving people, deepfakes can also be used to deceive the security features of
various security systems, which can lead to financial damage or loss of assets or valuable
information. This was a sign that the popularity of deepfake has started to grow even in
academia. At the same time, in 2017, only a few dozen scientific papers were published;
nowadays, hundreds to thousands of publications per year can be seen [74]. Figure 2.2
illustrates the trend in search interest for the term “deepfake,” showing that awareness of
the term was zero until 2017 but gradually increased until 2023, when it peaked. Since
then, popularity has remained relatively high, consistent with advances in generative Al
and increasing societal awareness.

Figure 2.2: Google Trends search interest for the term “deepfake” (Jan 2017 — Dec 2024).
The numbers represent search interest relative to the highest point, where 100 is the peak
popularity.

In this chapter, the facial deepfakes will be discussed further.

2.1 Technologies

Deep generative models are behind the revolution in manipulating and generating fake im-
ages. The generation process uses advanced machine learning architectures, which, due to
their efficiency, cause problems in determining the boundary between the genuine people in
the image and the fake ones. In the generation domain, there are two main approaches, Gen-
erative Adversarial Networks (GANs) and Diffusion Models, which are prominent among
them. The above approaches have their strengths and weaknesses, and this subsection will
describe both and how they contribute to the generation of deepfake images.

2.1.1 Generative Adversarial Network

A generative adversarial network is a type of neural network® that attempts to generate
synthetic images based on training data. GANs are used, for example, in face synthesis
or face swapping, where this approach uses semi-supervised and unsupervised learning

4A neural network is a machine learning program or model that makes decisions like the human brain
by using processes that mimic how biological neurons work together to identify phenomena, weigh options,
and arrive at conclusions. [1]
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techniques and thus provides the possibility of training without extensive annotation of the
training data.

This approach can be characterized as a pair of networks, a generator, and a discrimi-
nator, typically implemented by multilayer networks consisting of convolution and/or fully
connected layers. These networks are called competing networks. The generator does not
have access to the actual images during training, only to the interaction with the discrimina-
tor, which is why it produces ever-new, more authentic fakes. Meanwhile, the discriminator
is trained to discriminate between originals and generator-generated fakes and can access
synthetic and natural samples. Thus, both mentioned networks are trained simultaneously.
In a basic GAN, the discriminant network can similarly be characterized as a function that
maps the input image data to the probability (interval 0-1, where 0 is fake and 1 is genuine)
of whether the image is genuine or not. Based on the evaluation result, this probability is
then used to train the generator, leading it to improve its ability to generate fakes of better
quality. The generator creates forgeries in order to create images that are very similar to the
genuine ones and send them to a discriminator who tries to evaluate them. [27] A diagram
of the process is shown in Figure 2.3.

Real Images [— LL

&)

Decision
*._ (Probability)

Discriminator

Random Generator
Noise G

Fine Tune Training

Figure 2.3: General block diagram of a generative adversarial network. The figure was
taken from [87].

There are several GAN manipulation approaches, and each of them excels in a differ-
ent domain of manipulation; these are AttGAN, StyleGAN, and STGAN. AttGAN allows
detailed attribute-based manipulation while preserving identity, making it suitable for age
manipulation, for example. StyleGAN, on the other hand, allows independent and precise
changes to be made to different facial features by using a feature called style blending,
where attributes can be applied at different layers of the network. Higher layers deal with
broader cue attributes, while lower layers focus on finer details. This layered approach
allows face manipulation with high fidelity. STGAN provides selective feature modification
while leaving other aspects of the face unchanged; the disadvantage is that more features
are selected for modification, and the model may exhibit poorer quality. [75, 86]

GANSs, together with variational autoencoders (VAEs)”, also play an important role
in the reenactment. GAN modifies or generates a medium with realistic facial and body
movements, and its discriminator is used to improve the quality. This model of generating

SVariational autoencoders are generative models used in machine learning to generate new data in the
form of variations of the input data they’re trained on. In addition to this, they also perform tasks common
to other autoencoders, such as denoising. [100]
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and then assessing the quality measure allows for a gradual and significant increase in
quality during reconstruction using deep learning.

2.1.2 Diffusion model

Diffusion models belong to the family of deep generative models and are considered a new
state-of-the-art technology. In recent years, research in the field of diffusion has grown
considerably, and nowadays, even diffusion models have taken over from the long-dominant
GANs. These models represent a significant advance because they allow more realistic
and efficient options for generation and also do not need to train additional discriminators
like GAN or align the posterior distribution like VAE [23]. Models of this type can create
hyperrealistic facial deepfakes that are unrecognizable to the naked eye. They can eliminate
defects such as imperfect edges of the face and blurring and also correct the problem with
the symmetry of the characteristic features of the face. [10, 24] The principle of diffusion
models uses two Markov chains® [117]:

1. Forward chain: Takes care of the gradual distortion of the data by adding noise.
This chain is usually designed by hand with the task of transforming any data distri-
bution into a simple distribution.

2. Reverse chain: This chain inverts the original distribution by learning transition
kernels parameterized by deep neural networks. This uses Denoising Diffusion Prob-
abilistic Models [52], which takes care of the opposite process and thus converts noise
back into data.

New data points are generated by reconstructing the original data distribution, starting
from noise and iteratively refining it through the reverse diffusion process. The entire
process of the diffusion model is shown in Figure 2.4.

Data Destructing data by adding noise ———> Noise

fTiiin
Rt

Data <—— Generating samples by denoi ng

: Score function

"Prohability of perturbed data B

Noise

One denoising step

Figure 2.4: Diffusion models distort the input image by gradually adding noise, and then
this process is reversed to generate new data from the noise. Each step of backward de-
noising typically requires estimating a score function, a gradient pointing to data directions
with higher probability and less noise. The figure was taken from [117].

The process can also be improved using the Latent Diffusion Model [88], which improves
the process by generating vectors in the latent space to speed up the diffusion process and
handle complex data distributions.

Diffusion-generated images are categorized into two groups [66]:

1. Text-guided image editing or generation: Modifies an already existing image
based on the entered text, e.g., InstructPix2Pix [17], Imagic [59].

SMarkov chain is a process where the next state depends only on the current state.
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2. Text-to-image: Generates an image based on the entered text containing detailed
specifications of the resulting media, e.g., DALL-E [77], Imagen [51].

2.2 Face Deepfakes

This section will explain the techniques used to create face deepfakes. Four of the most used
techniques: reenactment, synthesis, substitution, and manipulation, are briefly described
in Figure 2.5. Each approach will be described with tools, usable datasets’, detection
methods, usage, and attack threats. [41]

Face Swapping e ‘ , Entire Face Synthesis

The process of superimposing L—) ; } Used to create an entirely non-

the face of a person from one existing human face with a high

video or image onto another level of  realism. These

person in the same or different h 9 generation techniques have

image or video b become possible with the
invention of generative models
like generative adversarial
networks (GAN)

DeepFake Images & Attribute Manipulation
Videos

The original action or
movement of an identity is
modified so that he/she
seamlessly enacts the action
of another identity

Figure 2.5: Various forms of image and video deepfake creation techniques. The figure was
taken from [33].

2.2.1 Facial reenactment

This approach is one of the most complex and exciting applications for generating deepfakes,
given that its essence is to change the complex details of expressions or movements, which
must appear natural; otherwise, even minor inaccuracies can lead to detection.

The key concepts are the source identity, which provides the expressions/actions, and
the target identity, which is the person whose visual representation changes based on the
source identity.

The result is a realistic transfer of expressions corresponding to the source identity
to the target identity, which retains its baseline identity. This is in contrast to the face-
swap approach, where the face of the source replaces the face of the target. Depending on
the degree of reenactment, facial reenactment can focus on transferring facial expressions,
head movements, and eye movements, or facial reenactment, which is about capturing and
using the body posture and movements of the source identity. This target identity can be
synchronized with any accompanying sound, such as video. In reconstruction, it is crucial

"The dataset contains the data from which the AI learns, which is just as, if not more, important than
the AT algorithms themselves.
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to correctly locate the essential points such as eyes, nose, mouth, joints. [33, 41] An example
of reenactment is shown in Figure 2.6.

2090888088

Tnput

Reenactment

Figure 2.6: The source identity provides a facial expression, which is then projected onto
the target identity, represented by actor Daniel Craig, using a reenactment. The figure was
taken from [107].

Not to forget the contraction of the facial muscles such as the inner brow raiser, upper
brow raiser, and jaw drop, each set for very short moments. Facial Action Coding System
has over 7000 combinations, and it is necessary to transform them into numeric data, which
are later used to improve the quality of the reenactment results. [33, 41]

Tools and datasets

It is possible to observe a smaller number of reenactments due to the lower popularity of
this approach compared to the face swap. All tools are listed in Table 2.1, which gives an
overview of tools using different approaches to create deepfakes using reenactment. These
tools exist as open-source solutions without additional user interfaces, which puts much
higher demands on potential users. In Table 2.1 in the datasets section, it is possible to see
a selection of datasets containing mostly videos on which various human face animations
are captured. [41]

Usage and Attack vectors

Like all others, this approach has practical uses but poses a serious security risk. It allows
for identity theft, reputation damage, and fraud using highly realistic videos accompanied
by speech created from an image or impersonating other people in real-time, for example,
during video conferences or job interviews, as the FBI warned in 2022 [7]. However, there
are many more real-world examples; an attempt to reenact a deepfake financial attack
was recorded on the chief executive officer of a company with a website selling fitness
supplements [26], and other examples served as preventive measures to familiarize people
with what deepfake technology is capable of, deepfake Queen Elizabeth II. [19] or former US
President Barack Obama [105]. Deepfakes thus compromise security systems and features
that rely on live interaction, such as Know Your Customer (KYC). Legitimate uses include
virtual reality and education, which transfer information more reliably and immersively
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Table 2.1: The table shows facial reenactment tools with their publications and datasets.
The table was taken from [41] and modified.

Tools

Name Link

StyleMask [16] https://github.com/StelaBou/StyleMask

FDGLS [15] https://github.com/StelaBou/
stylegan_directions_face_reenactment

AVFR [3] http://cvit.iiit.ac.in/research/projects/
cvit-projects/avfr

Face2Face [107] https://github.com/datitran/face2face-
demo

ATVGnet [22] https://github.com/lelechen63/ATVGnet

Datasets

Name Content

DeepFake MNIST+ | 10,000 facial animation videos in ten different
actions

FaceForensics 500,000 edited images

FaceForensics++ 1000 original video sequences that have been
manipulated with: Deepfakes, Face2Face,
FaceSwap and NeuralTextures

and allow simulating real-life scenarios like a video with David Beckham [30] that spread
awareness about malaria in 9 foreign languages. [33]

Detection

The detection of deepfakes is primarily based on the identification of unique biological and
also behavioral patterns in the created medium; these patterns are then evaluated. There-
fore, analyzed deepfakes can show subtler and even more significant inconsistencies and
artifacts, subsequently used for detection using the selected method. Individual detection
models, such as multi-stream networks, learn regional artifacts unique to the given type of
manipulation. In addition to artifacts, biological signals are also used for detection. Eye
movements, blink frequency, head position, and emotions are analyzed, and the aim is to
detect signs of unnatural human behavior. Another fundamental detection approach can
be the analysis of audiovisual synchronization, i.e., whether the movement of the mouth
and spoken phonemes are coordinated. Combining all the methods mentioned above makes
it possible to better distinguish genuine media from deepfakes. [33, 41]

2.2.2 Face synthesis

The Synthesis-oriented approach generates faces of nonexistent persons based on learned
attributes and inputs. These realistic deepfakes are created using Diffusion models, Gen-
erative Adversarial Networks (GANs), or hybrid GANs, which allow parameterization and
thus influence the appearance of the final media. Parameterization is not always necessary;
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an example of such a parameterless synthesis can be seen in Figure 2.7, where it is possible
to see how high a level of verisimilitude deepfakes with this approach achieve. [34, 56]

Figure 2.7: The image shows six faces created using the website thispersondoesnotexist.com,
synthesizing a non-existent human face with each page refreshes. a GAN, specifically Style-
Gan2 by Karas [58], is used to generate them.

Tools and datasets

Table 2.2 shows an overview of the tools using different approaches for generating facial
synthetic deepfakes using GANs and datasets shown in Table 2.2, the datasets section,
which includes only synthetic images depicting the human face, which are used for training
the discriminator.

Table 2.2: The table shows face synthesis tools with their publications and datasets. The
table was taken from [41] and modified.

Tools
Name Link
clip2laten [83] https://github.com/justinpinkney/
clip2latentk

MMGeneration https://github.com/open-mmlab/

mmgeneration

StyleKD [113]

https://github.com/xuguodong03/stylekd

AdvFaces [31]

https://github.com/ronny3050/AdvFaces

ProGAN [57]

https://github.com/akanimax/
pro_gan_pytorch

thispersondoesnotexist [58]

https://thispersondoesnotexist.com/

Datasets
Name Content
iFakeFaceDB 87,000 synthetic face images generated by the
Style-GAN
TPDNE 60,000 face images
PGGAN 80,000

Usage and Attack vectors

This technology can be used for education, cinematography, health, and art; synthetically
generated media would find applications in all the sectors mentioned. On the other hand,
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the results of synthetically generated faces can be used for various disinformation campaigns,
as well as for masking identities in cyber-attacks or fake profiles on social networks or for
preserving anonymity in systems that require the upload of your photo. If state-of-the-
art generators create realistic images, attackers can gain people’s trust, leading to further
abuse.

Detection

Faces generated by synthesis encounter inconsistencies and leave traces in certain areas.
These critical areas are, for example, eyes, lips, and hair. An example is the color of the
pupils because some GANs do not consider their color globally, and it is possible to notice
color differences between the left and right eye. Also, the irregular shape and disparity
of the pupils and the orientation of the reflections of the light source in the eye. Such
differences would not occur in natural images. At present, the research focuses on more
general approaches, such as orthographic detectors adapted to specific models, which show
less performance for different sub-sets of data or modifications of the synthesized images.
It is predicted that artifact-based methods will become ineffective due to the development
of GAN models, which will remove these artifacts by their refinement. [116]

2.2.3 Face swap

This technique works by transferring one person’s face to another person to make the
resulting image as realistic as possible, as seen in Figure 2.8. For the first time, this
concept was mentioned in 2004 by Blantz [12], and then a few years later, more advanced
techniques were described by Bitouk in 2008 [11]. It can be a manual swap, but this
approach is not considered a deepfake or a more common variant of swapping using GANS,
NNs, and other techniques. The process involves aligning and mapping the facial features
of two individuals and key intermediate steps, including tune of resolution, color, blur, and
light [11]. Currently, the face-swapping approach is used mainly for entertainment purposes.

Source Target Result Source Target Result

Figure 2.8: The figure shows examples of face swapping, where the facial features of the
source person are digitally transferred onto the face of the target person, and the result is
shown in the result face. The figure was taken from [118].

Some face swap approaches can suffer from a lack of memory when creating high-

resolution images and instability in model training and data sampling, which can lead to
worse results [76].
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The swapping procedure is described in publications as follows [41].

1. Extraction: data is extracted from the source and target images, then processed by
algorithms aimed at face detection, alignment, and segmentation.

2. Training: which results in better execution of face transposition from the source
person to the target person.

3. Conversion: performing the actual transposition and retouching the result.

The most influential work in this area has used the Encoder-Decoder architecture for
face-swapping. Another approach, in turn, proposes using a local-global approach, where
the local branch involves adding local identity-related elements and trying to keep these
elements as similar as possible in the target image. The local elements are facial details
specific to each person: eyes, mouth, and nose. At the same time, the global branch adds
elements of global identity, such as the shape of the head and cheekbones, and these elements
are used to make the resulting whole fit. There are also currently many models that do not
need to be trained before their use and access to such technology has been dramatically
simplified for the average user, an example of which may be mobile applications that are
easy to use even with limited device resources. [41]

Tools and datasets

The table 2.3 gives an overview of tools using different approaches to create deepfakes
using face-swap. Also listed is DeepFaceLab®, which implements a complete pipeline and
is backed by a large community providing both support and pre-trained models. In Table
2.3 in the datasets section, examples of publicly available datasets containing images or
videos of people swapping faces with faces are listed. Only datasets that, after subjective
evaluation, show the higher quality of the resulting media have been selected. [41]

Usage and Attack vectors

This technology can be used for entertainment, as a face-swapping TikTok account, which
uses the face of Tom Cruise [73], virtual reality, gaming, advertising, and historical recre-
ation, as in the Salvador Dali Museum in [5]; face-swapping technology finds valuable
applications in all these sectors.

The main problem with this approach is the possibility of denigrating and abusing
non-discerning persons for various political, criminal, or even pornographic and bullying
purposes, as happened in New Jersey [106]. It is also essential to be cautious when forensic
evidence may be falsified. Another possible misuse is an attack for identity theft and
overcoming a system secured by poorly secured facial biometrics, which can be fooled even
if this poorly secured system requires some user interaction, such as turning the head. [75]

Detection

With videos, detection is more straightforward because focusing on spontaneous and un-
wanted physiological activities such as breathing is possible. The creators of this content
often overlook these activities because they are insignificant details, but they are essential
in the detection process. In the case of images, detection is already more complicated since

8www.deepfakevfx.com/downloads/deepfacelab/
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Table 2.3: The table shows face swap tools with their publications and datasets. The table
was taken from [41] and modified.

Tools

Name Link
DeepFaceLab [81] https://github.com/iperov/DeepFaceLab
GHOST [49] https://github.com/ai-forever/ghost
One-Shot Face Swapping
on Megapixels [123] https://github.com/zyainfal/One-Shot-

Face-Swapping-on-Megapixels
FaceSwapper [69] https://faceswapper.ai/
FaceShifter [68] https://github.com/maum-ai/faceshifter
MobileFaceSwap [115] https://github.com/Seanseattle/

MobileFaceSwap

Datasets

Name Content
Celeb-DF (v1,v2) 6000 deepfake videos
MFC Datasets 50,000 images and 500 deepfake videos
FaceForensics++ 1000 original video sequences that have been

manipulated with: Deepfakes, Face2Face,
FaceSwap and NeuralTextures

there is little room for errors, and the difference between genuine and created images is
often subtle and local. Despite this, artifacts are extracted from the image, simplifying the
detection. This area also becomes interesting in the context of the extent to which people
can detect a swapped face in an image. However, the findings show that with modern
technologies, even the experts themselves have problems with detection without the use of
detectors. [53, 41]

2.2.4 Face manipulation

Manipulation is widely used to modify facial features in a target image or video while pre-
serving identity. Features such as hairstyle, eye color, skin texture, and overall age or gender
can be manipulated, as seen in Figure 2.9. One of the most well-known applications are
the filters on social networks, which allow for various manipulations ranging from adding
glasses to the face to changing a person’s gender and age. Manipulation is very similar to
face reenactment, and no clear boundary separates them from each other. The approach fo-
cuses on more detailed adjustments that change various attributes of the face’s appearance.
The primary technology used by attribute manipulation applications is GAN. [29, 75]

19


https://github.com/iperov/DeepFaceLab
https://github.com/ai-forever/ghost
https://github.com/zyainfal/One-Shot-Face-Swapping-on-Megapixels
https://github.com/zyainfal/One-Shot-Face-Swapping-on-Megapixels
https://faceswapper.ai/
https://github.com/maum-ai/faceshifter
https://github.com/Seanseattle/MobileFaceSwap
https://github.com/Seanseattle/MobileFaceSwap

Original : Hair Length + Blonde Hair Color +

Original Red Hair Color + Curly Hair + Double Chin +

Figure 2.9: The figure shows three people whose facial features, age, gender, etc., were
manipulated sequentially. The results show the final appearance of the person’s face after
manipulation but with minimal or no change in the other unmanipulated parts of the face.
The figure was taken from [90] and modified.

Tools and datasets

The tools designed exclusively for handling insight are in a similar state to that of the
reenactment. The available tools exist as open-source solutions with no additional user
interfaces that require a certain level of user skills, but this does not apply to filters on
social networks. The tools are listed in Table 2.4. In the case of datasets, there is a partial
overlap with face reenactment datasets because most of the deepfakes with face reenactment
include manipulation. As mentioned earlier, there is no clearly defined boundary between
these approaches. The datasets are listed in Table 2.4 in the datasets section. [41]

Usage and Attack vectors

Applications that simplify attribute editing for ordinary users are widely used worldwide,
but these applications need more results. More sophisticated methods are needed to create
highly realistic edits due to the higher level of complexity. In terms of threats and attacks,
manipulation can modify biometric facial features to deceive the biometric security system.
Thus, an attacker can use manipulation to impersonate someone else, which can also have
implications for crime and its associated evidence. If we were to compare the levels of threat

20



Table 2.4: The table shows face manipulation tools with their publications and datasets.
The table was taken from [41] and modified.

Tools
Name Link
InterFaceGan [94] | https://github.com/genforce/interfacegan
StyleMapGAN [61] | https://github.com/naver-ai/StyleMapGAN
GAIA [91] https://github.com/timsainb/GAIA
SURF-GAN [63] https://github.com/jgkwak95/surf-gan
SkinDeep https://github.com/vijishmadhavan/
SkinDeep
Datasets
Name Content
Zhou et al. [122] 1005 deepfake images
Dang et al. [28] 240,000 deepfake images
FaceForensics++ 1000 original video sequences that have been
manipulated with:  Deepfakes, Face2Face,
FaceSwap and NeuralTextures

it poses to biometric systems, we would see that it is a more significant threat than face
synthesis but less than face swapping and reenactment. [41, 29]

Detection

Such generated media is detected using approaches that focus on subtle irregularities in
facial textures and physiological properties. Convolutional and recurrent neural networks,
as well as GAN-embedded detectors, are used for detection. Among other things, human-
assisted detection using heatmaps can also be used. [70]
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Chapter 3

Deepfake Detection Techniques
and Explainability

This chapter will review detection methods and explainability in deepfake detection. As
mentioned earlier, deepfakes, in addition to their beneficial uses, are becoming a threat to
the outside world in various areas. New technologies for creating deepfakes are constantly
being developed; therefore, detection methods must keep up with them. Automated deep-
fake detection tools using machine learning are promising but face challenges due to the
sophistication of generating fake content, which is often a step ahead. However, a lim-
itation of this kind of detection is its significant non-transparency, which leads to poor
interpretability and, hence, lower trustworthiness.

Explainability techniques such as heatmaps are being integrated into detection sys-
tems to address non-transparency. These techniques visualize on what basis the detection
system arrived at a given result, dramatically increase confidence, and improve human
understanding by highlighting the parts of the medium on which the system inferred the
result. Explainability techniques also help improve user education regarding vulnerability
to potential misinformation. Efforts to improve the explainability and control of Al-based
systems are essential for the detection and the transparent use of other applications using
advanced technologies. [25, 103, 114]

3.1 Overview of image Deepfake Detection Methods

This subsection provides an overview of general approaches to detecting deepfakes, focus-
ing on manual and automated techniques. For both approaches, their strengths will be
discussed, as well as the limitations and challenges they face.

3.1.1 Manual Detection Techniques

A person performs manual detection, and even if no guaranteed signs for detecting deep-
fakes have been defined so far, there are ways to detect manipulated media, but only to
a certain quality. The content of this section is based on the work of Firc (2021) [40], Groh
(2020) [48] and Johansen (2020) [55]. The detection includes the identification of subtle
visual differences in the image, e.g.
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Facial Features

Eyes: This may be a poor rendering of pupils and irises. Pupils can be too large
or, on the contrary, small or poorly shaped. Furthermore, detection is possible using
light reflections in the eyes (Figure 3.1), which can be inconsistent or different in color
(Figure 3.2).

Eyebrows and Shadows: Eyebrows create and subsequently cast shadows that can
be imperfectly projected onto the image (Figure 3.3).

Glasses and Glare: The problem of accurately rendering the physical behavior of
light and glare on glasses.

Facial Expressions: Expressions unnatural to a person, such as the nose pointing
in a different direction than the rest of the face.

Hair and Facial Hair: Weakly rendered, possibly inconsistent and unnatural, often
occurring.

Skin Features: Irregularities in pigment shade, color mismatches between different
body parts, unnatural or no birthmarks, and missing wrinkles.

Lips: Inconsistency in symmetry, size, and color not matching the rest of the face.

Teeth: Ambiguous contours, incorrect number, or even lousy shape of teeth (Fig-
ure 3.4).

Figure 3.1: An example of a face with missing light reflection in the eye in the target image.
The figure was taken from [72] and modified.

Figure 3.2: A face generated using a GAN with a difference in eye color. The figure was
taken from [72] and modified.
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Figure 3.3: The figure shows incorrect shading caused by poor lighting estimation and the
resulting nose geometry of a person in the resulting image. The figure was taken from [72].

Figure 3.4: The person in the resulting image has no tooth structure and is just a white
spot without any contours. The figure was taken from [72].

General Indices

e Visual Misalignment: Blurry areas or misalignment, especially along the edges
where the face and body meet (Figure 3.5).

LG <8

Figure 3.5: The image captures artifacts caused by incorrect geometry and alignment esti-
mation. The figure was taken from [72].

These differences may raise the suspicion that the medium is a deepfake [40]. Humans
are more accurate in face recognition compared to object recognition because they are nat-
urally susceptible to facial proportions and deviations from the mean. However, human
detection is not considered a scalable technique. It is also prone to fatigue and inatten-
tiveness, which makes it increasingly difficult to detect deepfakes only with the eyes, and
detection is thus considered challenging. Even experts can have a problem with correct
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detection because subtle irregularities can easily be overlooked. On the other hand, even if
quality fakes are hard to spot, it is possible to develop an intuitive sense of detection [42].

3.1.2 Automatic detection techniques

Automated deep image forgery detection techniques use computer vision, machine learn-
ing, attention mechanisms, and forensic analysis. Approaches mainly focus on identifying
artifacts, lighting irregularities, and other facial image inconsistencies; these subtle imper-
fections can easily escape the human eye but are detectable using other computational
methods. However, there are also techniques using frequency domain analysis to detect
unique residuals that remain after image generation, mainly using GANs. This section
describes an overview of some automated detection techniques and architectures and the
ongoing challenges associated with different approaches to deepfake image detection. [4, 62]

Visual artifact detection

¢ CNN-based models: It is a fundamental building block of modern detection sys-
tems. They analyze the face region extracted from the image through multiple convo-
lutional layers to detect patterns specific to fake images. This model focuses mainly on
deformations and other anomalies found in the image, such as blurring, misalignment
of some regions of the face, e.g., jaw, and inconsistencies at the pixel level, especially
in the area of the eyes and mouth. An example of a widely used architecture of this
type is EfficientNet [104], which demonstrates high detection accuracy on the Face-
Forensics++ dataset. Existing models are usually fine-tuned on additional labeled
data to capture individual generative models’ specific characteristics. [89, 97, 108]

e Frequency-based analysis: Methods of this kind try to detect by examining the
frequency domain of the image, in which artifacts are often more evident than in
the spatial domain. The generators introduce subtle irregularities into the high-
frequency regions of the resulting medium. For frequency analysis, the images are
therefore transformed using, for example, the Discrete Fourier Transform (DFT),
which represents the image using the frequency components of which it is composed.
Also, Gaussian Blur or Noise helps with the discriminating ability of fake images, such
as in the spatial domain analysis of low-resolution images. High-pass filters, which
can be used to detect fine-grained inconsistencies invisible to the eye, can also be an
example of use. [119]

GAN Fingerprint Detection

¢« GAN fingerprint identification: GANs leave specific fingerprints, originating from
the architectural limitations arising from the creation of deepfakes. Detection models,
often using spectral analysis, can identify precisely these fingerprints and, based on
them, decide whether they are fake. Sometimes, it is possible to identify precisely
which GAN model was used to create, e.g., StyleGAN or ProGAN (Figure 3.6) because
each has different specific characteristics. This approach is considered robust even in
cases where traditional methods fail. [71, 80, 119]
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Figure 3.6: The figure illustrates the concept of model fingerprinting, which captures visual
patterns from different generative models (ProGAN1, ProGAN2, etc.) and then compares
them to input images. The resulting fingerprints display distinct characteristics of each
and provide a way to identify the model used to create the image. The figure was taken
from [119].

Contrastive Learning

e Approach: It is an approach that excels in exposing previously unseen methods, It
focuses on training through commonalities between media of the same type, only gen-
uine or only fake images, and also localizing differences between samples of different
types, genuine together with fake images. It uses a score that is the basis of its oper-
ation and is a metric of the degree of similarity. The importance of this approach is
also underlined by the difficulty of detecting deepfakes created by a different approach
than the one on which the given model was trained. It tries to respond to the rapid
progress in developing new technologies. The SimCLR framework [23] demonstrates
the potential of contrastive learning. [23, 114]
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Two-phase detection

The detection process is divided into 2 phases.

e 1. phase: General Features Extraction: The general features of a person’s
face are extracted at a high level using pre-trained networks such as ResNet [14] or
VGGFace [101]. Analyzing is based on the whole.

e 2. phase: Specialized models: It uses smaller models focusing on inconsisten-
cies and defects detected during the first phase. Analyzing based on smaller parts,
therefore, reveals more specific imperfections. [79]

All the approaches mentioned are practical and try to identify deepfakes to the best
extent. They aim to ensure generalizability so they work correctly even on previously
unseen architectures, generating better results. However, they face several other challenges,
such as the attacker’s attempt to bypass automated systems and scalability, since in today’s
world whole of data, it is crucial to detect deepfakes in real-time and on a large scale, for
example, in places such as social networks. To address these challenges, the priority should
be to invent the most generalizable and robust solution possible. [6]

3.2 Importance of Explainability in Deepfake Detection

While deepfake detection methods can achieve high accuracy, it is equally critical to under-
stand how the detector arrived at its result. The primary goal is to advance highly accurate
deepfake detection, which also provides transparency mechanisms such as 2D heatmaps in
the context of image deepfake detection [110].

There are several reasons why explainable Al is essential. Explaining its decision-making
process is one of the critical capabilities of so-called explainable or interpretable AI. This
is the first step towards achieving transparency compared to black-boxes.

Black-box models, created using deep learning algorithms, are very difficult to under-
stand regarding how they work internally. This also applies to the authors of these black-
boxes, who know the structure and weight settings of the model [2]. There is no known
cut-off point when a model is considered a black-box.

Lack of interpretability is the leading cause of low confidence in the result. The use
of explainable models solves this problematic and unknown behavior of models, often with
several thousand to millions of parameters. However, it may involve a compromise in terms
of lower performance in exchange for better interpretation.

By integrating explainability, the human user is provided with an overview and informa-
tion about his decision-making processes; this feature thus leads to better understanding,
acceptance, and trust in the outputs of the black-box model. The model’s transparency
helps its users understand why a specific decision was made, which is also helpful for better
tuning and improving the system.

According to the European Union, e.g., GDPR, there are also regulations and laws that
require the provision of explainability for automated decisions [111].

3.3 Heatmaps for Explainable Deepfake Detection

Research [120] has shown that not all pixels are processed equally during image processing
by the detector because areas around the eyes, mouth, and facial contours can carry much
greater informative value than other parts of the image.
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Suppose any anomalies in the image indicate manipulation. In that case, the model can
gradually, during training, learn to associate the anomalies with deepfakes and then use
this knowledge to create heatmaps. This visual highlights areas in the image in 2D, using
a color scale, with warmer colors indicating areas of higher importance [110].

This visualization technique allows for a better understanding of decision-making by
highlighting critical areas of the image that had the most significant impact on decision-
making during the deepfake detection process, which can be vital to improving the perfor-
mance and credibility of the model [14].

Heatmaps can also guide a non-technical user when manually detecting deepfake and
pointing out parts of the image to which they should pay attention.

In the case of a deepfake detector, the explainability of the heatmaps from 3.3 are based
on the backpropagation of the gradient of the output class to the input image, and the
heatmap is then finally represented as a weighted sum of all gradient values [96] or with
various perturbations of the input image, more in the following subsections.

Techniques for Generating Heatmaps

There are several proven techniques for generating heatmaps, each with its methodology
and strengths. This subsection describes some of the most commonly used approaches.
Using these techniques helps improve the transparency and interpretation of black-box
models, such as deepfake detectors, by highlighting the parts that most influence their
decision-making process.

3.3.1 Gradient-weighted Class Activation Mapping (Grad-CAM)

Gradient-weighted Class Activation Mapping helps visualize models for any NN architecture
without requiring architecture changes or retraining. The method applies to any type of
NN architecture, making it highly versatile. [93]

It uses spatial information collected by individual convolutional layers to identify image
regions that played a significant role during the classification process.

It involves calculating the gradients of the output of the last convolutional layer and
highlighting the relevant parts through a map, which is a crucial step for the interpretability
of the model. Gradients indicate the parts of the image that are most important for
classification, and averaging them over all pixels yields the resulting weights. The calculated
weights combine feature maps and thus the resulting heatmaps, where red indicates the most
critical parts and blue indicates the least important. Heatmaps are displayed alongside the
original image, making it easier for the observer to visualize the critical parts better. [84]

Grad-CAM is very suitable for comparing the performance of different deepfake detec-
tion techniques. The article [43] uses Grad-CAM, for example, to explain and reveal how
deepfakes detection systems are fooled by the 2D-Malafid attack, and essentially shows how
the attack can manipulate the focus and perception of the detection model.

However, Chattopadhyay [20] also introduced an advanced version, Grad-CAM-++.
Grad-CAM++ is an improved version that uses a weighted combination of first and second-
stage output gradients, which leads to a finer final visualization and more accurate object
detection and localization. [20, 21]
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3.3.2 Local Interpretable Model-agnostic Explanations (LIME)

The principle of this technique is the local approximation of the model’s behavior on a spe-
cific example by creating a more straightforward and interpretable model. For this, the
input image is segmented, and its segments are then randomly masked, which makes the
original image noisy. The noisy versions are then passed to the model, which tries to classify
them. Finally, a simple linear model adapts the masks for each noise to the corresponding
prediction scores. The resulting linear model weights then allow for visualization that re-
veals the extent to which individual segments influence the output of the detection model.
In this way, it is possible to reveal which input had the most significant impact on the
detector’s decision-making. [110]

This approach is another superpixel visualization technique used to interpret predic-
tions. For display, the original image is usually overlaid with a binary map or heatmap,
representing the weight of individual parts [37]. It mainly points out essential areas of the
face for detection, such as the eyes, mouth, and nose, and which the detection model focuses
on the most. [84]

It is one of the most valuable and usable explainable tools for expressing any black-box
complex model. It can also be helpful if the detection requires human verification of the
result. [64]

3.3.3 SOBOL

It works similarly to LIME; the tool is model-agnostic and uses perturbation of multiple
parts of the image. The goal is to quantify the importance of each feature for the decision
score, individually and collectively [38]. Sobol-based sensitivity analysis is a global sen-
sitivity analysis approach describing what uncertainty can be attributed to the output of
a model based on various sources of uncertainty from the input. Global sensitivity analysis
measures the sensitivity over the entire input space.

The basis is the use of a mathematical concept called SOBOL indices, which determine
the degree of influence of the output variance based on individual randomly perturbed input
variables. From a sequence of quasi-random numbers Quasi-Monte Carlo (QMC), sets of
masks with real values are selected. QMC is used because of its more uniform and systematic
distribution in space compared to random numbers. These masks are then applied to the
input image via a perturbation function, e.g., noise and blurring; thus, perturbed inputs
are created. The model then examines the inputs, which returns its prediction score.
The obtained values and their respective masks are used for a visual explanation. These
explanations are represented as heatmaps, created through Sobol-based sensitivity analysis,
which describes the importance of individual areas using an estimate of the order of SOBOL
indices. [45, 110]

The disadvantage of the tool is that it can only be used on image media, which is fine
in the context of deepfake detection.
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3.3.4 Randomized Input Sampling for Explanation (RISE)

Like SOBOL and LIME, RISE [82] works on randomly perturbing the input and observing
the changes in the model’s predictions. The perturbation in this technique is performed by
generating binary masks, using Monte Carlo sampling, and applying them to the image,
thereby creating a set of perturbed input images [38]. Analogously to SOBOL, these inputs
are provided to the detection model, and a prediction value is returned for each input. The
prediction values are used to weigh the importance of each mask. This method assumes
that masks containing necessary image pixels have a greater weight than other masks [45].
The resulting heatmap is created by aggregating all weighted masks together. [110]

The disadvantage of this method is its higher computational time because high-quality
visualization using a heatmap requires generating many masks. An insufficient number of
masked input images results in temperature noise in random and unimportant parts of the
image. Thus, the number of masks plays a crucial role in balancing the output quality
and the computational time, which means that it is necessary to correctly set this tradeoff
based on preferences. [50]

3.3.5 Shapley Additive Explanations (SHAP)

The SHAP method again uses superpixel features, which are gradually added to the input
using Shapley features from game theory. The model attributes the effect of each input
feature, sums up Shapley values fairly, and assigns rewards to each player based on their
contribution to the outcome, which is then attributed to each pixel of the input image.
Shapley values can be calculated efficiently when the dataset is small, but the computations
become increasingly complex as the dataset grows. [92]

The article [110] compares the process to the coalition game, where the presence and
absence of each participant impact the final outcome. The grand coalition results in an
explainable map, where Shapley values distribute the contribution evenly across the coali-
tion pixels. Model predictions for individual perturbation images are used to assess the
importance of pixels.

SHAP can be used on any model because it is model agnostic. [44]

All techniques mentioned above can be seen in Figure 3.7.
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Figure 3.7: The figure shows how Grad-CAM++, RISE, SHAP, LIME, and SOBOL gener-
ate heatmaps to visualize the explainability of the deepfake detector for “FaceSwap” (FS),
“DeepFakes” (DF), “Face2Face” (F2F), and “NeuralTextures” (NT). Pointing out the parts
of the images on which the detector bases its decisions. The figure was taken from [110].
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3.4 Challenges in Explainable Deepfake Detection

Regarding the explainability of deepfake detection systems, various challenges are men-
tioned that hinder their effectiveness and successful user adoption. The challenges are
broadly divided into technical and user-centric challenges. Technical challenges focus on
both the intrinsic complexity of the design and functionality. In contrast, user-centric chal-
lenges focus on the accessibility, credibility, and usability of user explanations. This section
discusses the categories mentioned earlier in detail, highlighting specific obstacles for the
challenges and describing features specific to robust and user-friendly systems.

3.4.1 Technical Challenges

Advanced deepfake generation techniques also bring various challenges associated with their
detection and complicate the process of visualizing the decision-making of a deepfake de-
tection system. Highly complex generative models, such as GANs and diffusion models,
place significantly higher demands on the detection models themselves [102], and this has
a significant share in their less effective transparency and interpretability. There are several
technical challenges in the area of explainability [6]:

e Model Interpretability:

Ensuring sufficient interpretability of detection models is critical to increasing trust
and understandability. It is crucial to achieve a clear visualization of decision-making
processes, thereby increasing user acceptance and trust in the machine learning sys-
tem.

e Feature Attribution:

Another equally important function is identifying features that contribute most to the
model’s prediction. This identification makes it easier to understand how the model
works by understanding the factors that most influence the model’s decision, thereby
improving the identification of weaknesses and potential biases.

o Context-Aware Explanations:

Providing contextual explanations ensures that individual model explanations are
tailored to the specific circumstances of the decision-making process itself. Providing
additional context to the user improves their understanding of the detector’s result.
This results in easier human cooperation and a better understanding of the AT model.

e Scalability of Explanations:

This challenge mainly concerns the real-time explainability of detection systems. The
processes of creating explanations, in this case, the generation of heatmaps, must be
efficient and fast enough to be used in dynamic environments without reducing the
demands on their accuracy and comprehensibility.

It is crucial to address the challenges mentioned above and strive to achieve them to
the greatest extent possible.
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3.4.2 User-Centered Challenges

User-centered challenges are equally important in explaining deepfake detection as technical
challenges. Challenges of this type aim to ensure that explanations are accurate, under-
standable, usable, and accessible to different groups of users. There are several user-centered
challenges in the area of explainability [6]:

e User-Friendly Explanations:

The property of a user-friendly explanation means presenting the explanation to the
user in the most intuitive way possible. Easy-to-understand decision-making processes
are suitable for understanding even by a broader range of non-expert users. The result
is users’ more positive acceptance and adoption of Al models.

e Trust and confidence:

Trust and confidence are essential to building user trust in the tool’s effectiveness.
Users can easily slip into a lack of trust in the results of the system if they cannot
easily understand how the system arrived at a given result. The process of building
trust requires the most straightforward and most consistent explanations possible.
a model with such a feature results in the user gaining confidence in the decision-
making process based on the clear and reliable explanations provided.

e Cognitive overload:

One of the challenges of user-centered design is to provide enough information to ex-
plain the problem and avoid cognitive overload. It is counterproductive if a heatmap
or other visualization tool contains less unstructured detail, which can overwhelm
a non-expert. The goal is to find the right amount of information to provide enough
information to easily understand how the model arrived at its result and draw con-
clusions from it. [110]
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Chapter 4

Decision Support Systems for
Deepfake Detection

The world we live in is driven by information, which often overwhelms us with a huge
amount of data that exceeds the limits of information processing by the human brain.
People are increasingly coming into contact with potentially misleading information that is
misleading or false, and it is necessary to decide what to believe and what not to believe
correctly. [67]

In this context, there is a need for tools that help individuals navigate large amounts
of data or focus on specific parts of it during their decision processes. Tools will help them
develop their critical thinking skills and enable them to distinguish fact from fiction. The
solution to this problem may be advanced in artificial intelligence tools, through which
users can more quickly and accurately evaluate the origin of information or media, e.g.,
image deepfake during decision processes.

The chapter describes the importance and potential of the systems and the challenges of
use associated with assisted decision-making. It focuses on human-Al interaction, typically
deepfake detectors, and describes methods to improve detection accuracy.

4.1 Definition and Role of Decision Support Systems (DSS)

The term DSS represents a concept in which a computer or other suitable technology can
be involved in the decision-making process and contribute to decisions through the analysis
of complex data [39]. It also provides structural support, allowing users to make more
informed and better decisions in domains that often require easily overlooked information
to make the right decision.

With the increasing challenges in DSS, traditional systems have gradually expanded,
and various tools based on artificial intelligence are now increasingly integrated. While
traditional DSS was based on predefined rules and static models, AI-DSS is dynamic and
adaptive, which allows for solving more specific and difficult decisions. Al provides recom-
mendations to a person, but the final decision is up to the user. AI-DSS is widely used, and
people often do not even realize that they rely on decisions from such models, e.g., weather
forecasting, advanced vehicle assistance systems, autonomous driving, voice assistants, and
others [78].

Another example can be found in the medical sphere, where skin cancer is diagnosed
similarly using AI; however, a specialist must determine the final verdict on the diagnosis.
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This hybrid approach improved diagnostic accuracy compared to the approach where the
doctor acted alone and did not use the DSS due to his low confidence in the Al’s capabilities
and ignored its helpful information in cases when he should not have done so [109]. The
opposite problem may occur when the doctor stops thinking critically and starts to trust
the AI overly [8]. When the AI reaches an erroneous conclusion, the expert relies on it
without any thought or possibly prefers the Al’s answer to his better conclusion, which he
reached without its help. It is, therefore, essential to consider the AI’s information and
draw conclusions based on knowledge.

4.2 Challenges in Decision Support for Deepfake Detection

AT has the potential to significantly improve the decision-making process of deepfake detec-
tion by providing recommendations, but the functionality of this collaboration depends on
specific challenges. Based on the examples described in Section 4.1, it is possible to point
out the following challenges [98] associated with AI-DSS, which also apply to deepfake
detection processes.

4.2.1 Al complements human abilities

The challenge requires that a person be able to distinguish situations in the decision-making
process when he should and should not consider helpful information from the AI detector.
It is expected that humans using Al to detect deepfakes will not achieve worse results than
humans making decisions alone. Complementarity describes situations in which a human’s
decision-making performance in collaboration with an AI’s decision-making performance
exceeds their independent performance without using the other’s knowledge [9]. Some
studies confirm complementarity, while others claim that the human factor in the detection
process is unnecessary. In various studies [112], it has been shown that AI offered advice
that significantly exceeded the accuracy that a human evaluating alone would achieve. In
one study [99], the Al-human pair even outperformed the AI-AI and human-human pairs.
In cases where Al outperforms humans, it is always appropriate to follow its advice, but
this raises the question of why humans should be further involved in decision-making.

In ideal scenarios, humans rely on Al in problematic spheres, which they know is more
accurate, and on their judgment in spheres in which they know it is not so accurate.

This can also be achieved through explainability methods. The goal should be to reduce
the burden on humans and improve human-Al complementarity, which is also facilitated by
the independence between human predictions and predictions from a deepfake detector. On
the other hand, even significant differences between AI predictions may not be perceived
as valuable by humans [47].

4.2.2 Humans understand the limits of AI capabilities

An important factor is the alignment of the human mental model concerning the capabilities
of a given detector. The aforementioned mental models shape the process of perception of
Al trust in it, and reliance on it by humans. In the context of deepfake detection, a person
knows which races of the population or deepfake creation technologies the AI can correctly
detect. Thus, a person can identify media poorly evaluated for Al in the decision-making
process and introduce subjective risk assessment into this decision-making process. A key
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element in this challenge is knowing when it is necessary to take control of the Al detector
and, in these cases, take the information provided with a grain of salt.

Human dependence on Al varies in different contexts; in situations where life is at stake,
it is more natural for humans to prefer humans over Al, while in situations such as deepfake
detection, they may tend to prefer the decision of the Al detector.

Another problem related to this challenge is the so-called human aversion to the algo-
rithm [18]. It occurs when a person is also familiar with the result of the validation of the
detector’s decision, which has shown that the detector was wrong in some cases [35]. In such
a case, the person loses trust in the detector and returns to favoring human decisions, even
if AI outperforms humans on average. However, aversion can be prevented by providing
feedback and additional context, thanks to which the user is willing and able to use the
information from the detector effectively.

4.2.3 Effective interaction between humans and Al

The challenge requires understanding the functionality of various designs aimed at mutual
interaction between the detector and the assessor. The task is to develop accurate men-
tal models to improve the efficiency of mutual communication. It focuses mainly on two
main options: the timing of assistance during the decision-making process and the level of
information provided so as not to overload the cognitive abilities of the assessor and his
subsequent blind reliance on the detector.

According to the article [98], there are four options for the timing of providing auxiliary
information, such as a heatmap and/or a result from a deepfake to a human:

e Concurrent: Auxiliary information is provided to the assessor from the beginning
of his assessment of the image’s origin.

o Sequential: a variant also known as the “Judge Advisor System” [13]. The auxiliary
information is displayed to the assessor only after he has made his own decision and
has the opportunity to update his previous decision afterward. According to [46], this
variant also supports the independent reflection of the assessor.

e On-Demand: Allows the assessor to request help from the detector selectively. The
approach is a variation of the sequential approach, both of which require the first step
in the judgment to be made by a human before providing the auxiliary information
and subsequently requesting/not requesting it.

e Delayed and Temporary: Delay provides delayed information to the assessor and
thus provides him with the opportunity to use the initial time for his reflection on
the image. The user is temporarily provided with additional information from the
beginning, but only for a limited time. According to [85], there is a greater chance
that a human will find the Al detector’s errors if they have more time to examine the
information provided.

The challenge is to choose the right approach to maximize the success of deepfake
detection after the cooperation of the detector and the human assessor.
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4.3 Explainability in Decision Support Systems

As mentioned in Section 3.2, explainability is an essential technology in assisted decision-
making and is among the key enabling elements in compelling and credible deepfake detec-
tion.

Integrating explainable mechanisms into deepfake detection, in particular, through
heatmaps described in Section 3.3, addresses various challenges associated with the trans-
parency of black-box models.

Heatmaps provide visual feedback by pointing out the parts of the image that influenced
the detector’s result most and offer a clear overview of its reasoning process.

This increased transparency strengthens the Al-human collaboration process, described
in Sections 4.1 and 4.2, leading to more informed decisions by leveraging the detector’s
strengths and the assessor’s judgment.
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Chapter 5

Experiment Design

The experiment aims to evaluate the impact of deepfake detectors and their explanation
method “heatmaps” on the human decision-making process in classifying fake and genuine
faces. Although state-of-the-art detectors currently achieve high success rates in image
classification [36, 95, 110], when designing the experiment, it was consciously decided to
take a slightly different approach than simply demonstrating the extent of the maximum
potential for help in situations where deepfake detectors usually excel.

Stating that a scenario focused only on cases in which AI will provide highly reliable
and correct answers in the vast majority of cases confirms the reliability and effectiveness
of the detector itself, but it does not provide any meaningful information about the actual
dynamics of human interaction with AI in less unambiguous cases. If the assumption is
that there is a perfect detector with infallible certainty, the human factor would lose any
justification at that point in the classification process. Therefore, the real value lies precisely
in the aforementioned gray areas, i.e., in situations in which the deepfake detector is not
always sure of its classification, the classification does not correspond to reality, or the
detector made a mistake. These are cases that make up a very low percentage of current
state-of-the-art solutions, but are crucial for a correct understanding of the level of trust,
reliability, and human ability to critically evaluate and possibly correct Al outputs.

The experiment will focus on whether the outputs from the detector improve accuracy
and certainty in classification and examine user behavior in the aforementioned gray area
situations. The goal is to understand to what extent individual auxiliary information from
the AT detector affects the judgment and trust of participants in the classification process,
while the auxiliary information from the detector is not necessarily correct.

Research Questions

o Research question 1 (RQ1): To what extent can people correctly distinguish
between genuine and fake images of a person’s face?

o Research question 2 (RQ2): What is the impact on users’ accuracy of providing
a percentage score and a heatmap as outputs of a deepfake detector?
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Hypotheses

o Hypothesis 1 (H1): Participants without support ( Control group) will achieve lower
accuracy than the deepfake detector group (Detector group) and deepfake detector +
heatmap group (Det. & Heatmap group) when distinguishing between genuine and
deepfake images.

o Hypothesis 2 (H2): The output of a deepfake detector will significantly influence
the decision-making of participants in groups exposed to this information (Detector
group and Det. & Heatmap group), leading them to align their decisions with the
detector’s output.

o Hypothesis 3 (H3): The explainable heatmaps visualizing the detector’s decision-
making will enable participants in Det. & Heatmap group to make more informed
decisions, thereby mitigating blind trust in the detector’s output compared to Detector
group.

5.1 Methodology

This section will deal with a detailed description of all the elementary parts that make up
the experiment, mainly the description of the experimental groups and participants, as well
as further materials such as datasets or selected Al deepfake detectors and their training.
This will be followed by a thorough description of the selection of candidate images for the
experiment’s needs and what information will be collected from the participants. Finally,
the procedure and techniques that will be used to evaluate the experiment will be described.

5.1.1 Participants

The subsection describes the target group, which will constitute the vast majority of par-
ticipants, and also describes the experimental groups and the minimum representation of
participants in the given groups.

Target Group

The study focuses on a broad age representation with a likely predominance of young

individuals over the age of 18.

Sample Size

A minimum of 45 participants will be recruited, divided into three experimental groups:
1. Control group: No assistance is provided. (n > 15)

2. Detector group: Provides the output percentage score of the deepfake detector, rep-
resenting the probability of a deepfake. The score will be provided to the participant
concurrently with the image; this approach was described in Section 4.2.3. (n > 15)

3. Det. & Heatmap Group: Provides the output percentage score of the detector
and a heatmap visualizing its decision-making process. The score, which represents
the probability of a deepfake, and the heatmap will be provided to the participant
concurrently with the image, same as the previous group, described in Section 4.2.3.
(n>15)
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5.1.2 Materials

This subsection will further specify the dataset used, its subsequent processing, and the
training and use of selected deepfake detectors.

Dataset

A publicly available dataset FaceForensics++ (FF) [89] containing both genuine and deep-
fake videos of human faces will be employed (including only deepfake types Face2Face,
FaceSwap, Deepfakes, NeuralTextures). Each dataset’s video is pre-classified as genuine or
deepfake.

Face images were extracted from videos with light compression by cropping frames.
Specifically, 10 frames were selected for each video: the first and last and eight frames
evenly spaced. Subsequently, faces within these frames were detected using MTCNN [121].
Importantly, the image was used only if the probability of detecting the face was higher
than 95%; otherwise, another image was checked. Finally, each detected face was scaled to
make the whole face visible, with 380 x 380 pixels as the final resolution, and the selected
images were not further edited (e.g., resized, cropped, or color adjustments). This process
used 52,000 images cropped from 5200 videos as a face images dataset for deepfake detector
training.

For the training phase, the dataset was divided for each detector at the video level, in
the same ratio of 80% training data (around 4200 videos, of which 42,000 images), 10%
validation data (around 520 videos, of which 5200 images) and 10% test data (around 520
videos, of which 5200 images). It should be noted that the individual sets were different
for each detector.

Deepfake Detectors

Two deepfake detectors were trained. The rationale for using two detectors is to increase
the robustness of the results and minimize potential biases inherent in a single detector.

As the backbone architectures for the deepfake detectors, EfficientNet [104] models were
chosen, specifically model B3 and model B4, which achieve perfect classification results for
FF deepfake images according to [36, 95, 110], also seen at Figure 5.1.

Following this section, the detectors were pre-trained on ImageNet [32] and then trained
on a training set with an epoch count of 100, a batch size of 32, and a learning rate of
0.001; these values were also used in [95]. The detectors were trained to classify two groups
of genuine and fake images, where their output was a value representing the percentage
probability of a fake image (e.g., a probability of 85% means that, according to the detector,
there is an 85% chance that the input image is a deepfake). Subsequently, the B3 and B4
models were evaluated on their respective test sets. The evaluation results can be seen in
Table 5.1, which demonstrates their high detection success rate.

According to Table 5.1, the trained deepfake detector models demonstrate their high
success rate on the training set. However, the experiment was more concerned with cases
that pose a challenge, even for the detectors themselves. Therefore, the selection of images
used in the experiment was chosen to include cases evenly across the entire percentage
spectrum for correct and incorrect classifications by the detector. The exact description
and rationale for selecting images will be explained later.

Explainability methods via heatmaps were implemented to provide insight into the
detector’s decision-making process, with the Grad-CAM++ technology mentioned in 3.3
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Figure 5.1: Model Size vs. ImageNet accuracy. EfficientNets significantly outperform other
ConvNets. Figure was taken from [104].

Table 5.1: The table summarizes the performance metrics and the number of parameters in
millions for the EfficientNet architecture models. Both models demonstrated high accuracy
and Area Under the Receiver Operating Characteristic Curve (AUC) values, demonstrating
their strong ability to discriminate between genuine and fake images.

Model Params (M) Test Loss Test Acc (%) Test AUC Best Val AUC
EfficientNet-B3 10.7 0.4693 92.7 0.9634 0.9693
EfficientNet-B4 17.6 0.4495 92.4 0.9654 0.9639

chosen as the technology for both detectors, thus providing a second output from the
detector. The great advantage of this approach is that it operates posthoc and thus was
implemented directly on the selected detector without the need to change the internal
structure or retrain the model.

The implementation of the explainability method was followed by a thorough empirical
assessment of the detector results on the relevant test set, from which a set of candidate
images for each detector was created. Further, based on the consensual decision of the
author, supervisor, and consultant of the diploma thesis, 30 candidates were selected. This
set will contain 15 genuine and 15 deepfake images of various types listed in the 2.2 section.

Indeed, this selection strategy is crucial as the experiment will focus on whether the
outputs from the detector improve accuracy and certainty in classification and examine user
behavior in the aforementioned gray area situations, which is why the confidence scores of
candidate images are strategically distributed in the range of 0-100% to include low and
high confidence values.

e Score Distribution: The distribution will be uniform, divided into five equal bins

across the 0-100% range. This ensures an equal representation of confidence scores
across the entire spectrum.
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¢ Gender Distribution: Equal representation of the gender of people in the picture:
15 men and 15 women.

e Correctness Mix: Equal representation of correctly classified images and incorrectly
classified images by the deepfake detector.

— Bin Specification for Each Detector (30 images total):
* 0-20%: 6 images (3 genuine, 3 deepfake, and of them 3 men, 3 women)
x 21-40%: 6 images (3 genuine, 3 deepfake, and of them 3 men, 3 women)
x 41-60%: 6 images (3 genuine, 3 deepfake, and of them 3 men, 3 women)
* 61-80%: 6 images (3 genuine, 3 deepfake, and of them 3 men, 3 women)

*

81-100%: 6 images (3 genuine, 3 deepfake, and of them 3 men, 3 women)

5.1.3 Procedure

This subsection describes the test platform on which the experiment was performed, further
describes the user instructions before the start of the experiment, and provides a description
of the individual experimental stages.

Testing Platform

The experiment took place in the form of an online questionnaire via the Limesurvey plat-
form', and completing the questionnaire on a computer was recommended.
Pre-Experiment Instructions

Prior to the experiment, participants will receive detailed instructions, including:

e Information about their right to withdraw from the experiment at any time.
e a clear explanation of the experimental procedure.
o Information that all questions in the survey are optional.

e For Detector group and Det. & Heatmap group, guidance was provided on interpreting
the outputs from the Al detector: a percentage score of the deepfake probability and
a heatmap visualizing the detector’s area of interest (only for Det. € Heatmap group).
The instructions also warned about the detector’s possible imperfection, but merely
providing this additional information could bias their classification (the full text for
Det. & Heatmap group guidance in Appendix A).

Experiment Stages

The experiment will consist of the following stages:

Thttps://github.com/LimeSurvey /LimeSurvey
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Initial Questionnaire:
The introductory questionnaire consists of two types of question typologies.

e« Demographic Information: These questions are focused mainly on the age group
to which the research participant belongs, his/her gender, his/her highest level of edu-
cation, and whether this education was technical. The exact wording of the questions
and possible answers are attached in Appendix B.

o Deepfake Experience: Questions of this type are focused on the experiment partic-
ipants’ experiences with creating deepfakes, detecting deepfakes, subjective evaluation
of their ability to detect deepfakes, awareness of the concept of XAl, their opinion on
the impact of deepfakes on society, and also how often they come into contact with
deepfakes. The exact wording of the questions and possible answers are attached in
Appendix B.

Group Assignment:
Participants will be randomly assigned to one of the three experimental groups, ensur-
ing a relatively equal distribution across groups.

Image Classification Task:
o Participants will be presented with the 60 pre-selected images in a randomized order.
e For each image, participants will be asked to make two judgments:

1. Binary Classification: Is the image genuine or a deepfake?
(Genuine/Deepfake)

2. Confidence Rating: How confident are you in your classification?
(Likert scale: Not at all, Slightly, Moderately, Very, Completely)

e Presentation based on group:

The information provided to the participant depends on the group to which they
are randomly assigned; this subsection shows an example of how each experimental
group’s selected sample image looks (Figure 5.2 for Control group, Figure 5.3 for
Detector group, for Det. & Heatmap group Figure 5.4 and more Figures C.2, C.3, C.4
in Appendix C).

Figure 5.2: Control group: Only the deepfake image will be displayed.
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Figure 5.3: Detector group: The deepfake detector’s output score and the deepfake image
will be displayed concurrently.

Figure 5.4: Det. € Heatmap group: The deepfake detector’s output score, the deepfake
image, and the corresponding heatmap will be displayed concurrently.

Post-Experiment Questionnaire:

These questions addressed participants’ subjective feedback, focusing on their overall
confidence in the accuracy of their classification, the level of difficulty in understanding the
information provided, and their reliance on the AI assistance provided (score for Detector
group and Det. & Heatmap group, heatmap only for Det. & Heatmap group), as well as
qualitative insights into the impact of the detector and heatmap on their decision, conclud-
ing with an opportunity for general comments. The exact wording of the questions and
possible answers are attached in Appendix B.

Early Termination:

If a participant chooses to end the classification task prematurely, they will be prompted
to complete the post-experiment questionnaire before exiting.
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Results Display:

At the end of the experiment, each participant will be shown their overall classification
accuracy, which will be calculated as the percentage of correctly classified images out of the
total number of images classified by the participant.

5.1.4 Data Analysis

This subsection describes, in particular, the process of cleaning the obtained data, quanti-
tative metrics, and statistical tests that will be used to evaluate the experiment.

Data Cleaning

After data collection, it will be necessary to clean the data to ensure its quality and relevance
to the research questions and hypotheses. The cleaning process will consist of:

e Removal of incomplete responses, all records from participants who did not complete
all phases of the questionnaire, including the final questions, will be removed from
the data. These partial responses would prevent a full-fledged data analysis.

e Removal of participants who classified 30 or fewer face images may lead to biased
results.

e Removal of participants exhibiting patterns of rushed or too-long completion. Ex-
cessively short completion times, e.g., 10% fastest participants, as it is assumed that
many participants will want to fill out the questionnaire sooner, not read the instruc-
tions, do not have to pay attention to the details that often decide on the correctness
of the classification or just quickly clicked through the questionnaire and 5% slow-
est, where it is necessary to eliminate too long filling out the questionnaire caused,
for example, by long interruptions during filling it out, this will help us ensure data
quality.

e Open-ended responses will be reviewed and cleaned of irrelevant or nonsensical con-
tent.

Evaluation Metrics

In the case of quantitative performance evaluations, the standard and specific metrics will
be used for each participant and individual experimental groups. In the context of metrics,
deepfake images will be considered as a positive class and genuine images as a negative
class. Metrics will be used:

e Accuracy: Thisis a basic metric expressing the total proportion of correctly classified
images out of all classified images.

e Precision: Quantifies the reliability of a positive prediction. High precision means
that if a participant classifies an image as a deepfake, there is a high probability that
the image was a deepfake.

e Specificity: Measures the ability to correctly identify genuine images. High speci-
ficity means the participant can correctly classify genuine images and rarely classify
genuine images as deepfake.
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e Recall: Measures the ability to correctly identify deepfake images. High recall means
that the participant can correctly classify deepfake images and rarely classifies deep-
fake as genuine.

o F1-Score: Represents the harmonic mean of precision and Sensitivity (recall). The
output of the F1-Score is the only metric that balances both of these sub-metrics.
Overall, it is a more robust assessment than accuracy.

o Confidence-Weighted Score (CWS): This is a metric designed specifically for this
type of experiment, so that it is possible to take into account not only the accuracy
of the classification, but also the measure of the confidence Rating obtained via the
Likert scale appropriately. The CWS calculation will be as follows:

For each classification of a single image, a base score will be assigned based on
the level of confidence (scale 1="“Not at all sure” to 5="“Completely sure”). confi-
dence 1 (“Not at all”) and any classification, whether deepfake or genuine, will be
considered a zero-confidence guess and receive a base score of 0. confidence 2 to 5
will be converted to a base score of 0.25 to 1.0 (specifically: (confidence —1)/4).

If the participant’s classification of the image is correct (matched the image’s
context), this base score is added to the participant’s total score.

If the classification is incorrect, this base score is subtracted from the partici-
pant’s total score.

The final confidence-weighted score for the participant is the sum of these partial
(positive or negative) scores for all 60 images. The minimum possible number of
points is -60 and the maximum is 60.

Before calculation, participants who had a missing confidence response for 20% or
more images were excluded from the analysis of this metric to help avoid biasing
the results for participants who repeatedly ignored this part of the response
during image classification.

This metric rewards correct and confident decisions and penalizes incorrect and con-
fident decisions, while uncertain answers neutralize the final score.

Additionally, the following analyses will be conducted:

« Hypothesis Testing: Appropriate statistical tests will verify the hypotheses and
examine statistically significant differences. Due to the characteristics of the data, the
assumption is that the primary use of non-parametric tests. Test for the evaluation:

Kruskal-Wallis test (for comparison of three independent groups).

Dunn’s post-hoc test (for pairwise comparisons after a significant Kruskal-Wallis
test).

Mann-Whitney U test (for comparison of two independent groups).

Spearman’s correlation coefficient (for analysis of a monotonic relationship be-
tween two variables).

Friedman’s test (comparing three or more dependent measurements).

Conover’s post-hoc test (for pairwise comparisons after a significant Friedman’s
test).
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— Wilcoxon’s paired test (for comparison of two dependent measurements).

The choice of a specific test will depend on the specific analysis and the data.

o Confidence Rating Analysis: The distribution of confidence ratings will be ana-
lyzed to understand how confidence varies between groups and correlates with classi-
fication accuracy.

e Time Analysis: The time spent on the image classification page will be examined
to see any patterns related to group assignment or classification accuracy.

5.2 Expected Duration

The estimated duration of the experiment is 10-25 minutes per participant. This will likely
depend on the individual level of precision of each participant and their placement in one
of the experimental groups, which will result in the possibility of a deeper analysis of the
information provided.

5.3 Ethical Considerations

o All participants will be informed about the purpose of the study and their right to
withdraw at any time.

e Data collected will be anonymized and used solely for diploma thesis and research
purposes.

e Although it was not necessary due to the scope, conditions, and rules of the diploma
thesis, the design of this experiment met the demands and requirements of the fac-
ulty’s ethics committee, and its ethical aspects were officially approved by this com-
mittee, even in the case of further follow-up research.
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Chapter 6

Evaluation of Experiment

This chapter will deal with the presentation and analysis of the experiment’s results, which
were described in detail in Chapter 5. The goal is to consistently analyze and quantify the
data collected through an online experiment with three groups of participants using the
Figures and metrics defined in the previous chapter.

Within the framework of the chapter, the first focus will be on the overall overview
of the data, representing the number of individual experimental groups, presenting the
demography, then overall accuracy metrics, and moving on to a detailed analysis focused on
answering the stated research questions and also testing the stated hypotheses. Before the
end, the focus will be on other interesting information that emerged from the evaluation
process, and the conclusion will be a discussion that summarizes all key findings, their
interpretation, the limits of the solutions and technologies used, and suggestions for further
follow-up future research.

6.1 Participant Overview and Data Preparation

From March 2025 to April 2025, when data were collected on the LimeSurvey platform as
part of the experiment, 260 questionnaire completions were collected, almost 6 times the
required and expected number of respondents. However, it should still be noted that this
is a rough sample before the data-cleaning process.

After applying the criteria described in the data analysis section 5.1.4, 13 research
participants were first removed from the rough data sample due to non-completion of the
questionnaire, another 14 were removed due to non-classification of more than half of the
images in the central part of the questionnaire, and finally, 29 participant records were
excluded from the data who belonged to either the group of fast finishers (under 350 seconds)
or the group of slow finishers (over 2000 seconds). The final number of valid records included
in the analysis was 204 participants after the individual cleaning phases.

To use the CWS metric, it is necessary in some cases to filter out participants who
exceeded more than 20% of incomplete answers when classifying images to the question
regarding confidence in their decision. The answers from 167 participants who met this
criterion will be used in the evaluations using this metric.

The final numbers of participants after being assigned to individual experimental groups
can be seen in Table 6.1. The representation in individual groups is relatively even, and
there is no significant difference between the representations in groups for both the classical
and CWS metrics.
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Table 6.1: Participant Distribution per experimental group across two sets.

Group Valid participants Valid participants for CWS
Control 70 56
Detector 67 o8
Det. & Heatmap 67 53
Total 204 167

6.1.1 Participant Demographics and Experiences

This section focuses on closer examination and understanding of the demographic charac-
teristics of users and their experiences and knowledge in the field of deepfakes, which are
relevant to this experiment, including a comparison of representation between experimental
groups.

Demographics

Within the demographic data, an analysis was performed according to age group, gender,
highest education achieved so far, and whether it was a technical education.

e Age group: From Figure 6.1a, it can be seen that the vast majority of participants
belong to the age group 18-24, and the next most represented is the group 25-34; these
two groups group around 90% of respondents, which means that older age groups had
significantly lower representation.

e Gender: As for gender, it is clear from Figure 6.1b that men predominated in the
experiment, with about 70% of respondents representing them, compared to 30%
representing women; this is since the survey was completed mainly by people from
the faculty environment, which dominates the male population.

e Education: In the case of education, it can be concluded from the Figure 6.1c that
the majority of respondents who completed the questionnaire were people with a cur-
rent high school diploma, with a percentage representation of around 44%, followed
by a group of participants with a Bachelor’s degree, with 36%, a Master’s degree
was represented in 15% of cases. The group with a PhD degree had minimal rep-
resentation. a question regarding technical orientation also addressed education. At
the same time, Figure 6.1d shows that approximately 55% of people have a technical
orientation, compared to 42% who do not, and the rest did not answer the question.

Random assignment of respondents to experimental groups ensured an even distribution

of users between individual groups with minimal differences, which is also confirmed by
Figure 6.2.
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Figure 6.1: Participant Demographic Distributions, focusing on age groups, gender, and
education.
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Previous Experience (Deepfakes, XAT)

In addition to demographic data, users were asked about their experience with deepfakes
technology, detection, and awareness of XAl

o Deepfake creation: Figures 6.3a and 6.3b show that approximately 70% of users
have never created a deepfake, and more than 80% have never used any deepfake
detection tool. These numbers indicate that the participants were more likely to be
ordinary users than experts in this technology.

e Deepfake detection: When asked about the participant’s subjective assessment of
their ability to detect deepfake, Figure 6.3c¢ shows that the majority of participants
chose the value 3 (“Moderately”) on a Likert scale from 1 (“Not at all”) to 5 (“Com-
pletely”). Significantly fewer participants chose the other values on this scale. How-
ever, the Figure shows that people with the answer 4 (“Very”) and 5 (“Completely”)
at least prevail over people with the answer 1 (“Not at all”) and 2 (“Slightly”), which
means that people are slightly optimistic about their subjective feeling about the
ability to detect deepfake.

o Explainable AI: In the case of participants’ familiarity with the term Explainable
Al it is clear from Figure 6.3d that most users have no idea or only a little knowledge
of what it is actually about; the majority chose the value 1 (“Not at all”) on the
Likert scale and then the representation has a decreasing tendency up to the number
5 (“Completely”), which means that the participants have never encountered this
term. Only about 17% of users chose the number 4 (“Very”) or 5 (“Completely”) on
the scale. These people can be considered experienced in the field of Al

e Deepfake society impact: When asked about the impact of deepfakes on society, it
follows from Figure 6.3e that the participants consider the potential impact on society
to be mostly high. On a 5-point Likert scale, over 50% of participants chose the value
4 (“Very”), which indicates significant impacts. Only a few people perceived the
impact as Moderate or Slight, and no participant even chose 1 (“Not at all”), which
means that everyone thinks that deepfakes have at least a minimal impact on society.

e Frequency of deepfake seeing: As for the frequency of how often people encounter
deepfakes, it is clear from Figure 6.3f that every participant has come into contact with
them at least once since no one chose the value 1 (“Never”) on the scale. Furthermore,
it is clear from the Figure that the number of responses in the middle and upper
part of the scale prevailed, namely 3 (“Sometimes”), 4 (“Often”), or 5 (“Daily”),
which indicates that users are aware of the presence of deepfakes and encounter them
relatively often.
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6.2 Overall Performance Metrics

The section focuses mainly on the analysis of all important performance metrics: accuracy,
F1-Score, precision, recall, specificity and Confidence-Weighted Score (CWS), and subjec-
tive self-confidence; all mentioned metrics are described in detail in Subsection 5.1.4. The
goal will be to get a basic overview of how the participants of the experiment performed
in the classification process and how they assessed the level of confidence in their decisions
before proceeding to a detailed analysis of the research questions and hypotheses.

6.2.1 Classification performance

In this subsection, the basic metrics will be analyzed to assess the extent to which the
participants can classify genuine and deepfake facial images.

Accuracy

The metric represents the proportion of correctly classified images compared to all. In
Figure 6.4a, it can be seen that most participants achieved an accuracy in the range of 57%
to 75%, the average result achieved across groups was 66%, and the most frequent accuracy
was 68%.

When focusing more closely on the classification accuracy between the individual groups,
the violin graphs in Figure 6.4b show that their median accuracy reaches approximately
the same values, and the overall distribution also appears similar. The mean and standard
deviation values achieved by the individual group’s Control (Mean = 0.666, SD=0.059),
Detector (Mean = 0.648, SD = 0.072), and Det. & Heatmap (Mean = 0.659, SD=0.070)
shows no sign of the difference between accuracy groups, which was also confirmed by the
Kruskal-Wallis test, which reached p = 0.294, for alpha = 0.05.

The distribution visually appears to be normal, and based on accuracy, there is no
statistical difference between experimental groups.
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(a) Overall distribution of participant accuracy (b) Violin plots illustrating the distribution of

scores, showing a roughly normal shape centered participant accuracy scores for each experimen-

around 0.65-0.70. tal group, revealing similar medians and overall
shapes across groups.

Figure 6.4: Analysis of Participant Accuracy Scores: (a) Overall distribution across all
participants, and (b) distribution comparison by experimental group.

54



F1-Score

The metric is the harmonic mean of precision and recall and is considered a more robust
metric than accuracy.

In Figure 6.5a, it can be seen that the distribution of achieved F1-Score across all
participants appears to be normal, with two suspicious results at the level of 35% and 45%.
However, overall, these are very similar to those shown by the accuracy graph, where the
most common value was also around 68%), and the average was also at the level of 66%.

Upon closer examination of the achieved F1-Score between the individual groups, Fig-
ure 6.5b shows that they have almost identical median values. The mean and standard
deviation values achieved by the individual group’s Control (Mean = 0.675, SD=0.062),
Detector (Mean = 0.658, SD=0.068), and Det. & Heatmap (Mean = 0.661, SD=0.076)
show no indication of a difference between the F1-Score in the groups, which was also
confirmed by the Kruskal-Wallis test, which reached p = 0.257, for alpha = 0.05.
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Figure 6.5: Analysis of Participant F1-Score: (a) Overall distribution across all participants,
and (b) distribution comparison by experimental group.

Other classification metrics

Other metrics were also analyzed to obtain a more comprehensive picture of the users’
performance. Figure 6.6 shows the individual metrics and compares their performance
between the groups. Deepfake images are considered a positive class, and genuine images
are a negative class.

e Recall: Measures the ability to correctly identify deepfake images. As shown in
Figure 6.6a, the median was 70% in the control and Det & Heatmap groups. The
value in the Detector group was slightly lower, somewhere around 68%, but it indicates
an almost equal ability to classify deepfake images correctly. The Kruskal-Wallis test
reached p = 0.2242 for alpha = 0.05, meaning there is no statistically significant
difference between the groups.

e Specificity: Measures the ability to correctly identify genuine images. The median
ranged across all groups at around 62% according to Figure 6.6b and even in this
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metric, no statistically significant differences between groups were found using the
Kruskal-Wallis test, p = 0.6711, for alpha = 0.05, which is the value based on which
can be said that the metric is far from a significant statistical difference across groups.

e Precision: Quantifies the reliability of an optimistic prediction. The medians ranged
around 65% according to Figure 6.6c, again without significant differences between
groups with p = 0.297, for alpha = 0.05 using the Kruskal-Wallis test.

At the overall level, the participants’ performance between the experimental groups
using the metrics above did not differ significantly.

6.2.2 Subjective Confidence and CWS

Another factor that can play a role in performance is the participants’ confidence in their
decisions, so these responses were incorporated into the performance metric and examined
separately.

Average Confidence

Users rated their confidence in their decisions for each image on a Likert scale from 1 to 5
(Not at all, Slightly, Moderately, Very, Completely).

Figure 6.7a shows that participants’ average confidence values were most often in the
range of 3.0 and 4.0, with a peak around 3.5. The distribution appears symmetrical. A
comparison of the average confidence between groups is shown in Figure 6.7b. However,
again, there are no apparent differences at first glance, as confirmed by the Kruskal-Wallis
test, where p = 0.875 for alpha = 0.05.

Confidence-Weighted Score (CWS)

a metric, which is precisely defined in Subsection 5.1.4, composes the classification of re-
sponses together with confidence, rewarding correct and confident responses and penalizing
incorrect and overconfident responses. A smaller sample was used to analyze this metric
since not all respondents met the specified conditions; the final number of respondents
included in this metric is 167.

From Figure 6.8a, it is clear that the distribution lies in the interval -5 to 30, with
a peak around 15. The predominance of mostly positive values means that users made
correct primary decisions with more confidence.

Upon further examination of Figure 6.8b, it was concluded that there is no significant
statistical difference between the groups for this metric, as confirmed by the Kruskal-Wallis
test where p = 0.231 for alpha = 0.05.

Although the graphs may indicate minor differences at the group level for these metrics,
they were not large enough to be statistically significant. The following sections will focus
on a more detailed analysis of these metrics in the context of the stated research questions
and hypotheses, including pairwise comparisons and analysis of specific conditions.
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ity of ’deepfake’ classifications (Kruskal-Wallis
p=0.2974).

Figure 6.6: Comparison of recall, specificity, and precision metrics across the three experi-
mental groups using box plots, with Kruskal-Wallis p-values with aplha 0.05 indicating no
significant differences between groups for any metric.
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Figure 6.7: Analysis of Participant average confidence ratings (1-5 Likert scale): (a) Overall
distribution, and (b) distribution comparison by experimental group.
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Figure 6.8: Analysis of Participant Confidence-Weighted Scores (CWS): (a) Overall distri-
bution, and (b) distribution comparison by experimental group.
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6.3 Analysis of Research Questions and Hypotheses

The following chapter analyzes the collected data in more detail to test the established
hypotheses and answer the research questions. It will gradually analyze the basic human
ability to detect deepfake (RQ1), the impact of AI assistance in the form of percentage
score and heatmap on performance (RQ2, H1), to what extent participants followed the
suggestion from the AI (RQ2, H2) and finally, it will be analyzed what role the heatmap
plays in decision-making and possibly mitigating blind trust in the percentage output from
the Al detector (RQ2, H3).

6.3.1 RQ1: Baseline Human accuracy (Control group)

RQ1: To what extent can people correctly distinguish between genuine and
fake images of a person’s face?

To answer this question, the responses of people in the Control group (70 participants),
i.e., people who classified the images without help, were analyzed.

Many metrics will be used to answer this question have already been analyzed in the
Section 6.2. The performance of this group was not bad, but not by any means highly
accurate. Based on the analysis in the section above, it was concluded that the mean
accuracy among the Control group reached a value of 0.666 with a standard deviation of
0.059 and a median of 0.667 (Figure 6.4b). For F1, the median value in the group was also
reached at the level of 0.667 (Figure 6.5b). Both median values are significantly above the
level of 0.5, corresponding to random guessing, and therefore, it can be confirmed that the
participants have a particular ability to distinguish deepfake images.

The relationship between the recall and specificity metrics was evaluated as part of
a more detailed analysis. The result of a pairwise comparison of the selected metrics for
each participant using the Wilcoxon signed-rank test is a significant statistical difference (W
= 752.5, p = 0.024, alpha = 0.05), the median recall within the group reached a value of 0.7
while the median specificity was at the level of 0.633, which implies that participants who
were assigned to the Control group were statistically more successful in correctly classifying
deepfakes compared to correctly classifying genuine images.

Further the relationship between the recall and precision metrics was analyzed. Again,
pairwise comparisons of the selected metrics for each participant were used using the
Wilcoxon signed-rank test, with the result (W = 771, p = 0.049, alpha = 0.05), which
confirms the statistical significance between the median recall at the level of 0.7 and the
median precision at the level of 0.662. Higher median levels in the case of recall tell us
that participants from this group had a higher tendency to classify images as deepfakes,
which led to a higher rate of False Positives, which always increases when genuine images
are labeled deepfakes.

Conclusion for RQ1:

Humans, without any help from AI, can correctly distinguish between deepfake and
genuine images at the level of 66% (accuracy) and 67% (F1-Score), which is better than
random classification as they can correctly classify 2 out of 3 provided images however their
performance is not balanced as they are more successful in identifying deepfakes (recall)
than genuine (specificity) and there is a statistically significant trend of more frequent
classification of images as deepfake even at the cost of a higher number of errors in classifying
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genuine images. This finding may also be a consequence of the fact that users were warned
about what kind of experiment it was, and perhaps they were more biased towards detecting
fakes during classification.

6.3.2 RQ2 & H1: Impact of AI Assistance on Performance

RQ2: What is the impact on users’ accuracy of providing a percentage score
and a heatmap as outputs of a deepfake detector?

H1: Participants without support (Control group) will achieve lower accuracy
than the deepfake detector group (Detector group) and deepfake detector +
heatmap group (Det. € Heatmap group) when distinguishing between genuine
and deepfake images.

The first step to answering this research question is to test Hypothesis 1, which is based on
the assumption of favorable outcomes caused by the outputs of the Al detector, whether
the percentage output or the addition of a heatmap, compared to the group without Al
assistance.

The comparison across groups for the accuracy and F1 metrics have already been ana-
lyzed in Section 6.2, where the Kruskal-Wallis statistical test yielded results with for accu-
racy p = 0.294 and for F1-Score p = 0.257, and at the significance level alpha = 0.05, there
was no statistically significant difference between the experimental groups (Figures 6.4b
and 6.5Db).

In order to test Hypothesis 1 more thoroughly, a pairwise comparison of performance
using the F1 metric were performed between the Control group and both remaining groups
using the non-parametric Mann-Whitney U test:

e Control vs Detector comparison: The selected test achieved a result of U = 2713,
p = 0.114, alpha = 0.05 and did not show a significant difference in F1-Score between
the two tested groups.

e Control vs Det. € Heatmap comparison: The selected test achieved a result
of U = 2584, p = 0.304, alpha = 0.05 and did not show a significant difference in
F1-Score between the two tested groups.

However, it is important to note in the context of H1 that a specifically set experiment
with demanding classifications and gray zones can mask participants’ performance levels
in individual groups. Therefore, an attempt was made to focus on the set of images for
which the AI correctly predicted; this subset of images can simulate the case of a highly
accurate detector. From Figure 6.9a, it is clear that the distribution and median value
in Control group is optically significantly lower, somewhere at 72% compared to Detector
group and Det. & Heatmap group; Detector group and Det. & Heatmap group have medians
somewhere at 78%. This visual difference was also confirmed by the Kruskal-Wallis test,
which revealed a significant difference between the groups (H = 8.55, p = 0.014, alpha =
0.05) and subsequent Dunn’s post-hoc tests specified significance in performance (Control
group vs Detector group: p = 0.024; Control group vs Det. & Heatmap group: p = 0.036;
alpha = 0.05), Detector group and Det. € Heatmap group achieving statistically better
accuracy than Control group in the case of a robust detector. The non-significance of the
overall performance may be due to the performance of the Al in cases where it is classified
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incorrectly (Figure 6.9b), which will be further investigated in the context of H3.
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the assisted groups (Detector, Det. & Heatmap) in the Detector group compared to the Control
compared to the Control group. group and Det. & Heatmap group.

Figure 6.9: Participant accuracy comparison across experimental groups, conditioned on
the correctness of the AI’s prediction for the presented image.

Conclusion for H1: None of the Paired tests showed statistical significance (p <
0.05). Therefore, the collected data do not meet the assumption that Al assistance led
to a statistically significant improvement in F1 in difficult cases and gray area cases, and
therefore, hypothesis H1 is rejected. However, Al assistance proved significantly bene-
ficial in accuracy in cases where the Al prediction was correct.

Relation to RQ2: In the context of the experimental design, which focuses mainly on
complex cases and also on gray area images, it can be stated that in these cases, even though
participants Detector group and Det. € Heatmap group had additional information from
AT, any statistically significant improvement in Detector group and Det. & Heatmap group
compared to Control group wasn’t observed. However, Al assistance proved significantly
beneficial in accuracy in cases where the Al prediction was correct. A possible reason why
it is like that may be the equally represented ambiguity and inaccuracy of Al outputs in
a specific image set. This may lead to reduced effectiveness, misinterpretation, or partici-
pant distrust of these outputs. Therefore, further testing the other stated hypotheses, H2,
and H3, is necessary to investigate how participants worked with this additional informa-
tion and whether there is any trend in the different use of additional information between
Detector group and Det. € Heatmap group. The investigation of the impact of the heatmap
will be the subject of analysis for H3.
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6.3.3 RQ2 & H2: Alignment with detector output

H2: The output of the deepfake detector will have a significant impact on the
decision-making of participants in the groups exposed to this information (De-
tector group and Det. € Heatmap group), leading them to align their decisions
with the detector output.

In this hypothesis, the assumption is that participants in Detector group or Det. &
Heatmap group will not ignore the additional information provided by the Al and will
follow it to some extent.

In a first attempt to test this hypothesis, was decided to quantify it using a match rate,
which describes the proportion of trials in which the participant’s response matched the
AT prediction (prediction was defined as: Al score less than 50% = “Genuine” prediction,
AT score greater than or equal to 50% = “Deepfake” prediction), with the AI prediction
being incorrect in half of the cases. A high level of agreement would indicate a strong
tendency of the participant to lean towards the classification from the detector.

When examining the measure, it was found that the Detector group had a Mean of
0.625 and a standard deviation of 0.089, comparable to the values for Det. € Heatmap
group, where the Mean was 0.611 and the standard deviation was 0.098. From the box
plots in Figure 6.10, it can be seen that the medians were around 63% in both groups,
while a decreasing trend in agreement with Al can be observed in Det. & Heatmap group,
which has a slightly lower median value. However, no statistical significance difference was
confirmed by the Mann-Whitney U test with the result U = 2488.0, p = 0.279, alpha =
0.05.
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Figure 6.10: Box plot comparing the overall Agreement Rate (proportion of trials where par-
ticipant decision matched Al prediction) between the Detector group and Det. € Heatmap
group, showing similar median rates.
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A more detailed and fascinating look at Figure 6.11 describes the change in the user
agreement rate depending on the AI’s confidence expressed as a percentage score and its
prediction accuracy.
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Figure 6.11: Alignment Rate vs. Binned Al Score divided into five equally broad and deep
bins, left for images where the AI predicted correctly (a), right for images where it predicted
incorrectly (b). A percentage lower than 50 is considered genuine, and a percentage of 50
and above is considered a deepfake prediction.

Figure 6.11a shows that in cases where the AI achieved high confidence and correct
prediction (0-20 — AI is sure that it is genuine, 81-100 — AT is sure that it is a deepfake)
the user agreement rate with the AI reached 85% to 90%, however, a high agreement rate
was also recorded in bins 21-40 and 41-60, around 80%, the only significant drop occurred
in the 61-80 group, where the agreement rate dropped to less than 60%. Between Detector
group and Det. € Heatmap group, no apparent trend in the graph would indicate differences
between groups.

In cases of incorrect Al prediction (Figure 6.11b), there is a significant drop in the
agreement rate with the AI, with all groups falling within the range of 40% to 55% regard-
less of the percentage prediction from the detector, with bin 81-100, representing a very
confident and incorrect prediction, being able to influence some percentage of participants
towards misclassification. An important finding, however, is that in cases of incorrect Al
prediction, users more often disagreed with this prediction compared to predictions when
the Al was successful, which means that they were often able to identify and correct the
Al error, which suggests that participants in incorrect cases are not always blinded by their
trust in the AT result. In the case of bins 61-80 and 81-100, a slight deviation trend can be
seen; this will be investigated when testing H3.

Conclusion for H2: Based on the overall agreement rate data and a more detailed
overview of the agreement rate divided into correct and incorrect Al predictions from Fig-
ure 6.11, the Al detector significantly impacted users’ decision-making process in Detector
group and Det. & Heatmap group. The agreement rate for correct Al predictions was high,
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especially when the detector’s confidence was high. On the other hand, in cases where the
detector was wrong, participants were not completely passive and were often able to correct
this incorrect classification. Hypothesis H2 is supported based on the data.

Relation to RQ2: Although hypothesis H1 was rejected due to the lack of evidence
of a statistically significant difference between groups based on accuracy (accuracy and
F1-Score), confirmation of H2 is an important part of RQ2, which deals with the overall
behavioral impact of Al assistance since, based on H2 it is clear that the AI detector has
a measurable impact on the decision-making process of the participant who worked with the
provided score and, especially in cases where the Al signaled high confidence, was influenced
by this score. The investigation of the impact of the heatmap will be the subject of analysis
for H3.

6.3.4 RQ2 & H3: Role of Heatmaps in Mitigating Blind Trust

H3: The explainable heatmaps visualizing the detector’s decisionmaking will
enable participants in Det. € Heatmap group to make more informed decisions,
thereby mitigating blind trust in the detector’s output compared to Detector
group.

Based on the hypothesis, the assumption is that heatmaps will help users make more in-
formed decisions. In the context of the experimental design, the decision was to investigate
cases where the Al predicted incorrectly and compare Detector group to Det. € Heatmap
group, and whether, in the case of Det. & Heatmap group, the decisions were more informed
and could correct the Al These two groups will also be compared with the results achieved
by the Control group.

In Figure 6.9b, there is a noticeable difference between the median level of Control
group (60%) and the median of Detector group (52%) and Det. & Heatmap group (57%).
Kruskal-Wallis test (H = 12.768, p = 0.0017, alpha = 0.05) and subsequent Dunn’s post-hoc
test confirmed the suspicion and revealed statistical significance between Control group and
Detector group at the p = 0.001 and alpha = 0.05 levels. Statistical significance was not
confirmed between Detector group and Det. & Heatmap group (p=0.170, alpha = 0.05).
These findings indicate that providing only the score for incorrect predictions significantly
impacts the deterioration of performance compared to the Control group. However, this
deterioration can be mitigated using the heatmap and thus maintain the accuracy achieved
by the Control group.

Next, in testing the hypothesis, focus was moved on the CWS metric; the mean CWS
was calculated for each incorrectly predicted image (N = 30) and each experimental group.
The median from this set describes the typical performance of the group. The Friedman test
for differences between groups, which is suitable for comparing multiple dependent groups
(CWS for the same images in different groups), was used. The test reached statistical
significance (Chi-squared = 14.067, p = 0.0009, alpha = 0.05). The subsequent Conover
post-hoc test with Holm’s correction for multiple comparisons revealed that the Detector
group achieved, in poorly predicted cases, significantly worse results than the Control group
(p=0.0003, alpha =0.05) and also worse results than the group that also had the heatmap
(p=0.048, alpha =0.05). The median in the individual groups was 0.108 for Control group,
-0.031 for Detector group, and 0.048 for Det. & Heatmap group. The results again confirm
that heatmaps help participants correct erroneous Al results.
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In Figure 6.12, the trend can be found in the heatmap group, where this group has
a higher rate of correct override of the detector prediction.
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Figure 6.12: Box plot comparing the Correct Override Rate (proportion of trials where
participants correctly classified an image despite an incorrect Al prediction) between the
Detector group and Det. € Heatmap group.

This also follows from a closer look at Figure 6.11b, where the proportion of Agreement
rate within the incorrect classification for Det. & Heatmap group lies below the Detector
group curve for bins with higher but incorrect certainty (61-80, 81-100). However, in none
of these cases was their statistical difference confirmed (alpha = 0.05, Mann-Whitney U
test: Correct Override Rate U = 1948.50, p-value = 0.187; 61-80 bin U = 2610.0, p-value
= 0.099; 81-100 bin U = 2475.5, p-value = 0.297).

Conclusion for H3: Based on the statistically significant differences found in the
observed trends and the fact that the Det. & Heatmap group was the only one that did
not show statistical significance between the recall, specificity, and precision metrics; the
findings strongly confirm that heatmaps mitigate the negative impact resulting from blind
trust in AI. Thanks to heatmaps, people are shown to make better, more informed, and
more balanced decisions, especially in situations where the Al was wrong, which is also
important in the context of the findings from H2, which shows that participants adhered
to the correct prediction but in problematic cases were able to contradict the result from
the detector. Hypothesis H3 is supported based on the data.

Conclusion to RQ2: Hypothesis Hl was rejected due to the lack of evidence of
a statistically significant difference between groups based on accuracy (accuracy and F1-
Score). H2 confirmed that the AI detector has a measurable impact on the decision-making
process of the participant who worked with the provided score, especially in cases where
the AI signaled high confidence. From H3, it follows that providing only the score from
the detector is risky for incorrect Al predictions; the findings are that heatmaps effectively
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mitigate dire predictions and lead to better, more informed, and more balanced decisions,
and in the case of a good Al prediction, participants agree with the detector.

6.4 Analysis of Confidence & Time

This section will examine potentially interesting data from the experiment that are not
directly related to the main research questions and hypotheses. The section analyzes the
time spent with the experiment, its dependence on performance, and the confidence that
participants chose.

6.4.1 Time Analysis

This subsection will focus on the experiment’s time side, specifically the total time spent
by individual users on the entire questionnaire, including reading the introductory instruc-
tions, answering the introductory questions, classifying the images, and answering the final
questions and also whether there is any dependence of time on accuracy (F1-Score) in the
experiment.

General Time Analysis

Analyzing the time side allows us to understand the time intensity between individual
groups better.

The histogram in Figure 6.13a shows the overall distribution of times in seconds, re-
sulting in a predominant representation frequency in the range of approximately 6 to 13
minutes. The median within the sample was at the level of 11 and a half minutes.
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(a) Overall distribution of total time taken by (b) Box plots comparing total completion times

participants to complete the experiment, showing across experimental groups, indicating a trend of

a peak around 7-13 minutes. increasing median time from Control to Detector
to Detector € Heatmap.

Figure 6.13: Analysis of Total Experiment Completion Time (in minutes): (a) Overall
distribution across all participants, and (b) comparison of completion times by experimental

group.

Focusing on the comparison of time between individual groups as shown in Figure 6.13b,
based on the box plots, it can be seen that there is a clear trend of a gradual increase in the
median from the Control group through the Detector group to the Det. € Heatmap group.
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To test for potential statistical significance in the observed trends between groups, the
nonparametric Kruskal-Wallis test was used, which confirmed a statistically significant
difference in completion time between groups (H = 11.21, p = 0.0037, alpha = 0.05).

A Dunn’s post-hoc test with Bonferroni correction for pairwise comparisons was then
performed to determine which groups had statistically significant differences. Based on
the results, a significant difference was found between the Control group and the Detector
group and Det. & Heatmap group (p = 0.0025, alpha = 0.05). Participants assigned to
Det. & Heatmap group took statistically significantly longer to complete the experiment
than participants assigned to Control group. The differences between Control group and
Detector group (p = 0.460, alpha = 0.05) and Detector group and Det. & Heatmap group
(p = 0.175, alpha = 0.05) were not statistically significant at the alpha = 0.05 significance
level.

The finding that Det. & Heatmap group would take longer to complete the process
than the group without any additional information is in line with expectations since Det.
& Heatmap group participants had the most information available, where the additional
time probably played a role mainly in processing and interpreting heatmaps compared to
Control group, which only classified images.

Relationship between time and F1-Score

Looking at Figure 6.14a, it is clear that across groups, time had no effect on the F1-Score;
this score was almost invariant over time at the level of 0.67.

A closer look at the dependence is provided by Figure 6.14b, which shows signs of
trends for individual groups. The Control group paradoxically achieved worse scores with
increasing time, in the case of the Detector group, it remains the same, only the Det. &
Heatmap group achieves slightly better results with increasing time.
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correlation for any group.

Figure 6.14: Relationship between Total Time Spent (minutes) and Participant F1-Score:
(a) Overall correlation across all participants, and (b) correlation examined separately for
each experimental group.
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6.4.2 Confidence Analysis

This subsection will take a closer look at the impact of participants’ confidence on F1-Score
and the calibration of confidence between correct and incorrect trials of users.

Average Confidence vs F1-Score Analysis

Figure 6.15a shows that the higher the participants’ average confidence, the better they
achieved F1-Score. When broken down into smaller groups, the Figure 6.15b shows that
this fact was reflected in each experimental group, although only the Det. & Heatmap
group achieved the most considerable and statistically significant positive correlation based
on Spearman’s correlation with the result p = 0.0473, rho = 0.269, alpha = 0.05; the other
groups achieved p values higher than 0.05. This shows that participants from Det. &
Heatmap group could better connect their confidence in the decision with how well they
performed in the classification using the heatmap.
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Figure 6.15: Relationship between Participant average confidence (1-5 Likert scale) and
F1-Score: (a) Overall correlation across all participants, and (b) correlation examined sep-
arately for each experimental group.

Calibration of Average Confidence

Figure 6.16 compares the calibration of average confidence in correct and incorrect classified
cases in individual groups; looking at the Figure, it is clear that the calibration achieved
approximately the same distribution across groups and the same median values. The main
finding for us is that participants across all groups were able to calibrate their confidence,
which means that in correct trials, they were significantly more confident than in incorrect
ones. However, the correct/incorrect medians always differed by a maximum of half a point
on a Likert scale (1-5).
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Figure 6.16: Box plots comparing participants’ average confidence ratings on trials where
their classification was correct versus incorrect, shown separately for each experimental

group.

6.5 Post-Experiment Subjective Feedback

After the classification, participants were asked to answer final questions for the respective
groups regarding their subjective feelings and experiences. An overview of the results is
provided in this section.

e Overall Subjective Confidence after the Experiment: Figure 6.17a shows that
the majority of group participants chose the value 3 (“Moderately”) on a Likert scale
from 1 (“Not at all”) to 5 (“Completely”). Fewer participants chose the other values
on this scale. However, the Figure shows that people with the answer 1 (“Not at all”)
and 2 (“Slightly”) at least prevail over people with the answer 4 (“Very”). Nobody
chose option 5 (“Completely”), which means that people are slightly pessimistic about
their subjective feeling about the ability to detect deepfake, which is a slight difference
compared to their confidence before the start of the experiment (Figure 6.3¢), where
the scale was reversed.

o Ease of understanding the information provided (Detector group and Det.
& Heatmap group): Participants in Detector group and Det. € Heatmap group were
asked how easy it was to understand the information provided. Figure 6.17b shows
that most participants understood the information at the “Very” and “Completely”
levels. In Detector group, there was a gradual increase within the scale, while in Det.
& Heatmap group, can be observed a slight drop in the “Completely” option; some
participants probably gradually moved to “Very” and “Moderately”, which may be
due to the heatmap, which requires a certain amount of time and skills to understand
its meaning.
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o Reliance on the AI detector (Detector group and Det. € Heatmap group):
Another question the users were asked was their reliance on the percentage output
from the detector. In Figure 6.17c, the difference between the groups can be seen;
in Detector group, no one chose the options “Very” and “Completely”, and the most
frequent answer in Detector group and Det. € Heatmap group was “Slightly”. In
the case of Det. & Heatmap group, the participants’ reliance on the detector was
distributed within four levels. However, no one chose the option “Completely”. This
distribution indicates a visual deviation, which was also confirmed based on the Mann-
Whitney U test, which revealed a statistically significant difference between Detector
group and Det. € Heatmap group with the result (U = 1803.0, p = 0.0499, alpha
= 0.05). A possible explanation for the difference is that the participants relied
on the output from the detector more because they had another important context
to look at, which helped them increase their confidence. The reliance itself was
qualitatively different and better substantiated, which also supports the conclusions
of Hypothesis 3.

o Perceived usefulness of heatmaps (Det. € Heatmap group only): Partici-
pants in Det. & Heatmap group were asked about their subjective feelings about the
degree of usefulness of the presented heatmap. The results from Figure 6.17d are that
the majority of participants chose the options “Not at all”, “Slightly” (most com-
mon), and “Moderately”, which is surprising because, based on Hypothesis 3, were
found that heatmaps have a significant positive impact on the classification process.
This led to a contradiction between the objective findings, based on detailed analysis,
and the subjective feeling of the usefulness of heatmaps. The question thus arises of
whether heatmaps are the best possible XAl technology, which will be discussed later.
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Overall Post-Experiment Confidence by Experimental Group Reliance on Al Detector (Detector vs. Det. & Heatmap)
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Figure 6.17: Participant subjective ratings from the post-experiment questionnaire: Overall
confidence in classifications by group, Ease of understanding Al assistance (Detector group
vs. Det. € Heatmap group), Reliance on Al detector (Detector group vs. Det. € Heatmap
group), and Perceived helpfulness of heatmaps (Det. & Heatmap group only).
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6.6 Discussion

This section summarizes all findings and describes their implications for designing and
using Al-assisted deepfake detection systems, describes the study’s limitations, and provides
potential suggestions for future research.

6.6.1 Summary and Interpretation of Key Findings

The experiment provides a comprehensive overview of the issues of deepfakes detection and
assisted decision-making using XAI, with the following summary.

Basic human ability and the impact of AI on overall performance. The answers
to this can be found in the analysis and conclusions for RQ1 and H1. They show that the
level of human ability to detect deepfakes in the context of a specifically set experiment
containing challenging and ambiguous cases is 67%, and this value is the same across all
groups (rejected H1). However, the conclusion from the results was that the participants
in the study were biased by the knowledge that they were going to classify images that
also contained deepfakes. Thanks to this, they classified a larger number of images as
deepfakes, which increased the accuracy of correct classification of deepfakes, but on the
contrary, increased the False Positive metric. However, Al assistance was very beneficial in
cases where its prediction was correct, which only supports the claim that the more powerful
the detector we have, the better results we will achieve with the help of Al compared to
cases where we would not have this help.

Strong influence of AI score and its risks. Al has a fundamental influence on the
decision-making process for humans, especially in cases where the detector demonstrates
a prediction with high confidence (RQ2). In cases where the detector was wrong, the user
agreement rate was at a level of around 50%, which indicates that participants did not just
blindly follow the detector’s prediction. However, they could correct this error on every
second classified image (H2 supported) in these cases.

Mitigation role of heatmap. The heatmap fulfilled its function, and people made
better and more informed decisions, especially in the case of incorrect Al predictions, be-
cause in those cases, the heatmap should be an additional factor in the decision-making
process. It was observed that, with incorrect predictions, what was the subject of H2, in the
case of the Detector group, the success rate decreased statistically significantly compared to
the Control group; on the contrary, in the Det. & Heatmap group: The heatmap was able
to mitigate this error. The success rate of this group did not exceed that of the Control
group, but it is important that it was not worse. Another finding that supports the claim
is that participants in the heatmap group achieved statistically better F1-Score depending
on the time they devoted to classification. Heatmaps thus help mitigate blind trust in the
percentage output from the detector (H3 supported).

This demonstrated the potential of XAI methods, such as heatmaps, which provide
insight into the detector’s reasoning and could be particularly important in a professional
context. For example, forensic experts, such as police analysts, need tools that provide pre-
dictions and explain why a particular conclusion was reached; reliably interpreted heatmaps
could fulfill this need and support investigations.

Subjective perception vs. objective impact of heatmaps. A paradoxical finding
was that the subjective user perception of the helpfulness of the heatmap within Det. &
Heatmap group did not correspond to the objectively proven impacts. However, they also
relied more on the correct percentage score from the detector statistically significantly due
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to the additional context that the heatmap provides. The result of this finding may be that
despite the objective positive impact, the heatmap (or selected technique Grad-CAM++)
may not be the ideal approach for providing additional context.

6.6.2 Limitations

The study certainly has limitations that need to be considered.

o Participant Sample: The participant sample was large, but based on demographic
data, it is clear that it was not balanced, with a dominant representation of young
male students with a technical education.

o Experimental Environment: An online questionnaire, in which participants were
informed beforehand about what would happen, may not fully reflect the complexity
and pressure of real-world situations.

e Materials: The training, testing, and validation datasets of facial images were cre-
ated using only videos from the FaceForensics++ dataset.

o XAI method: Focusing exclusively on one option that XAI offers (heatmap) and
also only one technology for its creation (Grad-CAM++).

o Task design: a specific setup with 60 images, uniform score distribution, and 50%
AT error rate was designed to test “gray zones”, but typically it may not match the
performance of current state-of-the-art solutions.

6.6.3 Future Work

Based on the findings, the following suggestions for future research were proposed.

e« Comparison and design of XAI methods: To compare other technologies for
creating heatmaps described in this work (LIME, SHAP, RISE) or to choose a com-
pletely different XAI method (text explanations or other visualization approaches),
which will be technically correct, efficient and at the same time easily interpretable
for a wide target group.

e Impact of training and literacy: To determine whether targeted training focused
on interpreting XAl outputs can improve the ability of users to use Al assistance and
its explanations more effectively.

e Testing in more realistic conditions: Verify the findings with other types of
deepfakes (audio, video) in scenarios closer to reality (e.g., social networks, news).

e Sample expansion and confirmation of conclusions: To achieve a more balanced
sample regarding demographics, education, and experience and subsequently confirm
the conclusions.
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Chapter 7

Conclusion

With the increasing use of deepfake technology, the need for explainable detection systems
is more important than ever. This thesis emphasizes the importance of integrating ex-
plainability mechanisms into black-box models to increase their transparency and usability.
More specifically, this work investigated the impact of deepfake detection tools and their vi-
sualizations on the ability of users to identify deepfakes correctly and on their confidence in
their decisions. Experimental findings indicate a complex interplay between Al assistance,
human judgment, and the way information is presented.

The main element of the thesis was the proposed experiment involving three groups of
participants: a Control group, a Detector group with deepfake detector outputs at its dis-
posal, and a Det. & Heatmap group that will be assisted in its decision-making by heatmap
and the percentage output from the deepfake detector. To prepare for the experiment, it
was necessary to study various deepfake detection models and their explainability methods;
the models were located in publicly available repositories that contain potential candidates
for use in the experimental work. Upon closer examination, it was found that the Grad-
CAM++ technology for generating heatmaps prevails among the others in the context
of deepfake detection. The experiment evaluated how the additional information affected
the participant’s ability to distinguish genuine images from deepfakes correctly, specifically
focusing on challenging cases designed to probe the limits of human-AI collaboration.

The results revealed that baseline human performance in this challenging task was
around 67% (F1-score), significantly better than chance but exhibiting a bias towards iden-
tifying images as fake (RQ1). Overall, providing Al assistance (Detector group and Det.
€ Heatmap group) did not lead to a statistically significant improvement in the F1l-score
compared to the Control group in this experimental setup (H1 rejected). However, assis-
tance was beneficial when the Al prediction was correct. Crucially, the AT detector’s score
strongly influenced user decisions (H2 supported). However, this reliance proved detrimen-
tal when the Al was incorrect, leading to significantly worse performance in the Detector
group compared to the Control group. Adding heatmap effectively mitigated this negative
impact for Det. & Heatmap group, keeping performance on par with the Control group when
the AT erred, significantly improving the confidence-weighted score (CWS) compared to De-
tector group in those situations and leading to a more balanced decision-making approach
(H3 supported).

Although Grad-CAM++ heatmap based on the results of the studies did not dramati-
cally increase the accuracy of identifying detector errors, the findings demonstrate its im-
portant role in mitigating the risks of blind trust in potentially misleading detector scores
and also allowed participants to calibrate their confidence better. However, the paradox-
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ical finding is that despite objectively better results, participants in the Det. & Heatmap
group subjectively rated heatmaps as unhelpful or only moderately helpful while reporting
a significantly higher level of reliance on the combined system compared to the Detector
group.

This finding only confirms a critical challenge for XAI, where these mechanisms demon-
strate a better and more robust human-Al decision-making process; their current form
(heatmap and Grad-CAM++) may not be intuitive or interpretable enough for users to
appreciate or consciously exploit their benefits entirely.

As society grapples with the implications of generative Al, fostering trust and accessibil-
ity through explainable systems will be paramount in protecting information integrity and
security. Addressing the aforementioned future challenges associated with explainability,
including exploring more user-friendly XAI methods, considering the impact of training,
and ensuring scalability, will be key to achieving robust, transparent, and, most impor-
tantly, usable deepfakes detection tools for a wide range of users, and with the increasing
quality of deepfakes being created, also a necessary step towards building resilience in the
increasingly complex digital environment.
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Appendix A

Guidance

Information provided:

— Deepfake detector result: Provides the probability that the image is a deep-
fake. (E.g., 73% indicates a 73% chance the detector assessed it as a deepfake).

— Heatmap: Shows the important parts of the face for the detector to decide.

+ Red = Highest attention: The redder the area on the map, the more
the detector has caught its attention. Red areas indicate that the detector
found distinctive features or characteristics in these areas of the face that
it considered key to analyzing the image. These can be areas that are im-
portant for facial recognition in general, or specific details that the detector
considers relevant.

+ Blue = Lower attention: Conversely, blue areas represent areas that the
detector paid less attention to during analysis. It considers these areas to
be less prominent or less important for its decision whether it is a real or
fake face.

x Colors between red and blue: Areas represent a gradual scale of at-
tention and significance. The more the color moves towards red, the more
weight the area has for the detector in the overall analysis of the image.

— Important Warning: Deepfake detectors are not perfect and can be wrong.
Do not consider their result as the absolute truth.

Task: Your task is to decide whether the displayed face is genuine or a deepfake.
You also need to indicate your level of confidence in this decision. When deciding,
please consider the information provided by the detector (score and heatmap), but
ultimately rely on your own judgment.

Conclusion: Good luck!
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Appendix B

Questionnaires

Initial Questionnaire:
¢ Demographic Information:
— Age range
(e.g., 18-24, 25-34, 35-44, 45-54, 55+, Prefer not to say)

— Gender
(e.g., Male, Female, Other, Prefer not to say)

— Highest level of education attained

(e.g., High school, Bachelor’s degree, Master’s degree, Doctoral degree, Prefer
not to say)

— Was it attained in technical sciences?
(Yes, No, Prefer not to say)

« Deepfake Experience:

— Have you ever created a deepfake image or video?
(Yes, No, Prefer not to say)

— Do you have any prior experience with deepfake detection tools or techniques?
(Yes, No, Prefer not to say)

— How confident are you in your ability to visually detect deepfake images?
(Not at all, Slightly, Moderately, Very, Completely, Prefer not to say)

— How familiar are you with the concept of ,explainable AI“ or ,interpretable AI“?
(Not at all, Slightly, Moderately, Very, Completely, Prefer not to say)

— In your opinion, how significant is the potential impact of deepfakes on society?
(Not at all, Slightly, Moderately, Very, Completely, Prefer not to say)

— How often do you encounter images or videos online that you suspect might be
deepfakes?

(Never, Not often, Sometimes, Often, Daily, Prefer not to say)
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Post-Experiment Questionnaire (all questions are optional):

How confident are you overall in the accuracy of your classifications?

(Not at all, Slightly, Moderately, Very, Completely, Prefer not to say)

(For Groups 2 and 3) How easy was it for you to understand the information pre-
sented?

(Not at all, Slightly, Moderately, Very, Completely, Prefer not to say)

(For Groups 2 and 3) How much did you rely on the AT detector’s output when making
your decisions?

(Not at all, Slightly, Moderately, Very, Completely, Prefer not to say)

(For Group 3) How helpful was the heatmap in making your decisions?

(Not at all, Slightly, Moderately, Very, Completely, Prefer not to say)

(For Group 3) If you answered anything other than ,Not at all“ to the previous
question, please describe how the heatmaps influenced your decision-making process.

If you answered ,Not at all“, please explain why you did not use the heatmaps in
your decision-making.

(Open-ended text box)

Do you have any further comments or feedback about the experiment?

(Open-ended text box)
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Appendix C

Experiment Images

Examples of detector heatmaps overlaid on original images, along with the corresponding
deepfake prediction scores.

Figure C.1: Heatmap example with 100% deepfake prediction score. Deepfake correctly
classified as deepfake by detector.

91



0%

Figure C.2: Heatmap example with 0% deepfake prediction score. Genuine correctly clas-
sified as genuine by detector.

Figure C.3: Heatmap example with 11% deepfake prediction score. Deepfake incorrectly
classified as genuine by detector.

Figure C.4: Heatmap example with 76% deepfake prediction score. Genuine incorrectly
classified as deepfake by detector.
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Appendix D

Cloud storage content

The attached link to the cloud contains the thesis, including its source code IATEX.

e xbrnaf00.pdf - this thesis,

e xbrnaf00__source.zip - source codes INTEX to compile this thesis
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