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Scope @

Tento report sa W dlhodobou kgbemetickou kampanou skuaing APT28 (Funcy Eteur), nugo‘enou na ruské vojenské sgruuoduistvo GRU, ktora v obdobi od
marca 2022 do maja 2024 cielila na e-mailove systémy a kritickd infrastruktaru v C‘:eskei republike, Nemecku a dalsich ¢lenskych statoch EQ s cielom ziskat
strategicke politickeé a vojenské informdacie a gslabit doveru v demokratické institucie pred volbami do Europskeho parlamentu a narodnymi volbami v USA.

Objectives @

1. Ziskat doverné e—muili, Qrihlusovccie udaje a sietové informacie éti}tngch institdcii a Rolitickich subiektc}v Erostrednictvom zero-day exglcitcw v Microsoft Outlook
(CVE-2023-23397) a spear-phishingu.

2. Anonymizovat svoju pritomnost v sieti ciela pouzitim botnetu kompromitovanych SOHO routerov, aby sa grediiil ¢as nepozorovaného pobytu v sieti.
3. Sirit dezinformécie a podlamovat doveru verejnosti v demokratické procesy pred nadchadzajacimi volbami &i uz v USA alebo v EU.

Impacted Sectors @ Impact ©
Vlada; Politika; Kritickd infrastruktara; Energetika; IT sluzby; Letecky a obranny Tieto Estokg Qredstcvuiﬂ Qriume ohrozenie narodnegj bez[geénosti, nakol'ko
priemysel kompromitacia e-mailovych systémov viadnych a~politickych entit moze viest

k Uniku strutegickgch informécii. Zaroven zniZzuju doéveru ob¢anov v

R Rk T VT T R Y i a T o )
demokratické institucie a moézu Hvolﬂt Rolmcku nestabilitu Qoéus volieb.
Pouiitie unnngmizuéni ch botnetov zuxéuie riziko dlhodobého, neodhaleného
A e e it e i N e i

R A
RrEeskumu sietl, ¢o moZe viest k daldim nf:sledni m sabotdZzam kritickej
infrastruktary (energetika, doprava).
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Attack Profile
Actor

APT28 (Fancy Bear)

Location @ Motivations @

Russia v

-+ Choose an attacker's profile

Affiliations @©

Cyber Warfare ®  Undermining Internationa State-Sponsored Hackers 0  Intelligence Ag

Capabilities ®

APT28 disponuje schopnostou vyuzivat zero-day zranitelnosti (CVE-2023-
23397 v Outlooku), sofistikovanym spear-phishingom, orchestraciou botnetov
kompromitovanych SOHO routerov, pohyb v cielovych sietach a opatreniami
na vymazanie stop po extrakcii dat.

Cyber Threat Intelligence Reporting and Analysis Center

Operations @

- Exploit zero-day v Microsoft Outlook (marec 2023) na ziskanie Net-NTLMv2
hashov a nasledné relejové Utoky na autentifikaciu.

- Spear-phishing cieleny na e-mailové Ucty politickych predstavitelov a
administratorov viadnych sieti.

- Vyuzitie botnetu stoviek kompromitovanych SOHO routerov pre

unonxmizﬁciu C2 komunikacie a gredlienie negozorovuného Erieskumu.
- Koordinovand medzindrodnd operdcia “Dying Ember” (jan 2024) zamerand

na rozbitie infrastruktary APT28 pod vedenim FBI, BfY, Europolu a partnerov.
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Victim Profile
Victim @
Politické subjekty, Statne institacie a kritickd infrastruktdra

Iocs @

- CVE-2023-23397
- CVE-2022-38028

Targeted Sector @

+ Choose a victim's profile

Location

Czech Republic v

TTPs @

- Exploity zero-day v Microsoft Outlook (CVE-2023-23397) a Windows Print
Spooler (CVE-2022-38028)

- Spear-phishing a credential harvesting

- Botnet-based anonymization (kompromitované SOHO routery)

- Lateral movement a extrakciadat z e-mailovych serverov

- Vymazanie forenznych stép a stépo ponechanych po extrakcii dat zo
systému

Vlada; Politika; Kritické infrastruktara; Energetika; IT sluzby; Letecky a obranny priemysel

Okrem Ceskej republiky boli zasiahnuté aj krajiny - Nemecko a USA

Cyber Threat Intelligence Reporting and Analysis Center
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REPORT MANAGEMENT
1 Basic Information 2 Threat Context 3 Attack Profile 4  Victim Profile 5 Conclusion
@ Reports
A Attack Profiles Findings @
@ Victim Profiles 1. APT28 zneuZila zero-day zranitelnost v Microsoft Outlook z roku 2023 na kompromitaciu e-mailovych systémov ¢eskych a nemeckych institdci.
2. Utoénici pouzivali botnet z kompromitovanych SOHO routerov pre anonymizéciu C2 komunikacie a predizenie prieskumu bez odhalenia.
3. Identifikované metody zodpovedaju profilu §tatmi sponzorovanej skupiny APT28 (Fancy Bear), napojenej na GRU.
USERS 4. Postihnuté subjekty dostali technické odporucania a zapojili sa do operacie “Dying Ember” na neutralizaéciu infrastruktary Gtocnikov.

A User Management

Overview @

Kampan APT28 trvala od marca 2022 do maja 2024. Utoénici cielili na e-mailové systémy viadnych a politickych subjektov v Cesku, Nemecku a dalsich krajinach EC.

Hlavnou metédou bol zero day exploit v Outlooku, podporeny spear-phishingom a botnet anonymizaciou. Operacia Dying Ember potvrdila medzinGrodnu
spolupracu na neutralizécii hrozby.

Sources @

. https://mzv.gov.cz/inp/en/issues _and_press/press_releases/statement_of _the_mfa_on_the _cyberattacks.html

2:  https://www.bmi.bund.de/SharedDocs/kurzmeldungen/EN/2024/05/schutzmassnahmen-cyberangriffe-en.html

7%

: ‘ https://www.rewterz.com/threat-advisory/russias-apt28-abused-microsoft-outlook-vulnerability-to-target-german-and-czech-organ

4:  https:/[thehackernews.com/2024/05/microsoft-outlook-flaw-exploited-by.html

5. https://www.rewterz.com/threat-advisory/russias-apt28-abused-microsoft-outlook-vulnerability-to-target-german-and-czech-organ
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PshishingGroup
CyberWarfare
Trojan

DDOS3

APT28 (Fancy Bear)

BlackHatGh
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| acation

Brazil

China

Estonia

Andorra

Russia

Cocos (Keeling) Islands
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221037 Martina Molnarova
12345 Guest Guest
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Role Token Date of Creation
GUEST 58qdgxy8n 2025-05-12T19:14:52.5227
USER rwﬁ‘y’iSQpI 2025-05-12T19:20:11.2427
Generate Token
GUEST N Generate
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